
 

 GAO-25-108130 Oil and Gas Snapshot 

 

 Snapshot 

 
 

 
 

 

 

Federal Oil and Gas: Challenges for Providing Effective 
Oversight 

 

GAO-25-108130, April 2025   

The Department of the Interior faces challenges in its oversight of oil and gas resources on federal lands 
and waters. GAO has made over 100 recommendations in 11 years that aim to address challenges. About 
one-third of the recommendations remained open as of March 2025. 

 

The Big Picture  

In 2024, oil and gas production from federal leases 
represented 26 percent and 14 percent of all U.S. 
domestic production, respectively. Companies paid 
the Department of the Interior (Interior) almost $14 
billion in revenues related to oil and gas, representing 
one of the largest non-tax sources of revenue for the 
government. Certain bureaus within Interior oversee 
oil and gas resources on federal lands and waters. 
This includes selling leases and granting permits to 
companies, inspecting production sites, and verifying 
companies pay royalties. Under policies 
implementing recent executive orders, Interior is to 
identify impediments to, and expedite, the 
development of oil and gas on federal lands and 
waters. Interior’s management of oil and gas has 
been on our High-Risk List since 2011. This 
Snapshot summarizes our recent findings from 2014 
through 2024 related to federal oversight of oil and 
gas resources and our recommendations to Interior. 

What GAO’s Work Shows 

We identified five key areas in which Interior faces 
challenges. 

 
Interior strives to ensure that the federal government 
receives a fair return of revenues. The Office of 
Natural Resources Revenue (ONRR) is to ensure 
companies accurately pay royalties. There can be a 
gap between the payments ONRR collects from 
companies and what it should collect—called a 
royalty gap—which may be due in part to companies 
not reporting or misreporting revenues. We found in 

2024 that ONRR last estimated a royalty gap of 
approximately $100 million in both 2010 and 2011.  
 We recommended that ONRR consider creating a 

new royalty gap model and periodically estimate 
a royalty gap to enhance its decision-making and 
strategic planning of its efforts to collect and 
verify accurate royalties.  

  
The Bureau of Land Management (BLM) relies on 
guidance in its management and oversight of oil and 
gas development on federal lands. We found in 
2020—by not first working on permits that will most 
likely be used for drilling in the near term—BLM did 
not work with companies to consistently prioritize 
drilling permit applications. This can lead to inefficient 
use of BLM’s limited staff. We also found in 2021 that 
BLM relied on outdated leasing guidance, which 
could lead to inefficiencies for companies and BLM 
due to extra time spent interpreting the guidance. 
 We recommended that BLM develop a 

documented process on how to prioritize drilling 
permit applications. We also recommended that 
BLM adjust its approach for updating its leasing 
guidance. 

 
Interior relies on multiple IT systems housing 
significant amounts of data to help it effectively 
oversee oil and gas activities, such as permitting, 
inspections, and royalty collection.  
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We found in 2024 that BLM declared its effort to 
modernize its data system for tracking onshore oil 
and gas activities a failure in 2021 after spending at 
least $40 million. This led to BLM having to rely on 
paper records, reducing productivity. We also found 
in 2024 that ONRR did not have certain data that 
could be used to better select leases and companies 
for audits to determine if royalties were accurately 
paid.  

 
 We recommended that Interior strengthen internal 

controls, leadership, and oversight when 
developing a replacement IT system, as well as 
assess the benefits of collecting certain data for 
its audits. 

 
Companies post compliance bonds, which can cover 
cleanup costs for oil and gas sites when they stop 
production. If companies’ bonds do not cover all 
costs, the federal government may pay the remaining 
costs. We found in 2019 that BLM identified 89 new 
orphaned wells from July 2017 through April 2019 
that it may be expected to clean up because 
companies’ bonds were insufficient to cover such 
costs. We found in 2024 that the Bureau of Ocean 
Energy Management (BOEM) did not effectively 
ensure that companies could meet their obligations to 
cleanup sites in advance of potential delays, 
bankruptcies, or other defaults. Specifically, BOEM 
held about $3.5 billion in supplemental bonds to 
cover between $40 billion and $70 billion in total 
estimated post-production costs as of June 2023.  
 
 We recommended Congress consider giving BLM 

the authority and requiring it to implement a 
mechanism to obtain sufficient funds from 
companies in the event their bonds do not cover 
all costs. We also recommended that BOEM 
complete planned actions to further develop, 
finalize, and fully implement changes to financial 

assurance regulations and procedures that 
reduce financial risks. 

 
Interior’s success in effectively overseeing oil and 
gas resources is highly dependent on whether it has 
the staff with the necessary skills to do so. We found 
in 2024 that ONRR had not prioritized hiring staff with 
data analysis skills. This hampered its efforts to 
effectively use its existing data to help better assure 
royalties were accurately paid. We also found in 2021 
that many headquarters’ staff left the agency after 
BLM announced in 2019 that it was relocating its 
headquarters to Grand Junction, Colorado—
increasing vacancies by about 169 percent. We 
concluded that BLM did not have an agency-wide 
strategic workforce plan to address these vacancies 
and support its mission and goals. It is unclear how 
ongoing reductions in staffing at Interior will affect the 
needed staff expertise for this work.  
 
 We recommended that ONRR determine the staff 

necessary to analyze its data. We also 
recommended BLM track data on vacancies and 
develop a workforce plan that aligns with emerging 
mission goals and includes long-term strategies 
for acquiring, developing, and retaining staff.  

Challenges and Opportunities 

Oil and gas produced from federal leases supports 
millions of American jobs, provides lower energy 
costs, and ensures our energy security. From 2014 
through 2024, GAO made 121 recommendations and 
two matters for congressional consideration across 
29 reports. Interior has implemented about two-thirds 
of the recommendations and is generally working 
toward implementing the remaining 
recommendations. GAO’s work shows that 
opportunities exist for Interior to take further actions 
that could result in a more fair return of federal 
revenue, more efficient IT systems, and less federal 
fiscal exposure for site cleanup. 
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