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Ransomware poses threats to federal, state, and local government organizations, including schools.
Taking action on three recommendations from our work in this area could help the federal
government improve coordination and assistance.

The Big Picture

Ransomware attacks are on the rise at organizations
and industries of all sizes. Hospitals, schools,
emergency services, and other industries have been
the victims of such attacks. Ransomware is a form of
malicious software designed to render the underlying
data and systems unusable. Ransom payments are
then demanded in exchange for restoring access to
the locked data and systems.

Four stages of a ransomware attack
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INITIAL INTRUSION

Attackers gain entry to the system or device.

RECONNAISSANCE AND
LATERAL MOVEMENT

Attackers increase their knowledge and
deploy ransomware.

DATA EXFILTRATION AND
ENCRYPTION

Attackers transfer data and
lock the user out of the device.

RANSOM DEMAND

The device displays the demands for payment.
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State, local, tribal, and territorial (SLTT) government
organizations, including schools, have been
particularly targeted by ransomware attacks, which
can have devastating impacts on vital government
operations and services. According to the Multi-State
Information Sharing and Analysis Center—an
independent, nonprofit organization—SLTTs
experienced approximately 2,800 ransomware
incidents from January 2017 through March 2021.

Consequently, federal assistance provided to SLTTs
to prevent and respond to ransomware threats is

essential to enhancing cybersecurity resiliency and
effectiveness.

What GAO’s Work Shows

GAO’s work identified areas where the federal
government could improve the coordination and
assistance it provides to others for addressing
ransomware attacks.

1.

The Cybersecurity and Infrastructure Security
Agency (CISA), Secret Service, and FBI are the
primary federal agencies that provide direct
assistance aimed at preventing and responding to
ransomware attacks on SLTTs. This is provided
through education and awareness, information
sharing and analysis, cybersecurity review and
assessment, and incident response.

Interagency Coordination

However, in September 2022, we reported that they
lacked processes for more effective federal
coordination on ransomware assistance to SLTTs.
Specifically, the interagency coordination between
the three agencies on ransomware assistance to
SLTTs was informal and lacked documented
procedures.

> We recommended that CISA, Secret Service,
and FBI improve interagency coordination on

ransomware assistance to SLTTs.

2. Awareness, Outreach, and Communication

In September 2022, we reported that although SLTTs
were generally satisfied with the ransomware

assistance provided by the federal government, officials
from all 13 SLTTs we interviewed identified challenges

with awareness, outreach, and communication:

SLTTs reported difficulties identifying the federal
services that were available to them.
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e Tribal officials expressed concerns about CISA’s
focus on conducting outreach at the state level,
leaving tribal nations uninformed.

e SLTTs contacting FBI for response assistance
cited issues with inconsistent and timely
communication.

> We recommended that CISA, Secret Service,
and FBI evaluate how to best address concerns
raised by SLTTs.

3. Coordination with Schools

Cybersecurity incidents, such as ransomware
attacks, at kindergarten through grade 12 (K-12)
schools can significantly impact their ability to
continue operations and can cause learning and
monetary loss.

In October 2022, we reported that state and local
officials knowledgeable about K-12 cybersecurity
indicated that the loss of learning following an
incident ranged from 3 days to 3 weeks, and incident
recovery time ranged from 2 to 9 months. In addition,
a research organization provided us with an estimate
of the number of students being affected by
ransomware attacks between 2018 and 2021.

Estimated Number of U.S. Students Affected by
Ransomware Attacks on K-12 Schools, 2018-2021
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Federal guidance, such as the 2013 National
Infrastructure Protection Plan (National Plan), calls
for the development of government coordinating
councils to, among other things, enable interagency
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and intergovernmental coordination to address a
specific need for federal assistance, such as
cybersecurity at K-12 schools.

However, we found that while the Department of
Education and CISA offer cybersecurity resources to
K-12 schools, such as online safety guidance, they
otherwise have little to no interaction with the K-12
community regarding their cybersecurity.

This is due, in part, to the Department of Education
not establishing a government coordinating council,
as called for in the National Plan. Such a council can
facilitate communication and coordination among
federal agencies and with the K-12 community. This,
in turn, can enable federal agencies to better address
the cybersecurity needs of K-12 schools.

» We recommended that the Department of
Education, in consultation with CISA and other
relevant stakeholders, establish an applicable
government coordinating council to coordinate
cybersecurity efforts between federal agencies
and with the K-12 community.

Opportunities

The recently enacted Consolidated Appropriations
Act, 2022 includes requirements for additional federal
coordination in addressing ransomware threats. The
act requires CISA to lead the establishment of and
chair a Joint Ransomware Task Force. Once the task
force is established, federal agencies like CISA,
Secret Service, and FBI may have a mechanism for
coordinating federal ransomware assistance to
SLTTs, including schools.
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