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Why GAO Did This Study

Cloud computing can often provide access to IT resources through the internet faster and for less money than
owning and maintaining such resources. However, as agencies implement IT and migrate systems to the cloud, they
may encounter restrictive software licensing practices.

GAO was asked to review the impacts of restrictive software licensing on federal agencies. This report (1) describes
how restrictive software licensing practices impacted selected agencies’ cloud computing services and (2) evaluates
the extent to which selected agencies effectively managed the potential impact of such practices.

To do so, GAO interviewed IT and acquisition officials from six randomly selected agencies and 11 selected cloud
investments within those agencies. These investments included a mix of cloud computing types, among other
things. GAO also assessed relevant policies and documentation of agency efforts to manage restrictive licensing
practices and compared them to key activities for risk and acquisition management identified by industry.

What GAO Recommends

GAO is making 12 recommendations—two to each agency—to (1) fully address identifying, analyzing, and
mitigating the impacts of restrictive software licensing practices, and (2) assign responsibility for identifying and
managing such practices. Five agencies concurred with the recommendations. One agency—DOJ—did not agree
with the recommendations. GAO continues to believe its recommendations to DOJ are warranted, as discussed in
this report.

What GAO Found

Restrictive software licensing practices include vendor processes that limit, impede, or prevent agencies’ efforts to
use software in cloud computing. Officials from five of the six selected agencies described multiple impacts that they
had experienced from restrictive software licensing practices. The agencies impacted were the Departments of
Justice (DOJ), Transportation (DOT), and Veterans Affairs (VA); the National Aeronautics and Space Administration
(NASA); and the Social Security Administration (SSA). Officials from the remaining agency, the Office of Personnel
Management (OPM), reported that it had not encountered any restrictive licensing practices. The following table
summarizes the impacts.
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____________________________________________________________________________________________________________________________|
Impacts from the Restrictive Licensing Practices Experienced by Five Selected Agencies

Type of Description of restrictive practice Number of
impact agencies
experiencing
impact
Costincrease  Vendor required repurchase of same licenses for 3
(4 agencies) use in cloud.
Vendor charged additional fees to use its 2

software on infrastructure from other cloud
service providers.

Vendor charged more (e.g., a conversion fee)to 1
migrate its software to the cloud under an

agency’s existing licenses used in on-premise
systems.

Limit on choice Vendor required or encouraged agencies to use 3
of cloud service its software on that vendor’s own cloud

provider or infrastructure (i.e., encouraged vendor lock-in).
cloud

architecture

(3 agencies) A contractor that migrated an agency’s data intoa 1
vendor’s cloud infrastructure required the agency
to pay to regain ownership of the data at the end
of the contract, which encouraged vendor lock-in.

A vendor for an on-premise private cloud did not 1
allow another vendor’s software to be used with
its hardware, thereby creating vendor lock-in.

Source: GAO analysis of information provided by agency officials. | GAO-25-107114

None of the six selected agencies had fully established guidance that specifically addressed the two key industry
activities for effectively managing the risk of impacts of restrictive practices. These activities are to (1) identify and
analyze potential impacts of such practices, and (2) develop plans for mitigating adverse impacts. Furthermore, of
the five agencies that reported encountering restrictive practices, three agencies partially implemented the key
activities to manage those restrictive practices and the other two agencies—DOT and VA—did not demonstrate that
they had fully implemented either of the activities.

Key causes for the selected agencies’ inconsistent implementation of the two activities included that (1) none of the
agencies had fully assigned responsibility for identifying and managing restrictive practices, and (2) the agencies did
not consider the management of restrictive practices to be a priority. Until the agencies (1) update and implement
guidance to fully address identifying, analyzing, and mitigating the impacts of restrictive software licensing practices,
and (2) assign responsibility for identifying and managing such practices, they will likely miss opportunities to take
action to avoid or minimize the impacts.


https://www.gao.gov/products/GAO-25-107114

Contents

GAO Highlights i
Why GAO Did This Study i
What GAO Recommends ii
What GAO Found ii

Letter 1
Background 3
Most Selected Agencies Described Multiple Impacts from Restrictive Software Licensing Practices 10
Selected Agencies Did Not Effectively Manage Impacts of Restrictive Practices 13
Conclusions 17
Recommendations for Executive Action 17
Agency Comments and Our Evaluation 18

Appendix |  Obijectives, Scope, and Methodology 22

Appendix I Comments from the Department of Transportation 26

Accessible Text for Appendix Il Comments from the Department of Transportation

28
Appendix Il Comments from the National Aeronautics and Space Administration 31
Accessible Text for Appendix Ill Comments from the National Aeronautics and Space Administration
33
Appendix IV Comments from the Office of Personnel Management 35
Accessible Text for Appendix IV Comments from the Office of Personnel Management
36
Appendix V. Comments from the Social Security Administration 38
Accessible Text for Appendix V Comments from the Social Security Administration
39
Appendix VI Comments from the Department of Veterans Affairs 40
Accessible Text for Appendix VI Comments from the Department of Veterans Affairs
42
Appendix VII GAO Contact and Staff Acknowledgments 44
Tables

Impacts from the Restrictive Licensing Practices Experienced by Five Selected Agencies iii

Page i GAO-25-107114 Cloud Computing



Table 1: Impacts from the Restrictive Licensing Practices Experienced by the Five Selected Agencies 11

Table 2: Assessment of Selected Agencies’ Implementation of Key Activities for Managing Restrictive
Software Licensing Practices 14

Figures
Figure 1: lllustration of a Cloud Computing Environment
Figure 2: Simplified lllustration of Responsibilities for Managing Different Cloud Computing Models

Figure 3: lllustration of How ldentifying and Managing Restrictive Software Licensing Practices Should
Occur Throughout an Investment’s Life Cycle 7

Abbreviations
e CIO: chief information officer
« DOD: Department of Defense
e DOJ: Department of Justice
e« DOT: Department of Transportation
« NASA: National Aeronautics and Space Administration
« OMB: Office of Management and Budget
o OPM: Office of Personnel Management
o SSA: Social Security Administration
e VA: Department of Veterans Affairs

This is a work of the U.S. government and is not subject to copyright protection in the United States. The published product may be
reproduced and distributed in its entirety without further permission from GAO. However, because this work may contain copyrighted
images or other material, permission from the copyright holder may be necessary if you wish to reproduce this material separately.

Page ii GAO-25-107114 Cloud Computing




GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

November 13, 2024

The Honorable Gary C. Peters

Chairman

Committee on Homeland Security and Governmental Affairs
United States Senate

The Honorable Joni K. Ernst

United States Senate

The federal government spends more than $100 billion annually on IT and cyber-related investments. Since
2010, the Office of Management and Budget (OMB) has required agencies to shift their IT services to a cloud
computing option when feasible.! The National Institute of Standards and Technology defines cloud computing
as a means for enabling on-demand access to shared pools of configurable computing resources (e.qg.,
networks, servers, storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.? Cloud computing can often provide access to IT
resources—such as servers that store digital files—through the internet faster and for less money than it would
take for federal agencies to own and maintain such resources.

Along with its potential to transform agencies’ use of IT, cloud computing also presents specific challenges that
may impede agencies’ ability to realize the full benefits of cloud-based solutions. As early as 2012, we reported
on the need for agencies to plan carefully as they invested in cloud computing.® We noted the importance of
preserving agencies’ ability to change vendors in the future by avoiding platforms or technologies that “lock”
customers into a particular product (commonly referred to as vendor lock-in).

We have also reported on the impacts of restrictive enterprise software licensing practices on the cost, choice
of cloud providers, and other aspects of cloud computing services for selected Department of Defense (DOD)
components and investments.* In September 2023, we reported that six selected DOD investments we
reviewed did not consistently address key industry activities for managing the risk of impacts from restrictive
practices, including (1) identifying and analyzing impacts and (2) mitigating those impacts. We recommended
that the department update and implement guidance and plans to fully address identifying, analyzing, and
mitigating the impacts of restrictive software licensing practices on cloud computing efforts.

You asked us to review the impacts of restrictive software licensing on federal agencies. Our specific
objectives were to (1) describe how restrictive software licensing practices impact selected agencies’ cloud

10ffice of Management and Budget, 25 Point Implementation Plan to Reform Federal Information Technology Management
(Washington, D.C.: Dec. 9, 2010).

2National Institute of Standards and Technology, Special Publication 800-145 (Gaithersburg, MD: September 2011).

3GAO, Information Technology Reform: Progress Made but Future Cloud Computing Efforts Should be Better Planned, GAO-12-756
(Washington, D.C.: July 11, 2012).

4We defined restrictive software licensing practices as any software licensing agreements or vendor processes that limit, impede, or

prevent agency efforts to use software in cloud computing. GAO, DOD Software Licenses: Better Guidance and Plans Needed to
Ensure Restrictive Practices Are Mitigated, GAO-23-106290 (Washington, D.C.: Sept. 12, 2023).
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computing services and (2) evaluate the extent to which selected agencies have effectively managed the
potential impact of restrictive software licensing practices.

To address both objectives, we selected a stratified random nongeneralizable sample of six agencies for
review. To do so, we categorized the 26 federal agencies listed on OMB’s IT Dashboard as small, mid-sized,
and large based on their software and outside services spending in fiscal year 2023.> We randomly selected
two agencies from each size category for review. The six selected agencies were:

o Large: the Departments of Justice (DOJ) and Veterans Affairs (VA);
o Mid-sized: the Department of Transportation (DOT) and the Social Security Administration (SSA); and

e Small: the National Aeronautics and Space Administration (NASA) and the Office of Personnel
Management (OPM).

We also selected a nongeneralizable sample of 11 IT investments from the six selected agencies for review.
Specifically, for five of the six agencies—DOJ, DOT, NASA, SSA, and VA—we selected two investments from
each for review. The final agency—OPM—had only one investment that met our selection criteria, as
discussed later. We therefore selected the one applicable investment from this agency. In selecting the
investments, we ensured that they included a mix of cloud computing types, cloud service providers, and
representation from various agency components.

We also met with relevant officials from OMB to determine whether there were any federal requirements or
guidance on managing restrictive software licensing practices. As of June 2024, there were no such federal
requirements or guidance. In addition, we interviewed officials from the General Services Administration to
obtain background information and context about federal agencies’ experiences with identifying restrictive
practices and managing any related potential or actual impacts.

To address our first objective, we conducted structured interviews with cognizant officials responsible for IT,
acquisition management, and cloud computing at each selected agency. Specifically, the interviews focused on
identifying any restrictive practices and related impacts that the selected agencies had encountered or
experienced, and agency and component responsibility and established processes, if any, for managing
restrictive practices. To corroborate information that agency officials described, we obtained and analyzed
supporting documentation, where available.

To address our second objective, we reviewed ISACA’s Capability Maturity Model Integration v3.0 and
selected relevant practices in the areas of acquisition and risk management.® We organized the selected
practices into two key activities: (1) identifying and analyzing impacts of restrictive practices during the
acquisition process and for established IT investments or projects, and (2) developing plans for mitigating

50MB’s IT Dashboard is a public website that provides detailed information on IT investments at 26 federal agencies. See
https://itdashboard.gov/. On the federal IT Dashboard, the “outside services” category includes consulting, managed service providers,
and cloud service providers.

8ISACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA ©[2023] All rights reserved. In particular, we
reviewed and selected relevant practices from the CMMI practice areas of supplier agreement management, service delivery
management, risk management, and causal analysis and resolution.
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adverse impacts. We had also previously assessed DOD’s efforts to implement these two key activities for
managing restrictive software licensing practices.”

To determine the extent to which the selected agencies had managed the potential impact of restrictive
software licensing practices, we obtained and analyzed relevant documentation, such as agency cloud
strategies, IT management policies, acquisition management policies, and relevant risk management artifacts,
among other things. We then compared this documentation to the two key activities for managing restrictive
software licensing practices and their potential impacts.

Further, we interviewed cognizant IT and acquisition management officials from the selected agencies to
obtain additional information about responsibility for, and processes for, managing restrictive software licensing
practices. See appendix | for a more detailed discussion of our objectives, scope, and methodology.

We conducted this performance audit from October 2023 to November 2024 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

Purchasing IT services through a cloud service provider enables agencies to avoid paying for all the computing
resources that would typically be needed to provide such services. As such, cloud computing offers federal
agencies a means to buy services more quickly and possibly at a lower cost than building, operating, and
maintaining these computing resources themselves. Figure 1 provides an illustration of a cloud computing
environment.

7See GAO-23-106290.
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Figure 1: lllustration of a Cloud Computing Environment
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Sources: GAO analysis of data from the Cybersecurity and Infrastructure Security Agency, General Services Administration, and National Institute of Standards and Technology; 32 pixels/stock.adobe.com
(cloud and lock illustrations); ST.art/stock.adobe.com (computer, phone and hands illustration); GAO (all other iconsl/illustrations). | GAO-25-107114

Agencies can select different cloud services to support their missions. These services can range from a basic
computing infrastructure on which agencies run their own software, to a full computing infrastructure that
includes software applications. In defining cloud service models, the National Institute of Standards and
Technology identifies three primary models:®

« Infrastructure as a Service. The service provider delivers and manages the basic computing
infrastructure of servers, software, storage, and network equipment. The consumer provides the operating
system, programming tools and services, and applications.

« Platform as a Service. The service provider delivers and manages the infrastructure, operating system,
and programming tools and services, which the consumer can use to create applications.

« Software as a Service. The service provider delivers one or more applications and all the resources
(operating system and programming tools) and underlying infrastructure to run them for use on demand.

Each type of cloud service offers unique features and carries its own management and security implications
that agencies should consider when implementing their cloud systems. For example, agencies have several
responsibilities for managing Infrastructure as a Service cloud services, whereas cloud service providers are

8National Institute of Standards and Technology, Special Publication 800-145.
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primarily responsible for managing Software as a Service cloud services. Figure 2 shows the varying
responsibilities of agencies and cloud service providers for managing different cloud computing models.

Figure 2: Simplified lllustration of Responsibilities for Managing Different Cloud Computing Models

oo,

Infrastructure-as-a-Service Platform-as-a-Service Software-as-a-Service
Applications ’ Applications ’
Security
Databases
Operating Systems

l:l Agency managed
- Cloud service provider managed

Sources: General Services Administration; 32 pixels/stock.adobe.com (all icons). | GAO-25-107114
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Management of Restrictive Software Licensing Practices

We have previously reported on leading practices for managing software licenses, including the importance of
having a centralized management approach for those licenses.® Cloud computing adds complexity to the
management of such licenses. For example, agencies must track and manage whether, depending on the
cloud service model and vendor used, a cloud service includes a license for the agency’s necessary software.
Alternatively, the cloud service may be offered as a “bring-your-own-license” model in which the agency may
bring its existing, already-purchased software licenses to the cloud platform. In addition, vendors may offer
adaptable cloud solutions that allow an agency to scale the number of licenses up or down based on needs.
This approach allows an agency to pay only for the licenses used, instead of purchasing a set number of
licenses up front that may not be used at all times.

In addition to needing to manage such added complexities of cloud computing licenses, agencies also need to
consider restrictive software licensing practices that vendors may have related to the types of cloud services
the agencies are acquiring. For example, a software vendor may require the agency to repurchase the same
licenses it used on-premise in order to operate the software in the cloud. As another example, a vendor may
prohibit an agency from implementing the vendor’s software on infrastructure provided by a different cloud
service provider.

Restrictive software licensing practices may be identified and occur at any point in an investment’s life cycle. If
an agency encounters such restrictive practices, it is important for the agency to take effective action to
mitigate or avoid potential impacts of those practices, where possible. Figure 3 illustrates how identifying and
managing restrictive software licensing practices should occur throughout an investment’s life cycle.

9GAO, Federal Software Licenses: Better Management Needed to Achieve Significant Savings Government-Wide, GAO-14-413
(Washington, D.C.: May 22, 2014).

Page 6 GAO0-25-107114 Cloud Computing


https://www.gao.gov/products/GAO-14-413

Letter

Figure 3: lllustration of How Identifying and Managing Restrictive Software Licensing Practices Should Occur Throughout an
Investment’s Life Cycle

Depiction of a cloud investment's acquisition life cycle:

=N
] Exercise of option periods,
® Selection of vendor expiration of the agreement,
S — and execution of planning for recompetition,
Review of vendor  the agreement ® Management and or appropriate justification
proposals administration of the for other than full and
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® |mplementation
and deployment of

® Acquisition planning
and market research

*Identify and manage potential impacts of restrictive software licensing practices

Sources: GAO analysis of General Services Administration guidance for cloud acquisitions and relevant provisions of the Federal Acquisition Regulation; Buffaloboy/stock.adobe.com (risk icon); 32
pixels/stock.adobe.com (all other icons). | GAO-25-107114

As we have previously reported, effectively managing software licenses for cloud computing involves, among
other things, applying industry best practices for acquisition and risk management.'® Key activities for
managing impacts of restrictive software licensing practices for cloud computing include (1) identifying and
analyzing impacts of restrictive practices during the acquisition process and for established IT investments or
projects, and (2) developing plans for mitigating adverse impacts."

10GA0-23-106290.
MISACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA ©[2023] All rights reserved. Used with permission.
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Federal Laws and Guidance Related to IT Management and Cloud Computing

As part of a comprehensive effort to transform IT within the federal government, in 2010 OMB began requiring
agencies to shift their IT services to a cloud computing option when feasible.'? Subsequently, in February
2011, OMB issued the Federal Cloud Computing Strategy, which required each agency’s chief information
officer (ClO) to evaluate safe, secure cloud computing options before making any new investments.3

To reform the government-wide management of IT, in December 2014, Congress enacted the Federal
Information Technology Acquisition Reform Act.'* Among other things, the act strengthens the authority of
ClOs to provide needed direction and oversight of covered agencies’ IT acquisitions, which includes
acquisitions for cloud services.'s In June 2015, OMB released guidance describing how agencies are to
implement the act.’® The guidance emphasized the need for CIOs to have full accountability for IT acquisition
and management decisions.

In June 2019, OMB issued an update to its Federal Cloud Computing Strategy to accelerate agency adoption
of cloud-based solutions.'” The strategy focused on equipping agencies with the tools needed to make
informed IT decisions according to their mission needs. In addition, the strategy included 14 key requirements
for agencies to implement within three areas—security, procurement, and workforce—that were intended to
help ensure successful cloud implementation.

In 2020 and 2021, the General Services Administration issued guidance for federal agencies on acquiring
cloud services.’ Among other things, this guidance emphasized the importance of establishing service level
agreements with cloud service providers.'® In addition, to assist agencies in planning and managing their cloud
computing efforts, the General Services Administration operates the IT Vendor Management Office and

120MB, 25 Point Implementation Plan (Washington, D.C.: Dec. 9, 2010).
130MB, Federal Cloud Computing Strategy (Washington, D.C.: Feb. 8, 2011).

14Carl Levin and Howard P. ‘Buck’ McKeon National Defense Authorization Act for Fiscal Year 2015, Pub. L. No. 113-291, division A,
title VIII, subtitle D, 128 Stat. 3438 (Dec. 19, 2014).

15The provisions of section 11319(b) apply to agencies covered by the Chief Financial Officers Act of 1990, 31 U.S.C. § 901(b). The
Federal Information Technology Acquisition Reform Act has generally limited application to the Department of Defense.

1860MB, Management and Oversight of Federal Information Technology, M-15-14 (Washington, D.C.: June 10, 2015).
170OMB, Federal Cloud Computing Strategy (Washington, D.C.: June 2019).

183ince 2010, the General Services Administration has played a role in supporting federal agencies in the development and
deployment of federal cloud computing technology. As part of this, the agency operates a Cloud Information Center that, among other
things, shares information about cloud computing best practices and common cloud acquisition challenges across the federal
government. The agency also supports government-wide acquisition contracts, including those used by agencies to acquire cloud
software and services.

19General Services Administration, Federal Cloud Strategy Guide Agency Best Practices for Cloud Migration (Washington, D.C.: Feb.
2021); and General Services Administration, Cloud Adoption Center of Excellence Playbook (Washington, D.C.: Sept. 2020).
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supports the Cloud and Infrastructure Community of Practice that is chartered under the Federal CIO
Council.20

GAO Has Previously Reported on Cloud Computing and Restrictive Software
Licensing Practices

As previously mentioned, as early as 2012, we reported on the need for agencies to plan carefully as they
invested in cloud computing.2’ We noted that, to preserve their ability to change vendors in the future, agencies
may attempt to avoid platforms or technologies that “lock” customers into a particular product (commonly
referred to as vendor lock-in).

In addition, in September 2022, we highlighted challenges in four areas that our prior work had shown were
impacting the federal government’s adoption of cloud services.??2 Specifically, we reported that agencies faced
challenges in procuring cloud services, tracking cloud costs and savings, ensuring cybersecurity, and
maintaining a skilled workforce. Among other things, we reported that federal agencies were often using
inconsistent data to calculate cloud spending and were not clear about the costs they were required to track.
We also reported that agencies had difficulty in systematically tracking savings data and expressed that OMB
guidance did not require them to explicitly report savings from cloud implementations. As a result, we reported
that it was likely that agency-reported cloud spending and savings figures were inaccurate. In this summary
report, we highlighted previous recommendations made in prior reports; we did not make additional
recommendations.

In September 2023, we reported on the impacts of restrictive enterprise software licensing practices on the
cost, choice of cloud providers, and other aspects of cloud computing services for selected DOD components
and investments.23 We also reported that six selected investments we reviewed did not consistently address
key industry activities for managing the risk of impacts from restrictive practices, including (1) identifying and
analyzing impacts, and (2) mitigating those impacts. We recommended that the department update and
implement guidance and plans to fully address identifying, analyzing, and mitigating the impacts of restrictive
software licensing practices on cloud computing efforts. The department concurred with the recommendation
and described plans and time frames for completing actions intended to address it. As of July 2024, the
recommendation was not yet implemented.

20The Federal CIO Council—established by Executive Order 13011 and codified by the E-Government Act of 2002—is the principal
interagency forum to improve agency practices related to the design, acquisition, development, modernization, sustainment, use,
sharing, and performance of federal government IT. The council’s Cloud and Infrastructure Community of Practice provides a platform
for federal employees and mission-supporting contractors to share insights, ask questions, and learn from their peers on topics such as
cloud migration best practices, among other things.

21GAO-12-756.
22GAQ, Cloud Computing: Federal Agencies Face Four Challenges, GAO-22-106195 (Washington, D.C.: Sept. 28, 2022).

23GAO, DOD Software Licenses: Better Guidance and Plans Needed to Ensure Restrictive Practices Are Mitigated, GAO-23-106290
(Washington, D.C.: Sept. 12, 2023).
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Further, in January 2024, we reported that agencies faced challenges managing licensing agreements,
including those for cloud software and services.?* We reported, among other things, that federal agencies
engaged in thousands of software license agreements each year with vendors to use their products. However,
we also reported that certain agencies maintained inconsistent and incomplete data about their software
licensing agreements. With limited data, these agencies were challenged in their ability to manage these
licenses effectively. We made 18 recommendations to nine agencies to consistently track software license
usage and compare the inventories with purchased licenses. Eight agencies agreed with the recommendations
and one neither agreed nor disagreed. As of June 2024, the 18 recommendations were not yet implemented.

Most Selected Agencies Described Multiple Impacts from Restrictive
Software Licensing Practices

Officials from five of the six selected agencies—DOJ, DOT, NASA, SSA, and VA—identified restrictive
software licensing practices that they encountered as part of their cloud computing efforts. Officials from the
remaining agency—OPM—reported that the agency had not encountered any restrictive licensing practices.

According to agency officials from DOJ, DOT, NASA, SSA, and VA, the restrictive practices that they
encountered included, among other things, a vendor:

e requiring the agency to pay additional fees to use the vendor’s software on infrastructure provided by other
cloud service providers;

« charging more for (e.g., a conversion fee) or requiring the agency to repurchase, for use in the cloud, the
existing software licenses that the agency had been using in its on-premise systems;

e requiring or promoting vendor lock-in via the cloud service provider’'s terms and conditions or acquisition
practices;2® and

e lacking accurate or sufficiently detailed cost data to support agency planning for moving on-premise
licenses to the cloud.

Officials from these five agencies reported that the restrictive practices generally impacted their (1) cost of
cloud computing and (2) choice of cloud service provider or cloud architecture. In addition, officials from
multiple selected agencies reported that they had encountered the same restrictive practices, while other
practices were specific to a selected agency’s software vendor, type of software, or cloud service provider.
Table 1 summarizes the impacts that officials from the selected agencies described related to the restrictive
practices they had experienced, as well as the number of agencies that reported experiencing each impact.

2AGAQ, Federal Software Licenses: Agencies Need to Take Action to Achieve Additional Savings, GAO-24-105717 (Washington, D.C.:
Jan. 29, 2024).

25Agency officials at three selected agencies reported that they had encountered restrictive practices that required or promoted vendor
lock-in. We discuss these restrictive practices in more detail later in this report.
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. __________________________________________________________________________________________________________________________|
Table 1: Impacts from the Restrictive Licensing Practices Experienced by the Five Selected Agencies

Type of impact Description of restrictive practice Number of agencies that
reported experiencing
impact

Cost increase Vendor required repurchase of same licenses for use in cloud. 3

(4 agencies) Vendor charged additional fees to use its software on infrastructure 2

from other cloud service providers.

Vendor charged more (e.g., a conversion fee) to migrate its software to 1
the cloud under an agency’s existing licenses used in on-premise

systems
Limit on choice of cloud A vendor required or encouraged agencies to use its software on that 3
service provider or cloud vendor’s own cloud infrastructure. This is an example of encouraging
architecture vendor lock-in.
(3 agencies) A contractor that migrated an agency’s data into a vendor’s cloud 1

infrastructure required the agency to pay to regain ownership of the
data at the end of the contract. This is an example of encouraging
vendor lock-in.

A hardware vendor for an on-premise private cloud did not allow 1
another vendor’s software to be used with its hardware. As a result, the
agency investment that had implemented that vendor’s private cloud

was effectively locked in to using the vendor’s software, hardware, and
support.

Source: GAO analysis of information provided by agency officials. | GAO-25-107114

o Cost impacts. Officials from four of the six selected agencies—DOJ, DOT, NASA, and VA—described
cost increases that they had experienced or expected to experience as a result of restrictive software
licensing practices on their cloud computing efforts. Specifically, according to agency officials:

o Licensing costs increased. Four vendors required agencies to repurchase the same licenses that they
had been using on premise, in order to use the licenses in the cloud. Officials from three agencies
reported experiencing this impact, but they were unable to specify the actual amount of increase for
repurchasing the licenses.

e Infrastructure costs increased. Two vendors charged additional fees to use their software on
infrastructure from third party cloud service providers. Officials from two agencies reported experiencing
this impact. One of these agencies had not tracked the additional costs attributable to the restrictive
practice. As such, it was unable to specify the actual amount of increase. Officials from the other
agency stated that, as of July 2024, they were in the process of working with the vendor to determine
what the additional costs will be.

e Acaquisition costs increased. One vendor required an agency to pay a conversion fee to change a
license from use on premise to use in the cloud. However, officials from this agency were unable to
specify the actual amount of increase associated with the conversion fee.

« Impacts on choice of cloud service provider or cloud architecture. Officials from three of the six
selected agencies—DOJ, NASA, and SSA—described impacts of restrictive software licensing practices on
their choice of cloud service provider or architecture. Specifically, according to the officials:

e A vendor required or encouraged three agencies to use the vendor’s software on that vendor’s own
cloud infrastructure. This is an example of vendor lock-in.
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« Another instance of vendor lock-in involved a contractor that migrated an agency’s data into a vendor’s
cloud infrastructure, requiring the agency to pay to regain ownership of the data at the end of the
contract.

e A hardware vendor did not allow software from another vendor to be used on its hardware. Specifically,
officials from one agency explained that the hardware selected for an investment’s on-premise private
cloud service did not allow another vendor’s software to be used on it. Investment officials stated that
the agency selected the hardware for the private cloud nearly a decade ago. The officials added that,
as of July 2024, they were working to implement a hybrid cloud environment with other commercial
cloud service providers. However, the investment must continue to use the same software and
hardware vendor for its private cloud.

The five agencies that reported they had encountered restrictive practices—DOJ, DOT, NASA, SSA, and VA—
also took specific actions that may have limited their exposure to potential impacts from restrictive practices.

« Officials from each of these five agencies reported that the agencies established enterprise-wide cloud
contracts with multiple service providers. This structure may enable investments facing a restrictive
practice from one vendor to use another cloud service provider that does not have such a restrictive
practice.

« Officials from two agencies reported that their agencies purchased licenses from different providers rather
than acquiring licenses directly from the original vendors. The officials explained that the original vendors
had imposed restrictive practices on the licenses. By considering and selecting alternative solutions that
did not include such restrictions, the agencies were able to avoid potential impacts from the restrictive
practices.

« Officials from one agency reported that it negotiated terms in a contract that enabled it to avoid cost
increases associated with a vendor’s restrictive licensing practices. For example, agency officials stated
that one component had to repurchase the same licenses that it had been using on premise, in order to
use the licenses in the cloud. However, the officials explained that, because the agency had negotiated
other terms as part of the contract, it had mitigated the cost of repurchasing the licenses. As such, the
officials stated that there was not an overall cost increase from the restrictive practice.

« Officials from one agency reported that it decided to maintain an existing on-premise system instead of
moving it to the cloud, in order to avoid a cost impact from a restrictive licensing practice associated with a
particular cloud service. Specifically, the officials stated that to use the cloud solution they would have had
to repurchase the existing software licenses that the agency had been using in its on-premise system for
use in the cloud.

Officials from the other selected agency—OPM—stated that the agency had not encountered restrictive
practices in managing its cloud computing efforts. These officials explained that the agency has used multiple
providers for its cloud-based applications and services. However, when developing new cloud applications and
systems and migrating on-premises systems to the cloud, the agency attempts to consolidate these services in
its enterprise cloud environment, which is operated by one vendor. By using the enterprise cloud environment
and its single provider, the agency may have minimized the likelihood that it would experience restrictions in
establishing cloud computing services.

However, OPM’s effort to consolidate its cloud applications and services in its enterprise cloud environment

using one cloud provider increases the risk that the agency effectively locked itself into that cloud service
provider. For example, officials from other agencies reported that their agencies were effectively locked in with
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certain large cloud vendors because of the substantial enterprise infrastructure services contracts they had
established with selected vendors. The officials noted that this lock-in was not due to any explicitly documented
restrictive terms and conditions. However, because the agencies configured their software to work with those
specific providers, the officials stated it would be cost prohibitive to change from those configurations to
different cloud service providers in the future.

Selected Agencies Did Not Effectively Manage Impacts of Restrictive
Practices

Effectively managing software licenses for cloud computing involves, among other things, applying industry
best practices for acquisition and risk management.?¢ Key activities for managing impacts of restrictive
software licensing practices for cloud computing include (1) identifying and analyzing impacts of restrictive
practices during the acquisition process and for established IT investments or projects, and (2) developing
plans for mitigating adverse impacts.

None of the six selected agencies had established guidance that specifically addressed the two key activities
for managing impacts of restrictive software licensing practices. Moreover, of the five agencies that reported
encountering such practices—DOJ, DOT, NASA, SSA, and VA—none had fully implemented the two key
activities to manage those practices. Without updating and implementing guidance for managing impacts from
such practices, and prioritizing management of them by assigning responsibility to do so, agencies face
increased risk that investment teams’ efforts to manage such impacts will not be effective.

Selected Agencies Did Not Establish Guidance That Fully Addressed Key Activities for
Managing Restrictive Practices

None of the six selected agencies had fully established guidance that specifically addressed the two key
activities for managing restrictive software licensing practices. Four of the agencies—DOJ, OPM, SSA, and
VA—did not have any guidance that addressed the two activities, while the other two agencies—DOT and
NASA—had partially developed such guidance.

In particular, one of DOT’s components—the Federal Aviation Administration—had developed procurement
guidance that, among other things, directed the component’s contracting officers to review contracts for
commercial software licenses to determine whether they include terms and conditions that attempt to charge
the agency additional licensing fees or restrict the use of software to specific machines or network locations.
However, this guidance—which was only applicable to the component and not department-wide—did not
address analyzing or mitigating potential impacts of such terms and conditions. The guidance also did not
specifically address identifying, analyzing, and mitigating impacts of other types of restrictive licensing
practices. Further, DOT did not establish other guidance for use across the agency that was specifically
intended to identify or manage potential impacts of restrictive software licensing practices.

26|SACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA ©[2023] All rights reserved. Used with permission.
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With regard to NASA, the agency had developed guidance outlining cloud procurement best practices for use
when acquiring Federal Risk and Authorization Management Program-authorized commercial cloud services.?”
One of the identified best practices was to reduce the risk of vendor lock-in (a type of restrictive practice) by
ensuring that the statement of work for NASA'’s cloud services specifies the approach that it would take if the
agency chooses to transfer the delivery of cloud services under the contract to a different reseller, another
entity, or to NASA itself. However, this guidance did not address identifying, analyzing, and mitigating other
types of restrictive practices.

Officials from each of the six selected agencies stated that they would manage restrictive practices as risks.
However, none of the agencies provided supporting documentation demonstrating that such practices are to
be managed as risks. Officials from these agencies also stated that their agencies’ existing IT and acquisition
management policies and procedures could be used to help identify and manage restrictive practices and their
potential impacts. However, none of the agencies were able to identify parts of these policies and procedures
that specifically addressed identifying, analyzing, and mitigating impacts from such practices.

Selected Agencies Did Not Consistently Implement Key Activities for Managing
Impacts of Restrictive Practices

The five selected agencies that reported they had encountered restrictive licensing practices—DOJ, DOT,
NASA, SSA, and VA—did not consistently implement the key activities for (1) identifying and analyzing impacts
of restrictive software licensing practices during the acquisition process and for established IT investments,
and (2) developing plans for mitigating adverse impacts. Three of the agencies—DOJ, NASA, and SSA—
partially implemented the key activities. The other two agencies—DOT and VA—did not implement the key
activities. Table 2 depicts the extent to which the selected agencies implemented the two key activities for
managing potential impacts of restrictive practices.

________________________________________________________________________________________________________________________|
Table 2: Assessment of Selected Agencies’ Implementation of Key Activities for Managing Restrictive Software Licensing
Practices

Selected agency Identified and analyzed potential Mitigated impacts from
impacts of restrictive licensing restrictive licensing practices
practices

Department of Justice partially implemented partially implemented

Department of Transportation not implemented not implemented

Department of Veterans Affairs not implemented not implemented

National Aeronautics and Space Administration partially implemented partially implemented

Social Security Administration partially implemented not implemented

Legend: © = Partially implemented; O = Not implemented

Source: GAO analysis of information provided by agency officials. | GAO-25-107114

« Regarding the first key activity, DOJ, NASA, and SSA partially identified and analyzed the potential impacts
of restrictive practices. Specifically, each of these agencies documented certain restrictive practices and
analyzed their potential impacts. However, DOJ and NASA did not conduct such analyses for all restrictive

2T0OMB established the Federal Risk and Authorization Management Program in 2011 to safely accelerate the adoption of cloud
computing products and services by federal agencies. The program is intended to provide a standardized approach for selecting and
authorizing the use of cloud service offerings that meet federal security requirements.
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licensing practices that they reported they had encountered. In addition, with regard to their selected
investments, officials from SSA’s two investments stated that they did not take action to identify any
restrictive practices that could have impacted those investments. As such, those investments had not
identified or analyzed any such practices nor potential impacts. Officials from the two selected NASA
investments and the two selected DOJ investments reported that they took action to identify restrictive
practices while conducting market research or during their reviews of vendor proposals when moving to the
cloud; however, none of these officials provided documentation demonstrating that they analyzed potential
impacts of the practices they identified.

The two other agencies—DOT and VA—did not demonstrate that they analyzed the potential impacts of
the restrictive practices they encountered. Officials from these agencies told us that they would manage
restrictive licensing practices as risks and these agencies’ risk management policies called for them to
analyze the potential impacts of risks. However, as discussed earlier, neither DOT nor VA provided
supporting documentation demonstrating that such practices are to be managed as risks. They also did not
provide documentation demonstrating that they had analyzed the potential impacts of the restrictive
practices they experienced.

Moreover, with regard to their selected investments, officials from DOT’s two investments and one VA
investment reported that they did not take action to identify any restrictive practices that could have
impacted those investments. As such, those investments had not identified or analyzed any such practices
nor potential impacts. Officials from the other selected VA investment identified a restrictive practice, but
did not provide documentation demonstrating that they had analyzed potential impacts of this practice.

« Regarding the second key activity, one of the five agencies, DOJ, partially implemented the activity by
developing and documenting a plan to address a restrictive practice that one of its investments had
experienced. However, DOJ did not develop and document such plans for addressing other restrictive
licensing practices that it had encountered. Another agency—NASA—partially implemented the activity by
developing a plan that could be used to address a restrictive practice associated with a particular vendor’s
cloud product. The officials acknowledged that the original intended purpose of the plan was to address a
cybersecurity concern with the cloud product, but noted that the plan could also address the restrictive
practice. NASA did not develop plans for addressing other restrictive practices that it had encountered.

Officials from SSA told us that the agency avoided a potential cost impact associated with purchasing
software from a particular cloud vendor with restrictive licensing practices. However, SSA officials did not
provide evidence that the agency had developed a plan for avoiding this impact and did not provide
supporting documentation demonstrating that it had avoided the cost impact.

The other two agencies—DOT and VA—did not demonstrate that they had developed plans for mitigating
impacts from the restrictive licensing practices they had experienced. Specifically, neither agency provided
documentation demonstrating they had developed such plans.
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Gaps in Agency Efforts Resulted in Limited Implementation of Key Activities for
Managing Impacts

Key causes for the selected agencies’ lack of guidance addressing the two activities, and inconsistent
implementation of them, included that (1) none of the agencies had fully assigned and documented
responsibility for identifying and managing restrictive practices, and (2) the agencies did not consider the
management of restrictive practices to be a priority.

Lack of assigned and documented responsibility for managing restrictive practices. Officials from each of
the five agencies that reported they had encountered restrictive licensing practices stated that the
management of impacts from such practices was either the responsibility of the agency CIO or was a
shared responsibility among multiple offices that manage IT and acquisitions or provide legal counsel.
However, none of the five agencies had specifically assigned or documented this responsibility. As such, it
was unclear who was accountable at each agency for ensuring the consistent implementation of the two
key activities for managing restrictive practices.

One of DOT’s components—the Federal Aviation Administration—developed procurement guidance that
assigned the component’s contracting officers responsibility for identifying certain restrictive practices, as
discussed earlier. However, this guidance—which was only applicable to the component and not
department-wide—did not assign responsibility for identifying or managing other types of restrictive
practices, and DOT had not assigned such responsibility across the department.

In addition, although OPM reported that it had not encountered restrictive practices, the agency had not
specifically assigned or documented responsibility for managing impacts from such practices. Establishing
this responsibility would prepare the agency to address situations where it encounters restrictive practices
in the future.

Agencies did not consider the management of restrictive practices to be a priority. According to officials
from the five agencies, they had not focused on how to address restrictive licensing practices because, as
of July 2024, the agencies had not encountered many instances of such practices. The officials also stated
that the impacts from such practices had not been a significant issue impacting their cloud computing
services. As such, the officials stated that they either did not consider it necessary or did not consider it a
priority to develop or update agency guidance to specifically address the management of such practices
and their impacts.

Without implementing comprehensive guidance for managing the impacts of restrictive software licensing
practices, the selected agencies are not well positioned to identify and analyze the impact of such practices or
to mitigate any risks they present in an efficient and effective manner. Developing and implementing such
guidance could improve the quality and consistency of the agencies’ practices for identifying, analyzing, and
mitigating impacts of restrictive practices. In addition, without consistently implementing the two key activities
for managing restrictive licensing practices, the agencies will likely miss opportunities to take action to avoid or
minimize the impacts. Moreover, investment teams will likely take ad hoc steps—or not take any action—to
identify and address them, increasing the likelihood that investment teams’ efforts to manage potential impacts
are not effective.
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Conclusions

Restrictive software licensing practices adversely impacted five of the six selected agencies’ cloud computing
efforts. The restrictive practices either increased costs for cloud software or services or limited the agencies’
options when selecting cloud service providers.

However, none of the six selected agencies had sufficient guidance for effectively managing impacts from
restrictive practices. Further, the agencies had not assigned responsibility for managing such practices. This
resulted in the agencies and selected investments taking varied actions—or no action—to identify and manage
such practices. Unless the agencies address these limitations and focus on managing restrictive practices,
their investments will likely involve ad hoc, ineffective approaches. Further, the full extent of impacts from such
practices on the agencies will remain unknown.

Recommendations for Executive Action
We are making a total of 12 recommendations—two each to DOJ, DOT, NASA, OPM, SSA, and VA.

The Attorney General should update and implement Department of Justice guidance to fully address
identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud computing
efforts. (Recommendation 1)

The Attorney General should assign and document responsibility for identifying and managing potential
impacts of restrictive software licensing practices across the department. (Recommendation 2)

The Secretary of Transportation should update and implement guidance to fully address identifying, analyzing,
and mitigating the impacts of restrictive software licensing practices on cloud computing efforts.
(Recommendation 3)

The Secretary of Transportation should assign and document responsibility for identifying and managing
potential impacts of restrictive software licensing practices across the department. (Recommendation 4)

The Secretary of Veterans Affairs should update and implement guidance to fully address identifying,
analyzing, and mitigating the impacts of restrictive software licensing practices on cloud computing efforts.
(Recommendation 5)

The Secretary of Veterans Affairs should assign and document responsibility for identifying and managing
potential impacts of restrictive software licensing practices across the department. (Recommendation 6)

The Administrator of the National Aeronautics and Space Administration should update and implement
guidance to fully address identifying, analyzing, and mitigating the impacts of restrictive software licensing
practices on cloud computing efforts. (Recommendation 7)

The Administrator of the National Aeronautics and Space Administration should assign and document

responsibility for identifying and managing potential impacts of restrictive software licensing practices across
the agency. (Recommendation 8)
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The Director of the Office of Personnel Management should update and implement guidance to fully address
identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud computing
efforts. (Recommendation 9)

The Director of the Office of Personnel Management should assign and document responsibility for identifying
and managing potential impacts of restrictive software licensing practices across the agency.
(Recommendation 10)

The Commissioner of the Social Security Administration should update and implement guidance to fully
address identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud
computing efforts. (Recommendation 11)

The Commissioner of the Social Security Administration should assign and document responsibility for
identifying and managing potential impacts of restrictive software licensing practices across the agency.
(Recommendation 12)

Agency Comments and Our Evaluation

We provided a draft of this report to DOJ, DOT, NASA, OPM, SSA, and VA for review and comment. Five of
the agencies (DOT, NASA, OPM, SSA, and VA) concurred with our recommendations and one (DOJ)
disagreed with our recommendations.

The following five agencies concurred with our recommendations:

e In written comments (reprinted in appendix II), DOT concurred with our two recommendations and stated
that the department would provide a detailed response to each recommendation within 180 days of the
final report.28¢ While DOT concurred with our recommendations, it also described two concerns with our

methodology and findings.

o First, DOT believes our analysis did not adequately distinguish between (1) Platform as a Service and
Software as a Service cloud offerings and (2) traditional software licensing. The agency stated that
such cloud services (excluding Infrastructure as a Service solutions) are fully integrated and managed
services that are brokered and maintained by the provider. It also stated that these services have a
supporting cost model that consists of a variety of elements (e.g., labor and hardware) and any
software included is not a discretely managed and priced component exposed to the customer. DOT
further noted that traditional software licenses are acquired and managed as discrete assets, and
asserted that management of such licenses is not comparable with management of cloud services.

We acknowledge that not all cloud service models require traditional software licenses. However,
having a cloud provider manage certain types of cloud services on the agency’s behalf does not
eliminate the agency’s responsibility to identify and mitigate impacts of restrictive licensing practices
when establishing new cloud agreements or managing existing services. In addition, as discussed
earlier in this report and based on examples provided by officials at the selected agencies, impacts

28Under 31 U.S.C. § 720, when GAO makes a report that includes a recommendation to an agency head, the agency head is to provide
to GAO, among others, a written statement on action taken or planned on the recommendation. This written statement is to be
submitted to GAO, among others, within 180 days of the date of the report.
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from restrictive licensing practices are not limited to cost. As such, agencies should be identifying and
managing restrictive practices and other types of potential impacts that may occur. We continue to
believe that our analyses are appropriate and that our recommendations apply to the management of
all types of cloud computing services.

« Secondly, DOT asserted that our draft report discounted the effectiveness of existing agency controls
that account for risks encountered in IT acquisitions and that we treated an absence of specific
evidence of "restrictive licensing practices" as an absence of these existing controls. We disagree with
this assertion. During our audit, we reviewed DOT's existing policies and procedures for managing IT
acquisitions, including the department's risk management policies. We agree that DOT may be able to
leverage these existing risk management practices to help address restrictive software licensing
practices.

However, as discussed in the report, the department did not provide any evidence that it had used its
risk management process, nor other existing agency processes, to analyze the potential impacts of the
restrictive practices it had encountered. As such, we maintain that (1) without any assigned
responsibility to identify or manage restrictive software licensing practices, and (2) absent any guidance
specifically calling for department officials to identify such practices and manage them as risks, the
department cannot be assured that it is managing restrictive practices effectively.

In addition, our methodology for assessing whether the selected agencies had implemented the two
key activities for managing restrictive practices did not treat an absence of specific evidence of
“restrictive licensing practices” as an absence of existing controls. In conducting our assessment, we
did determine whether any parts of an agency’s policies or processes were specific to identifying and
managing such practices. In doing so, we examined each agency’s relevant IT and acquisition
management policies and process documents—as identified and provided by the agencies—for
variations of the term “restrictive licensing practices.”

We also looked for and gave credit, where appropriate, for any other evidence that an agency’s existing
policies and management controls would apply—and had been applied—to managing restrictive
practices. For example, as discussed earlier in this report, we gave credit to DOT because one of its
components (the Federal Aviation Administration) had developed procurement guidance that
addressed identifying certain types of restrictive practices, even though the guidance did not use that
specific term. Given that DOT did not provide evidence that it had (1) developed such guidance for use
department-wide, and (2) used its existing agency controls, such as its risk management process, to
analyze and mitigate potential impacts of the restrictive practices it had encountered, we continue to
believe that our methodology and findings for the department are appropriate and warranted.

e In written comments (reprinted in appendix 1), NASA agreed with our two recommendations and described
specific actions the agency intended to take to address them. For example, in regard to our
recommendation that the agency update and implement guidance to fully address identifying, analyzing,
and mitigating the impacts of restrictive software licensing practices on cloud computing efforts, NASA
stated that the agency planned to (1) implement guidance to inform users of how to identify restrictive
software licensing practices affecting their cloud computing efforts and (2) establish a requirement to report
them to the Office of the CIO for further analysis and mitigation. These planned actions, if implemented
effectively, should better position NASA to identify, analyze, and mitigate potential impacts of restrictive
practices.

e In written comments (reprinted in appendix IV), OPM agreed with our two recommendations and described
planned actions to address them. For example, related to our recommendation that the agency assign and
document responsibility for identifying and managing potential impacts of restrictive software licensing
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practices across the agency, OPM stated that OPM's Office of the CIO would take the lead to identify, by
the end of fiscal year 2025, a centralized component to be responsible for identifying and managing such
impacts. ldentifying a centralized component to be responsible for those activities should better position
OPM to mitigate potential impacts of restrictive software licensing practices, should they occur.

« In written comments (reprinted in appendix V), SSA stated that the agency agreed with our two
recommendations to the agency.

« In written comments (reprinted in appendix V1), VA stated that the agency agreed with our conclusions and
concurred with our two recommendations to the agency. VA also stated that it would provide the actions it
plans to take to address the recommendations in its 180-day update to the final report.

One agency, DOJ, did not concur with our recommendations. Specifically, a DOJ Audit Liaison Specialist
communicated via email that DOJ did not concur with the recommendations because the two key activities we
used in our assessments—and on which our recommendations are based—are leading practices for IT
acquisition and risk management, instead of federal policy or guidance.?® DOJ further noted that the source of
these leading practices (ISACA’s Capability Maturity Model Integration v3.0) does not have governing authority
over federal agencies.

We acknowledge DOJ’s point that leading industry practices do not have governing authority over federal
agencies. We also discuss earlier in the report that, as of June 2024, there were no federal requirements or
guidance on managing restrictive software licensing practices. However, we maintain that our findings and
recommendations to DOJ are valid and appropriate. In the absence of relevant federal policy or guidance—or
when such guidance is not comprehensive enough to address our objectives—GAOQ identifies criteria from
other credible sources, in accordance with generally accepted government auditing standards. These
standards state that suitable criteria are relevant, reliable, objective, and understandable and do not result in
the omission of significant information, as applicable, within the context of the audit objectives.®® The standards
also identify examples of suitable criteria, such as technically developed standards, expert opinions, and
defined business practices. We maintain that the two key activities that are based on leading industry practices
in ISACA’s Capability Maturity Model Integration v3.0 are suitable and appropriate for this review. We also
affirm their relevance as a sound basis for the recommendations to DOJ. As such, we continue to believe that
the recommendations to DOJ are appropriate and warranted.

Finally, we received technical comments from DOJ and OPM, which we incorporated as appropriate.

We are sending copies of this report to the appropriate congressional committees, the Administrator of the
National Aeronautics and Space Administration, Attorney General, Commissioner of the Social Security
Administration, Director of the Office of Personnel Management, Secretary of Transportation, Secretary of
Veterans Affairs, and other interested parties. In addition, this report is available at no charge on the GAO
website at http://www.gao.gov.

29The two key activities were (1) identifying and analyzing impacts of restrictive practices during the acquisition process and for
established IT investments or projects, and (2) developing plans for mitigating adverse impacts.

30GAO, Government Auditing Standards: 2018 Revision Technical Update April 2021 (Supersedes GAO-18-568G), GAO-21-368G
(Washington, D.C.: Apr. 14, 2021).
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If you or your staff have any questions about this report, please contact Carol Harris at (202) 512-4456 or
HarrisCC@gao.gov. Contact points for our Offices of Congressional Relations and Public Affairs may be found
on the last page of this report. GAO staff who made key contributions to this report are listed in appendix VII.

Carol C. Harris
Director, Information Technology Acquisition Management Issues
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Appendix |: Objectives, Scope, and Methodology

Our objectives were to (1) describe how restrictive software licensing practices have impacted selected
agencies’ cloud computing services and (2) evaluate the extent to which selected agencies have effectively
managed the potential impact of restrictive software licensing practices.

To address both objectives, we selected a stratified random nongeneralizable sample of six agencies for
review. To do so, we categorized the 26 federal agencies listed on the Office of Management and Budget’s
(OMB) IT Dashboard as small, mid-sized, and large.! Specifically, we used the following cost ranges to
categorize the agencies based on their software and outside services spending in fiscal year 2023 (these
budget categories are known to include cloud computing services):

o Large: greater than $1 billion;

e Mid-sized: greater than $500 million to $1 billion; and

e Small: $300 million to $500 million.
We then excluded the following agencies:

o Those that had spent less than $300 million on these services (this included nine agencies);

« the Department of Defense, which was included in a recent review with similar objectives;? and

o the General Services Administration, which we met with to discuss the agency’s role in advising agencies
about cloud computing, as discussed later.

From the 15 remaining agencies, we randomly selected two agencies from each size category for review, for a

total of six agencies. The selected agencies were:

o Large: the Departments of Justice (DOJ) and Veterans Affairs (VA);

e Mid-sized: the Department of Transportation (DOT) and the Social Security Administration (SSA); and

e Small: the National Aeronautics and Space Administration (NASA) and the Office of Personnel
Management (OPM).

We also selected a nongeneralizable sample of 11 IT investments from across the six selected agencies for
review. Specifically, for five of the six agencies—DOJ, DOT, NASA, SSA, and VA—we selected two
investments from each for review. The final agency—OPM—had only one investment that met our selection
criteria, as discussed later. We therefore selected the one applicable investment from this agency.

TOMB’s IT Dashboard is a public website that provides detailed information on IT investments at 26 federal agencies. See
https://itdashboard.gov/. On the federal IT Dashboard, the “outside services” category includes consulting, managed service providers,
and cloud service providers.

2GAO, DOD Software Licenses: Better Guidance and Plans Needed to Ensure Restrictive Practices Are Mitigated, GAO-23-106290
(Washington, D.C.: Sept. 12, 2023).
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To select the 11 investments for review, we used the data from OMB’s IT Dashboard. Specifically, for each
selected agency, we sorted the agency’s list of IT investments on the Dashboard in decreasing order based on
the sum of its fiscal year 2023 software and outside services spending. We then excluded any investments
where spending was below $3 million.

From the remaining investments, we assigned random numbers to each agency’s IT investments and then
ranked them in descending order. After excluding any Office of Inspector General investments, we selected up
to 16 investments at each agency. OPM and SSA had fewer than 16 IT investments whose fiscal year 2023
software and outside services spending was at least $3 million. As such, we selected all of their applicable IT
investments that were over the $3 million threshold.

Specifically, for each agency, we first selected the agency’s 10 investments that had been assigned the largest
values in our random number assignment. We then selected up to six additional investments from each
agency. In making those selections, we ensured that the selected investments included various agency
components.

We sent the set of selected investments to each agency and asked officials to identify, for each investment: (1)
whether it included cloud computing and (2) which component was responsible for it. For the investments that
agencies identified as including cloud computing, we requested additional information about the cloud services,
including cloud type (e.g., Infrastructure as a Service) and cloud service provider. We also asked whether the
investments included software or services in production in the cloud and excluded investments that did not. We
used the data the selected agencies provided on these investments to select a nongeneralizable sample of two
cloud investments per agency for detailed review (except for OPM, which had only one investment that met our
selection criteria, as discussed earlier). In selecting the investments, we ensured that they included a mix of
cloud computing types, cloud service providers, and representation from various agency components.

We also met with relevant officials from OMB to determine whether there were any federal requirements or
guidance on managing restrictive software licensing practices. As of June 2024, there were no such federal
requirements or guidance. In addition, we interviewed officials from the General Services Administration to
obtain background information and context about federal agencies’ experiences with identifying restrictive
practices and managing any related potential or actual impacts.

To address our first objective, we conducted structured interviews with cognizant officials responsible for IT,
acquisition management, and cloud computing at each selected agency. This included agency- and
component-level officials, as well as officials responsible for the 11 selected investments. Specifically, the
structured interviews focused on identifying any restrictive practices and related impacts that the selected
agencies had encountered or experienced, and agency and component responsibility and established
processes, if any, for managing restrictive practices.

To corroborate information about the restrictive practices and related impacts that agency officials described,

we obtained and analyzed supporting documentation, where available. As discussed earlier in the report, such
documentation was not available from all agencies.
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To address our second objective, we reviewed ISACA’s Capability Maturity Model Integration v3.0 and
selected relevant practices in the areas of acquisition and risk management.> We organized the selected
practices into two key activities: (1) identifying and analyzing impacts of restrictive practices during the
acquisition process and for established IT investments or projects, and (2) developing plans for mitigating
adverse impacts. We had also previously assessed the Department of Defense’s efforts to implement these
two key activities for managing restrictive software licensing practices.*

To determine the extent to which the selected agencies had managed the potential impact of restrictive
software licensing practices, we obtained and analyzed documentation of relevant agency strategies,
guidance, and processes. For example, we analyzed, among other things: agency cloud strategies, IT
management policies, risk management policies, and acquisition management policies. During our analysis of
these documents, we determined whether any parts of the policies or processes were specific to identifying
and managing restrictive practices. We also obtained and analyzed documentation of agency efforts to
manage restrictive licensing practices—such as relevant risk management artifacts—where such
documentation existed. We then compared this documentation to the two key activities for managing restrictive
software licensing practices and their potential impacts.

Regarding our assessments of whether the selected agencies had implemented the two key activities for
managing restrictive software licensing practices, we focused on the five agencies that reported they had
encountered such practices—DOJ, DOT, NASA, SSA, and VA.®> We assessed those agencies’ efforts to
implement the first key activity as follows:

e Fully implemented: The agency provided supporting documentation that demonstrated that it had analyzed
the impacts of all such practices it had encountered. In addition, the agency provided documentation that
all of its selected investments had taken action to identify any restrictive practices that may have impacted
those investments.

e Partially implemented: The agency provided supporting documentation that demonstrated that (1) it had
analyzed the impacts of at least one, but not all, such practices it had encountered, or (2) at least one, but
not all, of the agency’s selected investments had taken action to identify any restrictive practices that may
have impacted those investments.

e Not implemented: The agency did not provide supporting documentation that demonstrated that (1) it had
analyzed the impacts of any such practices it had encountered and (2) any of the agency’s selected
investments had taken action to identify restrictive practices that may have impacted those investments.

Similarly, we assessed the five agencies’ efforts to implement the second key activity as follows:

3ISACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA ©[2023] Al rights reserved. Used with permission.
In particular, we reviewed and selected relevant practices from the practice areas of supplier agreement management, service delivery
management, risk management, and causal analysis and resolution. We selected these practice areas and practices because they
align closely with cloud computing software licensing and acquisition management.

4See GAO-23-106290.

50PM officials reported that the agency had not encountered any restrictive licensing practices. As a result, although we were able to
assess whether OPM had assigned responsibility for managing restrictive software licensing practices and established processes for

managing such practices, we did not assess that agency’s efforts to implement the two key activities for managing restrictive licensing
practices.
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o Fully implemented: The agency provided supporting documentation that demonstrated that the agency had
developed plans for mitigating adverse impacts from all of the restrictive licensing practices it had
encountered.

e Partially implemented: The agency provided supporting documentation that demonstrated that the agency
had developed plans for mitigating adverse impacts from at least one, but not all, of the restrictive licensing
practices it had encountered.

e Not implemented: The agency did not provide supporting documentation that demonstrated that the agency
had developed plans for mitigating adverse impacts from any of the restrictive licensing practices it had
encountered.

We also interviewed cognizant IT and acquisition management officials from the selected agencies and
investments to obtain additional information about responsibility and processes for managing restrictive
software licensing practices. This included interviews with agency- and component-level officials, as well as
officials responsible for the 11 selected investments.

As part of our overall assessment of the selected agencies’ efforts to manage the potential impact of restrictive
software licensing practices, we assessed the relevance of standards for internal control.® We determined that
the control environment, risk assessment, control activities, and information and communication components of
internal control were significant to this objective. Of specific relevance were internal control principles that
emphasize that management should (1) establish an organizational structure, assign responsibility, and
delegate authority to achieve the entity’s objectives; (2) identify, analyze, and respond to risks related to
achieving the defined objectives; (3) design control activities to achieve objectives and respond to risks; (4)
implement control activities through policies; and (5) internally communicate the necessary quality information
to achieve the entity’s objectives.

We conducted this performance audit from October 2023 to November 2024 in accordance with generally
accepted government auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

8GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: Sept. 10, 2014).
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@

U.S. Department of
Transportation

Office of the Secretary
of Transportation

for Administration Washington, DC 20590

September 18, 2024

Carol C. Harris

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office (GAO)

441 G Street NW

Washington, DC 20548

Dear Ms. Harris,

Effective stewardship of the resources entrusted to the Department of Transportation (DOT or
Department) for the acquisition and management of information technology (IT) products and
services is a foundational priority of the agency. DOT’s strategic goals, internal controls, IT
governance, acquisitions, and shared services programs reinforce each other to ensure that the agency
properly plans for, acquires, and manages its investments in IT for compliance and risk in service of
the needs of customers and stakeholders.

In our review of GAO’s draft report, we believe that the report’s analysis does not adequately
distinguish between Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS) offerings by
cloud service providers with traditional software licensing. While traditional software licenses may
be acquired by agencies for deployment in Infrastructure-as-a-Service (IaaS) environments, the
licenses by themselves lack the fundamental characteristics of cloud services!, and are managed quite
differently. Cloud services must be rapidly scalable and elastic, resilient, provide for on-demand self-
service, enable resource management and control for both the service provider and customer, and
comply with the cybersecurity requirements of the Federal Risk and Authorization Management
Program (FedRAMP). The result is that a cloud service is a fully integrated and managed service
brokered and maintained by the provider, with a supporting cost model consisting of a variety of
elements including labor, hardware, software, and services, but where included software is not a
discretely managed and priced component exposed to the customer. By contrast, software licenses by
themselves have none of these characteristics and are acquired and managed as discrete assets
consistent with Office of Management and Budget (OMB) Circular A-130, OMB memorandum M-
16-12, and other federal (and agency) policies. As such, the two are not comparable.

While the Department concurs with GAO’s recommendations to (1) update and implement guidance
to fully address identifying, analyzing, and mitigating the impacts of restrictive software licensing
practices on cloud computing efforts and (2) assign and document responsibility for identifying and
managing potential impacts of restrictive software licensing practices across the department, we
believe the report discounts the effectiveness of existing agency controls that already account for
risks encountered in IT acquisitions and treats an absence of specific evidence of “restrictive
software licensing” as an absence of these controls.

The following cross-cutting practices are in place to ensure the Department identifies and addresses
risks in the management of IT investments consistent with federal and DOT policies:

L NIST SP 800-145, The NIST Definition of Cloud Computing,

://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

Assistant Secretary 1200 New Jersey Avenue, SE
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e DOT’s governing IT policy, Order 1351.39A, IT Management Policy’, includes
consideration of costs, benefits, and risks in the management of agency IT investments.

e DOT’s Transportation Acquisition Regulation and policy assigns responsibility to agency
contracting officers, in collaboration with program managers and contracting officer
representatives, for identifying and mitigating acquisition risks. DOT’s Office of the Senior
Procurement Executive (OSPE) reinforces this requirement in its oversight of significant and
enterprise IT acquisitions, strategies, and risk mitigation plans as chair of the DOT
Acquisition Strategy Review Board in coordination with the DOT CIO.

e OSPE and CIO collaborate to leverage Federal Information Technology Acquisition Reform
Act IT spend review and approval authorities to oversee all IT spending.

e DOT leverages OMB policies on category management to consolidate software licensing
spend, prioritizing by volume and dollars spent, and created effective DOT enterprise
software license agreements for many of our largest software vendors.

e DOT frequently uses Best in Class (BIC) government wide acquisition contract (GWAC)
vehicles from General Services Administration (GSA) and National Aeronautics and Space
Administration (NASA) for software and cloud procurements, affording DOT the ability to
take advantage of favorable pricing and terms negotiated by GSA and NASA contracting
officers.

e DOT coordinates with GSA’s IT Vendor Management Office (ITVMO)?, whose program
scope and activities include working across the federal community to develop acquisition
best practices for the procurement of IT products and services, while also working with
agencies to develop shared agency acquisition knowledge and solutions.

DOT appreciates the opportunity to respond to the draft report and will provide a detailed response to
each recommendation within 180 days of the final report. Please contact Gary Middleton, Director of
Audit Relations and Program Improvement, at gary. middleton@dot.gov with any questions or if you
would like additional information.

Sincerely,

Philip McNamara
Assistant Secretary for Administration

2DOT Order 1351.39A, IT Management Policy, https://www.transportation.gov/orders/information-technology-it-

management-policy
3 https://itvmo.gsa.gov/
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U.S. Department of Transportation
Office of the Secretary of Transportation
Assistant Secretary for Administration

1200 New Jersey Avenue, SE
Washington, DC 20590

September 18, 2024

Carol C. Harris

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office (GAO)

441 G Street NW

Washington, DC 20548

Dear Ms. Harris,

Effective stewardship of the resources entrusted to the Department of Transportation (DOT or Department) for
the acquisition and management of information technology (IT) products and services is a foundational priority
of the agency. DOT'’s strategic goals, internal controls, IT governance, acquisitions, and shared services
programs reinforce each other to ensure that the agency properly plans for, acquires, and manages its
investments in IT for compliance and risk in service of the needs of customers and stakeholders.

In our review of GAQO’s draft report, we believe that the report’s analysis does not adequately distinguish
between Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS) offerings by cloud service providers
with traditional software licensing. While traditional software licenses may be acquired by agencies for
deployment in Infrastructure-as-a-Service (IaaS) environments, the licenses by themselves lack the
fundamental characteristics of cloud services', and are managed quite differently. Cloud services must be
rapidly scalable and elastic, resilient, provide for on-demand self- service, enable resource management and
control for both the service provider and customer, and comply with the cybersecurity requirements of the
Federal Risk and Authorization Management Program (FedRAMP). The result is that a cloud service is a fully
integrated and managed service brokered and maintained by the provider, with a supporting cost model
consisting of a variety of elements including labor, hardware, software, and services, but where included
software is not a discretely managed and priced component exposed to the customer. By contrast, software
licenses by themselves have none of these characteristics and are acquired and managed as discrete assets
consistent with Office of Management and Budget (OMB) Circular A-130, OMB memorandum M- 16-12, and
other federal (and agency) policies. As such, the two are not comparable.

T NIST SP 800-145, The NIST Definition of Cloud Computing, https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-
145.pdf
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While the Department concurs with GAO’s recommendations to (1) update and implement guidance to fully
address identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud
computing efforts and (2) assign and document responsibility for identifying and managing potential impacts of
restrictive software licensing practices across the department, we believe the report discounts the
effectiveness of existing agency controls that already account for risks encountered in IT acquisitions and
treats an absence of specific evidence of “restrictive software licensing” as an absence of these controls.

The following cross-cutting practices are in place to ensure the Department identifies and addresses risks in
the management of IT investments consistent with federal and DOT policies:

e DOT’s governing IT policy, Order 1351.39A, IT Management Policy?, includes consideration of costs,
benefits, and risks in the management of agency IT investments.

e DOT'’s Transportation Acquisition Regulation and policy assigns responsibility to agency contracting
officers, in collaboration with program managers and contracting officer representatives, for identifying
and mitigating acquisition risks. DOT’s Office of the Senior Procurement Executive (OSPE) reinforces
this requirement in its oversight of significant and enterprise IT acquisitions, strategies, and risk
mitigation plans as chair of the DOT Acquisition Strategy Review Board in coordination with the DOT
CIO.

e OSPE and CIO collaborate to leverage Federal Information Technology Acquisition Reform Act IT
spend review and approval authorities to oversee all IT spending.

o DOT leverages OMB policies on category management to consolidate software licensing spend,
prioritizing by volume and dollars spent, and created effective DOT enterprise software license
agreements for many of our largest software vendors.

o DOT frequently uses Best in Class (BIC) government wide acquisition contract (GWAC) vehicles from
General Services Administration (GSA) and National Aeronautics and Space Administration (NASA) for
software and cloud procurements, affording DOT the ability to take advantage of favorable pricing and
terms negotiated by GSA and NASA contracting officers.

e DOT coordinates with GSA’s IT Vendor Management Office (ITVMO)3, whose program scope and
activities include working across the federal community to develop acquisition best practices for the
procurement of IT products and services, while also working with agencies to develop shared agency
acquisition knowledge and solutions.

DOT appreciates the opportunity to respond to the draft report and will provide a detailed response to each
recommendation within 180 days of the final report. Please contact Gary Middleton, Director of Audit Relations
and Program Improvement, at gary.middleton@dot.gov with any questions or if you would like additional
information.

2 DOT Order 1351.39A, IT Management Policy, https://www.transportation.gov/orders/information-technology-it- management-policy

3 https://itvmo.gsa.gov/

Page 29 GAO0-25-107114 Cloud Computing



Accessible Text for Appendix ll: Comments from the Department of Transportation

Sincerely,

Philip McNamara
Assistant Secretary for Administration
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Appendix lll: Comments from the National

Aeronautics and Space Administration

Reply to Attn of:

National Aeronautics and Space Administration

Mary W. Jackson NASA Headquarters
Washington, DC 20546-0001

Office of the Chief Information Officer

Ms. Carol C. Harris

Director

Information Technology Acquisition Management Issues
United States Government Accountability Office
Washington, DC 20548

Dear Ms. Harris:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to
review and comment on the Government Accountability Office (GAO) draft report entitled,
“Cloud Computing: Selected Agencies Need to Implement Updated Guidance for Managing
Restrictive Licenses” (GAOQ-25-107114), dated August 23, 2024.

In this draft report, GAO reviewed the impacts of restrictive software licensing on six
selected Federal agencies, including NASA. GAO found that none of the six agencies had
fully established guidance that specifically addressed the two key industry activities for
effectively managing the risk of impacts of restrictive practices. Additionally, none of the six
agencies had fully assigned responsibility for identifying and managing restrictive practices,
and the agencies did not consider the management of restrictive practices to be a priority.

GAO makes two recommendations addressed to the NASA Administrator.
Specifically, GAO recommends the following:

Recommendation 7: The NASA Administrator should update and implement guidance to
fully address identifying, analyzing, and mitigating the impacts of restrictive software
licensing practices on cloud computing efforts.

Management’s Response: NASA concurs. NASA is implementing guidance that will
inform users of how to identify restrictive software licensing practices affecting their
cloud computing efforts, and the requirement to report them to the Office of the Chief
Information Officer for further analysis and mitigation.

Estimated Completion Date: September 27, 2025.
Recommendation 8: The NASA Administrator should assign and document responsibility

for identifying and managing potential impacts of restrictive software licensing practices
across the agency.
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Management’s Response: NASA concurs. NASA is in the process of implementing
guidance that will inform users of how to document and report restrictive software
licensing practices that affect their cloud computing efforts. NASA will introduce a
review process to analyze and manage the potential impacts of restrictive software
licensing practices in the cloud environment.

Estimated Completion Date: February 28, 2025.

We have reviewed the draft report for information that should not be publicly released. As a
result of this review, we have not identified any information that should not be publicly
released.

Once again, thank you for the opportunity to review and comment on the subject draft report.
If you have any questions or require additional information regarding this response, please
contact Matt DeGrave at (757) 864-6838.

Sincerely,

Digitally signed by

/;/%m/ . JsA7 JEFFREY SEATON

Date: 2024.09.18
22:02:44 -04'00'

Jeff Seaton
Chief Information Officer
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National Aeronautics and Space Administration

Mary W. Jackson NASA Headquarters
Washington, DC 20546-0001

Reply to Attn of: Office of the Chief Information Officer

Ms. Carol C. Harris

Director

Information Technology Acquisition Management Issues
United States Government Accountability Office
Washington, DC 20548

Dear Ms. Harris:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to review and
comment on the Government Accountability Office (GAO) draft report entitled, “Cloud Computing: Selected
Agencies Need to Implement Updated Guidance for Managing Restrictive Licenses” (GAO-25-107114), dated
August 23, 2024.

In this draft report, GAO reviewed the impacts of restrictive software licensing on six selected Federal
agencies, including NASA. GAO found that none of the six agencies had fully established guidance that
specifically addressed the two key industry activities for effectively managing the risk of impacts of restrictive
practices. Additionally, none of the six agencies had fully assigned responsibility for identifying and managing
restrictive practices, and the agencies did not consider the management of restrictive practices to be a priority.

GAO makes two recommendations addressed to the NASA Administrator. Specifically, GAO recommends the
following:

Recommendation 7: The NASA Administrator should update and implement guidance to fully address
identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud computing
efforts.

Management’s Response: NASA concurs. NASA is implementing guidance that will inform users of how to
identify restrictive software licensing practices affecting their cloud computing efforts, and the requirement to
report them to the Office of the Chief Information Officer for further analysis and mitigation.

Estimated Completion Date: September 27, 2025.

Recommendation 8: The NASA Administrator should assign and document responsibility for identifying and

managing potential impacts of restrictive software licensing practices across the agency.
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Management’s Response: NASA concurs. NASA is in the process of implementing guidance that will inform
users of how to document and report restrictive software licensing practices that affect their cloud computing
efforts. NASA will introduce a review process to analyze and manage the potential impacts of restrictive
software licensing practices in the cloud environment.

Estimated Completion Date: February 28, 2025.

We have reviewed the draft report for information that should not be publicly released. As a result of this
review, we have not identified any information that should not be publicly released.

Once again, thank you for the opportunity to review and comment on the subject draft report. If you have any
questions or require additional information regarding this response, please contact Matt DeGrave at (757) 864-
6838.

Sincerely,

Digitally signed by
JEFFREY SEATON
Date: 2024.09.18
22:02:44 -04'00'

Jeff Seaton
Chief Information Officer
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Appendix IV: Comments from the Office of
Personnel Management

UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

Office of the
Chief Information
Officer

September 20, 2024

Carol C. Harris

Director, Information Technology Acquisition Management Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Ms. Harris:

Thank you for the opportunity to respond to the Government Accountability Office (GAQO) draft
report, Cloud Computing: Selected Agencies Need to Implement Updated Guidance for
Managing Restrictive Licenses, GAO-25-107114.

Responses to your recommendations are below.

Recommendation #9: The Director of the Office of Personnel Management should
update and implement guidance to fully address identifying, analyzing, and mitigating
impacts of restrictive software licensing practices on cloud computing efforts.

Management Response: Concur. OPM Office of the Chief Information Officer (OCIO) will
coordinate with the Office of the Procurement Operations (OPO) and the Office of General
Counsel (OGC) to develop guidance related to the impacts of software licensing practices on
cloud computing efforts by the end of FY 2025.

Recommendation #10: The Director of the Office of Personnel Management should
assign and document responsibility for identifying and managing potential impacts of
restrictive software licensing practices across the agency.

Management Response: Concur. OPM’s OCIO will take the lead to identify a centralized
component responsible for identifying and managing the potential impacts of restrictive software
licensing practices across OPM by the end of FY 2025.

I appreciate the opportunity to respond to this draft report. If you have any questions regarding
our response, please contact Mark W. Lambert, (202) 606-2980, or Mark. Lambert@opm.gov.

Sincerely,
Digitally signed by Guy Cavallo

Guy Cava | |O %&22:()?024,09,2716:37:34

Guy Cavallo
Chief Information Officer
U.S. Office of Personnel Management

1

OPM.GOV Empowering Excellence in Government through Great People USAJOBS.GOV
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the Office of Personnel Management

September 20, 2024

Carol C. Harris

Director, Information Technology Acquisition Management Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Ms. Harris:

Thank you for the opportunity to respond to the Government Accountability Office (GAO) draft report, Cloud
Computing: Selected Agencies Need to Implement Updated Guidance for Managing Restrictive Licenses,
GAO-25-107114.

Responses to your recommendations are below.

Recommendation #9: The Director of the Office of Personnel Management should update and implement
guidance to fully address identifying, analyzing, and mitigating impacts of restrictive software licensing
practices on cloud computing efforts.

Management Response: Concur. OPM Office of the Chief Information Officer (OCIO) will coordinate with the
Office of the Procurement Operations (OPO) and the Office of General Counsel (OGC) to develop guidance
related to the impacts of software licensing practices on cloud computing efforts by the end of FY 2025.
Recommendation #10: The Director of the Office of Personnel Management should assign and document
responsibility for identifying and managing potential impacts of restrictive software licensing practices across
the agency.

Management Response: Concur. OPM’s OCIO will take the lead to identify a centralized component
responsible for identifying and managing the potential impacts of restrictive software licensing practices across
OPM by the end of FY 2025.

| appreciate the opportunity to respond to this draft report. If you have any questions regarding our response,
please contact Mark W. Lambert, (202) 606-2980, or Mark.Lambert@opm.gov.

Sincerely,

Guy Cavallo
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Digitally signed by Guy Cavallo
Guy Cavallo Date: 2024.09.27 16:37:34
-04°00’

Guy Cavallo

Chief Information Officer
U.S. Office of Personnel Management
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SOCIAL SECURITY

Office of the Commissioner

September 19, 2024

Carol C. Harris

Director, Information Technology Acquisition
Management Issues

United States Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Director Harris,

Thank you for the opportunity to review the Draft Report, "CLOUD COMPUTING: Selected
Agencies Need to Implement Updated Guidance for Managing Restrictive Licenses"
(GAO-25-107114). We agree with the recommendations.

Please contact me at (410) 965-2611 if I can be of further assistance. Your staff may contact
Hank Amato, Director of the Audit Liaison Staff, at (407) 765-9774.

Sincerely,
it Ir',.-‘/_;,.rw

Dustin Brown
Acting Chief of Staff
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SOCIAL SECURITY
Office of the Commissioner

September 19, 2024

Carol C. Harris

Director, Information Technology Acquisition Management Issues
United States Government Accountability Office

441 G Street, NW

Washington, DC 20548 \

Dear Director Harris,
Thank you for the opportunity to review the Draft Report, "CLOUD COMPUTING: Selected Agencies Need to
Implement Updated Guidance for Managing Restrictive Licenses" (GAO-25-107114). We agree with the

recommendations.

Please contact me at (410) 965-2611 if | can be of further assistance. Your staff may contact Hank Amato,
Director of the Audit Liaison Staff, at (407) 765-9774.

Sincerely,

Dustin Brown
Acting Chief of Staff
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DEPARTMENT OF VETERANS AFFAIRS
WASHINGTON

September 24, 2024

Ms. Carol C. Harris

Director

Information Technology and Cybersecurity Issues
U.S. Government Accountability Office

441 G Street, N\W

Washington, DC 20548

Dear Ms. Harris:

The Department of Veterans Affairs (VA) has reviewed the Government
Accountability Office (GAO) draft report: Cloud Computing: Selected Agencies Need
to Implement Updated Guidance for Managing Restrictive Licenses (GAO-25-
107114).

The enclosure contains the action plan to address the draft report
recommendations. VA appreciates the opportunity to comment on your draft report.

Sincerely,

%& L3

Margaret B. Kabat, LCSW-C, CCM
Chief of Staff

Enclosure
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Enclosure

Department of Veterans Affairs (VA) Comments to
Government Accountability Office (GAO) Draft Report
Cloud Computing: Selected Agencies Need to Implement Updated
Guidance for Managing Restrictive Licenses
(GAO-25-107114)

Recommendation 1: The Secretary of Veterans Affairs should update and
implement guidance to fully address identifying, analyzing, and mitigating the
impacts of restrictive software licensing practices on cloud computing efforts.
(Recommendation 5).

VA Response: Concur. The Department of Veterans Affairs (VA) agrees with GAO's
conclusions and concurs with GAQ’s recommendation to the Department. VA will
provide the actions to be taken to address the GAO draft report recommendation in the
180-day update to the final report.

Recommendation 2: The Secretary of Veterans Affairs should assign and
document responsibility for identifying and managing potential impacts of
restrictive software licensing practices across the department (Recommendation
6).

VA Response: Concur. VA agrees with GAO’s conclusions and concurs with GAO's
recommendation to the Department. VA will provide the actions to be taken to address
the GAO draft report recommendation in the 180-day update to the final report.

Department of Veterans Affairs
September 2024
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DEPARTMENT OF VETERANS AFFAIRS
WASHINGTON

September 24, 2024

Ms. Carol C. Harris

Director

Information Technology and Cybersecurity Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Ms. Harris:

The Department of Veterans Affairs 0/A) has reviewed the Government Accountability Office (GAO) draft
report: Cloud Computing: Selected Agencies Need to Implement Updated Guidance for Managing Restrictive
Licenses (GAO-25-107114).

The enclosure contains the action plan to address the draft report recommendations. VA appreciates the
opportunity to comment on your draft report.

Sincerely,

Margaret B. Kabat, LCSW-C, CCM
Chief of Staff

Enclosure

Department of Veterans Affairs (YA) Comments to

Government Accountability Office (GAO) Draft Report

Cloud Computing: Selected Agencies Need to Implement Updated Guidance for Managing Restrictive
Licenses

(GAO-25-107114)

Recommendation 1: The Secretary of Veterans Affairs should update and implement guidance to fully address

identifying, analyzing, and mitigating the impacts of restrictive software licensing practices on cloud computing
efforts. (Recommendation 5).
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VA Response: Concur. The Department of Veterans Affairs (VA) agrees with GAQO's conclusions and concurs
with GAQO's recommendation to the Department. VA will provide the actions to be taken to address the GAO
draft report recommendation in the 180-day update to the final report.

Recommendation 2: The Secretary of Veterans Affairs should assign and document responsibility for

identifying and managing potential impacts of restrictive software licensing practices across the department
(Recommendation 6).

VA Response: Concur. VA agrees with GAQO's conclusions and concurs with GAQO's recommendation to the

Department. VA will provide the actions to be taken to address the GAO draft report recommendation in the
180-day update to the final report.

Department of Veterans Affairs
September 2024
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GAO Contact

Carol C. Harris at (202) 512-4456 or HarrisCC@gao.gov

Staff Acknowledgments

In addition to the contact named above, the following staff made key contributions to this report: Emily Kuhn
(Assistant Director), Amanda Gill (Analyst-in-Charge), Christopher Businsky, Jillian Clouse, Rebecca Eyler,
Elizabeth Gooch, India Sharpe, Elizabeth Simonelli, Andrew Stavisky, and Adam Vodraska.
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GAQ’s Mission

The Government Accountability Office, the audit, evaluation, and investigative arm of Congress, exists to support
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