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specific control activity.44 Typically, controls are not needed when an 
entity chooses to either accept or avoid a risk. The nature and extent of 
risk response actions and any associated controls will depend, at least in 
part, on the defined level of risk tolerance. 

 
7.12 When designing controls to mitigate risk, management may modify 
controls related to the entity’s oversight responsibilities, organizational 
structure, and responsibilities and authorities throughout the entity. 
Management may also develop a separate and ongoing process, with 
separate oversight responsibilities, for managing certain risks as part of 
the entity’s overall internal control system. This may be necessary to 
achieve objectives due to the nature of certain types of risks, such as for 
risks related to fraud, improper payments, or information security, or when 
a risk is pervasive or has an impact on multiple processes. This separate 
and ongoing process would cover all components of internal control 
related to these specific risks. 

 
7.13 After designing risk responses, management then considers residual 
risk. The risk response need not necessarily result in the least amount of 
residual risk. But where a risk response would result in residual risk 
exceeding defined risk tolerances, management revisits and revises the 
response. Operating within the defined risk tolerance provides greater 
assurance that the entity will achieve its objectives. 

 
7.14 Performance measures are used to assess whether risk response 
actions enable the entity to operate within the defined risk tolerances. 
When risk response actions do not enable the entity to operate within the 
defined risk tolerances, management may need to revise risk responses 
or reconsider defined risk tolerances. Management may need to conduct 
periodic risk assessments to evaluate the effectiveness of the risk 
response actions. 

 
7.15 Management documents the results of the risk assessment, as 
appropriate, including the identification, analysis, and response to 
risks that are completed on both a periodic and ongoing basis. This 
includes documentation of the consideration of risks related to fraud, 
improper payments, information security, and significant internal and 
external changes that could impact the internal control system. 

 
 

 

44See para. 10.02 for further discussion of designing control activities in response to risks. 



 

 
 
 
 
 
 
 
 

 

Principle 8 - Assess 
Fraud, Improper 
Payment, and 
Information Security 
Risk 

 
 
 
 
 
 
 

Identification of Risks 
Related to Fraud, 
Improper Payments, and 
Information Security 

8.01 Management should consider risks related to fraud, improper 
payments, and information security when identifying, analyzing, and 
responding to risks.45 

 
Attributes 

The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

 
• Identification of Risks Related to Fraud, Improper Payments, and 

Information Security 
• Types of Fraud and Fraud Risk Factors 
• Types of Improper Payments and Improper Payment Risk Factors 
• Types of Information Security Risk and Information Security Risk 

Factors 
• Analysis of and Response to Identified Risks 

 
8.02 Management identifies risks related to fraud, improper payments, 
and information security through the same risk identification process 
performed for all analyzed risks.46 However, these risks are discussed 
further in this principle because they may be pervasive or have an impact 
on multiple processes and can often be inadequately addressed in the 
risk assessment process. 

 
8.03 Management performs risk assessments related to fraud, improper 
payments, and information security on a periodic and ongoing basis, as 
appropriate. The scope and frequency of these assessments are 
determined through the same analysis performed for all analyzed risks,47 

and as required by any legal or regulatory requirements. However, 
management may determine that the risk assessments need to be 
performed more frequently than required by legal or regulatory 
requirements due to the significance of risks or other factors such as 
changes to programs. For example, to adequately identify risks related to 
improper payments for new programs, management may perform 
improper payment risk assessments for a 

 
 

45See app. III for additional resources related to addressing risks related to fraud, 
improper payments, and information security. 

46See paras. 7.02 through 7.15 for further discussion of identifying, analyzing, and 
responding to risks. 

47See para. 7.02 for further discussion of scope and frequency of risk assessments. 





 

 
 
 
 
 
 
 

 
 

testing of internal control to help identify issues in the internal control 
system. These audits and other evaluations may be mandated by law and 
are performed by internal auditors, external auditors, inspectors general, 
and other external reviewers. Separate evaluations provide greater 
objectivity when performed by reviewers who do not have responsibility 
for the activities being evaluated. 

 

 
 
 
 
 
 

 
Evaluation of Results 

16.08 Management retains responsibility for monitoring the effectiveness 
of internal control over the assigned processes that service organizations 
perform. Management uses ongoing monitoring, separate evaluations, or 
a combination of the two to obtain reasonable assurance of the operating 
effectiveness of a service organization’s internal controls over the 
assigned process.97 Monitoring activities related to service organizations 
may include the use of work performed by external parties, such as 
service auditors, and reviewed by management. 

16.09 Management evaluates and documents, as appropriate, the 
results of ongoing monitoring and separate evaluations to identify 
internal control issues. Management uses this evaluation to determine 
the effectiveness of the internal control system. Differences between 
the results of monitoring activities and the previously established 
baseline may indicate internal control issues, including undocumented 
changes in the internal control system or potential internal control 
deficiencies. 

 
16.10 Management identifies changes in the internal control system that 
either have occurred or are needed because of changes in the entity and 
its environment. External parties can also help management identify 
issues in the internal control system. For example, complaints from the 
public, regulator comments, and findings from investigations may indicate 
areas in the internal control system that need improvement. Other 
external parties that interact with the entity, including relevant suppliers, 
contractors, and service organizations, may collaborate with management 
to identify and respond to issues in the entity’s business processes and 
related internal controls. Management considers whether current controls 
address the identified issues and modifies controls if necessary. 

 
 
 
 
 
 
 

 

97See paras. OV4.03 through OV4.05 for further discussion of service organizations. 











 
New Documentation Requirements 

 

1. Management would be required to document (1) the results of the risk 
assessment, including the identification, analysis, and response to risks 
that are completed on both a periodic and ongoing basis, including 
consideration of risks related to fraud, improper payments, information 
security, and significant internal and external changes that could impact 
the internal control system (paragraph 7.15) and (2) a process for 
responding to significant changes and related risks so that the internal 
control system can be quickly adapted as needed to respond to changes 
once they occur (paragraph 9.08). 

Are these documentation requirements sufficiently clear and 
understandable? 

Risk is inherent to all activities and documentation of all ongoing 
monitoring and reviews should be documented as appropriate.  

These new documentation requirements could be improved by including 
the phrase “as appropriate” particularly in order to retain the flexibility 
provided to Management in OV2.10.  

This approach aligns with previous guidelines. 

OMB suggests GAO consider the burden and impact not retaining 
flexibility, which may lead to a decreased ability to change risk response 
in an agile manner when unexpected risk is encountered, or a risk is 
possibly identified, but not rapidly addressed because of the cost or 
burden in documentation, versus taking corrective action.  
 
Relevance of Attributes 

2. The proposed revision clarifies that management considers all 
attributes in properly applying the requirements and in assessing, 
including in summary documentation, whether the principles support the 
effective design, implementation, and operation of the internal control 
system (paragraphs OV2.08 through OV2.09 and OV3.10). 

Is this application guidance relating to management’s consideration of the 
relevance of attributes sufficiently clear and understandable? 

The requirement for managers to consider all attributes when applying the 
requirements facilitates a thorough evaluation of the internal control system. 
This comprehensive approach aids in identifying potential weaknesses that 
might be missed if only selected attributes were considered. The focus on 
summary documentation enables management to effectively communicate 
their assessments and the overall effectiveness of the internal control system. 

 
Collaboration and Responsibility within the Internal Control System 

3. The proposed revision clarifies and adds application guidance 
emphasizing the importance of collaboration between all levels of 
management on the design, implementation, and operation of the 
internal control system. It also emphasizes collaboration with the 



oversight body, personnel, appropriate functions within the 
organizational structure, and external parties as applicable. It also 
emphasizes that the responsibility for the internal control system  
involves management at all levels and within all functions in the entity’s 
organizational structure (paragraphs OV1.07, OV2.17, 1.03 through 1.04, 
and 16.10). 

Is the application guidance related to collaboration and responsibilities 
within the internal control system sufficiently clear and understandable? 

The proposed revision clarifies and adds application guidance emphasizing 
the importance of collaboration between all levels of management on the 
design, implementation, and operation of the internal control system. It 
emphasizes collaboration with the oversight body, personnel, appropriate 
functions within the organizational structure, and external parties as 
applicable. It also emphasizes that the responsibility for the internal control 
system involves management at all levels and within all functions in the 
entity’s organizational structure (paragraphs OV1.07, OV2.17, 1.03 through 
1.04, and 16.10). 

 
 
External Parties 

4. The proposed revision replaced the extant discussion of service 
organizations with a discussion on external parties. The discussion 
includes service organizations and other external parties that interact 
with the entity, including those for which the entity has oversight 
responsibility (paragraphs OV4.01 through OV4.06). It also discusses 
control activities that management may perform to fulfill its oversight 
responsibilities and processes to communicate necessary information to 
appropriate external parties (paragraphs 10.04 and 15.03 through 
15.04). 

Is the application guidance sufficiently clear and understandable? 
 
Yes. The guidance on communication processes and control activities 
involving external parties is detailed and practical. It promotes increased 
interaction between stakeholders and offers management well-defined 
steps to follow. 

 
Throughout the Green Book GAO allows for management judgement. 
Paragraph OV4.05 does not mention judgement or materiality to 
determine the extent of oversight of service organizations. We suggest 
materiality be included as a factor to consider in oversight of external 
parties under paragraph OV4.05. 

 
 

Application Guidance in the Risk Assessment Component 

5. The proposed revision clarifies and adds application guidance 
throughout the risk assessment component for the following: (1) periodic 
and ongoing risk assessments (risk assessment overview, paragraphs 
7.02, 7.07, 8.03, and 9.02 through 9.03); (2) internal and external risk 
factors, including examples (paragraphs 7.04 through 7.05, 8.05, 8.07, 



8.12, and 8.15 through 8.16); (3) risk identification methods (paragraphs 
7.06 and 8.04); and (4) evaluating residual risk (paragraphs 7.03 and 
7.13). 

Is the application guidance sufficiently clear and understandable? 

Yes, the application guidance in the risk assessment component is clear and 
comprehensive. It provides detailed steps for conducting risk assessments, 
identifying risks, and evaluating residual risks, which enhances the overall 
risk management process. 

The ongoing risk assessments in 7.02 suggest doing so in real-time and 
residual risk in 7.03, which should be reinforced. Correspondingly, 
management should be given continued flexibility on when to document such 
risk identification and corrective action, as appropriate.  

 
Adds Requirement to Assess Improper Payment and Information 
Security Risks 
6. The proposed revision adds a requirement to consider risks related to 
improper payments and information security when identifying, analyzing, 
and responding to risks. These risks are in addition to the extant 
requirement in principle 8 to consider the potential for fraud when 
identifying, analyzing, and responding to risks. The proposed revision 
also adds application guidance for assessing risks related to improper 
payments and information security (paragraphs 8.01 through 8.05 and 
8.11 through 8.20). 

 
Is the additional requirement and related application guidance sufficiently 
clear and understandable? Is the inclusion of the requirement and 
application guidance for assessing improper payments and information 
security risks within principle 8 appropriate? 
 
As appropriate should be included in 8.03 to not direct agencies to 
perform assessments when their activities are not payment actions or 
susceptible to fraud or improper payments. 
 
By explicitly including improper payments and information security risks, 
the revision targets critical vulnerabilities that can significantly impact an 
entity's operations and reputation. The detailed application guidance 
offers reasonable and actionable steps for assessing these risks, thereby 
enhancing the robustness of the internal control system. Including these 
requirements within Principle 8 is strategically sound as it consolidates 
guidance on fraud, improper payments, and information security into a 
single, comprehensive framework for risk management. 
 
While the valuable intent is appreciated, OMB suggests GAO consider the 
potential the associated work burden may have to inadvertently reduce risk 
consideration in other areas not specifically called out as requiring analysis.  
 
 
Application Guidance Related to Assessing Fraud Risk 

7. The proposed revision clarifies and expands on application guidance 



for management’s consideration of fraud risks, including guidance 
related to the types of fraud and external fraud risks (paragraphs 8.06 
through 8.07). 

Is the application guidance sufficiently clear and understandable? 

 

Yes, The expanded guidance aligns with best practices in fraud risk 
management, significantly enhancing the entity's capabilities to detect and 
respond to fraud effectively. This approach not only addresses the traditional 
areas of fraud but also considers the evolving nature of fraudulent activities, 
especially in a digital and globalized business environment. It provides detailed 
information on identifying different types of fraud, including external fraud risks, 
which is essential for robust risk management. 

 
Identifying and Responding to Significant Changes 

8. The proposed revision clarifies and expands on application guidance 
for management’s analysis of and response to significant changes and 
requires documentation of a process for responding to significant 
changes and related risks so that the internal control system can be 
quickly adapted as needed to respond to changes once they occur 
(paragraphs 9.06 and 9.08 through 9.12). 

Is the application guidance sufficiently clear and understandable? 

Yes, the guidance on identifying and responding to significant changes 
is clear.  

 
Discrete Processes to Manage Certain Entity Risks 

9. The proposed revision promotes developing separate and ongoing 
processes for managing certain risks as part of the entity’s overall 
internal control system (paragraphs 3.03, 7.12, and 8.20). 

Is the application guidance sufficiently clear and understandable? 

Yes, the guidance on developing discrete processes for managing 
certain entity risks is clear and understandable. This approach allows 
for specialized focus on high-risk areas, ensuring that they are 
managed effectively within the overall internal control system.  

OMB suggests GAO consider the potential the associated work 
burden may have to inadvertently reduce risk consideration in other 
areas not specifically called out as requiring analysis. 

 
Categories of Control Activities 

10. The proposed revision clarifies and expands the categories of control 
activities illustrated in principle 10 (paragraph 10.04). 

Are these categories of control activities sufficiently clear and 
understandable? 



Yes, the expanded categories of control activities are clear. The detailed 
examples and explanations provided help to better understand and 
implement appropriate control activities for various risk scenarios. 

 
 
 
 
 
 
 
 

 

Prioritizing Preventive Control Activities 

11. The proposed revision emphasizes the importance of designing an 
appropriate mix of preventive and detective control activities and 
prioritizing preventive control activities where appropriate (paragraphs 
10.09 through 10.11). 

Is the application guidance sufficiently clear and understandable? 
 
Yes, the guidance on prioritizing preventive control activities is well-
structured. Emphasizing preventive controls ensures that risks are mitigated 
effectively before they can materialize, which is both cost-efficient and 
strategic.  
 
However, in Principle 10 and 11 proposed new language, "to mitigate risks” is 
used instead of “respond to risks”. In scenarios where management has 
chosen to accept or avoid the risk, the term mitigate may not be appropriate. 

 
In addition, Principles 7-9 reference the response to risk, rather than the 
mitigation of risks. OMB suggests ensuring consistency throughout 
document.  

 
Changes Related to Information Technology 

12. The proposed revision modifies the requirement in principle 11 to 
focus on general control activities (paragraph 11.01) and modifies and 
reorganizes the application guidance included in principle 11 (paragraphs 
11.02 through 11.17). Information technology control activities and 
objectives that are not related to general control activities have been 
moved to principle 10. 

Is the application guidance related to information technology in principles 
10 and 11 sufficiently clear and understandable? 

Yes, the revised guidance on information technology is clear and 
appropriately detailed. The separation of IT-related control activities 
between principles 10 and 11 helps to clarify their specific roles and 
responsibilities within the internal control framework. 

 
Focus of Information and Communication 

13. Proposed changes to application guidance in the information and 
communication component clarify that relevant and quality information 



and communication, including information requirements, support the five 
components of internal control (paragraphs 13.01 through 13.02, 14.01, 
14.03, and 15.01). 

Is the application guidance sufficiently clear and understandable? 

Yes, the guidance on the information and communication component is 
clear and ensures that all relevant information supports the five 
components of internal control. This clarity enhances the overall 
effectiveness of information dissemination and communication within the 
entity. 

 
Monitoring Component 

14. The proposed revision clarifies that monitoring activities are used to 
evaluate whether each of the five components of internal control is 
present and functioning or if change is needed (paragraphs 16.02 and 
17.07). It also (1) clarifies how management determines the scope and 
frequency of monitoring activities (paragraph 16.06), (2) explains the 
distinction between control activities and monitoring activities (see app. 
II), and (3) provides examples of methods and tools that management 
could use for monitoring activities (paragraphs 16.04 through 16.06). 

Is the application guidance sufficiently clear and understandable? 

Yes, the guidance on the monitoring component is clear and 
comprehensive. It provides detailed instructions on evaluating internal 
controls, determining the scope and frequency of monitoring, and 
distinguishing between control and monitoring activities. 

 
New Appendixes 

15. The proposed standard includes two new appendixes that provide (1) 
examples of preventive and detective control activities and (2) references 
to additional resources that management may leverage in designing, 
implementing, and operating effective internal control systems to address 
risk areas related to fraud, improper payments, information security, and 
the implementation of new or substantially changed programs, including 
emergency assistance programs. 

Is the application guidance sufficiently clear and understandable?  

Preventative Controls are important to emphasize as efforts there reduce 
the risk of fraud or improper payments.  

The listing of the Do Not Pay Initiative should cite that it is authorized and 
governed by the Payment Integrity Information Act of 2019 (PIIA). It is not 
operated by OMB.  

Detective Control Activities in Appendix II can include findings from 
periodic financial audits performed by OIG or independent auditors. 
Sources of External Data in the same appendix can be expanded to 
include Treasury's Invoice Processing Platform (IPP) that is used by 
federal agencies to pay their invoices with private service providers. 
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