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Executive Summary

Purpose

Background

The Veterans Administration (VA) is the largest provider of medical ser-
vices in the nation To facilitate handling the large amounts of data gen-
erated by the services provided at its 172 medical centers and to
improve service to veterans, va began installing the Decentralized Hospi-
tal Computer Program in 1983.

Because of the importance of the agency’s computerization efforts, the
House Committee on Veterans® Affairs asked the General Accounting
Office (GAO) to provide an analysis of

the status of vA's decentralized system;

vA's effectiveness in managing the development and implementation of
its decentralized system, including the adequacy of its cost and benefit
analyvses; and

vA's demonstration test of three commercial systems as alternatives to
the decentralized system,

Since the mid 1960°s, va has sought to improve medical service to veter-
ans by developing and implementing computer systems for its medical
centers. The limited success of these early attempts led to implementa-
tion of vA's decentralized system. The agency's goal is to develop a sys-
tem consisting of separate software units (known as modules) that will
automate and integrate medical center information for such functions as
hospital admissions, pharmacy and laboratory operations, and patient
care. Some of this information will ultimately be used by management
agencywide,

[n 1983, the planned system had 11 modules with an estimated 7-year-
life-cycle cost of $155 million in 1983 dollars. By 1986, va had expanded
the planned system to include 51 modules with an estimated 19-year-
life-cycle cost of $1.2 billion in 1986 dollars. In June 1987, 1\ reduced
the scope of the system to 14 modules with an estimated 10)-vear-lite-
cycle cost of $925 million 1n 1987 dollars.

While funding development of the decentralized system, the House and
Senate Appropriations Committees also directed va in 1983 to test com-
metrcial hospital computer systems to determine it they would be more
cost-effective than the agency’s system. va anticipates completion of its
$22.6 million test of commercial systems in three medical centers in Sep-
tember 1987.
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Results in Brief

Principal Findings

Executive Summary

Users Gao interviewed indicated that the initial phase of va's decentral-
ized system was meeting their most critical needs and was helping to
improve service to veterans. However, Gao found some shorteomings in
the system. It did not adequately safeguard patient records from inaccu-
rate data entry, unauthorized changes, or destraction, and permitted the
creation of multiple patient records. Such shortcomings existed largely
because the office responsible for managing the project did not have
authority to ensure that sound practices were used in all aspects of the
system’s development and implementation. In recent months va has rec-
ognized these problems and initiated corrvective actions. including pro-
viding the management office greater authority over the program.

VA is planning to embark on a muiti-million dollar expansion of the sys-
tem without an adequate analysis to determine the most cost-effective
approach. The Federal Information Resources Management Regulation
requires agencies to consider the operational and economic feasibility of
alternatives befure acquiring automatic data processing capabilities. Gao
found, however, that va did not adequately explore the potential for less
costly system alternatives than the decentralized system approach it
had selected.

The test of three commercial systems does not provide an appropriate
hasis for comparison with the \a system. Nevertheless, on the basis of a
consultant’s analysis, the ageney believes the commercial systems are
tou expensive and arce not a viable alternative to the decentralized
system.

Users Satisfied With
Current System but
Problems Exist

Between 1983 and January 1987, va spent about $200 million installing
six Core modules—those that it considers the foundation of its decen-
tralized system—at 169 medical centers. Gao's interviews with 252
users at 13 medical centers indicated that, in general, they believed that
the system met their needs for ¢ntical information, was accurate and
easy to use. helped them do their jobs better. and provided the flexibil-
ity needed in a computer system.

Over thenext 10 years, va plans to spend about $925 million to support

and expand the system. These plans involve supplementing the Core
modules with cight Enhanced modules. Most of the additional modules
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Executive Summary

will computerize more functions for medical centers, while others will
provide regional offices and headquarters with agencywide manage-
ment information. Three of the Enhanced modules were developed. but
not installed. as of January 1987.

Although users believed the installed system was performing satisfacto-
rily and meeting their most critical needs, it had some shortcomings.
First, the software did not include control features that could help pre-
vent creating multiple patient records or making unauthorized changes
to the records. Second, software was released before it was appropri-
ately tested, documented, and approved, thereby causing numerous soft-
ware revisions. Finally, the agency did not establish adequate internal
controls to safeguard patient data from theft, unauthorized disclosure,
or alteration. and it did little to limit risks to the decentralized system
from natural disasters

These problems could have been avoided or been less severe if va had
provided adequate central management control over the development
and implementation of the system. Although vA established the Medical
Information Resources Management Office to be responsible for manag-
ing the system, it did not provide the office with the authority it needed
to ensure that sound practices were followed at the local level in plan-
ning, developing, implementing. and maintaining the system.

In February 1987, va made organizational changes to provide the office
with authority to better manage the system. The agency has also initi-
ated actions to correct system shortcomings. (See pp. 18-35.)

Better Cost and Benefit
Information Needed for
Informed Decision Making

Gaw believes that the Congress and va would be in a better position to
make upcoming decisions concerning the direction of the agency's
planned system expansion if vA had developed a comprehensive life-
cycle cost estimate and cost 'benefit analysis that included an assess-
ment of alternatives. Federal regulations and guidelines require these
estimates and analyses and describe what they should include.

Gao found that va had omitted costs for items such as telecommunica-
tions, utilities, and supplies in its earlier life-cycle and cost ‘benefit anal-
vses. In responding to a draft of this report, va noted that it had reduced
the scope of the decentralized system and included estimates for the
omitted items GAO had identified. Although these analyses are more
complete, without considering feasible hardware alternatives, va cannot
be assured that it has selected the most cost-effective approach. For

Page 4 GAQ, IMTEC-87-28 VA's Hospital Computerization Efforts



Executive Summary

example, a regionalized approach—using ane computer to support sev-
eral medical centers rather than placing a computer in each of va's 172

medical centers—may substantially reduce hardware, facility. and per-
sonnel costs. (See pp. 36-19.)

Commercial Test Structure
Is Inappropriate

Recommendations

The three commercial systems va is testing offer features similar to
those of the decentralized system, and users are generally satisfied with
the services they provide. However, va did not structure the test to pro-
vide a direct basis for determining whether the commercial systems
could meet the same requirements as the decentralized system in a more
cost-effective manner.

The vendors were permitted to modify their systems to meet local test
sites’ requirements. As a result., these requirements were not comparable
to VA's system requirements. Also, each vendor's test contract included a
fixed-cost option for installing its system at medical centers that were
only one of the following sizes: small, medium, or large. While the sum
of the contracts’ options is $2.1 billion in 1984 dollars for a 7-year life
cvcle, vendors claim the commercial-system costs could be reduced if
they were permitted to propose costs for installing their system at all
sizes of medical centers, thus allowing them to fully consider economies
of scale when developing their proposed costs.

Notwithstanding the shertcomings of the test, va has concluded that the
commercial systems can be compared to the decentralized system by
making several assumptions and that they are too expensive for further
consideration. While va did not plan to expand the use of the commercial
systems, it had no specific plans to phase them out before fiscal year
1989. (See pp. 50-57.)

This report contains a number of recommendations to improve system
development and implementation practices. (See pp. 59-60.) In a draft of
this report, GA0O recommended that vA develop a life-cycle cost estimate
and a cost/benefit analysis that consider various system design alterna-
tives including a commercial system approach. GAo suggested that the
Congress consider limiting vA funding pending satisfactory completion of
the life-cycle cost estimate and cost/benefit analysis.
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Agency Comments and
Our Evaluation

Matter for
Congressional
Consideration

Executive Summary

In commenting on the draft report. va agreed that Gao had identified a
number of signiticant problems related to system development and
implementation and said that, in general. it had already noted and
moved to resolve them. However, the agency did not concur with Gao's
position on the need for further consideration of design alternatives. \a
stated it had selected a decentralized approach rather than other alter-
natives, such as a regionalized approach, because a decentralized
approach is needed to meet critical aspects of its information manage-
ment program and allow hospital managers to have adeguate control
over and responsibility for their systems.

vA alse indicated that taking time to explicitly evaluate other alterna-
tives would delay and thereby adversely affect its computerization
effort and ultimately its service to veterans. It concluded that a region-
alized system alternative had been “implicitly evaluated and determined
not to be vost-etfective,” particularly because of increased telecommuni-
cations costs. The agency added that its consultant’s study had found
the commercial systems being tested were significantly more costly than
the decentralized system. However, the consultant’s study of commer-
cial systems did not include consideration of system design alternatives,
and va did not perform a detailed analysis to support its conclusion
regarding the use of a regionalized approach within its decentralized
system. (See pp. BO-61 )

Gan believes that now, before va initiates a major investment to enhance
its decentralized system, 1s an opportune time o assess the feasibility of
potential system design alternatives. However, va believes that a decen-
tralized configuration is needed to meet its local management and con-
trol objectives and that the consideration of other alternatives could
adversely affect service to veterans. The Congress must ultimately
decide whether the issues raised by va justify its not explicitly consider-
ing potentially more cost-effective system design alternatives in meeting
va's medical computerization needs. GAO believes the information in this
report should assist the Congress in reaching future funding decisions
on this program. ( See p. 62))

Page 6 GAO: IMTEC-87-28 VA's Hospital Computerization Efforts



GAQ IMTEC-87-28 VA's Hospital Computerization Efforts

Page 7



Contents

Executive Summary

Chapter 1
Introduction

Chapter 2

Operational DHCP
Satisfies Users but Has
Some Shortcomings

Chapter 3

DHCP Expansion
Planned Without
Information Necessary
for Informed Decisions

Chapter 4

Commercial Systems’
Test Not
Appropriately
Structured to Compare
Costs and Benefits

Chapter 5
Conclusions,
Recommendations,
and Agency Comments
and Our Evaluation

10
VA's Medical Work Load Is Increasing 10
Earlier Efforts to Computenze VA Hospitals 11
VA's Decentralized Hospital Computer Program 11
VA's [ntegrated Hospital Svstem Project 15
Objectives, Scope, and Methodology 15
138
Users Are Satistfied With Implemented Functions and 18
System Operations
Shortcomings of Initial Implementation Could Atfect 21
Patient Care
36
Expansion Plans Include Substantial Amounts of 36
software. Hardware, and Telecommunications
Latest Cost. Benefit Analysis Did Not Include 37
Consideration of Hardware Configuration
Alternatives
System Utihzation and Capacity Statistics Not Being 46
Obtained for Planned Procurement
Central Management Not Ensuring Consensus on Key 48
Data in Order Entry "Results Reporting Feature
50
Commercial Systems and DHCP Have Similar Basic 50)
Computer Functions and Levels of User Satisfaction
Test Structure Prevents Direct Comparison Between 51
Commercial Test Systems and DHCP
Under Contract Limitations, Commercial Test Systems 52
Offer Fewer Features and Cost More Than DHCP
h8
Conclusions A8
Recommendations 59
Agency Comments and Our Evaluation 60
Matter for Congressinnal Consideration 62

Page 8 GAO IMTEC-87-28 VA's Hospital Computerization Efforts



Appendixes

Contents

Tables

Figures

Appendix I: Description of ¥A's DHCP Initial and Full 4
Core Modules

Appendix II: Development Status of Currently Planned 66
DHCP Enhanced Modules

Appendix III: Previously Planned Enhanced and 67
Comprehensive Modules That Now Are Not Included
in the DHCP System

Appendix IV: Criteria for Developing Full Cost Estimates 69

Appendix V: Commercial-System Users Interviewed Were 72
Satisfied With Vendor Systems

Appendix VI: Agency Comments 73

Table 4.1: Commercial-System Test Sites Generally Met 51
Information Needs of Users Interviewed

Figure 1.1: Changes to VA's Decentralized System and 13
Life-Cycle Cost Estimates

Figure 1.2: Core Modules Supporting VA Medical Services 14
in a Medical Center and an Qutpatient Clinic

Figure 2.1: DHCP Core Software Generally Met 19
Informational Needs of the Users Interviewed

Figure 2.2: Users Interviewed Were Satisfied With DHCP 20
System

Figure 3.1: VA's Decentralized System and Life-Cycle Cost 40
Estimates (By Fiscal Year)

Figure 4.1: DHCP Compared to Commercial Systems 53

Abbreviations

ADP automatic data processing

DHCP Decentralized Hospital Computer Program
GAO General Accounting Office

MAS Medical Administration Service

VA Veterans Administration

VAMC Veterans Administration Medical Centers

Page 9 GAO-IMTEC-87-28 VA's Hospital Computerization Efforts



Chapter 1

Introduction

VA’s Medical Work
Load Is Increasing

A key objective of the Veterans Administration (vA} is to provide timely.
high-quality medical care to all eligible veterans. To meet this goal, va
operates the largest civilian health care system i1n the United States
serving millions of veterans with medical. surgical, and psychiatric care.
The scope of va's health care system, according to agency officials,
requires that the agency have modern computer capabilities to meet
critical information needs and thereby improve patient care. From the
mid-1960's until the early 1980°s, va had difficulties in successfully
acquiring and operating automated systems in support of its medical
centers. Since 1983, the agency has been computerizing its medical cen-
ters under the Decentralized Hospital Computer Program (DHCP), whose
software was developed by va employees. The agencey has also been test-
ing commercially developed systems in three medical centers under the
Integrated Hospital System project.

VA provides medical care at 172 hospitals, 227 outpatient clinics, 115
nursing homes, and 16 domiciliaries (dwellings where minimum medical
care and living space are provided for veterans). Any hospital or a com-
bination of a hospital and one or more of the other facilities is referred
to as a medical center. These medical centers, which are geographically
dispersed in seven va regions across the United States, range in size from
80 to 1,300 beds, and provide inpatient and outpatient care. Annual out-
patient visits to the centers vary between 2,500 and 320,000 per site.
The agency’s medical facilities are staffed by about 202,000 employees,
and its health care system, which had a 1986 annual budget of approxi-
mately $9.5 billion, gencrates an increasing volume of patient and
administrative data. During 1986, for example, va needed to maintain
data on its health care delivery related to

1.3 million inpatient hospitalizations (73,000 average daily inpatients),
18.5 million outpatient clinic visits,

52 million prescriptions, and

183 million laboratory procedures,

From 1977 through 1986, the number of inpatient hospitalizations
increased by 8 percent, and the number of outpatient clinic visits
increased by 26 percent.
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Earlier Efforts to
Computerize VA
Hospitals

VA’s Decentralized
Hospital Computer
Program

Chapter 1
Introduction

From the mid-1960r's until the early 1981Fs, va procured numerous com-
puter systems for its medical centers. However, these systems were not
standardized to meet similar data needs va-wide, nor were they centrally
procured. In reporting' on the agency's management and use of its com-
puter systems, we noted, among other things, that (1) the sharing of suc-
cessful systems was not systematically pursued, 1 23 coordination of
computer usage was hindered by the hospitals’ traditional autonomy as
well as the absence of any formal process for accountability, (3) the
computer planning provess lacked consideration of the interdependent
need for data among the medical services, and (47 vA had not involved
computer svstem users 1n the requirements definition, design, and devel-
opment phases.

Recognizing the existence of serious information resources management
problems, the va Administrator, in October 1931, directed an analysis
and reexamination of the agency's overall automatic data processing
{ADP) plans and programs. A 1982 va Executive Order established puce
and sanctioned computer decentralization in the medical centers. This
decentralized program involved using computers at each medical center
to process local medical data. vA's Department of Medicine and Sur-
gery—headed by the Chief Medical Director—was assigned primary
responsibility for the program

\A's goal in DHCP was to develop a totally integrated- medical center
information system built around a local data base ot patient and admin-
istrative information. The data base 1n each medical center is planned to
support local management. as well as meet agencywide management
needs through aggregation of data to regional and headquarters levels.

va began developing pucp in 1982 and procuring the computer hardware
in 1983. Through this program, 169 medical centers, which include a
total of 225 facilities, received initial system modules for both patient
and administrative data during 1934 and 1985. A module represents a
software application necessary to computerize a particular function. For
example, the patient registration module computerizes Key information
necessary Lo register a patient and provides applicable demographic

'VA Must Strengthen Management of ADI Resonnces to Serve Veterans' Needs 1GAQ. FGMST-Ri0-60
July 16 168

SVA uses the term inregrat - to describe o cotnpnter system hardware and software) thit 1ses om-
mon fNle structures, data Hles, sy stem anhoes, and user interface and links information processing
functions, such as patient rare, administrative operabions and management support. An integrated
data base links the dati ongimanng from multiple sourses and ditferent software programs
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using a prototyping approach. Under this approach, selected system
users review working models of modules early in their development.
Software developers and system users then discuss the modules’
requirements. and necessary changes are made as the system is further
retined

During each of the past 3 years, va expanded its planned system by
extending the estimated life of the system and adding modules. In Feb-
ruary 1987, the planned system consisted of 6 Initial and Full Core, 22
Enhanced, and 23 Comprehensive modules covering a 19-year life cycle
(in three, 10-year, overlapping life cveles) at an estimated total cost of
$1 2 billion in 1486 dollars. - In a June 5, 1987, response to our draft
report, va stated that the scope of DHCP had been revised to limit the
program ro those applications that have been shown to have a net bene-
fit over their life cveles. The ageney added that Dicy is currently limited
to the six Initial and Full Core modules plus eight approved Enhanced
modules. vA stated that the current DICE covers a H-year hfe ¢ycle
beginning in fiscal year 1987 at an estimated total cost of $325 million
tusing a 34.35-percent fringe benefit rate to reflect the federal govern-
ment’s full share of retirement costs). According to vA. the remaining 14
Enhanced and 23 Comprehensive modules in the 1986 estimates are now
only potential areas for future automation, which will be added to the
system only 1f their costs are considered to be justified and the modules
approved by the Office of Management and Budget. (Figure 1.1 shows
how the life-cyele costs have changed over the years., )

The Core software is the foundation of each medical center's system.
The Initial Core modules are: patient registration, clinic scheduling,
admission 'discharge: transfer, and cutpatient pharmacy. The Full Core
maodules include the Initial Core modules plus inpatient pharmacy and
laboratory modules. The eight approved Enhanced modules are: radiol-
ogy. dietetics. medical records tracking, integrated funds controlcontrol
point activity ‘accounting and procurement. surgery. decentralized medi-
cal management system. nursing, and mental health. A typical medical
center computer system has the Core module data on each patient stored
in its data base. The Core modules’ data are entered at each service area
The data immediately become available to any authorized medical
center staft through the integrated data base that links data entered

Al ol VA'S lite-os vl cont estimates ave
Cimh flows are estimatend aid revdiced 1o refTecr the time 1

nstant, undiscounred dollars Thscouonng o a standard
of

Money .
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Figure 1.1: Changes to VA’s Decentralized System and Life-Cycle Cost Estimates

Lite Cycle FY 1982-88 (7 Yrs) FY 1982-89(8 Yrs) FY 1983-90 (B Yrs) Three Overlapping Life FY 1987-96
Cycles (19 Years) (10 Yrs)
L} ) L Y
Initial and Initial Initial Initial Initial
Software Full Core (6) and and and FY 1983-92 and Full
and Full Core (6) Fult Core (6) Full (10 Yrs) Core Modules (6)
Adaitional and and Core Modules {6) and
Modules (5) Additional Enhancgd Enhanced
A Modules (10) Modules (21} Enhanced F1Y 1YQB?-96 Modules (8)
v ost - DYrs
. $155 Milheone Modules (22) ( )
Estimates 1983 .
by Fiscal Year 32('4121_”"0"" 580 I'_'"t;‘c"':‘r‘ $925 Mulion*
e e Comprenensive Y 1992-2001 ELH
#1983 Dcllars Modules {23) (10 Yrs)
£ 1984 Dcllars
¢ 1985 Dollars
a G 3 %12 Bilhor 1
1986 Dollars 11986)
% 1987 Dollars

from different modules. For example, a nurse or physician can obtain
laboratory test results on a patient at a nurses’ station computer termi-

nal as soon as these results are entered into the data base by the Labora-
tory Service staff. Figure 1.2 illustrates how the Core modules are used
in medical centers and outpatient clinics.

In addition to the services provided by the Initial and Full Core modules,
the eight Enhanced modules will provide essential computer support to
the various local medical services as well as to regional and headquar-
ters management. One of the top-priority Enhanced modules is the
Decentralized Medical Management System module that va plans to use
to consolidate medical and financial data for use by local. regional, and
headquarters management. A va official said the agency plans to use
this module to respond to a Gao report* that recommended that such
data be collected for management decision making.

VA determined the Initial and Full Core modules to be the critical soft-
ware needed in its medical facilities, and placed a high priority on
installing them at individual locations. By January 1987, the Initial Core

Financial Management: An Assessment of the Veterans Administration’s Major Processes (GAOQ,
AFMD-86-7, June 19861,
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Figure 1.2: Core Modules Supporting VA Medical Services in a Medical Center and an Outpatient Clinic
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VA's Integrated
Hospital System
Project

Objectives, Scope, and
Methodology

JIIUULLICD Wil © upiet Q._.,:—Ml.. LIL LUR? VA THIETUIV Al CCLHILCID, il LT VUl vy
modules were at least partially operating in all but 17 ot these centers.
In addition, seven Enhanced modules have been developed and are
available for implementation. Although, as of May 1987, five Compre-
hensive modules were under development or testing. these modules are
no longer considered part of the DHCP system. (See appendix [ for a
description of the Initial and Full Core modules, appendix H for the
development status of the currently planned Enhanced modules, and
appendix III for information on previously planned Enhanced and Com-
prehensive modules )

In 1980 the Appropriations Conference Committee directed va to deter-
mine whether commercial computer systems or Va's system would be the
“most cost-effective and of maximum value™ to the agency’s vast medi-
cal center work. Before installing systems agencywide, va was to analyze
rarious alternatives using suitable test and validation methods to deter-
mine appropriate functional and integrated capabilities needed through-
out vA's hospitals. In 1983, the House and Senute Appropriations
Committees directed va to conduct tests of commercially available medi-
cal information systems at three medical centers of varying sizes. The
Congress appropriated funds in the fiscal vear 1984 Appropriations Act
to begin these tests

Under the Integrated Hospital System project, which is also adminis-
tered by the Department of Medicine and Surgery, contracts totaling
$22.6 million were awarded to three vendors in August 1984 to test their
commercial systems at three medical centers The vendors were asked to
consider optional software and were required to instali certain manda-
tory programs and modify them to support medical center activities. va
plans to operate these commercial systems through rthe end of the dem-
onstration test perind in September 1987,

The Chairman, House Committee on Veterans' Affairs, asked us to
review the status and management of the DHCP system and the commer-
cial systems test. In subsequent discussions with the Committee, 1t was
agreed that we would determine

the status of DHCP and whether this program addresses va's medical
center information needs,
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whether va's approach to implementing and managing DHCP meets user
needs and adequately addresses internal controls and cost /benefit anal-
vses, and

whether the demonstration test of the Integrated Hospital Systems pro-
vides a direct basis tor comparing them with DHcp.

To determine the status of DHCP, we had headquarters officials identify
the modules by the following categories: implemented throughout the
agency, available but not fully implemented, being tested, under devel-
vpment, or not under development. We also had the officials identify the
implementation schedule for the modules under development. To deter-
mine how DHCP was developed and whether it was meeting VA's needs,
we judgmentally selected and visited 13 medical centers with DHCP'S sys-
tem in operation. These sites represented the operations of at least two
medical centers in cach of six va geographical regions and in all five
sizes of computer sites. The sites visited were Albany. N.Y.; Albuquer-
que, N.Mex.: Birmingham, Ala.; Fayetteville, N.C.; Grand Junction, Colo;
Hines, 1li.; Long Beach, Calif; Manchester, N.H.; Martinez, Calif.; St.
Cloud, Minn.: Seattle. Wash.; Tampa, Fla.; and Washington, D.C. We also
visited the three medical centers in the commercial systems’ test. These
sites were Big Spring, Tex.; Philadelphia, Pa.: and Saginaw, Mich. From
November 1985 through February 1986, we used structured interviews
to obtain information on the sites’ system implementation, operation,
software, and infernal controls. We judgmentally selected and inter-
viewed 31 management officials at va's six® regional Information Sys-
tems Centers, 96 management officials and 252 system users at 13 DHCP
sites, as well as 85 mdividuals at the three commercial system sites.

We visited vA's Information Svstems Centers to interview officials on
procedures for developing seftware, verifving and testing software, and
providing technical support to the medical centers in their regions.
These sites were Athany, N.Y.; Birmingham, Ala.; Hines, [11.; Salt Lake
City. Utah: San Francisco, Calif.; and Washington, D.C.

To determine whether va was tollowing accepted guidelines and proce-
dures ih managing and operating pice, we reviewed federal guidelines
for computer resources management and costing, and literature on com-
puterization of medical facilities. We also interviewed officials from va
headquarters, the Office of Management and Budget. and the General

"A seventh Information Sy stems Conter was established in 1956 1o ~erve VA's new |y formed seventh
regional ottice area These conters were originally known as \erification and Des clopiment Centers.
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Services Administration to obtain information on the system’s imple-
mentation, operation, software development, life-cycle costs, and delega-
tion of procurement authority.

To assess the internal controls and determine the potential risks to sys-
tem reliability and effectiveness, we reviewed. analyzed, and tested the
controls at each of the 13 medical centers. and tested for multiple
records at San Francisco, Calif , and Birmingham, Ala. We compared our
findings with tfederal guidelines related to general and application inter-
nal controls, including Office of Management and Budget Circulars A-71
and A-130, applicable Federal Information Processing Standards Publi-
cations, and va's policies on software and security.

To determine whether va's estimated life-cycle costs of DHCP were ade-
quate, we assessed the agency's February 1985 life-cycle cost submis-
sion to the Office of Management and Budget of 3580 million and its
February 1986 life-cycle cost estimate of $1.2 billion. We compared
reported cost categories with federal guidance on computer system
costs, interviewed va officials responsible for developing the life-cycle
cost estimates, and spoke to other va officials with knowledge of specific
cost categories and staffing requirements. Although we did not assess in
detail va’s current 10-year, life-cycle cost estimate of $925 million, we
verified that va had included in this estimate those cost categories that
we had noted missing in vA's 1986 estimate.

To determine whether the commercial systems demonstration test was
appropriately implemented to compare with DHCP, we analyzed the (1)
software functions available and planned in the DHCP and commercial
systems, (2) systems’ operations and user satisfaction. (3) estimated life-
cycle costs of the systems, and (4) vendors' contracts. We interviewed va
software developers and vendor representatives about their current and
planned software development using a preformatted listing of 1.483
hospital system functions that were judged applicable to va. Because of
time constraints, we did not verify that the reported items were either
operational or planned as indicated by the respondents.

We conducted our review from November 1984 to June 1986 in accor-
dance with generally accepted government auditing standards. Between
June 1986 and June 1987, we periodically contacted va to update our
data.
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Operational DHCP Satisfies Users but Has
Some Shortcomings

Users Are Satisfied
With Implemented
Functions and System
Operations

Managers and users we interviewed were generally satisfied with the
initial phase of DHCP. nstalled during 1983 through 1986, and said they
believed the system provided information needed to improve service to
veterans. vA's decentralized approach to developing and installing the
system seems to have been a major contribution to the agency’s success
In meeting users’ critical needs in a short period. [nder this approach,
va's Medical Information Resources Management Office at headquarters
provided general guidance that allowed va software developers in the
regions to independently develop modules for agency wide implementa-
tion, However, because the agency did not give its Munagement Office
the authority needed to ensure that DHCP was effectively implemented,
the system has some shortcomings. The shortcomings—which relate to
software development and internal controls over computer facilities and
patient data—increase the risk of inaccuracies in, and unauthorized
access o, patient data and vA's inability to operate computer facilities
after natural disasters. These conditions could affect patient care. \A has
recognized most of the problems and has begun taking corrective
aetinns,

Most of the 348 managers and users we interviewed! at 13 medical cen-
ters said that the implemented functions of pHCP satisfactorily met their
critical automated information needs and were beneficial in improving
service to the veterans.

Basic Information Needs
Met and System Users
Satisfied at Sites Visited

Our interviews with 252 medical center users indicated that critical
information they needed was available in the Core modules and that
they were generally satisfied with bHCP svstem operations. According to
these users, they wanted the system to have current patient and admin-
istrative data and be accessible to a wide variety of medical staff. Most
users said their current DHCP system met these needs. Of the staff inter-
viewed, “demographic information™ was most frequently cited as the
data “needed.” Most of those who cited this need said their system pro-
vided this information. Among the other types of available data cited as
needed were information on clinic appointments, medical eligibility, lab-
oratory test results, and patient medications. Seventy-two to 81 percent
of the users who said they need these data responded that their needs

PWae ised <tattudarvt sts of questions tointervies 13 medseal center directors, 153 computer center site
anagers, 36 medicid service chiet<, 34 apphyation conrdinators. and 252 systonmn users
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were met. Figure 2.1 shows that the data cited by users as “needed”
were generally met by the pUcp system.

Figure 2.1: DHCP Core Software
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DHCP users were also generally satisfied with the computer system oper-
ations. As figure 2.2 shows, users told us that (1) the system generally
responded in 4 seconds or less, (2) the system was relatively easy to use,
(:3) training for users was adequate, (4) data in the system were per-
ceived as accurate. and (5) the system helped users perform their jobs.

The medical center directors said that the system had a positive effect
on the centers’ service to veterans. Most of the medical service chiefs
and application coordinators commented that they believed the system
was accurate. The site managers also had favorable comments: however,
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Figure 2.2: Users Interviewed Were
Satisfied With DHCP System
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most said that their stat't needed additional technical training on the
computer equipment, programming, and the system software.

Decentralized System Has
Benefits for Veterans and
Users

The majority of the managers and users we interviewed concluded that
DHCP was beneficial because it made patient data more readily accessi-
ble, which in turn improved the medical centers’ service to the veterans.
Several said, for example, that the system allowed staff on the hospital
wards to access a patient’s laboratory test results as soon as the techni-
clans entered them mrto the data base. This reduced the number of
phone calls for laboratory results and decreased the number of duplicate
tests or lost results. Physicians told us that ready access to laboratory
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Shortcomings of Initial
Implementation Could
Affect Patient Care

results led to more timely diagnoses and better patient care. The phar-
macy staff said that improved access to patients’ current medication
profiles allowed the veterans to receive their outpatient prescriptions
quickly.

DHCP received a highly favorable rating over prior computer systems
because it offered needed “tlexibility.” Of the 13 sites visited, 8 had
some previous computer systems that had been replaced by DHCP mod-
ules. Officials said that, unlike DHCP, these previous systems offered ht-
tle or no flexibility for system changes. The flexibility features of pDHCP
most often cited as needed were the abilities to locally tailor software
and to operate additional software. According to officials, an example of
local DHCP tailoring involves creating templates® to meet specific data
needs of local medical centers.

Although va’s decentralized management approach resulted 1n an expe-
ditious implementation of DHCP that satisfied users' most critical needs,
inadequate central control resulted in inconsistent and ineffective

(1) software development, { 2) software controls over patient records,
and (3) internal controls over patient data and computer facilities. All of
these conditions could affect patient care. va is aware of these problems
and has begun actions to correct them.

Inadequate Central
Management Control: A
Key Factor Contributing to
System’s Problems

Although decentralized management has been a contributing factor to
vA's success in installing DHCP's Core modules and achieving user satis-
faction, centralized management and authority are needed to appropri-
ately address existing problems and efficiently correct them throughout
the agency. Such central direction is consistent. with the Administrator's
February 18, 1982, Executive Order that was reaffirmed in his April 8,
1982, letter to the Chairman of the House Government Operations Com-
mittee. Specifically, vaA’s August 13, 1982, Circular 82-31 clarifying the
Executive Order stated that the Chief Medical Director was authorized
to establish the Medical Information Resources Management Office,
“which will have overall responsibility for implementing the DHCP pro-
gram and managing all departmental information management and ADP
activities.” The va circular also stated that it was essential that lines of

“Templates are software tools used for saving specified fields of data that facilitate entry and
retrieval in certain formats or to extract dara for special purposes, such as a listing of vererans
affected by Agent Orange herhivides
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authority and responsibility be clearly defined to ensure the success of
the program

In establishing the Management Office, the Chief Medical Director fol-
lowed the va circular directive by making the office responsible for both
ADP and information management, including authority over the Informa-
tion Systems Centers. These centers were established to develop and
verify software modules, provide technical expertise to the medical cen-
ters in their region, and support hardware and software implementation
and maintenance of the decentralized system. In July 1983, however, vaA
changed its organizational structure to be most responsive to user needs
and to focus on deploving equipment and implementing modules at the
local medical centers. Under this reorganization, the supervision of the
Information Systems Centers was changed from the Management Office
to the Regional Directors who reported directly to the Department of
Medicine and Surgery.

Thus, although the Management Office retained responsibility for anp
and information management, it no longer had authority to directly
manage the software development and local computer procurement,
installation. operation. and maintenance activities. For example. the
office could not issue directives to the Information Systems Centers
addressing such issues as required software development procedures
without first receiving approval from the Regional Directors. Further-
more, under this vrganization, the Information Systems Centers were
only to coordinate with the Management Office as they deemed
appropriate.

In February 1987 —as a result of discussions with us. cognizant congres-
sional commitrees, and internal auditors, and after recognizing problems
that were oceurring under its decentralized management structure—va
changed its organizational stracture and placed the Information Systems
Centers personnel under the direct authority of the Management Office.
va commented that this change will strengthen national coordination
and direction in order to meet such needs as system refinement, module
Interaction. software integrity, and standardization of day-to-day opera-
tions. v also said that this realignment will serve to strengthen the pro-
Ject management and accountability on issues of national priority while
retaining, in rhe regions and medical centers, the necessary degree of
control required at those levels. We believe this change is a step in the
right direction. Making one office accountable for ensuring that DHCP is
effectively developed and implemented and providing the office with
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the authority necessary to meet this accountability should help va effec-
tively implement and manage the DHCP system. This action should also
help va in avoiding the types of problems it encountered during the sys-
tem’s initial stages. as described in the following sections

Software Development
Process Was Inconsistent
and [neffective

Federal guidelines call for agencies to ensure that their software s
appropriately developed before releasing it for general usc and to pro-
vide adequate documentation to facilitate operation, maintenance, and
enhancements of the software. Sottware problems should also be con-
sistently tracked agencywide so that corrections can be incorporated
into future software releases and multiple sites will not waste resources
trying to correct identical problems. We found, however, that va was not
adequately following these practices agencywide.

Office of Management and Budget circular A-130 requires agencies to

{ 1) perform software tests before placing an application into operation
and ( 2) develop information systems in a manner that will allow future
expansion to be compatible with the existing system Federal Informa-
tion Processing Standards Publications 31,38, 84, 102, and 105 state
that

new application software systems should be installed only atter thor-
ough program and s~y stem tests have been completed and approved;
documentation should be performed during all phases of suftware devel-
opment and operation; and

programs should not be accepted without adequate and complete docu-
mentation icovering data, operations, system design, and program and
acceptance tests) that an independent body has reviewed and approved.

Although DHCP's software development process included program testing
at development centers and field testing at medical centers. during the
initial years of sottware development for DHCE, vA did not have a soft-
ware development policy addressing documentation, verification, test-
ing, and approval procedures. In .June 1985, over 2 years after va began
its decentralized software development, the Management Office released
its first software development policy (Circular 10-85-93). However, this
policy did not meet federal guidelines for software development because
it did not address the critical procedures described above, Rather, it
addressed such issues as how the files would be numbered, stated
restrictions on adding new data elements, and strongly discouraged
other types of local data modifications to the national software
packages.
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Management Office officials said that initially they chose to use infor-
mal rather than formal guidance because they did not have the technical
staff to write policy and manage the overall system software develop-
ment. Additionally, they said that, under va’s decentralized organization.
(11 each of the Information Systems Centers is responsible for develop-
ing individual software modules for va-wide use and for verifying mod-
ules developed by other centers, and (2) medical center administrators
are responsible for their own computer centers and the effect of their
computer systems on their medical centers.

However, in the absence of headquarters policy, the centers generally
did not follow federal guidelines and developed and released software
using a variety of informal testing, documentation, and verification pro-
cedures, which contributed to inadequate software development and
premature software releases. For example, as discussed in the next sec-
tion, some software was released without essential internal controls to
prevent the ( 1) ereation of multiple, incomplete patient records and

(2) potential for unauthorized approval of patient services. Several site
managers told us that they found problems with the initially released
software. Numerous versions were frequently released following initial
release, to correct deficiencies and make improvements. For example, in
the worst situation we identified, one development center made 22 va-
wide releases of a software package between March 1984 and March
1985, A primary reason for these multiple releases was to correct prob-
lems that had not been identified during testing. Had adequate testing,
documentation, and verification been performed, missing internal con-
trols could have been included and other problems corrected before the
software packages were released to vA's DHCP computer sites.

On December 9. 1986, the Management Office sent the Information Sys-
tems Center directors an “interim’™ detailed DHCP software verification
policy statement to help prevent software problems and ensure that
software releases would be technically correct. VA expects to issue a for-
mal circular on this subject in October 1987. The software development
problems we identified should be corrected if (1) the circular follows the
interim policy statement in establishing appropriate testing, documenta-
tion, validation, and approval procedures, and (2) the Management
Office ensures that the software developers comply with this policy.

In commenting on our draft report. va stated that from 1983 to 1986 its
number-one priority was to establish a baseline of Core software at the
medical centers as quickly as possible to help facilities keep pace with
the expanding work load. va recognized, however, that this goal was
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realized at the expense of thorough documentation and rigorous quality
control. vA added that. i addition to the June 1985 software develop-
ment policy circular and the December &, 19584, interim software venifi-
cation policy statement, it has taken other steps to improve compliance
with federal guidelines. These include issuing software documentation
guidelines on May 15, 1987, and adding additional positions for software
verifiers and documenters,

vA also said that it is improving its documentartion. verification, and test-
ing procedures. For example, the agency said it has prohibited release of
new modules without adequate user and technical documentation and
estimates that the Core module documentation will be brought up-to-
date by the end of 1987, va said that documentation standards are being
put in place and that responsibility for assuring conformance has been
centralized in one location. The agency said that the quality of its soft-
ware has been strengthened by having software packages verified by
both the developing Information Systems Center and by another center
prior to release for general use. Finally. 1a said it has expanded its test-
ing process to ensure that modules are tested at medical centers using
vA's standard operating systems and the Federal Information Processing
Standards programming language used in DHeP,

In addition to federal guidance on software development. it is also com-
mon practice in the software development industry to track software
and hardware problems so that corrections and improvements can be
incorporated in future software releases or made before acquiring addi-
tional hardware. Such tracking can prevent other sites that experience
similar problems from expending unnecessary resources trying to cor-
rect them. va emphasized rapid installation of the system and did not
establish procedures for DHCP requiring that software and hardware
problems be tracked and corrected.

We found that the Management Office did not identify and track soft-
ware and hardware problems and that, left to their own initiative, only
two of the six Information Systems Centers tracked such problems,
resulting in ineffective problem correction. For example, the module
handling data on admission, discharge, and transfer of patients provided
incorrect statistical counts that were difficult to correct. However,
absent va-wide procedures on this issue, the responsible Information
Systems Center made corrections for the individual medical centers that
reported the problem instead of making one correction for va-wide
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implementation. vA is implementing an agencywide, error-tracking sys-
tem for its laboratory module and will consider similar tracking reports
for its other modules.

In responding to our draft report, va said that tracking and correcting
hardware and software problems is an ongoing process within the DHCP
system and that it has multiple mechanisms for dealing with these prob-
lems. Examples va provided included (1) the joint tracking of hardware
problems by the site manager, vendor representatives, contracting
otficer, and responsible Information Systems Centers, and (21 the gen-
erdl reporting of application software problems repurted through elec-
tronic mail, where problems are tracked by both the developing
Information Systems Center (responsible tor a solution’ and the Manage-
ment Office and where software corrections are available to all sites.

We tound that although some Information Systems Centers tracked
problems, the tracking was not done consistently va-wide for efficient
correction. vy concluded that although its procedures have proven effec-
tive, the procedures should be formalized, improved, and streamlined. va
said that work had begun on a DHCP praject-tracking system for Manage-
ment Office oversight and management of all department information
resources. The agency added that. in April 1987, it had received the first
quarterly status report from a recently implemented system to track the
installation of both hardware and software. va also stated that, as part
of its improvements in this area, it has a contractor preparing specifica-
t1ons for a tracking svstem that will include, but not be limited to, pro-
gram management issues and the tracking of national software
development by the Information Syvstems Centers.

Software Controls
Inadequate to Prevent
Incorrect Entry of or
Unauthorized Changes to
Data

The Department of Medicine and Surgery’s medical center procedures
require that patient records be complete and accurate. However, we
found that vA's software controls and medical center practices were not
sufficient to prevent system users from inadvertently creating multiple
and incomplete patient records or making unauthorized changes to vet-
eran eligibility information. These insufficiencies have resnlted in some
inaccurate records in the DHCP system, which could result in vA's provid-
ing inadequate medical services or improper levels of service

Page 26 GAO, IMTEC-87 28 VA’s Hospital Computerization Efforts



Chapter 2
Operational DHCP Satisfies Users but Has
Some Shortcomings

Software Controls Do Not
Adeqguately Prevent Accidental
Creation of Multiple Patient
Records

At the two medical centers where we performed tests to determine the
adequacy of software controls to prevent or limit data entry errors and
detect errors after entry, we found that over LOU multiple, incomplete
patient records existed in the pHCP system. Staff at these medical centers
expressed concern about the potential impact that multiple records
could have on the quality of health care delivery. They also told us that
even when they detected multiple patient records, they had no effective
method for eliminating them. Because the other picr medical centers
use the same software. we believe that the potential exists for similar
problems at these conters.

The procedures for registering patients outlined in the GHCP user manu-
als instruct wsers to check first whether a patient’s name is in the sys-
tem before the patient is registered. Users are also instructed to enter
last name, comma, first name, and then middile name or initial. Aithough
the software prevents users from creating multiple records by entering
an exact duplicate of a currently registered patient’s name and social
security number, it allows multiple records to be created through such
deviations as capitalizing letters or allowing extra spaces between
words,

We tested DHCP's software control effectiveness in preventing or
detecting input errors by simulating patient registrations With the sys-
tem software, we were able to create multiple patient records by enter-
ing patient data that:

Included blank spaces between words. For example, “"DOE, JOHN" was
established as a different patient from “"DOLE.  JOIIN.”

Inserted numeric digits within the name. For example, “DOE, JOHN,”
where the second character of "DUE™ is a zero rather than the letter
"),” was established as a multiple patient record.

Used uppercase tor the first imtial of both the first and last names and
then used uppercase for only the tirst initial of the last name. For exam-
ple, "Doe. John,” and "Doe, john™ resulted in multiple records

To determine the extent of multiple patient records at the two medical
centers tested, we used a va search program to locate and 1solate poten-
tial multiple patient records. At the first site, we examined about 46,004
patient records and selected for review those records that appeared to
belong to the same patient based on multiple common characteristics.
The medical center staft identified 68 of the cases where, in fact, two
records existed for the same patient. From a similar examnation using
about 34.000 patient records at the second site. the va medical center
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staft determined there were 73 multiple patient records. An official said
that additional tests, using checks against more data elements, would
probably yvield a higher number of multiple patient records. We found
that controls had not been incorporated in the software that would
detect such input errors and there were no procedures for manual
checks to detect these errors, The Management Office director said that
the Oftice did not assign a high priorty to including all key data con-
trols in the software because of ( 1) the urgency of making the software
available to medical centers and 1 2) va's assumption that it would
recerve high-quality data mput. He added that an updated version of
this module, expected to be released in mid-1987, will include additional
data input controls, which he believes will correct the problem.

A medical coenter director at one of the larger sites said entries in multi-
ple records can result in incomplete patient records, and thus create the
possibility of duplicating prescriptions or laboratory tests. A medical
center otficial noted that multiple records could also result in doctors’
making medical decisions without having a patient’s complete record.
Consequently, doctors may prescribe medications tor a patient without
the henefit of the patient’s laboratory test results (for example, idenufi-
cation of a specitic infection ), and therefore may not prescribe appropri-
ate medications. He also noted that rectifving multiple records can
increase medical center costs. He estimated that his statf had identified
400 to S0 multiple patient records in their system,

Site managers at several medical centers stated that the system did not
have an effective method for merging multiple records to correct
patients’ records. The software uses record pointers that establish link-
ages between patient data from the varions modules that contain data
on each patient in the data base. Theretore, when removing a multiple
record from the system. medical center personnel must be sure to
account tor and combine all record pointers associated with the record.
Otherwise, portions of the deleted record will not be added to the new
record, and extraneons information will remain in the system.

Because system personnel had not developed a utility program that can
identify all pointers associated with a particular record, the medical cen-
ters do not have a uniform method to reliably remove multiple records
from the system We found that staff from some medical centers were
not removing multiple records after they were identified. Rather, they
said that they mark the multiple patient records and plan to correct
them when the software developers provide an eftective method for
merging such multiple records.
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Software Controls Did Not
Adequately Prevent Alteration of
Patient Eligibility Data

In commenting on our draft report, va officials agreed that this area
warranted their immediate attention. They stated that although they
had corrected some of the conditions cited they found, “as the Gao
report corroborated, that under some conditions it is still possible to cre-
ate duplicate patient records.” va plans to use a two-pronged approach
to minimize the problem. First. the agency plans to have staff identify
and merge multiple patient records. Second, it 15 actively working on
technical methods to ensure that data are accurately entered into the
svstem. ¥A estimates that an automated, patient-record-merge routine
will be available in late 1987. It also planned to release an interim soft-
ware module in June 1987 that will automatically check several key
indicators to identity possible duplicate entries before adding a new
patient record.

Veterans' eligibility for va medical benefits 1s based on such factors as
the type of illness sustained (service connected versus non-service con-
nected), length of service, and type of discharge. When patients initially
register at medical centers. they must present proof of eligibility. The
registration clerk enters the appropriate eligibility code on the patient’s
record through a computer terminal. However, until the medical center
receives verification of the patient’s eligibility from a regional office. a
patient’s record shows eligibility as "not verified.” After the regional
office verifies a patient’s eligibility and notifies the medical center, a
medical administration clerk enters the verified eligibility code on the
patient’s record.

At several medical centers, we found that after a patient’s record
showed a verified elhgibility code. this code could be changed by system
users to make the patient eligible for more or fewer services, After these
changes were made. however, the system did not label these changes as
“not verified,” but continued to show eligibility as “'verified.” An offi-
cial told us that registration clerks, clinic clerks, and ward secretaries all
had access to the eligibility code field. Thus, many computer system
users could change patient eligibility codes, allowing patients greater
medical benefits than they were entitled to receive.

In commenting on our draft report, va cited several mechanisms, such as
a security sign-on module, use of passwords, and limited user access,
which it believes are “‘more than adequate to prevent unauthorized data
entry.” While these items are examples of controls over access to the
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system, they do not prevent persons that are authorized to use the sys-

tem from making unauthorized data entries and inappropriately chang-

ing a patient’s eligibility status. va commented that it had also identified
this situation and corrected it in April 1987 when it released an updated
version of the software package. According to va:

“The software will now allow only a holder of a specific password to verify patient
chigibility Once eligibihity has been verified, it is not possible to change the eligibil-
ity status unless one is also authorized to verify eligibility by virtue of possessing
the password In addition when the eligibility status 1s updated after imitial verifi-
cation of ehgibility, an audit trail is created identifying the authorized user respon-
sthle for the change

Internal Controls
Inadequate to Protect
System and Patient Data

A principal objective of DHCP was to quickly provide all vA medical cen-
ters with comprehensive data processing systems for key functions.
However. \a did not sufficiently address internal controls by establish-
ing a policy that requires (11 performing risk analyses to assess security
and controls over access to patient records, and { 2) contingency plan-
ning for such events as natural disasters or emergencies. Although such
controls are addressed in federal regulations and guidelines, headquar-
ters officials said that they did not have enough staff to devote to devel-
oping policies. Management Office officials said that they believed that
the software security programs, along with the site manager training
offered prior to system installation. were sutficient.

[t was not until August 1985, or 2 yvears following the first installation
of DHCP hardware and software in medical centers, that the Department
of Medicine and Surgery issued guidelines for establishing computer
security procedures at va medical centers. These guidelines, however,
lacked key elements called for by federal regulations and guidelines and,
under va's decentralized management system, no reviews were made to
ensure that the Information Systems Centers and medical centers com-
plied with the guidelines that were issued. Consequently. the 13 medical
centers we visited were not following federal guidelines on (1) imple-
menting risk analysis and contingency planning, ( 2) controlling access to
patient records, and €3) restricting release of software security
information.

The lack of such controls, as well as the previously mentioned software
development deficiencies, are material weaknesses under the Federal
Managers’ Financial Integrity Act 31 [1.8.C. 3512(b) and (¢). These
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Risk Analyses and Contingency
Plans Not Adequate to Protect
Facilities and Equipment

weaknesses are regarded as material, given the relative size and impor-
tance of DHCP Lo VA, the sensitivity of va's patient records, and the neces-
sity for maintaining complete and accurate records to ensure proper
medical care of \a patients. In 1985 and 1986 the va Administrator. in
submitting his annual internal control reports to the President in accor-
dance with the Financial Integrity Act, identified pHCP as a material
weakness because of the concern over the adequacy of controls and of
documentation concerning compliance with policy and regulations. va
recognizes the need for conducting risk analyses, developing contin-
gency plans, and specifying levels of security In commenting on our
draft report, va said it believed it had made substantial progress in this
area and is continuing to strengthen this aspect of the program.

Office of Management and Budget Circular A-130 requires agencies to
provide appropriate internal controls over computer systems. This
requirement includes conducting periodic risk analyses and developing
appropriate contingency plans. Risk analyses are to be conducted at
cach computer site, both periodically and when a significant change
occurs, such as adding telecommunications, to ensure that appropriate
safeguards exist. A risk analysis evaluates security by considering the
likelthood and cost of various security threats, such as system intrusion,
that are present or that might occur during an average vear. The
absence of a risk analvsis results in a lack of explicit criteria for select-
Ing appropriate safegnards and for designing and evaluating contin-
geney plans. We found that va did not appropriately implement these
requirements.

Contingency plans are to be developed in the event that computer sup-
port is interrupted by either an emergency or natural disaster, such as
loss of electrical power or ecarthquake. The Office of Management and
Budget Circular A-130 also requires that these plans be tested regularly.
Contingency plans should include the steps to be taken immediately fol-
lowing an emergency to protect life and property, minimize the impact
of the emergency. and address shutdown of the computer system to pro-
tect data. Without emergency procedures, the sites are vulnerable ro
unnecessary property damage, loss of computerized data. and human
injury. Disaster recovery plans should include steps for the smooth,
rapid restoration of the computer system, its data, and program ftiles
following physical destruction or damage. The lack of disaster recovery
plans may result in difficulties and delays in restoring computer system
operations following such damage or destruction. Failing to test such
plans makes it difficult to determine it theyv are adequate.
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Access to Patient Records Not
Adequately Controlled Through
Security Clearances

At the 13 sites visited, we found that only 4 had performed a risk analy-
sis. We also found that although 8 had developed contingency plans for
emergency procedures (5 had adequately developed plans and 3 had
partially developed plans), only 3 had tested their plans

In December 1986, va drafted an ADP circular that requires risk analyses
and contingency plans at cach app Incation. This draft circular specifies
when risk analyses and contingency plans are to be conducted at Infor-
mation Systems Centers and provides an audit guide for the Inspector
General’s use during review and oversight. The draft policy was trans-
mitred to the centers on December 8, 1986, tor interim use until an offi-
vial circular could be issued

In commenting on our draft report, va agreed that it had not provided
adequate guidance to the computer sites; consequently, the thorough-
ness of risk analysis and contingency planning varied from site to site.
VA said its ADP secirrity policy circular is being revised and would be reis-
sted in October 1987 it will have, in addition to an ADP security policy
that applies to all department offices and facilities, guidelines for the
medical centers, Information Systems Centers, and va central office. va
said the new circular will serve as the basis for each entity to develop
specitic procedures for its individual requirements. va also said that

t 1 in February 1987 additional positions were approved to add staff to
nmonitor compliance with department policy and guidelines and (2) effec-
tive October 1986, it had obtained a vendor contingency maintenance
program to replace appropriate DHCP system components within 2 to 14
days following a disaster at all but its smallest medical facilities. va also
stated that it was currently negotiating for coverage of the smallest
SIES.

Office of Management and Budget Circular A-130) requires agencies to
establish security commensurate with the sensitivity of the information
and ensure that only authorized personnel have access to the informa-
tion system. Office of Personnel Management's Federal Personnel Man-
ual chapters 732-2 and 736 state that agencies are to have procedures to
cnsure that security clearances are issued for (1) “Critical Sensitive
Level” positions involving major responsibility for svstems hardware
and software, and (23 *Non-Critical Sensitive Level” positions involving
personnel that direct, plan, design, operate, or maintain a computer sys-
tem. Appropriate background checks are supposed to be conducted
before clearances are issued. While va's August 1985 policy addressed
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Releasing Software Under the
Freedom of Information Act
Increases Risk of Unauthorized
Access

ADP security at all medical centers and defined levels of security clear-
ance, it did not require that key system personnel receive a specific level
of clearance supported by an appropriate background check. We tound
that many key personnel with access to sensitive data, such as site man-
agers, programmers, and other personnel responsible for designing and
operating the system, did not have appropriate security clearances.

At the time of our review, 164 computer center site managers had access
to sensitive patient data. On the basis of information obtained from va's
Office of the Inspector General and medical center personnel offices, we
found that 116 of the site managers (or 71 percent ) had no record docu-
menting an appropriate security clearance. From a second list of 147
Information Systems Center employees we randomly selected 35 names
and found that

25 had no record documenting an appropriate security clearance,
9 had been assigned an appropriate security clearance, and
L was no longer a va emplovee.

By not justifying the level ol access and determining the security fitness
of its personnel, VA is exposing sensitive patient data to the risk of theft,
deliberate disclosure, or alteration. The draft December 1986 security
policy circular specifies the level of security clearance required by Intor-
mation Systems Centers’ personnel, but does not address the security
clearance levels required by the medical center personnel. The Manage-
ment Otfice director said he plans to use the December 1986 draft circu-
lar as a guide to update the August 1985 policy that addresses the
medical centers’ role. He said the Management Office would transmit
this interim policy soon, for use by the centers until the official circular
is issued. va estimates this circular will be released in October 1987.

On the basis of a January 27, 1982, decision by the vA Administrator, va
routinely releases DHCP software, such as the laboratory modules and
related documentation, to outside organizations and individuals upon
request under the Freedom of Information Act. The previously men-
tioned internal control weaknesses in the system, combined with the
unrestricted release of the software, increase the risk of wrongful access
to and disclosure of vA’s patient medical records and other sensitive

data.
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In January 1982, the va Administrator responded to an appeal under the
Freedom of Information Act tor the release of software and documenta-
tion of another computer project—the Medical Administration Health
Care Information System. The act requires agencies to disclose records
upon request by the public, unless the records are otherwise exempted
from disclosure (5 UL.S.C. 562 a) and (b)). The Administrator concluded
that va was required under the act to release the requested computer
programs and documentation, except for the individually identifiable
patient data bank. security codes, and security programs. This informa-
tion was withheld under several of the act’s exemptions.' The Adminis-
trator’s decision indicated that withholding the mdividually 1dentifiable
patient data bank was appropriate because the data bank contained per-
sonal medical information concerning va hospital patients. The decision
noted that withholding the security codes and security programs was
proper because their release would directly compromise the security of
the data bank and expose the confidential information contained in it to
unauthorized disclosure,

va officials told us that they frequently release DHCP's software and doc-
umentation to the public upon request. They explained, however, that
they restrict release of the patient data bank, security codes, and secur-
ity programs on the basis of the January 1982 Administrator’s decision.
We found that although vaA restricted release of such information to
requesters, it released other critical information, namely DHCP's security
parameters, that could facilitate unauthorized access to the patient data
base. This information describes va's software security and states the
number of characters and other information that could be used to access
the system. Since the release of this information may compromise the
security of the parient data base, we believe it is not consistent with the
Administrator’s decision that states that the patient data base should be
protected. During our review we brought. this issue to the attention of
bath the va Inspector General and va program officials. va officials
shared our view and, following discussions with us and their [nspector
General, in June 1986, \a officials requested that their General Counsel
restudy this issue.

In responding to our draft report, va stated that its General Counsel's
response indicated that the Freedom of Information Act exemptions per-
mit discretionary withholding of software that controls access to DHCP or

“These exemptions pertain to matters that are |1 related solely (o an Ageney s interndl personnel
rules and practices, (20 specitic ally exempted from diselosirs by statute thar 15,38 US C 3301(a)
and 41327ah, und ¢3) peraonne] and meducal fikes and sinular Nles that by disclosare wouald consotute
a clearly unwarranred iy asion of porsonal privacy
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that ensures the integrity of applications processing and internal con-
trols. Consequently, va said it is finalizing a circular that will implement
this discretionary authority and has implemented the practice of discre-
tionary disclosure prior to releasing the circular. va also said it now has
two versions of the software application that controls access to DHCP—
one that contains sensitive data and is distributed only within va, and
one “‘public domain™ version with these data deleted.
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Expansion Plans
Include Substantial
Amounts of Software,
Hardware, and
Telecommunications

va is preparing to expand pHCP at an estimated cost of $385 million for
additional hardware, software development resources, and personnel
support through fiscal vear 1996 for eight Enhanced modules. \A's esti-
mated total life-cycle cost of the Core modules plus the eight Enhanced
nmodules is $925 million This expanded, more complex system is
intended to automate additional functions needed to further support the
requirements of medical center users. The expansion also includes meet-
ing objectives important to the system'’s success, such as effectively
obtamning the data needed by all hospital services and linking the medi-
cal centers. regional offices. and headquarters.

While va has done some analysis to justify its planned expansion, it has
not adequately analyzed alternatives to ensure that the most cost-effec-
tive approach has been selected. In a period when there are many
important competing demands on the federal budget, federal agencies
and the Congress need assurance to make informed decisions on expan-
sion. va is also making decisions on the need for computers and their
allocation to sites without considering current computer use and capac-
ity. Also, until May 1987, va had not given adequate management atten-
tion to the development of a key software feature that is an important
objective of piep

\a plans to supplement its six Core modules by implementing eight
Enhanced modules in its system during fiscal years 1987 through 1996.
These Enhanced modules will provide needed automation to such areas
as radiology. surgery, and nursing. One of the top-priority Enhanced
modules. the decentralized medical management system will provide va-
wide medical, financial, and administrative data tor decision-making
purposes. In this module, certain data will be extracted trom the data
base in cach local medical center for use by local management and
aggregated for use at the regional and headquarters level for budget and
resource allocation decisions. va plans to have this module link costs
with patient care provided. thus allowing better cost assessment by type
of patient diagnosis. As part of the Enhanced module development, an
order entry results reporting feature 1s also planned that will allow
users to quickly aceess data. va officials believe this feature is important
to the program. va estimates the majority of computer hardware to sup-
port the eight Enhanced modules will cost about $84 million and plans to
incrementally procure this equipment during fiscal years 1988 through
1990,
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Latest Cost/Benefit
Analysis Did Not
Include Consideration
of Hardware
Configuration
Alternatives

In February 1987. va's planned DHCP system consisted of 6 Core, 22
Enhanced. and 23 Comprehensive modules covering a 19-year life cycle.
In June 5, 1987, comments on our draft report, va stated that it had lim-
ited DHCP to a 10-year life cvcle with & Core modules plus 8 Enhanced
modules whose costs have been justified and approved. va indicated that
the remaining 14 Enhanced modules and the 23 Comprehensive modules
are now only potential areas for future antomation.

VA also plans to replace its current agencywide telecommunications sys-
tem with a new telecommunications network during fiscal yvears 1987
and 1988 and operate it for 10 vears. va's plans show that a major por-
tion of this network will be used to support the MICP system to facilitate
the exchange of data between the Departments of Medicine and Surgery
and Veterans Benefits.

In planning for its DHCP expansion, \a did not adequately consider feasi-
ble configuration alternatives that could reduce costs. Also, vA had not
prepared an adequate cost/benefit analysis before proceeding with its
procurement process. The limited analysis that was prepared in 1986 for
the fiscal year 1988 DHCP budget request did not include some significant
costs; nor did the analysis appropriately develop and document esti-
mated cost savings and benefits.

In commenting on our draft report, va stated that many of the points we
had raised regarding the 1986 cost/benefit analysis of the Enhanced
DHCP system were valid. To respond to these points, va had a consuitant
update and revise its cost/benefit analysis to provide better support for
expanding the Core DHCP system with eight Enhanced modules.
Although we did not assess this revised analysis in detail, we noted that
VA had included more complete cost categories and additional nonquan-
tifiable benefits. However, the revised analysis considered only one
alternative—comparing the present manual system with the eight mod-
ules supported by a decentralized hardware configuration with on-site
computers. Although the revised analysis is more complete, without con-
sidering feasible alternatives, va has not taken the steps necessary to
ensure that the most cost-effective hardware configuration will be
selected.
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DHCP System and Life-
Cycle Cost Estimates Have
Increased and Include
More Complete Cost
Categories

In 1983, va's originally planned DHCP system included a total of 11 mod-
ules at an estimated 7-vear, life-cycle cost of $155 million in 1983 dol-
lars. va's currently planned system includes 14 modulies at an estimated
10-year, life-cycle cost of $925 million in 1987 dollars.

Federal Information Resources Management Regulations 201-16 and
201-20 and Oftice of Management and Budget Circular A-109 direct
agencies to project life-cycle costs before acquiring major systems. These
requirements were developed to help management obtain a reasonable
understanding of the total cost of planned systems and assist them in
making acquisition decisions. This circular defines life-cycle costs as the
sum total of the direct. indirect, recurring, nonrecurring, and other
related costs incurred, or estimated to be incurred, in the design. devel-
opment, production. operation, maintenance, and support of a major
syvstem over its anticipated useful life span. Also, Office of Management
and Budget Circulars A-121, A-130, and A-11 and Federal Information
Processing Standards Publication 64 cite costs that agencies should con-
sider. These costs include personnel; hardware equipment; software;
supplies; utilities; site preparation expenses; and contracted services,
such as telecommunications. According to these federal guidelines, agen-
cies should account for the full cost of major information technology ini-
tiatives. (See appendix 1V for a complete listing of cost elements and
applicable federal guidelines.)

During pHCP development, vA identified additional data needs and added
numerous software modules to its system plans. These additions sub-
stantially increased the cost estimates for computer equipment and per-
sonnel needs. In 1983, va estimated that the total planned DHCP system
would cost $155 million in 1983 dollars. However, by February 1986, va
had redefined its system several times, included the cost of 51 fully sup-
ported modules, added additional cost categories, and decided to use
three overlapping, 10-year life cycles through 2001. These changes
raised the estimated total DHCP cost to $1.2 billion in 1986 dollars
(approximately $1.1 billion in 1983 dollars).

Prior to February 19806, the pHep life-cycle cost estimates prepared by
the Management Otfice were based on incomplete information because
appropriate data were not obtained. For example, va officials estimated
the cost of pHCP personnel and computer equipment without determining
the total number of staff assigned to support the system or obtaining an
inventory of the computer equipment and operating software in the
medical centers. Because of congressional interest and questions we
raised during our review, va significantly improved the accuracy of its
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hife-cycle cost estimate in 1986 by (1) obtaining and using information
from the computer sites to develop cost estimates, and (21 better
addressing life-cycle cost elements cited in federal guidance. However,
the 1986 estimate also omitted and understated certain costs

Through analysis of \A's 1986 pUCP life-cycle cost estimate and discus-
sions with va officials, we identified three major areas of costs that were
either omitted or understated. These included omitted recurring costs
such as supplies, understated costs tor site preparation and site stafting,
and omitted costs for such categories as telecommunications, utilities,
and computer-support personnel. We did not fully calculate all the omit-
ted and underestimated costs and. in some instances, we relied on the
Judgmental estimates of va officials. Nonetheless, we believed that these
omissions—which could total $700 million—were substantial.

[n a June b, 1987, response to our draft report. va stated that the scope
of DHCP had been reduced to 14 modules at an estimated 10-year, life-
cycle cost of $925 million in 1987 dollars. vA added that the omitted cost
categories we had identified were inciuded in its latest estimate. Figure
3.1 illustrates the change in software and life-cycle cost estimates.

Latest Decentralized
System Cost/Benefit
Analysis More Complete

In September 1986, in response to Office of Management and Budget Cir-
cular A-11, vA submitted a cost-benefit analysis to the Office of Manage-
ment and Budget with its fiscal yvear 1988 pHCr budget request. In this
submission, va requested funds to procure hardware to fully support the
Core modules and nine Enhanced modules. The analysis stated that the
1987-1988 requested computer equipment investment would result in
9.8-percent annual rate of return to the government and estimared the
net savings in personnel and supplies over the Enhanced modules’
10-year life cycle at $46 million. The analysis also provided qualitative
benefits for the nine modules. In our draft report we described va's 1986
analysis and concluded that it lacked sufficient detail supporting the
projected costs and benefits of the system:

In response to the deficiencies noted in our draft report, \a had a consul-
tant revise and update its cost/benefit analysis. The new analysis shows
a 9-percent rate of return to the government and a net savings with a
present value of negative $5.5 million, using a 10-percent discount rate.
va stated that this analysis 1S conservative in that no attempt was made

Page 39 GAO 'IMTEC-87-28 VA's Hospital Computerization Efforts



Chapter 3

DHCP Expansion Planned Without
Information Necessary for
Informed Decisions

Figure 3.1: VA's Decentralized System
and Life-Cycle Cost Estimates (By Fiscal
Year)
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Lo place a dollar value on qualitative benefits.! va stated that this
analysis

covers eight rather than the previously planned nine Enhanced modules
and does not include the six Core modules,
uses a new implementation schedule reflecting the current budget and

procurement schedule,

uses revised life-cycle cost estimates that have been corrected to rectify
omissions identified by Gao and updated to reflect policy changes,
revises benefits to take account of changes in fringe benefits and 1n
functionality,

"The twer VA cansnltants involved with the two cost analyses (the complete 14-medule DHCP system
andd the B-monle Enhans ement part of the sy stemo quahfied their work by stating that they used
dara providsd be VA ied reviewed the data for reasonableness
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uses revised estimates for anticipated salary increases, and
follows the Federal Information Processing Standards Publication 64

insofar as that is feasible and appropriate.

We did not assess the revised analyvsis in detail. However, we verified
that it did include the omitted cost categories identified in our draft
report and more clearly identified the benefits to be realized. Further-
more, we agree with va that its cost/benefit analyses demonstrate that it
is worthwhile to computerize va hospitals. However, as discussed below,
VA is not taking advantage of available (prototype) cost and benefit data
1o assure itself that the most reliable estimates. given available data, are

presented.

VA's prototype software development process provides a unique oppor-
tunity for assessing actual site-specific cost/benefit data that can be
used to help officials estimate planned system costs and benefits.
Through prototyping. vA develops modules at one Information Systems
Center and tests them at several medical centers before implementing
them throughout va. If data on costs and benefits were collected at the
test sites, va officials would have actual operational data to assist them
in determining if their planned modules were cost-effective. The Man-
agement Office director said va plans to assess the total costs and bene-
fits following va-wide implementation of these modules.

In commenting on our draft report, va stated that it believed a cost/ben-
efit analysis based on a clear understanding of the planned svstem—and
using program experts to estimate the impact on operations—was “pref-
erable” to a methodology requiring new site-specific data collection. va
said it would continue to refine the cost estimates and monitor the bene-
fits as software is more fully developed and tested, and would continue
to conduct post-implementation evaluations on all applications. We
agree that a post-implementation cost,/benefit assessment can be useful
in assessing the value of a system. However. the most accurate informa-
tion possible should be collected and analyzed to help program experts
make better estimates and more informed decisions regarding the
related requirements and costs and benefits of major expansion plans.
Cost and benefit data collected at the prototype sites would assist va in
making cost,/benefit analyses and in refining mathematical models used

to project equipment.
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Alternative Hardware
Configurations Not
Adequately Assessed

va cannot be assured that the most cost-effective system configuration
will be used to meet its needs because it has not adequately assessed
alternatives such as regionalization. A regionalized approach would use
one compiuter to support distributed processing in several medical cen-
ters, as compared to va's planned decentralized approach of placing a
computer in each medical center. The Federal Information Resources
Management Regulation requires agencies to (1) perform a comparative
cost analysis of various ADP alternatives when replacing an installed app
svstem to increase data processing capacity (section 201-30.009) and
(2) consider the operational and economic feasibility of alternatives for
the acquisition of ADP capabilities (section 201-20.0U3). This work is
required to determine which alternative will best meet the users’ needs
“at the lowest overall cost over the systemitem life.”

Federal Information Processing Standards Publication 64 states that
when preparing a cost/benefit analysis, alternative systems should be
evaluated and compared with the existing system to determine the most
cost-effective approach to meeting agency objectives. To do this, the
publication states that the technical and operational characteristics of
the proposed system and alternatives should be considered, such as var-
ious hardware configurations. Although vaA plans to competitively pro-
cure hardware for its expanded system, it has selected a decentralized
hardware configuration with on-site computers without considering the
cost-effectiveness of other alternatives, such as regionalized computer
centers or a combination of these approaches.

vA officials cited two reasons for considering only one configuration.
First, Management Office officials said that a decentralized hardware
configuration approach for automating medical centers met VA's needs
because a main objective of DHCP was to allow the local medical center
managers to control their individual computers. Second, va officials told
us they had not considered other hardware configurations for the next
planned procurement for DHCP because the Congress directed them to
use the decentralized system.

The 1983 Appropriations Conference Committee directed va to continue
with all deliberate speed and without further delay in the installation of
DHCP in order to provide systemwide data to the agency. The Conference
Committee also directed va to discontinue development of a regional
computer configuration (the Computerized Medical Information Support
System) that was being managed by a different va department than the
one managing DHCP. This direction stemmed from the House Appropria-
tions Committee, which had directed va to cease development of the
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regional system because it was “"conceptually and technically redun-
dant” with the current bHCP effort. The Committee also stated that this
regional system was a “"duplicative cost, [and] a major waste of expert
staff resources.” The Conference Committee was not restricting va from
considering various computer hardware configurations for pHCP but
rather was directing va to discontinue duplicative hospital system devel-
opment that had been ongoing for about a year.

Two hardware vendors told us that, under current computer technology,
a central computer center ¢an provide service to multiple facilities
through high-speed telecommunications that is similar to the service
offered with a computer in every facility. Several hardware and soft-
ware vendors indicated that either on-site computers, regionalized hard-
ware, or a combination of both approaches can be cost-effective,
depending upon circumstances. such as the amount of work load.,
number of users, telecommunications requirements, location of facilities,
and operations and maintenance requirements.

In its June 5, 1987, comments on our draft report. va stated that:
Va reviewed the sections of the Federal Information Resources Manage-

ment Regulation we cited and, after meeting with General Services
Administration officials, determined that va was in full compliance with

these sections.
va rejected a regionalized systems approach because this approach com-

promised critical aspects of the agency’s information management pro-
gram. According to va, "Computers are a critical resource of hospital
managers and they should be able to control and be responsible for them
as for any other resource in a hospital.” va concluded that " Use of
regional computers for local operations is not acceptable to the va.”
» The regionalized Computerized Medical Information Support System
was terminated after congressional review, and va does not intend to
restudy the issue of regionalization of local processing,
Regionalization was “implicitly evaluated and determined not to be cost-
effective for providing computer support to va medical centers.” va
added that regionalized systems are also inefficient and nonresponsive

to users.

Although va provided several reasons for not considering regionalization
as part of its pHCP hardware configuration, in our view ¥a has not done
sufficient in-depth analysis of alternative configurations to adequately
demonstrate that its decentralized approach is a cost-effective approach
to meeting its needs, First, although the Federal Information Resources
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Management Regulation {section 201-30.009) does not specifically state
that a regionalized approach has to be considered as an alternative
approach, 1t states that consideration of alternatives is required to
determine which approach will meet users’ needs "‘at the lowest overall
cost over the systems “item life.” The Federal Information Processing
Standards Publication 64 provides additional cost. benetfit analysis guid-
ance on this issuc and specitically states that “alternative approaches”
should be evaluated to determine the most cost-effective approach to
meeting agency ohjectives. However. va said it did not consider a region-
alized configuration because its purpose was (o determine whether to
extend the existing decentralized system. Second, hardware vendors
have stated that, under current technology, regionalized systems can be
designed to oftfer service similar to decentralized systems and that
regionalized systems may be less costly. Thus, regionalization may offer
\A hospital managers the computerization control they need at a lower
cost. Third, although the earlier va regionalized system was terminated
after congressional review, the Conference Committee statements indi-
cate that this system was terminated because it was redundant with
DICP, not because it was a regionalized syvstem. Finally, evaluation of the
cost effectiveness of regionalized computers, on-site computers, or a
combination of both appreaches for DHCP is a complex issue. Conse-
quently. the cost eftfectiveness of regionalization cannot be adequately
assessed from an "implicit” evaluation.

Although va listed several possible disadvantages of regionalization, it
did not perform an analysis to support its conclusion regarding the use
of a regionalized approach within its decentralized system or assess the
potential cost savings in such areas as hardware, site preparation, and
personnel support. Furthermore, VA is currently using limited telecom-
nmunications and a partially regionalized approach to serve some of its
outpatient clinics and at least one hospital from remote computer sites.
The following va comments and our responses suggest the weaknesses of
such an “implicit” evaluation.

VA Comment

“Due to the highly interactive multitransactional use of DHCP applications, such as
MAS [Medical Adnunistration Service] and laboratury. required for effective opera-
tional support of VAMC |VA Medical Center] functions, any regionalization or central-
ization scenario will cause nanonal telecommunications costs to soar.™

GAO Response

Although telecommunications costs would increase under a regional
approach, such increases potentially would be offset by decreases in
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other costs. For example, using several regional computer centers serv-
ing multiple facilities rather than on-site computers at each medical
facility should result. in reduced hardware costs, preparation of fewer
computer sites, and fewer personnel required to operate and maintain
the total system. An assessment of regionalization as well as a combina-
tion of regionalized and decentralized approaches would indicate
whether cost savings under such alternatives would outweigh any
increase in telecommunications costs. Furthermore, va apparently did
not completely rule out the possibility of a regional approach when dis-
cussing the possibility of using commercial vendors because it stated:
“Moreover. in the unlikely event that local performance and response
requirements could be met without driving telecommunications costs ta
unacceptable levels, such regionalization could be achieved in-house
through DHCP.” As we have stated, a detailed analysis would be required
to adequately assess the net etfect of svstem configuration alternatives.

“Regional or central computer installations that serve multiple VAMO s are necessa-

VA Comment , : ! P
rily more complex than single hospital systems and puse significantly increased
management and iechnical problems.”

GAO Response Even though some increased management and technical problems might

occur, these problems could be addressed by placing highly qualified
managers and technicians at the regional computer centers. Conversely,
under a decentralized approach these scarce resources would have to be
distributed among va's 172 medical centers. Furthermore, the extent of
the technical problems may not be more complex, as indicated by the
fact that the same DHCP software modules would be used in both regional
and decentralized systems, and vA currently links 55 of its outpatient
clinics and at least one hospital to remote computer sites at its larger
medical centers.

ﬁ Comment

“Conseqnences ol systems failure are greater because several VAMC's would lose
their processing capabilities at the same time.”

&AO Response

If a regional system failed it could affect several medical centers. How-
ever, a regional system provides opportunities to (1) offer more com-
plete back-up service, (2) provide more highly skilled personnel on a
round-the-clock basis (va currently does not provide 24-hour coverage at
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all of its decentralized facilities), and (3} offer more frequent and exten-
sive maintenance {which is difficult to achieve at 172 sites with scarce
resources), thus reducing the probability of system failure.

VA Comment

“On-site help is not available to solve hardware or software problems if a user at
one of the VAMC's te g . a physician, pharmacist. or nurse) encounters a problem.”

GAO Response

Even in a regionalized approach, individual sites should have a mini-
mum of staff available, such as applications coordinators, to assist the
users. Furthermore, as stated above, more qualified assistance than that
offered under a decentralized approach would be available at the
regional centers. In addition, va could continue to support local sites
with its regional Information Service Centers. va stated in its comments
that these centers are responsible for tracking and helping resolve hard-
ware and software problems at computer sites under their jurisdiction.

VA Comment

“Remote systems become inereasingly bureaucratic and unresponsive 1o users This
was 4 problem in the past and was one of the major reasons for implementing a
decentrahized system to support loeal hospital operations.™

GAO Response

System Utilization and
Capacity Statistics Not
Being Obtained for
Planned Procurement

Remote systems do require a certain amount of consistency among
users. For example, standard terms, shared data bases, and standard
programs are used; however, the integrated DHCP system already has
these characteristics. Furthermore, these characteristics are required to
successfully implement va's top-priority Decentralized Medical Manage-
ment System, which includes reporting data to local, regional, and head-
quarters management. Also, in some instances regional systems offer
better service to local hospital operations. For example, hardware and
software repairs and upgrades can be made more quickly and with bet-
ter quality control at a limited number of regional centers than at 172
decentralized sites.

\A has not been consistently monitoring the use and available capacity
of its DHCP computers to obtain data necessary for meeting local needs
and effectively planning for future expansion. We found at. the medical
centers visited that these sites were not required to regularly monitor or
report their computer usage and available capacity to the Management
Office. The Management Office had not issued policy to require such
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monitoring because under its decentralized approach it allowed the hos-
pital directors to manage their own facilities. Although va recently rec-
ognized that such data would help officials make better decisions, it
does not have the computer utilization statistics required to efficiently

plan for the computer replacement and major expansion.

The Management Office director said that the amount of computer hard-
ware to support Full Core modules was understated and that capacity
will be exhausted when the inpatient pharmacy is added, or sooner, if
several of the other software modules are used on the system. To ade-
guately support the Core modules and the planned Enhanced modules at
the medical centers, va plans to incrementally procure additional hard-
ware during fiscal years 1987 through 1996 at a total estimated cost of
$145 million.

Federal Information Resources Management Regulation 201-30.007
requires agencies to base the acquisition of new or additional computer
resources on a determination of need supported by a requirements anal-
vsis commensurate with the size and complexity of the need. va's plans
for procuring additional computer hardware for pHCP are based on a
recent sizing model that shows va hardware requirements at the medical
centers. This model was developed from actual and estimated work-load
data and input by user groups, software developers, and medical center
directors. vA plans to add greater-capacity computers to its large sites
and move the existing computers from these sites to its medium and
small sites. However, va officials are making these decisions without
complete information on existing computer systems’ utilization and
available capacity under current processing work loads. Consequently,
neither the site managers nor va headquarters has the information
needed to determine whether the system’s equipment requirements for
individual medical centers are understated or overstated or whether the
computers being installed will be adequate.

In December 1986, va officials asked the Federal Computer Performance
Evaluation and Simulation Center to evaluate the areas of performance
management, configuration management, and capacity planning and
how they might be improved. va plans to use the results of this study to
improve its capacity management. However, the Center’s study and va
procurement decisions will be limited by the lack of app data on each
site’s available capacity and computer performance.

In commenting on this 1ssue in our draft report, va disagreed with our
observation that it was not regularly monitoring the use and available
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Central Management
Not Ensuring
Consensus on Key
Data in Order Entry/
Results Reporting
Feature

capacity of its computers. va stated regular monitoring of computer util-
ization and available capacity is an integral part of good site manage-
ment, that site managers had access to applicable vendor-supplied
software routines and tuning guidelines from their Information Systems
Center to assist in obtaining maximum efficiency from systems, and that
other performance tools and documentation were being developed.
Although va stated that monitoring assistance was available for local
site managers’ use, it did not dispute our statement that the sites were
not “‘required’ to regularly monitor and report their computer usage
and available capacity to the Management Office. As we discussed ear-
fier, in our visits to sites. we found that computer utilization and capac-
1ty was not being regularly monitored. Also. vA did not dispute our
statements that va management does not have va-wide computer utiliza-
tion statistics required to effectively plan for computer replacements
and major expansion.

A primary objective of DHCP is to enable users at each medical center to
efficiently obtain integrated patient data from all hospital service areas.
Under its expanded svstem, va plans to develop an order entry /results
reporting feature that will allow users to quickly access patient data
currently located in several different modules. However, we found that
this feature’s development was being delayed because consensus could
not be reached on the necessary data requirements. This occurred
because the Management Office did not assume the leadership role
required to ensure that the various organizations involved reached
agreement on this issue.

Although the current system’s data base is integrated. it is less efficient
than it could be because it has a limited order entry /results reporting
capability. This limitation requires extra time to order items or obtain
results from two or more modules. For example, from a nurses’ station
terminal, laboratory tests and medications can be ordered for the same
patient in two ways. The laboratory and pharmacy modules can be indi-
vidually accessed to order these items, or a special order entry menu can
be developed to access these two modules upon request. However, both
methods require multiple keystrokes and considerable time. On the
other hand, the order entryresults reporting feature would allow more
efficient access to data originating from service areas such as the phar-
macy. laboratory, or nursing stations.

A special-interest group consisting of software developers and medical
center user representatives was formed in 1985 to identify the common
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information needs of each service and the interrelationships among
those needs. However, officials said the medical center services could
not agree on the data elements needed. The Management Office relied on
the software developers to coordinate this effort: however, the special-
interest group had met infrequently and had not resolved its differ-
ences. In 1986 the Management Office recognized the need for additional
central management involvement and brought the special-interest group
under its direction. However, this Office had not taken the leadership
role required to ensure that the feature was efficiently developed. A
Management Office official said that because of travel fund limitations,
group members exchanged comments through their electronic mail sys-
tem rather than meeting formally. An official told us that the responsi-
ble parties are working to resolve differences but added that a
completion date has not been determined.

In commenting on our draft report, va stated that it has accelerated
development of the order entry,results reporting feature to the number-
one priority for the Information Systems Centers. vA added that, in May
1987, developers and users met to resolve outstanding issues and agreed
to necessary software changes. va said the most important feature of
this utility will allow users to access patient data originating in various
modules with a single keystroke and display them on a single screen. It
said the first version (containing three of five planned capabilities) will
be available for final testing this summer.
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Commercial Systems
and DHCP Have
Similar Basic
Computer Functions
and Levels of User
Satisfaction

In 1980 the Appropnations Conference Committee directed va to deter-
mine whether commercial computer systems or vA's system would be the
“most cost-effective and of maximum value™ to its vast medical center
work. Before installing systems agencywide, vaA was to analyze various
alternatives using suitable test and validation methods that would pur-
sue appropriate functional and integrated capabilities. In 1983, the
Appropriations Committees directed' va to conduct tests of commercially
available medical information systems at three medical centers of vary-
ing sizes and appropriated funds in the tiscal year 1981 Appropriations
Act to begin these tests. In August 1984 va awarded separate contracts
to three vendors totaling. according to va, approximately $22.6 million
These vendors began installing their commercial systems in September
1984 for a 36-month demonstration test.

We found that the basic features offered by the three commercial sys-
tems were similar to those offered by DHCP and. like the DHCP users, the
commercial systems’ users generally were satisfied with the services
being provided. However, the demonstration test as conducted will not
provide va with the information necessary to directly compare the com-
mercial systems to vHCP Because of provisions in the vendors' contracts,
the commercial systems being tested offer fewer features overall, and
cost more than DHCP's estimated lite-cycle cost. In commenting on a draft
of this report, va stated that we had correctly pointed out that DHCP and
the demonstration test were originally conceived with different pur-
poses and scope. 1A said the test was not intended as a vehicle for com-
parimg commercial systems with dDicp.

We found that users of the three commercial systems. like DHCP users,
were satusfied with their systems. va awarded contracts for the demon-
stration tests of three commercial systems to: Shared Medical Systems at
the Philadelphia, Pa.. medical center; McDonnell Douglas Health Care
Systems at the Sagimaw, Mich., medical center; and Electronic Data Sys-
tems at the Big Spring, Tex., medical center. va service chiefs and system
users at the three sites told us that the computerized information needed
to pertform their jobs generally was provided by their respective com-
mercial systems. The required information most frequently cited was for
patient demographics. laboratory tests, and medications, prescriptions.
Table 1.1 shows the percentage of 58 users who responded positively

"During fiscal years 1983- 1087, fiw Cungress also gppropriated funds ro deselop. implemenr, and
operate DHCP
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when asked whether their system provided the types of information
needed to perform their jobs.

Table 4.1;: Commercial-System Test Sites
Generally Met Information Needs of
Users Interviewed

Test Structure
Prevents Direct
Comparison Between
Commercial Test
Systems and DHCP

tPercent of users’ needs met)?

Patient Information Needed By System

Commercial Test Sites

Users Philadelphia Saginaw  Big Spring
Demographes 8 8w 72
Laboratory tests 8 % &

~ations, Pre ;s 3 o

Madicatons, Prescriptions

"
*Based on interviews with a 1o'al of 58 users ar abaoul 20 users at each sie

“Shared Medical Systems Mid nat have pharmacy sotfware operationai at the ume of cur wisit 1o Phila-
delphia

Users of the three commercial systems stated that (1) their system was
generally available to them, though some had difficulty using it,

(2) training generally was adequate, (3) they perceived the data in their
system as accurate, and (1) their system helped them better perform
their jubs (see appendix V for additional information). Twenty-seven
medical center directors and managers who were interviewed also made
similar favorable comments and concluded that their systems improved
service to the veterans. According to detailed information obtained from
vendors and \a officials. we found that both the commercial systems
and DHcP offered many similar features

Under congressional committee direction, VA was to analyze various
alternatives, including commercial systems and va's system, to deter-
mine which would be the most cost-effective and of maximum value to
vA's medical center work. va was directed to test commercial systems at
three medical centers of varying sizes. However, va did not structure or
monitor the demonstration test to provide a reasonable comparison
between the commerrial systems and DHCP. For example:

None of the demonstration test sites is in ¥A's larger medical centers. va's
largest medical center has 1,300 beds and the average size center has
70 beds. The test sites chosen rlarge, medium, and small, respectively)
were Philadelphia, Pa.. (419 beds); Saginaw, Mich., (158 beds); and Big
Spring, Tex., (220 beds).

The three vendors modified their own systems to meet site-specific
needs without being required to address standard needs (for example,
the same definitions of data to allow possible aggregation of data for

Page 51 GAO: IMTEC-87-28 VA's Hospital Computerization Efforts



Chapter 4
Commercial Systems' Test Not Appropriately
Structured to Corpare Costs and Benefits

local, regional, and headquarters needs). Furthermore, the vendors’
modifications were not reviewed and approved by headquarters.

At the vendors’ request, Va extended the implementation deadline for
mandatory functions by 1 year, from September 1985 to September
1986, to allow time for the vendors to modify their systems to meet local
needs. Subsequently, the test was extended to September 1987, to allow
time for the vendors to meet the terms of their contracts. In commenting
on a draft of this report, \a stated that pucP and the commercial test
systems were originally conceived with different purposes and scope,
“making comparison difficult but not impossible.” va stated that the
three test sites do, in fact, represent a range of size and complexity. The
agency added that different factors, in addition to the number of beds,
are considered for projecting DHCP requirements. va agreed that the com-
mercial vendors were allowed to make site-specific changes to meet the
specialized needs of va users.

Each of the three vendors involved in the commercial demonstration
Updgr (_jontract test has a contract that cites the mandatory and optional functions to be
LlIHlt&thl’lS, tested and requests that a 7-year life cycle be used to estimate the costs
Commercial Test of any installed systems. The contracts also preclude the installation of
a single vendor’s system in all va facilities; rather, each vendor has a
Systems Of fer ¥ ewer contract with the option to install its system in only one of three sizes of
Features and Cost vA medical centers. This limitation makes it difficult to directly compare
More Than DHCP these systems with one another and with pHCP. This limitation also may
cause the estimated costs of installing all three systems to be higher

than installing one system throughout the agency.

Under current contract constraints, vA's commercial systems would cost
more than the planned DHCP system. The commercial systems are
designed to computerize va's hospitals by providing software (some simi-
lar to pHCP modules) for eight mandatory and five optional functional
areas over a 7-year life cycle for a combined cost of $2.1 billion in 1984
dollars. vA's currently planned DHCP system includes 14 modules over a
10-year life cycle for an estimated total cost of $925 million in 1987 dol-
lars. Figure 4.1 illustrates the current differences between DHCP and the
commercial systems.

The $2.1 billion collective price of the three vendors' fixed-cost con-
tracts, however, does not include estimates for major costs that would
be paid by the government. For example. if a vendor’s system was
implemented. va would have to pay substantial costs for such items as
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Figure 4.1: DHCP Compared to Commercial Systems

. .
Decentralized System: Commercial Systems:
1987-1996 1988-1994
Years of Core vendor Vendor vendor
Life Cycles: Modules (6) A B C
tte Lycles: Funclions. Functicns: Functions:
Enhanced Mandatory (8 Mandatory i8) Mandatory (8)
Modules {8) Optional (5 Gpticnal (5) Optional 15
All Size Sites Large Sites Medium Sites Small Siles
10 Yr. Life Cycle 7 Yr. Life Cycle o
VA's Total Cost Estimate-$925 Million® Total Fixed Prices of the Three Venders-$2.1 Billion®
DHCP System Commercial Systems
: . 1) Less Cost 1) Greater Cost
::tl:re::'?r:::;:: 2) Same System in 169 Medical Centers 2) Three Different Systems in Three Ditferent Sized
y 3} Larger Number of Modules® Medical Centers
4) Longer Life Cycle Included in 3} Smaller Number of Functions®{Modules)
Cost Estimate 4) Shorter Life Cycle Included in Cost Estimate
11987 Dollars
11984 Dollars
“See Complele Listing of Modules in Appendixes | and Il
dMandatory Functions: Registration, Admission/DischargetTransfer, Scheduling Medical Records Tracking, Qulpatient Pharmacy,
Inpatient Pharmacy. Laboratory, and Order Entry/Results Reporting
Opticnal Functions:  Radiology, Dietetics, Nursing, Matenals Management, and Besource Allocation and Cost Accounting

site preparation, telecommunications, utilities, and data base conver-
sion. All of these costs plus others, such as related va application coordi-
nator staff support, interfacing two or more of the vendors’ systems if
more than one system is selected, and staff retraining, should be deter-
mined in comparing the cost of vendors’ systems with DHCP's costs. A
direct comparison between the systems would require that all costs for
the commercial systems be considered and that they be compared with
DHCP's life-cycle costs.

General Services Administration officials told us that va cannot select
one of these commercial systems for agencywide implementation under
the original procurement authority it delegated to va. This authority
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only allowed the agency to acquire additional systems from the test ven-
dors by exercising the contracts’ fixed-price options. However, this dele-
gated authority was limited to the options that vA evaluated for contract
award and included in the vendors’ contracts. The contracts vA awarded
for the three demonstration tests included evaluated fixed-price options
to install additional systems in only one of three sizes of medical centers:
small, medium, or large. On the basis of the General Services Adminis-
tration’s Delegation of Procurement Authority, for va to install one ven-
dor’s system at all of its centers, it would have had to include an option
for this installation in the vendor contracts. Since the contracts were
awarded without this option, it would now be necessary to obtain an
additional Delegation of Procurement Authority to

allow the agency to either recompete for a va-wide system under a new
contract, or

award a new contract to one vendor on a sole-source basis after provid-
ing appropriate justification to the General Services Administration to
warrant this decision.

These limitations resulted in vendors not offering discounts for larger
quantity purchases or for cost savings that may be realized from an
unrestricted optimal computer placement in all sizes of medical centers.
For example, two vendors said that in many instances it may be less
costly to use a regionalized approach, that is, a large computer center to
serve several medical centers in one geographical area, rather than plac-
ing computers, along with supporting staff, in the individual hospitals.
According to one vendor, the contract structure limited the vendor's
ability to present more cost-effective alternatives, such as regionalized
computer support.

In commenting on our draft report, vA agreed that the vendor contracts
limited each vendor to installing its system in only one of three sizes of
medical centers and that a new Delegation of Procurement Authority
would be needed to install one vendor system in all vA medical centers.
Officials said this limitation was based on the assumption that if a com-
mercial package was successful at one center, it had the potential for
successful implementation at a second facility of comparable size and
complexity, but it would not necessarily be successful in centers that
vary in size and scope from the contracted facility.

In January 1987, prior to VA's reducing the scope and estimated $1.2
billion cost of the DHCP system, two vendors told us that they may be
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able to implement their systems va-wide for less cost than the three com-
bined bids in the vendor contracts, which total $2.1 billion. They gave us
estimated ranges that they said depended upon the type of hardware
configuration used. One vendor estimated its system would cost from
$930 million to $1.45 billion for a 7-year life cycle, but qualified the esti-
mate by stating that it was not a fixed-price proposal and that addi-
tional costs might be incurred. The second vendor’s gross estimate for its
system was $1.7 billion to $2.1 billion for a 9-year life cycle, which
would take 3 to 5 years to fully install. However, neither of the vendors
provided detailed documentation to support their proposed estimates.
Another vendor said that it would cost as much as $100,000 to prepare
an appropriate proposal.

In February 1987, a consulting firm, Booz-Allen & Hamilton, Inc., issued
a comparability study* that presented a strategic assessment of the cost-
effectiveness of the DHCP and commercial systems. The study made
assumptions to adjust both pHCP and the vendors' systems to a 10-year
life cycle and concluded that DHCP was the least costly system. After
receiving the consultant’s report, va decided to continue with DHCP and
not to implement any of the three commercial test systems at other va
sites. A Management Office official said that after he receives another
consultant’s report on the demonstration test in September 1987, va will
make further decisions about the vendors’ systems at the three medical
centers. He said that, to avoid unnecessarily disrupting these facilities,
VA expects to phase out the systems over at least a 1-year period. How-
ever, when commenting on a draft of this report, va stated that now it
has no specific plans to phase out the commercial systems and that the
vendor will be expected to continue operating these systems throughout
fiscal year 1988. Using the commercial systems in place of pHCP would
require removing DHCP at 169 medical centers (a total of 225 facilities),
disrupting the medical centers’ operations, retraining staff, incurring
costs to change to the vendor’s equipment, paying for the use of proprie-
tary software, converting data from the DHCP data base to the vendor's
system, and the commercial systems would have a shorter life cycle
with fewer functions.

[n commenting on our draft report, va stated that it revised the DHCP cost
estimates to include additional factors we had identified and asked

“Decentralized Hospital Computer Program and Integrated Hospital System Comparabihity Study
(Bowz-Allen & Hamilten, Ine., Bethesda, Maryland, February 1987)
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Booz-Allen to do the same for its comparability study. The agency con-
cluded that the revised estimates showed that both DHCP and the com-
mercial systems would cost more than previously estimated, but that the
commercial systems were significantly more expensive than DHCP.
According to va, the commercial systems test “was not intended as a
vehicle for comparing commercial systems to DHCP.” However, the
agency said that, although a comparison was difficult, it was not impos-
sible and that Booz-Allen was able to “normalize” key cost and effective-
ness elements, between the 10-year, 14-module DHCP system and the
three commercial systems and compare these two computerization
approaches.

Although Booz-Allen's comparison showed that DHCP was less costly
than the commercial systems ($925 million versus $1.6 billion in 1987
dollars), this analysis was based on several major assumptions. For
example, according to va and Booz-Allen, to make the 10-year cost com-
parison, Booz-Allen had to (1) increase the commercial system life-cycle
cost from 7 to 10 years, (2) identify 17 generic functions for pHCP and
assume that 3 of these functions not addressed in the commercial sys-
tem contracts would be available in the marketplace, and (3) assume
that a single nationwide contract would account for economies of scale
in estimating the life-cycle cost of the commercial systems. The diffi-
culty of making an adequate comparison under these assumptions is
emphasized by the fact that va agreed with us that it did not intend to
use the test to compare the commercial systems with DHCP and that,
under the commercial contracts, individual vendors cannot install their
individual system nationwide; thus, they cannot utilize the economies of

scale.

In addition to the difficulty of making an adequate cost comparison, the
Booz-Allen study was also based upon the assumption that both the
DHCP and commercial systems would use a decentralized configuration
with computers at each hospital site. In commenting on our draft report,
va said that the vendors' assertion that they could provide computer ser-
vices nationally to va at less cost if they used regionalized computer
hardware to serve multiple facilities was not relevant. va stated that:

“Use of regional computers for local operations is not acceptable to the VA, More-
over, in the unlikely event that local performance and response requirements could
be met without driving telecommunications costs to unacceptable levels, such
regionalization could be achieved in-house through DHCP It is, therefore, not useful
in any discussion of DHCP versus IHS [the commercial systems] "
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However, va provided no empirical evidence to support this position.

As we described in chapter 3, VA cannot be assured it has selected the
most cost-effective system until it considers other configuration
approaches. Similarly, va would need to allow commercial vendors to
select their optimum configuration to be assured of the most cost-effec-
tive commercial alternative.
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Conclusions

va has made significant progress in providing computer support to its
medical centers through the DHCP system. By allowing decentralized
development and implementation of this system, va successfully
achieved user participation and acceptance, which contributed to a
timely and successful implementation of the initial phase. However,
because this approach received only informal direction from a central
authority, it resulted in software development that did not follow fed-
eral guidelines to appropriately document, test, and approve the soft-
ware before it was released. Without such controls, software was
developed that (1) was prematurely released requiring multiple correc-
tions and (2) is susceptible to undetected errors. Lack of such controls
also makes it difficult to assess whether appropriate software changes
have been or should be made.

The decentralized development approach also resulted in inadequate
controls by (1) not requiring that risks to computer data, equipment,
and facilities at the medical centers be assessed and (2) not requiring
that computer development and operations staff hold appropriate levels
of security clearance. Furthermore, because va released its software
(including security information) under the Freedom of Information Act,
private sources might have been able to use this software for unautho-
rized access to VA's patient data. These conditions put sensitive patient
data at risk of improper disclosure, destruction, or inappropriate altera-
tion and may adversely affect va's ability to provide high-quality health
care. We believe the lack of such controls are material weaknesses under
the Federal Managers’ Financial Integrity Act. va has recognized these
problems and begun to take corrective actions.

VA is beginning a $385 million expansion of DHCP that if completed, has a
va-estimated total life-cycle cost of $925 million for the 6 Core and 8
Enhanced modules. With an investment of this magnitude, it is incum-
bent on VA to effectively plan and manage the expansion to ensure that
the system fulfills its objectives cost-effectively. However, va has
selected a decentralized hardware configuration with on-site computers
for pHCP and has determined that other configuration alternatives, such
as a regionalized system, are not acceptable. While these alternatives
may meet VA's needs at less cost, without explicitly evaluating other
hardware configuration alternatives vA has no assurance that. the most
cost-effective approach will be used. Although other alternatives may
be feasible and more cost-effective, va has determined that the need to
use a decentralized configuration to meet its local management and con-
trol objectives is an overriding issue.
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Recommendations

VA's expansion plans also include procuring over $84 million in computer
hardware and installing computers based on a sizing model. However,
without obtaining and considering data on existing computer utilization
and available capacity, va cannot be certain the planned equipment
acquisitions are appropriate because it may be understating or overstat-
ing the equipment requirements at individual medical centers that are
not accounted for in the model.

Regarding va's demonstration test of three commercial systems, the
test’s structure and the contract limitations prevent va from making a
direct comparison between the commercial systems and DHCP. The test
structure did not evaluate the commercial systems at representative
sites, nor did it ensure that the development of systems was comparable
to DHCP and that they would meet va needs agencywide. The test con-
tracts’ limitations resulted in vendors’ proposing estimates for installing
systems (1) that had shorter life cycles and fewer features than DHCP,
and (2) that could not take into consideration the economies of scale by
installing a vendor system in all vA medical centers. vA's consultant made
several assumptions to compare the DHCP system with the commercial
test systems. On the basis of the consultant’s report, va has concluded
that it would be more costly to use a commercial system than the pHCP

system.

As vA embarks on an expansion of DHCP, it is critical that va exercises the
management control necessary to ensure that the expansion fulfills its
objectives cost-effectively. VA’s recent changes to provide its Manage-
ment Office with authority to control the future development and imple-
mentation of DHCP is a positive step. Office policies and procedures that
will direct and monitor future efforts are necessary for successful pHCP
implementation.

We recommend that the Administrator of Veterans Affairs report the
lack of sufficient software development controls and continue to report
the lack of risk analyses and contingency plans as material control
weaknesses under the Federal Managers’ Financial Integrity Act until
(1) appropriate software development controls have been implemented,
(2) risk analyses (as well as needed corrective action identified by such
analyses) have been completed for all computer centers, and (3) contin-
gency plans have been developed, certified, and tested.

Moreover, the Administrator should hold the Management Office, under
its recently increased authority, accountable for ensuring that the
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Agency Comments and
Our Evaluation

existing and expanded DHCP system is effectively managed and ade-
quately protected. At a minimum, this office should

institute procedures to collect work load and cost/benefit data on proto-
type modules at test sites to assist in determining incremental hardware
requirements and developing cost/benefit analyses;

implement controls to ensure that software is adequately tested, docu-
mented, and approved, and that software and hardware problems are
systematically tracked and corrected;

implement appropriate internal controls to protect data, equipment, and
facilities as required in OMB Circular A-130 and further provided for in
the Federal Information Processing Standards Publication 31;

issue a policy to restrict release of DHCP software (including security
information) under the Freedom of Information Act in order to protect
sensitive patient data;

ensure that data requirements are defined and incorporated in the DHCP
modules so that the data can be efficiently accessed by system users;
and

establish policy and procedures for regularly monitoring system utiliza-
tion and assessing computer capacity va-wide to better determine hard-
ware requirements.

On June 5, 1987, va provided written comments on a draft of this report
(see appendix VI). It agreed that we had identified a number of signifi-
cant problems and said that in general, it had already noted and moved
to resolve them. va also commented that discussions between Gao and va
staffs throughout the review had served to focus va's attention on prob-
lem areas and helped it to identify solutions. Since va agreed with our
recommendations in these areas and has already acted on them, we have
made changes throughout the report to reflect the corrective action
taken or in process by vA.

However, the agency did not concur with one major recommendation in
the draft report—that the Administrator of Veterans Affairs take the
necessary steps to ensure that adequate information is developed for
making sound decisions before proceeding with the planned expansion
of DHCP. We stated that this information should include, at a minimum, a
comprehensive and accurate life-cycle cost estimate and cost/benefit
analysis that considers various system design alternatives as called for
in federal regulations and guidelines and that these analyses include a
commercial system approach. We made this recommendation because we
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believed the potential for cost savings warranted the recommended
action.

In responding to our draft report, however, vA stated that it had selected
a decentralized hardware configuration alternative with on-site com-
puters and that other alternatives, such as a regionalized approach,
were unacceptable. va stated that it had “'rejected a regionalized systems
approach because it compromises critical aspects of the DM&S [Depart-
ment of Medicine and Surgery] information management program’ and
would not allow hospital managers to have adequate control and respon-
sibility over their systems. vA added that in its original cost/benefit anal-
ysis and in the current one, the comparison is between continuing to
automate through pHCP and maintaining a manual system. va officials
added that, “We did not consider a regional configuration because the
purpose was to determine whether to extend the existing decentralized
system.” vA indicated that taking time to explicitly evaluate other alter-
natives would adversely affect its computerization effort and ultimately
its service to veterans. It added that an additional alternative system
design analysis was not needed because this area had been, “implicitly
evaluated and determined not to be cost-effective for providing com-
puter support to vA medical centers,” particularly because of increased
telecommunications costs.

VA also said it was not necessary to compare DHCP with a commercial
system as part of the cost/benefit analysis because it had commissioned
a major cost-effectiveness study to compare a commercial systems
approach with DHCP and found that the commercial systems approach
was significantly more costly than pHCP. The agency concluded that

*This information, along with all the other information that we have supplied, is
evidence that VA has taken all necessary actions to ensure that it meets its com-
puterization needs in a cost-effective manner. Congressional funding should not be
limited because that would deprive VA medical providers of an essential tool in
delivering quality care to eligible veterans.”

VA's response included a description of areas where a “regionalized” sys-
tem design with remotely located computers can be more costly, ineffi-
cient, and nonresponsive to users than a decentralized system. However,
VA did not perform a detailed analysis to support its conclusion nor did it
assess the potential cost savings in such areas as hardware, site prepar-
ation, and personnel. Because va's current $925 million, 10-year-life-
cycle, 14-module system has fewer features, it has a higher proportional
cost than the system planned in 1986. Thus, increased emphasis is
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placed on the need to evaluate alternatives and select the most cost-
effective approach.

VA has implemented the DHCP Initial Core modules with resultant user

Matter fo,r satisfaction and expects to completely implement the Full Core modules
CongreSSIOIlal by the end of 1987 to support its critical information needs throughout
Consideration its medical centers. Thus, since the most critical needs should be met in

1987, we believe the opportune time to consider the feasibility of poten-

tial alternatives would be now, before vA initiates a major investment to
enhance its DHCP system. However, vA believes that a decentralized con-
figuration is needed to meet its local management and control objectives
and that the consideration of other alternatives could adversely affect
service to veterans. The Congress must ultimately decide whether the
issues raised by va justify its not explicitly considering potentially more
cost-effective system design alternatives in meeting va’s medical com-
puterization needs. We believe the information in this report should
assist the Congress in reaching future funding decisions on this

program.
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Description of VA’s DHCP Initial and Full

Core Modules

Initial Core

The four Initial Core modules include: patient registration, admission/
discharge/transfer, clinic scheduling, and outpatient pharmacy. Com-
puterizing this data allows va medical center staff to access the most
current information on the demographics and location of each patient as
well as the medications prescribed for each veteran.

Registration

This module is used to register the patient for treatment at the medical
center and makes the demographic information on each patient avail-
able to all system users throughout the medical center. The demographic
data include the patient's name, address, social security number, and eli-
gibility for medical care.

Admission/Discharge/
Transfer

This module supports the functions that make it possible for medical
center staff to admit, discharge, transfer and track patient status/loca-
tion, generate patient gain and loss statistics, and produce bed census
reports and ward rosters.

Clinic Scheduling

This module is used to schedule both inpatients and outpatients for
clinic appointment visits; track all appointments for a given patient in
different clinics; eliminate duplication of patient appointments, travel
expenditure, and meal claims; generate file room “‘pull” data; identify
patients that do not show up for their appointments; and send pre-
appointment and clinic cancellation letters to outpatients.

Outpatient Pharmacy

Full Core Modules

This module provides control of drug data for the medical center’s out-
patients, allows staff to check drug interactions, maintains patient medi-
cation profiles, produces prescription labels, contains a submodule to
maintain specific drugs in the pharmacy formulary (a book containing a
list of medical substances and formulas), and generates related manage-
ment information.

Full Core software adds clinical laboratory and inpatient pharmacy
modules to the Initial Core DHCP environment. This software is inte-
grated with the Initial Core modules to complete support for the recog-
nized areas of “critical” need.
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Clinical Laboratory

This module is a comprehensive, integrated laboratory computer sys-
tem. The module includes submodules to support chemistry, hematol-
ogy, microbiology, anatomic pathology, and blood bank (these
submodules are not implemented at all sites). This software permits the
ward to order laboratory tests and receive the results. Test results can
be routed to several different locations. A patient laboratory profile is
maintained to augment the patient records. In addition, it allows the
order entry and tracking of requests for tests, and provides collection
lists and labels for blood collection, accessioning of specimens into the
laboratory, and work lists of tests to be performed. The module facili-
tates the entry of data, both manually and via interfaces, to automated
instruments; generates reports for review and quality assurance; pro-
duces various reports providing timely and accessible review of patient
data; and produces reports to physicians on patients.

Inpatient Pharmacy

This module supports several different dispensing methods in three sub-
modules, including unit doses, ward stock, and intravenous additives.
The module contains many of the same capabilities as the outpatient
pharmacy module, such as maintaining current medication profiles (for
inpatients), allowing staff to check for drug interactions, and providing
management information reports. In addition, this module enables drugs
to be ordered for inpatients on the medical center wards, provides pro-
file reviews in a variety of medical center locations, tracks returned or
non-administered drugs, and provides intravenous solution
management.
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Development Status of Currently Planned
DHCP Enhanced Modules

Scheduled
DHCP Enhanced Modules by Priority Available Implementation
1 Radiology -  Yes 1987
2 Dietetics S  Yes - 1987
3. Medical Records Tracking Under development 1987
4 |FCAP (Fiscal & Supply} In Beta test? 1987
5 Decentralized Medical Management System Under development 1988
6 Surgery - In Beta test? 1988
7 Mental Health Yes 1989
8 Nursing - o In verification® 1988

Note' The planned order entry/results reporting feature discussed in chapter 3 1s a DHCP systemwide
“utility” package and 1s not a stand-alorie apphcation In the Enhanced module priority ist Three of hve
planned components are avadable. and the others are under development,.

2Prototype development of each DHCP appiication module 1s performed in a medical faciity designated
as an Alpha test site. A subsequeni Beta test is performed at another site(s} to evaluate the sottware in
a procuction environment.

PFollowing the Beta 1est the software is venfied for both technical and functional adequacy by an infor-
mation Systems Center, other than the cenler thal developed the software
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Previously Planned Enhanced and

Comprehensive Modules That Now Are Not
Included in the DHCP System

Status as of June 1987

When the Scope of the
DHCP Program Was
Modules by Priority Reduced
Enhanced o
1. Management Support Under development -
2. Medicine S - Under development B
3. Deparlment ant of Veterans Benefits Interface Available
4. Fee Basis Under development
5. Social Work Available -
6 Engineering - Available a
7 Dentistry o Available -

8. Rehabilitation Medicine

Under development

9 Extended Care/Geriatrics

Under development

10 Nuclear Medicine Planned
11. Personnel Under development -
12. Readjustment Counseling/Outreach Planned

13. Operating System Enhancements

Under development

14, Message Handnng/Swilching

Under development

Comprehensive

1 Audiology and Speech Pathology Planned

2 Prosthetics - Under development o

3 Orthotics - Planned

4 Optometry Planned o

5. Podiatry o Planned

6. Library Service In Beta test o

7. Medical Media Planned o

8. Building Management Planned

9. Voluntary Service Planned

10. Recreation Service Planned o

11. Chapiain Service - Planned

12 Canteen Service Planned

13. Gastroenterology Planned o

14 Oncology o Under development o

15 Neurology Planned

16 Pulmonary Service a Planned

17 Patient Monnorlngg~ Planned

18 Pacemaker Registry Under development o
Planned

19 Space Management

(continued}
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Previously Planned Enhanced and .

Comprehensive Modules That Now Are Not

Included in the DHCP System
Status as of June 1987
When the Scope of the
DHCP Program Was

Modules by Priority Reduced

20. Employee Health Planne_d

21 Parking Management Planned

22. Security/Police Service - Planned

23 Research Administrative Support Under development

Nole On June 5. 1987, VA told us that the scope of the DHCP system had been reduced to include only
the six Core and eight Enhanced modules shown in appendixes | and Il According to VA the Enhanced
and Comprehensive modules listed above are now only “potential areas for tuture automation ™" A VA
othcial said that these modules are no longer under development and thal their inclusion in the DHCP

sysiem would be based on the outcome of future cost/benefit studies.
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Criteria for Developing Full Cost Estimates

Available Guidelines
Fed.
Pub. Circular No. Circular No. Circular No.
Cost Elements 64* A-121% A-130¢ A-11d
Personnel X X X X
Salaries X X X X
Qvertime X X X
Fringe Benefits X X X X
Training X X X X
Travel X X X X
Equipment X X X X
Purchase of Hardware X X X X
Depreciation for Owned Capitalized o e )
Equipment X X
Equipment Rental or Lease X X X
in-house Maintenance X
Data Communication Equipment X -
Environment Conditioning
Equipment X X
Security and Privacy Equipment X - o
Direct Expenses for Noncapitalized
Equipment X X
Special Purpose ADP Furniture X
Software X X X X
Depreciation for Capitalized Costs of
evel_o_pin%, Converting or
Acquiring Software X X
Rental Costs X X X X
Direct Expenses for Noncapitalized
Acquisition of Software X X
Lease Costs X X
In-house Maintenance X
Software Conversion X
Purchase Price X
Supplies X X X X
Cffice Supplies X X
Data Processing Materials X X
Miscellaneous Expenses X X
Contractad Commercial Services X X X X
Technical Consulting Services X X X
X X X

Equipment Maintenance

(continued)
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Criteria for Developing Full Cost Estimates

Available Guidelines

Cost Elements

QOperations Support

Maintenance of Software (Operating

System, Multipurpose, and
Application S_oftware)

Telecommunications Network
Services/Data Communications

Facllities Management

Advice on Acqunsntioﬁelecnon and
Use of Computer Facilities or
Software

@E Entry Suppo? -

Analysis, Design, Programming,
Documentation, Modification, and
Testing for Development
Conversion and Upkeep of
Computer Software

Space Occupancy

Rental. Lease, and Depreciation of
Buildings, General Office
Furniture, and Equipment

Heating, Air Concﬁoning, and Other
Utilities Expenses

Telephone Charges

Power-Conditioning and Distribution
Equipment and Alternative Power
Sources

Rehabilitation, Modification or
Addition of Land/ Building

Site Preparation/ Construction

BTiIding Maintenance

Security and Custodial Services

Intra-Agency Services and
Overhead

Costs of Normal Agency Support
Services

Inter-Agency Services

Other
Security and Privacy Services

Requirement and Design Studies

Procurement Planning and
__ Benchmarking

Reviews and Other Technical and
Managemen! Overhead

Circular No. Circular No. Circular No.
A-121® - A-119
X - X
X o X
X X
- X
B X
X X
- X
X X
X X
X X
X
X
L X
X
X
X X
X X
X
X X
{continued)
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Available Guidelines

Fed.
Pub. Circular No. Circular No. Circular No.
Cost Elements 64* A-121b A-130¢ A-11d
Data Base and Data Base
Preparation X
Incremental or Additional
Overhead Costs X

®Federal Infermation Processing Standards Publication 64. ' Guidelines for Documentation of Computer
Programs and Automated Data Systems for the Imtiation Phase. ™ August 1. 1979

®Othice of Management and Budget Circular Number A-121, ' Cosl Accounting Cost Recovery and Inter-
Agency Sharing of Data Processing Facdities,”” September 16, 1980

Office of Managemenl and Budget Circular Number A-130. "Management of Federal Information
Rescurces * December 12, 1985

“Office of Management and Budget Circular Number A-11. *Preparation and Submission of Budget Esti-
mates " May 28. 1986
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Commercial-System Users Interviewed Were -
Satisfied With Vendor Systems’

Percentage of users

User Satisfaction Factors Philadelphia Saginaw  Big Spring
System availability
Response time was 4 seconds or less 82 89 70
Response time had occasional/no effect

on efficiency 76 83 87
Terminal malfunction was no problem 82 67 70
Ease of use
Data were easy to enter 94 78 83
Processing large volumes of data was no

problem 75 62 40
“Help" messages were clear 94 83 56
Training
Local training was adeguate 82 94 100
Data accuracy
Data m system were accurate 94 94 87
System successfully imited data entry errors 82 44 39
Performance
System helped job performance 71 72 52

2Based on inlerviews with a total of 58 system users, aboul 20 users at each site.
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Agency Comments

W

Otfice of the Washington DC 20420

Administrator
of Veterans Affairs

Veterans
Administration

JUN & 1987

Mr. Charles A. Bowsher

Comptroller General of the United States
11.S. General Accounting Office
Washington, D.C. 20548

DearW/

Thank vou for the opportunity to review vyour April 20, 1987, draft
report Hospital ADP  Systems: VA Needs to Better Manage I[ts
Decentralized System Before Expansion. The Decentralized Hospital
Computer Program ([DHCP] has hecome an essential vtool to VA medical
practitioners as they go about their Jailvy work of providing care to our
nation's veterans, and [ appreciate hoth the care and the technical
expertise that vour staff brought to this study.

It is significant vou found that wusers in general indicated that the
system met their needs for critical information, was accurate and easy
to use, helped them do their jobs better., and provided the flexibitity
needed in a computer svstem. This is certainly what staff have told me
in mv many visits to our medical centers.

However, you also identified a number of significant problems. In
general, these are problems we have already noted and moved to resolve.
In fact, the discussions our stafts have had over the last 2 vyears while
your report was being prepared often served to focus our attention on
problem areas and helped us to 1dentify solutions.

The first management dJdecision I took concerning DHCP was that all
additional applications would be subject to a cost-benefit analysis
which weighed the costs of the new applications against the
benefits--both qualitative benefits that result in improved patient care
and quantitative benefits that lower costs and increase productivity.
For this reason, it is now inappropriate to speak, as vour report does,
about 53 modules, As vou know, equipment for Core has already been
purchased, Initial Core is fully implemented, and Full Core will be
implemented by the end of the calendar year. In addition, eight
Enhanced DHCP applications have met the Office of Management and Budget
investment criteria and been approved: Radiology, Dietetics, Medical
Records Tracking, TIFCAP (Integrated Funds Control/Control  Point
Activity-Accounting and Procurement), Surgery, Decentralized Medical
Management System, Mursing, and Mental Health. Life cycle costs relate
only to these applications (sometimes referred to as "Core plus eight').
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JUN 5 1987

1]

Mr. Bowsher, Comptroller feneral

we have attempted to develop life cvcle costs for Core plus eight that
are as comprehenstve and accurate as possible, However, vyour staff have
1denti1fied certain costs that were omitted and we have revised the costs,
as described in Enclosure 2, to rectify these omissions. At the same
time, Booz-Allen and Hamilton, who developed the costs for the Integrated
Hospital System (IHS), the commercial alternative, also reviewed their
costs and revised them as necessary. According to these revised costs,
the 10-vear life cvcle cest of DHCP, beginning in fiscal year 1987, is
between $878 million and $925 million (depending on the fringe benefit
rate); the comparable cost for [HS 15 between $1,587 million and $1,596
million. T believe that this cost comparison makes a strong case for
DHCP., Enclosure 3 1s the May 2%, 1987, letter from Booz-Allen updating
their DHCP THS cost comparison.

As noted above, I approved the eight priority applications for Enhanced
DHCP only atter a cost-benefit analysis by the national accounting firm
Price Waterhouse showed that the investment was justified. In light of
the criticisms 1n your report and in order to take account of the revised
cost estimates, we asked Price Waterhouse to update their analysis. The
new analysis shows a net rate of rewurn of 9 percent to the taxpayer.
The rate of return to the VA is 6.4 percent. These rates of rewurn are
calculated on the basis of quantifiable savings only. There are also
significant improvements in the quality of services provided and these
are described in the Price Waterhouse report (Enclosure 1), Their report
confirms my original judgment that the equipment for these Enhanced DHCP
modules is a good investment that will benefit hoth the veteran and the
taxpayer.

The Price Waterhouse analvsis makes the comparison between DHCP and
maintaining the current manual mode of operations 1n these areas. We
never asked Price Waterhouse to compare DHCP with a commercial
alternative  because we were doing a congressionally mandated
cost-effectiveness studv comparing DHCP with the TIntegrated Hospital
System, a commercial alternative that we had been testing at three
sites. [ believe this study by Booz-Allen and Hamilton fully satisfies
the requirement that we consider a commercial approach as an alternative
and the results are unambiguous: DHCP is significantlv less costly.

Your report also notes that the program's shortcomings exist largely
because the office responsible for managing DHCP did not have the
necessary authority to manage development and implementation. I Fully
agree. In Februarv 1987, I approved a reorganization giving the Medical
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JUN 5 1987
3.

Mr. Bowsher, Comptroller General

Information Resources Management Office [MIRMO) the authority 1t needs
to manage the program effectively, 1 am pleased to tell vou that we are
already seeing the results of this change:

~- Verification policies have been established so that software is
fully tested before release, software releases are technically
correct, and software documentation is complete and correct,

-- Procedures have been established providing for program office
sign-off on software prior to national release, thereby ensuring
that it meets program needs and conforms to natinnal policy.

-- Work 1s  underway to 1mprove risk analvsis and contingency
planning. A number of significant changes in software have
alreadv been made, for example, ensuring that patients’
eligibility can be altered only bv properiy authorized
individuals, that only properly authorized individuals access the
system, and that these individuals are given limited access on a
"meed to know'' basis.

-- Work 1s underway to improve, formatize, and streamline software
and hardware tracking.

-- Policy for releasing software wunder Freedom of Information Act
requests has been reviewed and confirmed to ensure that sensitive
information, such as security algorithms, 15 not released.

-- Work has heen accelerated on the Order Entry-Results Reporting
package to enhance results reporting features.

These and other actions are discussed more fully 1n the enclosures. Qur
comments on the recommendations appear in Enclosure 1, BEnclosure 2
provides our comments on the text of vour draft report,

In summary, DHCP is a cost-effective program that serves the needs of
our medical centers and rhe veterans whom we treat. Both the
cost-effectiveness analysis comparing DHCP with IHS and the cost-benefit
analysis unambiguously support our decision to continue with PHCP, Ia
the drafc report, you acknowledge that the problems observed 1in  the
course of your studv have eirther been corrected or are well on the way
> resolution. VA is committed to a dynamic process of examining our
assumptions, r=fining cur esumites, and checking their validity through
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JUN 5 1887
1.

Mr. Bowsher, Comptroller General

postimplementation evaluations. Tt would be a mistake o limit
funding. It would demoralize staff in the medical centers; cause
programmers and other kevy ADP personnel to leave;, and deprive medical
center staff of a proven, cost-effective tool. Our efforts would be
hetter spent working together to make the DHCP program even better than
it already is rather than doing vet another study. Our veterans desetrve
the improvements 1i1n efficiency and quality of care that DHCP will give

them.

Thank vou for the opportunity to comment on your draft report. Please
publish this letter and the first three enclosures with your final

report.

Sincere

GE

OMAS
A tracor

Enclosures 4
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Enclosure 1

VETERANS ADMINISTRATION COMMENTS ON THE RECOMMENDATIONS IN THE APRIL 20, 1987
GAD DRAFT REPORT "TIOSPITAL ADP SYSTEMS: VA NEEDS T0 BETTER

MANAGE TTS DECENTRATTZED SYSIEM BEFORE EXPANSTONT

GAO recommended that the Administrator of Veterans Affairs take the necessary
steps to ensure that adequate information is developed for making sound
decisions before proceeding with the planned expansion of [HCP, This
information should include, at a minimum, a comprehensive and accurate
life-cycle cost estimate and cost-benefit analysis that considers various
system design alternatives as called for in  federal regulations and
guidelines. The alternative analyses should include a commercial system
approach.

Concur., Enclosure I, page !3. contains a revised life cycle cost astimate for
al! DHCP applications currently planned and approved (CORE plus eight) that
includes those items which had been improperiv omitted. Tt has also heen
updated to include more current information. The specific revisions ire
explained 1n our comments on Chapter 3. {Sere Enciosure 2.) The revised
cost~benefit analvsis, prepared by Price Waterhouse, follows federal
regulations and guidelines and is provided as Enclosure 1. As explained in
the comments on Chapter 3, 1t does net include a commercial syvstem approach
because that was the object of 31 separate cost-effectiveness analvsis hy
Booz-Allen and Hamilton. That  apalysis  showed that it  would cost
$1,595,838,000 under the Integrated Hospital System ([HS] (3 commercial
system) to achieve the same level of effectiveness that could he achieved for
$924,880,000 under DHCP,

To assist in determining incremental hardware requirements and developing
cost-benef1t analyses, the Administrator should ensure that the Management
Office institutes procedures to collect cost and benefit data on prototype
modules at test sites.

We do not believe that it would have been cost-effective tn collect newv cost
and benefit data at prototype sites. The methodology used here--a prospective
cost-benefit analysis in which benefits were based on an assessment by program
experts of the [fuctionalitvy of the modules and their ancticipated impact--was
selected 1n preference to a methodolgy requirine new data collection.
However, both costs and benefits are under continuing review and analysis, and
the cost-benef1t analvsis will he validated by postimplementation evaluations
of all modules.

We believe a mathematical model that incorporates parameters describing
clinical and administrative workload on a medical center-specific basis, as
well as estimates of the capacityv required to support the functionality
incorporated in each application, is the hest way to develop systemwide
equipment Tequirements. The model receives input ftrom Information Systems
Centers (ISC's) and software developers who draw upon their knowledge of the
application functionality as well 2as on alpha and beta test site experience.
However, simple extrapolition from experience at a handful of test sites is
not sufficient because test sites, no matter how carefully chosen, cannot
fully represent the range of a1l medical centers' workload and because the mix
of applications tmplemented must he taken into account, particularly in
estimating central processing wunit capacity. Because the model projects
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workload related to Core as well as the eight enhanced applications (i.e., a
zero-based, not marginal projection), 1t 1s not important to empirically
measure each computer configuration's current workload to get accurate
projections of sizing. In fact, a redistribution of current capacity is
called for by the outpur, We will continue to develop and refine the THCP
sizing model, incorporating new prototype results as they become available.
we do not believe that any other approach is feasible.

Also, the Administrator should report the lack of software development
controls and continue to report the lack of contingency plans and risk
analyses as material control weaknesses under the Federal Managers' Financial
Integrity Act until (1) appropriate software development controls have been
implemented, (2) contingency plans have been developed, certified, and tested,
and {(3) risk analyses {as well as needed corrective action identified by such
analyses) have been completed for all computer centers.

Concur. As 1ndicated in the report, the Medical Information Resources
Management Office (MIRMO} issued an interim directive in December 1986,
setting forth detailed policies to ensure that software is thoroughly tested
before release, that software releases are technically correct, and that
supporting documentation 1s both complete and correct. We expect to issue
these guidelines as a formal circular in October 1987. In the meantime, the
1SC's, which now report to MIRMO, are held accountable for compliance with
this policy.

The December 24, 1986, Special Interest Users Group (SIUG} Circular 10-86-147
provides for program office sign-off on software before national release,
thereby assuring that the package 1s functionally acceptable and conforms to
national program policles.

Risk analysis and contingency planning were both addressed in the 1985
Department of Medicine and Surgery Security Circular 10-85-116. We agree that
this circular did not provide enough guidance to sites for comprehensive risk
analvses of automated svystems. Consequently, the thoroughness of risk
analysis and contingency planning varied from site to site. A new circular
has been prepared and is under review, with a target release date of October
1987, The new circular will mandate contingency planning and will include a
generic risk assessment questionnaire for facilities' use, It will result in
a more consistent and thorough approach to risk analysis and contingency
planning throughout the svstem,

Moreover, the Administrator should hold the Management Office, under its
recently increased authority, accountable for ensuring that the existing and
expanded DHCP system is effectively managed and adequately protected. At a
minimum, this office should

-- establish controls to ensure that software is adequately tested,
documented, and approved, and that software and hardware problems are
systematically tracked and corrected;

Concur. MIRM? is now fully accountable for the effective management and full
protection of the current and fuwure DHCP svstem.
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The contrels that have heen establishel to ensure the adequate testing,
documentation, and approval o¢f software are discussed in Enclosure 2.
Miltiple mechanisms are wused for tracking hardware and software problems.
Computer hardware problems ire tracked jointly by the site manager, local
vendor representatives, and the responsible Information Svstems Center. Each
ISC 1s also responsible for tracking the frequency of hardware/software
problems for stations under their jurisdiction and reporting them to the
contracting officer's technical representive (COTR), an ISC Director who has
been given this national responsibility. In this way, problems that are
common t0 multiple sites are identified for solution by the COTR, Information
on common prohlems and cheir solutions is distributed nationally through
electronic mail. Operating system problems are reported via electronic mail
to the COTR, who contacts the vendor, resolves the problem, and reports the
solution to the field,

Application sofware problems are generally reported through electronic mait,
where they are tracked by both the developing ISC (which is responsible for
their resolution) and MIRMO. Centralized software fixes are posted on the
national patch system that all sites access through electronic mail.

Although these procedures have proven effective, we believe they should be
formalized, improved, and streamlined. We are currently evaluating the
specifications for a uniform national tracking svstem to report and track
software. 'hardware problems and their solutions.

(The Management Office should) implement appropriate internal controls to
protect data, equipment, and facilities as required in OMB Circular A-130 and
further provided for in the Federal Information Processing Standards (FIPS)
Publications 38 and 64;

Concur. As discussed above, we believe that the new securitv citrcular, that
mandates contingency planning and includes detailed procedures and tools for
risk assessment, will substantially improve internal controls and place DHCP
in full compliance with OMH Circular A-130 and the guidelines of FIPS 38 and
e

(The Management Office should) reassess its current policy regarding the
unrestricted release of software (including security information) under the
Freedom of Information Act (FOIA) in order to protect sensitive patient data;

Concur. In June 1986, the Chief Medical Director asked the fieneral Counsel to
review whether the Freedom of Information 4&ct requires release of all DHCP
softwar?, including internal controls and security algorithims, In November
1986, the  General Counsel ruled that existing FOIA exemptions permit
withholding security-sensitive portions and algorithms from public release,
We are now Eollowing the November 1986 ruling, and a circular setting forth
this policy is in concurrence.

(The Management Office should) define data requirements and ensure that they
are incorporated in the DHCP modules so that the data can be efficiently
accessed by svstem users;
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Concur. 5o that the DHCP integrated data base can be used most efficiently,
the Director of MIRMO has made development of the Order Entry/Results
Reporting Options (OQE/RR) module the highest prinrity of the Information
Svstems Centers. This wutility will have a number of features that enhance
current QE‘RR capabilities. The most important of these will be a results
reporting function that allows the user to access patient data originating in
various modules with a single kevstroke and display them on a single screen.
This urility will be availanhle for bets testing this summer.

(The Management Office should) establish policy and procedures for regularly
monitoring system utilization and assessing computer capacity VA-wide to
better determine hardware requirements.

Concur. MIRMO 15 currently working, through a contracror, on a tracking
system that will maintain an accurate iaventory of computer equipment:capacity
at each of the medical «centers as well as up-to-date information on
utilization, especially implementation of national packages. One of the uses
of this system will be to provide a validation of sizing model estimates and
information with which to refine the model. We are also working through the
[SC's to assist the medical centers in more effectively configuring their
systems to obtain maximum efficiency. As the report notes, an interagency
agreement with the Federal Cfomputer Performance Evaluation and Simulation
Center {FEDSIM) will provide technical support in configuration management and
capaclty planning.

Matter for Congressional Consideration

To ensure VA meets its computerization needs in a cost-effective manner,
congressional funding should be limited, contingent on the Agency making
satisfactory progress in developing a comprehensive and accurate 1life-cycle
cost estimate and cost/benefit analysis that considers variocus system design
alternatives.

As part of this response we are providing a comprehensive and accurate
life-cycle cost estimate that takes account of the criticisms made by GAO. We
are also attaching an updated cost-benetit analysis, prepared by Price
Waterhouse, that uses the new life cycle costs and follows the guidelines of
FIPS Publication Number A4, We contracted with Booz-Allen and Hamilton to do
a cost-effectiveness study comparing DHCP with the Integrated Hospital
Svstem. Their study has been made available o GAD, amd this response
includes Booz-Allen and Hamiiton's revised cost-effectiveness estimates that
incorporate adjustments made 1n response to GAO's criticisms to both DHCP and
[HS c¢osts.

This information, along with all the other information that we have supplied,
is evidence that VA has talen ill necessary actions to ensure that 1t meets
1ts  computerization needs 1n i1 cost-effective manner. Congressional funding
should not be limited because that would deprive VA medical providers of an
essential toul in delivering quality care o eligible veterans.
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Enclosure 2

VETERANS ADMINTSTRATION COMMENTS ON TEXT OF
GENERAL ACCOUNTING OFFICE APRIL 20, 1987, DRAFT RFEPORT
"HOSPITAL ADP SYSTEMS: VA NEEDS TO BETTER MANAGE ITS

DECENTRALTZED SYSTEM BEFORE EXPANSTON

CHAPTER 1: INTRODUCTION

The introduction to the GAO report contains a  factual presentation of the
history of  the Decentralized Hospital Computer Program (DHCP} and the
inteprated Hospital Svstem 1IHS) pillots.

we would like to expand on the VA view of an integrated information system
which appears in footnote 2, We view a4 fully integrated system as one that
uses common file structures, common data files, common syvstem uatilities and a
common user interface, All DHCP svstems, for example, use a common data
dictionary; common data base manigement system [the VA File Manager): <common
menus: and common programs, packages, functions, Jocumentation, dJisplays,
style of interaction and Jevelopment philosophy. All information 1s common to
the same information domain. Common files are 2alwavs used. 4 package will
not pass design review or verification if 1t creates its own file when an
existing file would serve. To the user and site manager, this means thit
duplicate information never needs to he reentered. For example, once the
temporary address 1s entered into the patient data base hy the Medical
Administration Service {MAS] personnel, all packages immediately have access
to that data with no atditional programming required by any software package.
Practically, this means that the pharmacist will immediately know that the
patient is at a different location than the home address, which will result 1n
elimination of wuseless mailing of medications to a veteran who will be away
from home for the next several weeks. Since all files and data reside in an
environment under 3 common Jata hase, retrieval of data from this integrated
data base 15 much easier than retrieval of similar data from an environment
which requires torturous routing through 1nterfaces between different Jata
environments. Unlike other systems, DHCP design started from a concept of a
technically totally integrated system; therefore, integration s built 1n and

not tacked on as an afterthought.

True integration 1s huilt in from the 1nitial design stages and carried on
through every step of system design. Apparent integration can exist in a
system that has very little real technical integration. In such systems, the
apparent 1ntegration is achieved through substantial and continuous software
programming efforts to develop and maintain an interface among application

modules.

DHCP is an integrated svstem, as GAD has recognized, The THS systems are not
Integrated in the true sense but have elaborate 1interfaces among applications
and, in some cases, among totally different hardware svstems. Maintenance of
an interfaced svstem is much more difficult and costly than maintenance of an
integrated system because every time there is a change in one application, all
its software interfaces with other applications must he changed.
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Now on pp 18-23.

Now on pp. 25-26.

With respect to the scope of the program, the report states that Core plus 22

Enhanced and 23 Comprehensive modules comprise DHCP. This is no longer
correct. It 1s Agencv and Office of Management and Budget (OMB) policy that
DHCP is compesed of only those applications which have been shown to have net
benefit over their life cycle (10 vears). These applications are Core plus
Radiology, Dietetics, Records Tracking, Integrated Funds Control:Control Point
Activity’Accounting and Procurement {IFCAP), Surgery, Decentralized Medical
Management System (DMMS), Nursing, and Mental Health. Only as  other
applications are considered to be cost-justified and approved by OMB will they
be added to DHCP.

CHAPTER 2: OPERATIONAL DHCP SATISFTES USERS BUT HAS SOME SHORTCOMINGS

Chapter 2 discusses the software development process, including verification
and testing, and expresses concern about the early release of software and
failure to comply with federal guidelines. The chapter goes on to discuss
internal software controls, hardware and software tracking, and security. The
well researched data presented in the report identifv a number of weaknesses
in the DHCP program when it was first installed in 1983. OQur response
descrihes the steps that are already in process or planned to correct these
deficiencies. GAO recognizes manv of these in its report. In most cases,
policy documents addressing these issues have been promulgated or are in the
concurrence process. The following discusston highlights the 1ssues and
provides responses which detail the corrective action we are taking to resolve
problems and supports the VA's position where 1t differs from GAO.

DHCP Management

GAQ has noted that among the factors contributing to problems with DHCP system
development efforts are inadequate central management control (pages 24-31)
and the absence of a methodologv to track software and hardware problems
(pages 34-35).

DHCP was designed to support the field elements of the Department of Medicine
and Surgery (DM5S). The first step was (o provide this support for the
critical areas of MAS, Pharmacy, and Laboratory by procuring and deploying
equipment and developing and deploying software.

Under the decentralization concept, the various responsibilities for planning,
direction, and control rested with different entities at different levels of
the TMES organization. A major focus of the program was the deployment of
equipment and 1implementation of systems at the VA Medical Centers (VAMC's),
These activities required intensive coordination at the regional level. In
recognition of this, the line authority over the Information Systems Centers
(ISC's) was transferred from Medical Information Resources Management Office
(MIRMO) to the regional directors in a Chief Medical Director Memorandum dated
July 1983. This gave a great amount of responsibility for the program to each
region and was effective In many areas: system implementacion, such as
refinement of regional priorities for the implementation of DHCP modules on a
nationwide basis; 1implementation of a system for facility automated data
processing (ADP) planning; and preparation and establishment of regional ADP
support priorities,
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At the end of this intensive system implementation phase, such factors as
system refinement, fine-tuning, module interaction, software integrity, and
standardization of day-to-dav operations became much more important, To
strengthen national coerdination and direction in order to satisfy these
needs, in a DM&S recrganization on February 24, 1987, the Administrator
approved the DMES proposal that the regional ISC's report directly to MIRMO,
The realignment of the [SC's under the line authority of MIRMO will serve to
strengthen the proj)ect management and accountability on issues of national
priority while retaining 1n the regions and the medical centers the necessary
degree of control over matters more appropriately addressed at those levels.

DHCP Problem Tracking

We do not understand GaN's stated concerns over problem tracking or their
assertion that software and hardware problems should be tracked and corrected
hefore additional hardware is acguired. Tracking and correcting problems is
an ongning process in anv dynamic program like DHCP. VA has multiple
mechanisms for dealing with them,

Computer hardware prohlems are tracked jointly by the site manager, local
vendor representatives, and the respective ISC. There is also an established
national maintenance contract to support hardware problems. The contracting
officer and the appropriate vendors are responsible for tracking and resolving
these hardware problems. Each [SC is responsible for tracking the frequency
of harijware'software problems for stations under their jurisdiction.
l Exception situations are identified by the [SC and handlied by the contracting
officer's technical representative (COTR). For incidents of a repetitive
nature, the VA uses 1its nationwide electronic mail system to disperse
information pertaining to problems and suggested resolutions for matters of

national significance.

With respect to operating systems problems, the VA has a nationwide contract
with the Digital Equipment Corporation (DEC), the major DHCP equipment vendor,
to provide I4-hour, 7-days-a-week phone consultation on operating svstem
matters., The  Agency has requested similar support from the vendor
(Intersystems) supporting the small VA hospitals and is waiting for 2
proposal.  Unresolved problems are referred to the COTR for resolution.

Application software problems, resolutions, and frequency of occurrence are
tracked for use at various lIesvels of the management structure. One
methudology which is being considered for implementation across all packages
was Jdeveloped by the Laboratory users. A format called the E3R (Electronic
Error  Enhancement Report] allows users nationwide to report system
deficiencies, system errors, and desired enhancements in a standardized format
via the electronic mail  system. These reports are reviewed bv each VaMC
Lahoratory System Coordinator, the developing ISC, and MIRMD. The reports are
then avaluated, solutions Jetermined, and corrections transmitted to the field
via electronic mx1l or prioritized for input to future release of application

packages,

The VA has  Jeveloped 3 national patch svstem where 3all centralized software
fixes are posted, ALl sites have access to this svstem through the nationwide
electronic mail svstem, [n additien, there are regional support endeavors,
through the ISC's, where 1 support group staffed by applications specialists

is avaliable to provide assistince on software problems.
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Now on pp. 23-24

1.

A system to track the installation of both hardware and software has been
implemented. All VAMC's report status quarterly to the Washington ISC that
produced the first report in April 1987. Work has also begun on a DHCP
project ctracking system for MIRMD oversight and management of all DM&S
information resources. A contractor s preparing specifications for a
tracking system that will include, but not be limited to, tracking national
software development by the ISC's and program management issues.

[HCP Policies and Procedures

The report indicates that VA had only an informal software development policy
addressing documentation, verification, testing, and approval procedures. As
a result, 1nitial software <contained errors and failed to follow federal
guidelines (OMB Circular A-130, FIPS 31, 38, 64, 102, 105} (Chapter I, pages
31-33). That 1is essentially correct through December 1986 when formal
verification policy was issued.

From 1983 tc 1986, our number one priority was to establish a baseline of Core
software at the medical centers as quickly as possible to help the facilities
keep pace with their expanding workload. This goal was realized, but at the
expense of thorough documentation and rigorous quality control. Recognizing
this, DM&S has implemented \mprovements in the last L2 months. No new package
is being released without a full complement of wuser and technical
documentation. User and technical documentation for Initial/Full Core
products will be complete and up-to-date by the end of the calendar vyear.
Documentation standards are being put into place and responsibility for
assuring conformance to those standards is being centralized at one location.
We are also 1nvestigating the development of on-line documentation through the
use of ‘help" screens. This would provide live documentation support to the
user and not interrupt use of the terminal. Software quality control has also
been strengthened. Each package 1is now verified by both the ISC responsible
for development and by another ISC prior to MIRMO release for distribution to
the medical centers. Additional positions were given to each ISC by MIRMO to
hire verifiers and documenters. The alpha‘beta testing process has also been
expanded to assure that the modules are tested both in medical centers using
DEC operating svstems and those using Intersystems Standard MUMPS (ISM),
(MUMPS is the language used in DHCP.) After formal software release, the
[SC's typically distribute an application to selected sites prior to general
distribution; this has proven to provide a further level of quality control.

The result has been much higher guality packages arriving at the medical
centers.

IMGS has taken several other steps to 1mprove compliance with federal
guidelines:

-- Verification guidelines that ensure ‘'required administrative,
technical and physical safeguards are operationally adequate" (OMB
Circular A-130) have been developed and were 1ssued December 9, 1986,

-- Software documentation guidelines have been developed and were 1ssued
May 15, 1987.

-- DMES ciraulars addressing security policles are being written to
replace interim issues.
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Now on pp 23-24

Now on p. 26.
Now on pp. 27. 29

In order to ensure that medical center development and testing 1s in
compliance with applicable federal guidelines (page 33], the Agency 1ssued
MES Circular 10-85-93. This document restricts local modifications to
nationa! software packages and outlines the methodology (such as name spacing
conventions and requisite standards) which must be adhered to 1n making such
modifications. Using VA File Manager, local facilities can add site-specific
items without affecting the integrity of the data base or the standard

nationally developed software.

The Federal Information Processing Standards (FIPS) are guidelines geared more
to the development of traditional large centrally operated computer systlems
and their commonly used languages. They do not adequately address the
prototyping methodology inherent in the DHCP. But now that MUMPS has become 2a
FIPS standard, we expect that the other FIPS guidelines will be modified to
take account of MUMPS' inherent strengths and differences.

IHCP Data Integrity

The report states that VA software controls do not prevent incorrect or
unauthorized data entry (page 33), the accidental creation of multiple patient
records (page 36), or the alteration of patient eligibility data (page 10).

Regarding the statement that the software does not adequately prevent
incorrect or unauthorized data entry, it should be noted that the DHCP system
software environment includes multiple mechanisms to ensure that only correct
data are added to files and that unauthorized entry is prohibited. The DHCP
software includes the following features:

-- A secur1ity sign-on module, that requires each user to enter an '"access"
and a "verify" code to gain access to the system, is incorporated.

-~ Each user 1is given a selective menu of functions and files that further
restricts which data they may see and whether they can add or change
data,

-- The user wmust have proper file security codes to interact with the VA
File Manager Files.

-- The user must be given the authorized security code (an electronic
password} in order to complete designated activities.

-- Each data element entered into any file is validated by an "input
transform' before it enters the data base.

VA believes that these IDHCP software controls are more than adequate to
prevent unauthorized data entry.
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The DHCP svstems have several features to prevent duplicate data entry. They:

-- do not allow for the <creation of duplicate soci1al security numbers
(SSN's) for different patients,

-- do not allow the assignment of differing SSN's to the same patient, and

-- require that data entrv personnel certifv thit a new patient 15 to be
added to the data base when the svstem does not find a match for 3
patient who has been entered.

With respect to the GAO finding that the software does not prevent the
accidental creation of multiple patient records, we have already corrected
some of the conditions cited. Specifically, the software now screens for
blank spaces between the first and last names to prevent this from being
recognized as two patients. We have found, as the GAO report corroborated,
that under some comditions it 1s still possible to create duplicate patient
records. We are activelvy working on technical methods to ensure that the data
entered are accurate, We will also develop data hase validation programs in
each medical center to have staff review existing data bases, identify
potential duplicate patients, and merge duplicate records., This two-pronged
effort  should minimze & problem that we agree warrants our 1mmediate
attention. A meeting of developers and users was held in early Mav 1987 to
resolve this 1ssue and assign development tasks necessary to correct the
situation. We expect that an automated patient merge routine will  be
available in late 1987. [n the interim, the next version of the
Admissions.'Discharge “Transfer (ADT) software, currently scheduled for release
in May“June 1987, will <ontain a revised patient look-up algorithm that checks
a number of key indicators to identify possible duplicate entries before
adding 31 new patient record. [t 1s 1mportant to note, however, that no amount
of automated software checking and validation will eliminate the requirement
for staff data validation review and a qualitv assurance program for systems
of records, automated or manual.

Another problem cited by GAO, the alteratinn of patient eligibility data, was
also 1dentified by the Special Interest User Groups (SIUG's]), users, and
others as a problem. The DHCP software, while providing a multitude of
mechanisms to enforce the entry of correct data by authorized individuals, had
a flaw. Anvone who was autherized to <change data could change eligibility
data, A verifted eligibility staws could be altered to become an
inappropriate one inadvertently or intentionally without any change in the
notation that the status was verified,

This situation was corrected with the release of version 3.5 of the ADT
package in April 1987. The software will now allow only a holder of a
specific password to verify patient eligibility, Once eligibility has been
verified, it is not possible to change the eligibility status unless one is
also authorized to verify eligibility by virtue of possessing the password.
[n addition, when the eligibility status i1s updated after 1ni1ti1al verification
of eligibility, an audit «cra1l is «created identifving the authorized user
responsible for the change.
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GAO takes the position that VA's internal controls are not adequate to prevent
compromise of patient data or the interruption of computer support. We
believe that we have made substantial progress in this area and are continuing
to strengthen this aspect of the program.

The first DMES ADP Security Policy and Guidelines were issued in August 1985.
Since the 1ssuance of those guidelines, the national program has been
reexamined and the «circular is being revised. When it 1s reissued in October
1987, it will have, 1n addition to ADP security policv cthat applies to all
DMES offi1ces and facilities, three sets of guidelines: for VAMC's, ISC's, and
VA Central Office. These guidelines will serve as the basis upon which each
DMES  entity is  to develop ADP security procedures specific to their

organization and physical plant,

As discussed in the report, DMS ADP Security Program staffing has been less
than adequate, To provide the necessaryv staff, on Februarv 19, 1987, the DM§S
Director for Operatinns approved additional positions to be located at the
Martinsburg VAMC as an adjunct staff of the MIRMO ADP Security Program. The
primarv responsibility of this adjunct staff will be to monitor compliance
with DMGS policy and guidelines. Perindic assessment by the DM§S ADP Security
Staff will supplement the annual self-assessment required of each site. An
assessment tool will be part of the guidelines, Of course, the Inspector
General will continue to audit ADP security as an element of recurring site

vV1sits.

The GAO report indicates that under the Federal Managers' Financial [ntegrity

Act, DMGS' ADP securily is a material weakness. We recognize our
responsibilitv to comply with the Act, and the IM&S internal control program
continues to i1dentify ADP security as a high risk area. Planned corrective

actions are included i1n the circular to be 1ssued in October.

GAO also expressed concern that releasing software under the Freedom of
Information Act (FOIAT increased the risk of unauthorized access f{page 471,
This issue was also raised by the VA Inspectar General. [In June of 1986, the
Chief Medical Director requested the VA General fCounsel to consider the
appropriateness of discretionary withholding from FOIA disclosure any DHCP
software that controls access to the system or that ensures the integrity of
applications processing and 1nternal controls. The General Counsel’s response
indizated that existing FOIA exemptions permit the discretionary withholding
DMES requested. A circular now 1n the concurrence process will implement this
discretionary authority. We have already implemented the  practice of
discretionary disclosure 1n advance of the circular release. The latest
version of the ''Kernel” application, which controls access to DHCP and
contains the DHCP security algorithms, is being released in two versions.
Kernel software and documentation, containing sensitive data, are distributed
only within DM§S. The "public domain' version of software and documentation
15 released with this sensitive code deleted.
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Now onp 31.

Nowonp 32

Nowonp 36

The GAO report atsc discusses the lack of disaster recovery plans and how this
may result in difficulties and delays in restoring computer operations
following damage or destruction /page 44),

DMES officials have been aware of this problem from the inception of the
hospital autemation program. After performing a cost-benefit analysis and
exploring alternative plans for recovery (e.g., procurement of a reserved
spare computer system), MIRMO procured, for all DHCP sites except smaller
facilities (Class V), complete coverage by a major vendor's contingency
maintenance program. Under this extensive disaster recovery plan that was
effective Octoher 1986, appropriate IHCP system components--or the whole
system if necessary--are replaced within 2 weeks in the event of partial or
total destruction of a medical center's computing capacity. We are in the
middle of contract negotiations to provide contingency maintenance for the
Class V hospitals.

In this chapter (pages 44-45) GAO states 'In December 1986, VA drafted an ADP
circular that requites risk analyses and contingency plans at each ADP
location. This draft circular specifies when risk analyses and contingency
plans are to be conducted at Information Systems Centers and provides an audit
guide for the Inspector General's use in ensuring that the Information Systems
Centers comply with the policy." This statement is in error. The Office of
Inspector General is not responsible for administering the Agency ADP securtty
program. The Inspector General's role and responsibility are those of review
and oversight.

CHAPTER 3: DHCP EXPANSION PLANNED WITHOUT INFORMATION NECESSARY FOR INFORMED
DECISIONS

The discussion in Chapter 3 1s critical of VA's planned expansion for
hardware, software, and telecommunications. The 1lack of an adequate
cost-benefit analysis is pointed to as the major reason. The report is also
critical of the Agency's monitoring of system utilization and capacity
planning, lack of alternative configuration assessment, and central
management's role 1n the development of the order entry feature, The
following discussion describes the VA's plans for improving utilization and
capacity management and discusses the cost-benefit analysis of the top
priority applications. The enhanced role of central management is also
discussed as 1t relates to 1mplementation of Order Entry options.

Estimating THCP Hardware Needs

GAO claims that DHCP expansion plans include substantial amounts of software,
hardware, and telecommunications (page 51). Although the VA ADP plan lists 22
Enhanced and 23 Comprehensive applications, they are only potential areas for
future automation. It is Agency and OMB policy that DHCP be limited to Core
and the eight priority enhanced DHCP applications (Radiology, Dietetics,
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pp. 66-63

Medical Records Tracking, IFCAP, Surgery, MNursing, Mental Health, and DMMS)
which have been cost-justified and approved. The fiscal year (FY) 1988 budget
request submitted in January 1987 makes this clear. Funding to buy equipment
for these applications is needed in FY 1987-FY 1989, not through FY 1996.

We would also like +to clarify information contained in Appendix TI
""Development Status of VA's DHCP Enhanced and Comprehensive Modules" (pages
88-89), Implementation status for the first six items on the chart is
accurate; however, application #7, Mental Health, and application #8, Nursing,
are scheduled for implementation :in FY 1989, not FY 1988. No other modules
listed on the chart are currently approved for implementation, Their
nclusion in DHCP will be based on the outcome of future cost-benefit studies.

The Agency has developed a model for estimating equipment suppert, based on
various clinical and administrative parameters. This wmodel includes data to
calculate the capacity required for Core and Enhanced DHCP. The application
of this model yields equipment requirements for DHCP health care facilities 1in
terms of through-put units, disk capacity, and terminals. Office of Inspector
General staff reviewed the model and found it to be reasonable.

GAO feels that VA has selected a decentralized hardware configuration with
on-site computers without considering the cost-effectiveness of other
alternatives, such as regionalized computer centers or a combination of the
two approaches, They alsn state that Agencies are required to perform a
comparative cost analysis (FIRMR: Federal Information Resources Managenment
Regulation) and a requirements analysis (FIRMR 201-20.003) before proceeding

with system acquisition.

The VA reviewed the FIRMR's cited by GAO and met with General Services
Administration (GSA) officials, It was determined that the VA is in full
compliance with both of these regulations. This is evidenced by the
Requirements Analysis and Comparative Cost Analysis that were submitted to GSA
to obtain the Delegation of Procurement Authority they granted in March 1987,
based on the VA's compliance with appropriate GSA procurement regulations.

FIRMR 201-30.009 provides a list of alternatives to be considered by agencies,
and each was thoroughly addressed by the VA. The issue of regionalization was
not among the alternatives contained in the FIRMR. The VA did not readdress
this issue because it was implicitly evaluated and determined not to be
cost-effective for providing computer support to VA medical centers.

The Agency rejected a regionalized systems approach because it compromises
critical aspects of the IMGS information management program. Computers are a
critical resource of hospital managers and they should be able to control and
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be responsible for them as for any other resource in a hospital. Furthermore,
regionalized systems supporting many medical centers for their local
transactions from a remote site would make the DHCP program more costly,
ineffi1cient, and nonresponsive to users. For example:

-- Due to the highly interactive multitransactional wuse of DHCP
applications, such as MAS and laboratorv, required for effective

operational suppert of VAMC  functions, any regionalization or
centralization scenarin will cause national telecommunications costs to
spar.

-- Regional or central computer installations that serve multiple VAMC's
are necessarily more complex than single hospital systems and pose
significantly increased management and technical problens,

-- Consequences of systems failure are greater because several VAMC's
would lose their processing capabilities at the same time.

On-site help 15 not availlable to solve hardware or software problems if

a user at one of the VAMC's (e.g.. a physician, pharmacist, or nurse)
encounters a problem.

-- Remote systems become increasingly bureaucratic and unresponsive to
users. This was a problem 1n the past and was one of the major reasons

for implementing a decentralized system to support local hosprtal
operations.

After congressional review of the regionalized VA  Computerized Medical
Information Support System (COMISS) in 1982, its terminition was ordered. MWe
do not intend to revisit the 1ssue of regionalization of local processing. We
do have plans to continue to regilonalize or centralize the collection of
certain aggregate data and selective patient information on a national basis,
i.e., the Patient Treatment File, for management information and reporting
pur poses.

GAO states that VA has not regularly monitored the use and available capacity
of DHCP computers, We do not agree with this observation. Regular monitoring
of computer utilization and available capacity 1s an integral part of good
site management. The site manager at each DM§S facility has access to
vendor-supplied software routines which gather 1nformation on how system
resources are being used. Moreover, the ISC's have developed uming
guldelines to assist the site managers in configuring their systems to get
maximum efficiency. A capacity tuning group under the Washington ISC is
developing 3 System Tuning Seminar to be i1ncluded as part of the continuing
training etfort in DHCP, In addition, the Agency has just recently signed an
interagency agreement with GSA's Federal Computer Perfermance Evaluation and
Simulation Center (FEDSIM) to provide technical support to DMES to configure
and tine tune 1ts systems more effectively. 0Other benefits derived from this
contract include the development of addicional performance tools by a third
party  vendor, i handbook  and training course outline which provides
procedures, tools and reporting requirements; and means for analyzing
lmprovements in capacitv  planning. In addition, the systems support staff of
each ISC is always availahle o assist sites in utilizing all available
capacity management tools.
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IHCP Order Entry/Results Reporting

The report is critical of VA Central Office management's ability to obtain a
consensus on the DHCP order./entry procedures (page 65}, As discussed 1n the
response to Chapter 2, the recent reorganization within DMGS gave the Director
of MIRMO direct line authority over the Information Systems Centers, thereby
providing the management office with additional centralized management
authority, fCompletion’development of the Order Entry’/Results Reporting
Options (NERR) has been accelerated to number one priority of the ISC's by
the Director of MIRMD. In Mav 1987, Jevelopers and users of several affected
packages met to resolve any outstanding issues and agreed to necessary
software changes.

The OE‘RR feature is a system of patient-oriented utilities and standards that
refines current capahilities to place orders for all modules from within any
module.,  Mere important, the results reporting function will allow the user to
view all test data on a patient .isplayed on a single screen. [t also
provides additional <zapabilities which include: 1) uniform displavs of order
status; Z) verification of orders prior to activation wWwithin the governing
module (e.g., nrders may be placed by provider, entered bv clerk, reviewed and
approved by nurse}; 3) the ability to identify the patient before, rather than
after, the department-'service 15 selected: 4) linking components of complex
orders involving multiple services; and 5) providing a technical framework for
installing decision-support system logic.

The first version of OE‘RR will contain the first three of these capabilities
and is being tested. [t will be available this summer for beta testing with
several applications.

IHCP System Life Cycle Costs

GAO has criticized the VA for not including all possible costs in its DHCP
systems life cycle estimate. To respond to this criticism, we have prepared a
new set of estimates which take account of the GAQ criticisms. Major changes
include the following:

-- We use a 10-year life cycle (1987-1996) for all of DHCP (Core plus the
e1ght approved applicitions in Enhaaced DHCP). This 1s consistent with
the life cvcle used 1n the Booz-Allen and Hamilton study of DHCP and
IHS. All recurring and nonrecurting costs for those years are included,

-- There s an increase 1n VAMC staffing, sufficient to bring all sites up
to the recently developed DHCP staffing guidelines by 1992.
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-- Telecommunciations costs are included. Our estimate of $14,185,000 is
significantly lower than the GAD estimate., DHCP 1s a system for local
VAMC operations, and only a small portion  of total DM&S
telecommunications costs (largely for Hospital [Inguiry (HING) and
DMMS}) are appropriately charged to DHCP. Costs of communicating to
central systems are all allocated to those svstems. We want to state
that the estimate of telecommunications costs 1s a much rougher
estimate than any of the other line 1tems. We are currently pressing
for a more accurate accounting system for telecommunications.
Nonetheless, it 15 certain that onlv a small portion of total DMES
telecommunications costs are appropriately charged to DHCP.

-- Utility costs are now 1ncluded, although our estimates are higher than
GAO's.

-- Applications coordinators and time that SIUG personnel spend on DHCP
are included.

-~ S1te preparation costs are bhased on actual requests from medical
centers.

Additionally, we are now using a fringe benefit rate of 16 percent for 1987
and 20 percent for subsequent years. This 1s the same fringe benefit rate
that 1s used for interral budgeting.

With these adjustments, the total 1lD-vear life cvcle cost is $879,215,000. If
a fringe benefit rate of 34.35 percent were used (reflecting the Government's
full share of retirement c¢osts, not just VA costs), the life cycle cost would
he $921,880,000,

Life cvele costs bv vear and line item are shown 1n the following table. It
should e noted that these costs are under continual review, and dre subject
1> adjustments to reflect actual expenditures, new policy guidelines (e.g.,
OME passhacks and congressional action}, and changes in fringe henefits.

See following page For the Summary of DHCP Life Cvcle Costs.
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SUNMARY OF DHCP
LIFE CYCLE LOSTS
(400051
COST COMPONENT 1987 1988 1989 1950 1991 1992 1993 1994 1993 1996 TOTAL @
1IVACD FTEE b 18 20 0 2 0 20 20 20 20 [
LIVACO PAY T BEMEF]TS 21 S8 83! Sl b3} 31 6531 431 631 M 8,315 1
'VACD FRINGE BENEFITS 83 i 130 130 130 130 130 130 130 130 1,22 1
iVANC FTEE 95 457 549 515 716 812 852 852 52 252 0
TVANC PAY L BENEFITS 9,587 11,330 (3,459 15,79 17,99 20,800 21,893 21,892 21,092 21,692 175,537 4
iVAMC FRINGE BEMEFITS 1,833 2,26 2,692 3,199 LSM 4121 4338 4,318 4,338 4,138 W
+11SC FTEE 236 b1 261 ! el 2! 260 0 pil %9 [
15C PAY b BENEFITS 8986 7,769 7,78 7,767 M1e¥ 68 7,752 0% T, 00 2,703 78,742 1
i ISC FRINGE BEMEF]TS 1,118 1,554 1,53 1,55¢ 1,55¢ 1,3 1,530 1,947 1,5 154 15,069 '
.56 FTEE 16 10 10 10 10 10 0 10 10 10 [N
1SIUG PAY L BENEFITS 32 2 326 3% 32 324 hrd 126 126 12 3,260 V-
:5106 FRINGE BENEFITS 32 &5 3 83 &5 85 &5 65 63 63 639 it
+APP COOR FTEE 203 Pt} 91 280 25 185 178 178 178 178 0

TRAINING TRAVEL L 4 8 104 2 B b9 b9 49 49 e
115106 TRAVEL 2% 2 2% L] 2 % 2 26 b4 2 260 i
" 1SOFTWARE MATNT 1,090 1,090 1,47 1,807 2,985 2,188 2,101 2,078 2,127 2,163 18,313 1
| HARDWARE WAINT 9,834  9,8% 14,038 15,430 19,910 19,910 [9,l88 18,184 17,650 (7,451 162,398 O
MISC COMTRACTS 1,286 1,34 1,34¢ 1708 1,008 1,708 1,705 [,700 1,697 L.48¢ 15,893 it
+iFED TRNG 122 102 194 Pl m 08 170 170 170 176 1,791 ¢
"COMMERCIAL TRNG 168 8 268 268 268 268 268 268 %8 28 1,580 §
*'RECORDING MEDIA i a1 e L1 %5 425 435 35 4335 5,858 i
1 DPERATING SUPPLIES LUui LNy 4 5220 5,537 3% 6,337 6,337 8,337 4,3F7 53,918 W
' TELECON 897 B8 1,200 1, ABS 1,650 1,650 1,450 1,850 1,650 1,850 14,185
CAUTILITIES ho40 1,33 1,BO1 2,215 1,40 2,460 2,060 D460 2,40 2,440 21,152 1
‘ADDL EQUIP 35,019 19,932 29,000 0 0 0 19,047 24,00 13,220 5,00 5,00
'REPLACENT EQUIP 328 578 BIY 959 L de2 1,162 107 L1061, 131 1,150 9,112 &
'SITE PREF 15,000 15,000 0 0 0 0 0 0 ] 0 30,000 i
+1TOTAL 93,884 85,525 93,241 7(,2315 78,027 79,29 98,479 102,520 984,151 82,857 678,213 i
+ {CUMULATIVE 95,884 181,409 274,652 143,807 423,915 303,208 001,687 704,207 795,358 878,215

L SETSESEEEESITIISCEEIS TSI EI T rEraimaAEEAPTSITTITTTITICICASSSESISTSTISCISSTSSSIEZEZA23zSZIlIsIssssssisssirEzrTsTIoTTsTsszssos))

!APP COOR FRIMGE BENEFITS 282 |08 1,578 1,522 1,2 1,006 93 963 93 983 1,189

1IPROE TRAVEL 943 1,088 1,210 1,338 1,459 1,801 1,682 1,481 1,660 1,460 14,284 *

\APP COOR PAY k BENEFITS 5,510 5,53  7.BB9 7,609  b,105 5,030 4.Ble  4,Bl6 4,8i6 4,814 36,94 1

Federal personnel costs reflect an assumed lf percent fringe benefit rate 1n

FY1287 and 20 percent in FY1988-93¢6
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14,

Cost-Benefit Analysis

The report 15 critical of the cost-benefit analysis of Fnhanced DHCP that was
done in 1986. Many of the points raised by GAQ are valid. On the basis of
new life cycle costs, we asked Price Waterhouse to update and revise their
analysis using detailed information on the functionality of the enhanced DHCP
applications. The new analysis shows a rate of return of ¥ percent, This is
equivalent to a present value of net savings of -$5,470,000, using a
10 percent discount rate.

At our request, Price Waterhouse did a number of sensitivity analyses. The
most important of these replaces the fringe benefit rate of 34.35 percent,
which was used in the base analysis, with a fringe benefit rate of 16 percent
in FY 1987 and 0 percent in subsequent years. The rate used in the base
analysis (34.35) 1s an estimate of the full cost to the Government of
retirement and other fringe benefits. The lower rate, which is the one used
by VA for budgeting, reflects only the cost to the Agency. At the lower rate,
the rate of return is 6.4 percent; the present value of net savings over the
10-vear life cycle, using a 17 percent discount rate, is -$1%,191,000,

The analysis is conservative 1n that no attempt was made to place a dollar
value on qualitative benefits. The analysis

-- uses revised life cycle costs that have been corrected to rectify
omissions identified by GAQO and updated to reflect policy changes
(e.g., the new fringe henefit rates brought about by changes in the
federal retirement system} and new information,

-- covers eight rather than nine applications. Two changes have bheen
made: fiscal and supply have been combined as IFCAP, and the
Decentralized Medical Management System has replaced personnei. This
latter decision was made during the formulation of the FY 1988 budget
because of the urgency of obtaining better management information to
improve productivity and utilize resources more effectively. (Most
pressing personnel needs will be met by the redesign of the Agencywide
Personnel Accounting Integrated Dataz {PAID) system.)

-- revises bhenefits to take account of changes in fringe benefits (for
personnel savings) and changes in  functionality, IFCAP benefits were
recalculated by the users who now are more familiar with the package
and have greater confiience in 1ts ability to produce savings.

-- uses revised estimates for anticipated salary increases.

-- uses a new implementation schedule reflecting the current budget and
procurement schedule.

-- follows the guidelines of FIPS 63, insofar as that is feasible and
appropriate.
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Not included in Report.

15,

In the original cost-bhenefit analvsis and in the current one, the comparison
ls bewween continuing to automate through DHCP and maintaining a manual
system. We belleve that this satisfies the intent of FIPS 64, We did not
consider a regional configuration hecause the purpose was to determine whether
to extend the existing decentralized system,

It 1s not necessary to compare DHCP with a commercial svystem as part of the
cost-benefit analysis because we commissioned a major cost-effectiveness study
(the Booz-Allen and Hamilton study)] comparing a commerclal systems approach
{1HS) with DHCP, This study showed that 3 comparable system {one that
performed the same functions) would cost twice as much under IHS as under
DHCP. At our request, Booz-Allen has reestimated the life cycle costs of
automating under the [HS approach using the methodology recommended by GAO.
They still find that IHS s significantly more costly than  DHCP--the
percentage Jifference in costs 1s 1n the range of 73-81 percent, depending on
the fringe benefit assumptions that are used. Furthermore, thev have now
modi1fied their effectiveness findings; they state that the increased staff
resources we plan to devote to DHCP '"can be expected to result 1in significant
mmprovements in  future DHCP support services and management support.' (See
Enclosure 3.)

Personnel savings were estimated by program personnel familiar with both the
service's manual operations and the proposed automation. The operations to be
automated and their costs were 1dentified, and the 1mpact of automation
estimated.

We believe that the methodology used here--a prospective cost-benefit analysis
based on a clear understanding of the functionality of the proposed
applications and the operations to be automated, and using program experts to
estimate CThe impact on operations--was preferable to a methodology requiring
new site-specific data «collection. However, both costs and benefits of
proposed applications are under continuing review and analvsis. Just as we
continue to refine our cost estimates to reflect actual expenditures and
changes in policy, we 21so continue to monitor the benefits as software is
more fully developed and tested, and we «will <continue to  conduct
postimplementation evaluations on all applications. The revised cost-benefic
analysi1s 3appears as Enclosure 1.

CHAPTER 4: COMMERCIAL SYSTEMS' TEST NOT APPROPRIATELY STRUCTURED TO COMPARE
COSTS AND BENEFITS

This chapter correctly points out that the DHCP and [HS programs were
originally conceived with different purposes and scope, making comparison
difficult but not impossible. THCP is an ongoing VA-wide operational program,
whila THS is a test program undertaken at three sites to test three separate
vendors® products. However, comparison is possible because the two approaches
are functionally similar, and by virtue of being ADP systems, have many of the
same cos5t factors and potential henefits.
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In,

Boo:z-Allen and Hamilton was able to normalize key elements of each approach
and to compare them on cost and effectiveness. The net result was that for
the same set of functions (fore plus the eight additional functions designated
by VA top management as highest priority) and the same l0-year life cvcle
(FY 87 to FY 96). DHCP was found to be significantly cheaper. In that studyv,
the costs of both systems for a 10-vear life cvcle were $777 million for DHCP
versus $1.5 billion for IHS. The studv also found that the cheaper DHCP
system Wwas more acceptable to end users than [HS, These dual findings
reaffirmed for DM§S that it should proceed with plans for additional equipment
to expand DHCP to provide more functions and serve more users. We have no
specific plans to phase out IHS at the three medical centers, Vendors will be
expected to continue operations of these systems throughout FY 88.

Since publication of the Booz-Allen studv this February, we revised the DHCP
cost estimates to include additional factors (the most significant of which s
applicatton coordinator time) and asked Booz-Allen to do the same for its [HS
projections. Revised estimates for hoth [HS and DHCP are higher, but IHS
remains significantiyv more expensive.

Differences Between the Two Approaches

The purpose of DHCP 15 to provide comprehensive information systems support
to 169 VAMC's and sateilite facilities (225 medical care facilities in all)
and management support to DM§S. [t is 3 fullv operational DMiS-wide program,
not a test. Since delivery of the first DHCP equipment in March 1984, we have
installed DHCP equipment and software in support of 225 facilities of widely
varving sizes and complexity. In the process we have hired and trained an ADP
support nfrastructure at the local, regional, and central office level.
Under centralized procurements we have installed 480 central processing units
(CPU’s), 19,000 cathode rav tubes (CRT's), and 9,000 printers. The software
that we release natlonally must he generic while at the same time adaptable to
the unique requirements of each VAMC, DHCP clearly is a very large scale
effort that has required and received commitment and support from all levels
of management.

In contrast to DHCP, the [HS project was conceived in 1981 as a test of the
applicability of off-the-shelf software at VA medical centers and the ability
of commercial vendors to customize their software to meet the specialized
needs of VA users, [t was limited to three facilities and was not intended as
a vehicle for comparing commercial svstems to DHCP. The vendors were given
latitude in what applications they offered beyond the mandatory omes, in
svstem design, equipment confirguration, and implementation strategies to allow
them to maximize the effectiveness of their i1ndividual products. At the same
time they were required to meet central svstem reporting requirements by
supplving data i the formats and according to the definitions required by
those svstems,
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Now on pp. 51-52

17.

IHS was conceived as an experiment whereby three different vendors would
mnstall their hospital information systems software at three discrete medical
centers of differing sizes and complexity: small (Big Spring), medium
(Saginaw), and large (Philadelphia). The three test facilities that were
selected do, in fact, represent a range of size and complexity. A number of
different factors in addition to the number of operating beds contribute to
the VA's complexity ratings of facilities and to the model used for projecting
DHCP equipment requirements, The complexity ratings are used by the VA as an
aid for relating top management responsibilities to compensation, such as
salaries, awards, job classification, and assignments. Under both measures
Philadelphia ranks among the 1largest hospitals. It 1s in the top 10 percent
nationwide in overall complexity and in the top 20 percent in the DHCP

equipment sizing model,

The 1HS contracts were not 1ntended to be expandable to all facilities. As
noted in the GAQ report, contracts with nationwide scope would have to deal
with the potential economies of scale. They would also have to deal with the
management implications inherent in nationwide programs that are quite
different from the vendor. customer relationships experienced in the THS single
site implementations. From the widely different estimates vendors provided
the GAO, as well as the caveats placed on them, it appears that the vendors
themselves are not certain what nationwide implementation and operations would

involve.

The vendors' unproven assertion that they could provide computer services
nationally at less cost to VA if they used large computer centers serving many
hospitals is not relevant. Use of regional computers for local operations is
not acceptable to the VA. Moreover, 1n the unlikely event that local
performance and response requirements could be met without driving
telecommunications costs to unacceptable levels, such regionalization could be
achieved in-house through DHCP. It 1is, therefore, not wuseful in any
discussion of DHCP versus 1HS,

The IHS vendor contracts limit each vendor to installing their system in only
one of three sizes of medical centers, as noted on page 71 of the GAO report.
This contract limitation was based on the assumption that if a commercial
system package was successful at one particular medical center, it had the
potential for being equally successful at a second facility of comparable size
and complexity. The same assumption did not extend to medical centers that
vary in size and scope from the contracted facilitv. In order to install one
IHS vendor system at all VA medical centers it would be necessarv to obtain a
new delegation of procurement authority which would be in the form of either a
competitive procurement or a sole-source contract, Given the number of
qualified vendors in the marketplace. the latter would be difficult to justify.
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18,

The Basis for Comparability

Despite differences between approaches, the Booz-Allen study was able to
normalize key cost and effectiveness elements and established a single 10-year
life «cycle period. The comparison made in this study used the VA's
requirements (Core plus the eight additional modules selected by VA management
and approved by (MB) as a baseline for comparing cost effectiveness over a
period extending 10 years into the future. Booz-Allen identified 7 generic
functions. Of these, the current IHS contracts address 14, which suggests
that the two systems' features are largely comparable, Booz-Allen further
assumed that the missing functions were available in the marketplace and
included them in life cycle cost projections. They then developed scenarios
explaining how requirements would be met over a 10-year life cycle begianing
in FY 87, broke these scenarios into resource components, and costed each
component for both an in-house and a commercial acquisition approach. They
assumed a single nationwide contract for IHS, consulted with the three vendors
and others, and adjusted the original contract prices to account for economies
of scale.

We believe that the Booz-Allen study statistically adjusted for any design
differences between the DHCP and [HS approaches and provides a valid cost
comparison.
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BOOZ ALLEN & HAMIITON INC.

1330 EAST WEXST HIGHWAY « BETHESDA MARYLAND 20814-4425 - TELEPHONE 1301 951280 = TELEX I 710 824 0552

May 29, 1587

David VYan Hooser, Direcrtocr

Veterans Administration

Medical Information Resource
Management Office

Room 664

810 Vermont Avenue

Washington, DC 20420

Dear Mr. Van Hooser:

AS requested, we have reviewed your revised DHCP life
cycle cost estimate. Our understanding 1s that the revised
estimate incorpcrates adjustments we made to the original
DHCP life cycle cost estimates and comments made by the GAQO
in their recent study of DHCP.

Cur review of the estimate focused on two areas. It was
concucted to determine:

. The reascnableness of additional changes you have
made to the DHCP life cycle cost estimate we
developed in the DHCP/IHS Comparability Study

. The impact of those changed assumptions on study
findings.

Based on data available to us, we believe the changes
that have been made are reasonable. For the most part, the
changes reflect more refined cost component information and
changed future assumptions. The changes result in i1ncreases
in both the DHCP and IHS life cycle cost estimates. Those
changes do not change our cost findings; however, we believe
they could resulr in changes to our rcomparative effectiveness
findings. These results are described in more detail below.

CHANGES IN DHCF LIFE CYCLE COST ESTIMATE

From our review of your revised estimate we have
1dentified four significant differences from the DHCP life
cycle cost estimate we developed for our study:

. Additienal IST and VAMC FTEE--The revised estimate
assumes more FTEEs in the ISCs and VAMCs than was
assumed for our esrimate. We have no problems waith
this changed assumption since we believe more
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support at thcse levels will address problems we
anticipated in future CHZP effectiveness. {Ncte
the” potential impact on our effectiveness findings
in the next section.)

. Application Cocrdinators—--The revised estimate
includes pay and benefits costs for application
coordinators, a cost that was not included in our
estimate. We believe that it is reasonable to
include this cost in the life cycle. We do not
have data to determine whether the amount included
is accurate; however, it appears to be close to the
amount estimated by the GAO.

. Changes attributeable to more refined cost
information--We note changes in training,
installation, telecommunications, utilities, and
equipment costs. From back-up information provided
with the estaimate, it appears that these changes
are based on mcre refined cost data than was
available when our estimate was developed. We
believe those changes are reasonable.

. Benefits calculation--The revised estimate uses a
16 percent rate for fringe benefits in FYB87 and
FY88 and 20 percent for FYBB8-96 while our estimate
used a 27.6 percent rate for all years. We
understand that this change has been made based on
internal VA budget guidance. We have nc problems
with that approach for budget purposes, however, we
prefer to use the higher gercentage for compar.son
purposes (reflecting Federal rather than just VA
costs and adjusted to 34.35 percent to reflect the
latest cost OMB guidance on fringe benefit costs
provided 1in OMB Transmittal Bulletin 87-2).

We believe that the changes made are reasonable based on data
availakble to us and address what we believe to be the most
significant criticisms raised by the GAC.

IMPACT ON DHCP AND IHS COST COMPARISON

We have made changes to our IHS and DHCP life cycle cost
estimates to determine the impact of these changes
Depending on the fringe benefit rate used, the following life
cycle cost estimates result:

Percent
Eringe Bepefir Rates DHCP {(50Q00: IHS ($000) Difference
« 34.30 Percent $924,880 $1,595,838 73%
*» 1€ Ferzent in FY87- SR78,21% 51,586, 968 B1%

20 Perzent in FYBB-9¢
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These compare with estimates of $777 million for DHCP and
$1.49¢€ billicon for IHS (a difference of 933 percent)
identified in our study.

We do not consider the changes in the DHCP and IHS
estimares to significantly affect our conclusion that the
DHCF apprecach will be less costly than the IHS approach. We
believe all of the various estimates show a significant cost
differential.

We do believe that the changes will have an impact on
our comparative effectiveness findings. 1In our study, we
projected that DHCP would be less effective than IRS in
providing support services and management support, in part,
because of inadequate staff resources. The revised cost
estimate assumes a substantial future increase in VBMC and
ISC staffing (approximately 30 percent more staff). The
increased staff resources can be expected toc result 1n
significant improvements in future DHCP support services and
management support.

. * w L]

We have attached line i1tem descriptions of the revised
IHS and DHCP cost estimates for your review. Attachment 1
shows IHS costs using a 34.35 percent benefit rate,
attachment 2 shows IHS costs using a 16 percent rate for FYg?
and 20 percent rate for FYBB-96, and attachment 3 shows DHCP
costs using a 34.35 percent benefit rate. The DHCP cost
estimate has been provided using your line item categories tc
facilitate your review. If you should have any questions or
require any additional assistance, please do not hesitate to
call me at (301) 951-2918. p

Since

BOGZ, ALLEN & HAMIQ, Inc.

Daniel I. Swedberg
Senior Associate

Attachment
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*+ Federal personnel costs reflect an assumed 16 percent fringe benefit rate in FY1987 and 20 percent in FY1988-96.
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