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Why GAO Did This Study

The federal government is one of the
world’s largest and most complex
entities: about $3.9 trillion in outlays in
fiscal year 2016 funded a broad array
of programs and operations. GAQO'’s
high-risk program identifies
government operations with greater
vulnerabilities to fraud, waste, abuse,
and mismanagement or the need for
transformation to address economy,
efficiency, or effectiveness challenges.

This biennial update describes the
status of high-risk areas listed in 2015
and actions that are still needed to
assure further progress, and identifies
new high-risk areas needing attention
by Congress and the executive branch.
Solutions to high-risk problems
potentially save billions of dollars,
improve service to the public, and
strengthen government performance
and accountability.

GAO uses five criteria to assess
progress in addressing high-risk areas:
(1) leadership commitment, (2) agency
capacity, (3) an action plan, (4)
monitoring efforts, and (5)
demonstrated progress.

What GAO Recommends

This report contains GAO’s views on
progress made and what remains to be
done to bring about lasting solutions
for each high-risk area. Perseverance
by the executive branch in
implementing GAO’s recommended
solutions and continued oversight and
action by Congress are essential to
achieving greater progress.

View GAO-17-317. For more information,
contact J. Christopher Mihm at (202) 512-6806
or mihmj@gao.gov.

HIGH-RISK SERIES

Progress on Many High-Risk Areas, While Substantial
Efforts Needed on Others

What GAO Found

Since GAO’s last high-risk update, many of the 32 high-risk areas on the 2015
list have shown solid progress. Twenty-three high-risk areas, or two-thirds of all
the areas, have met or partially met all five criteria for removal from the High-
Risk List; 15 of these areas fully met at least one criterion. Progress has been
possible through the concerted efforts of Congress and leadership and staff in
agencies. For example, Congress enacted over a dozen laws since GAO'’s last
report in February 2015 to help address high-risk issues.

GAO removed 1 high-risk area on managing terrorism-related information,
because significant progress had been made to strengthen how intelligence on
terrorism, homeland security, and law enforcement is shared among federal,
state, local, tribal, international, and private sector partners. Sufficient progress
was made to remove segments of 2 areas related to supply chain management
at the Department of Defense (DOD) and gaps in geostationary weather satellite
data.

Two high-risk areas expanded—DOD’s polar-orbiting weather satellites and the
Department of the Interior’s restructuring of offshore oil and gas oversight.
Several other areas need substantive attention including VA health care, DOD
financial management, ensuring the security of federal information systems and
cyber critical infrastructure, resolving the federal role in housing finance, and
improving the management of IT acquisitions and operations.

GAO is adding 3 areas to the High-Risk List, bringing the total to 34:

e Management of Federal Programs That Serve Tribes and Their
Members. GAO has reported that federal agencies, including the
Department of the Interior's Bureaus of Indian Education and Indian Affairs
and the Department of Health and Human Services’ Indian Health Service,
have ineffectively administered Indian education and health care programs
and inefficiently developed Indian energy resources. Thirty-nine of 41 GAO
recommendations on this issue remain unimplemented.

e U.S. Government's Environmental Liabilities. In fiscal year 2016 this
liability was estimated at $447 billion (up from $212 billion in 1997). The
Department of Energy is responsible for 83 percent of these liabilities and
DOD for 14 percent. Agencies spend billions each year on environmental
cleanup efforts but the estimated environmental liability continues to rise.
Since 1994, GAO has made at least 28 recommendations related to this
area; 13 are unimplemented.

e The 2020 Decennial Census. The cost of the census has been escalating
over the last several decennials; the 2010 Census was the costliest U.S.
Census in history at about $12.3 billion, about 31 percent more than the
2000 Census (in 2020 dollars). The U.S. Census Bureau (Bureau) plans to
implement several innovations—including IT systems—for the 2020
Census. Successfully implementing these innovations, along with other
challenges, risk the Bureau’s ability to conduct a cost-effective census.
Since 2014, GAO has made 30 recommendations related to this area;
however, only 6 have been fully implemented.
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GAO'’s 2017 High-Risk List

Strengthening the Foundation for Efficiency and Effectiveness

e  Strategic Human Capital Managementa

e Managing Federal Real Property

e Funding the Nation’s Surface Transportation Systema

e Modernizing the U.S. Financial Regulatory System and the Federal Role in
Housing Finance’

e Restructuring the U.S. Postal Service to Achieve Sustainable Financial
Viability

e Management of Federal Oil and Gas Resources

e Limiting the Federal Government’s Fiscal Exposure by Better Managing
Climate Change Risks

e Improving the Management of IT Acquisitions and Operations

e Improving Federal Programs that Serve Tribes and their Members (new)a

e 2020 Decennial Census (new)

e U.S. Government Environmental Liabilities (new) ’

Transforming DOD Program Management

DOD Supply Chain Management

DOD Weapon Systems Acquisition

DOD Financial Management

DOD Business Systems Modernization
DOD Support Infrastructure Managementa
e DOD Approach to Business Transformation

Ensuring Public Safety and Security

e  Ensuring the Security of Federal Information Systems and Cyber Critical
Infrastructure and Protecting the Privacy of Personally Identifiable
Information’

e  Strengthening Department of Homeland Security Management Functions

e Ensuring the Effective Protection of Technologies Critical to U.S. National
Security Interests

e Improving Federal Oversight of Food Safetya

e  Protecting Public Health through Enhanced Oversight of Medical Products

e Transforming EPA’s Processes for Assessing and Controlling Toxic
Chemicals

o Mitigating Gaps in Weather Satellite Data

Managing Federal Contracting More Effectively
e DOE’s Contract Management for the National Nuclear Security
Administration and Office of Environmental Management
¢ NASA Acquisition Management
s+ DOD Contract Management’

Assessing the Efficiency and Effectiveness of Tax Law Administration
e Enforcement of Tax Laws

Modernizing and Safeguarding Insurance and Benefit Programs

e Medicare Programa
Medicaid Programa
Improving and Modernizing Federal Disability Programs
Pension Benefit Guaranty Corporation Insurance Programsa
National Flood Insurance Programa
e Managing Risks and Improving VA Health Care’

Source: GAO. | GAO-17-317
“Legislation is likely to be necessary in order to effectively address this area.




	HIGH-RISK SERIES
	Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others
	Why GAO Did This Study
	What GAO Recommends

	What GAO Found


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



