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Why GAO Did This Study

DEA registers individuals and entities
authorized to manufacture, distribute,
or dispense controlled substances in
accordance with the Controlled
Substances Act, which seeks to ensure
that only authorized individuals handle
controlled substances. States also
have a role in the registration process
as they determine general licensing
requirements for health-care
professionals who are permitted to
handle or prescribe controlled
substances. Controlled substances
include prescription pain relievers,
such as OxyContin, stimulants, and
sedatives.

GAO was asked to review DEA’s
processes for registering applicants,
monitoring the eligibility of registrants,
and managing CSA2 data. This report
assesses the extent to which DEA’s
internal controls help ensure that
individual registrants are and remain
eligible and do not present issues that
may increase the risk of illicit diversion,
among other objectives. GAO reviewed
relevant documents and interviewed
DEA and state officials. GAO matched
CSA2 data to several databases to
identify potentially ineligible registrants.

What GAO Recommends

GAO is making five recommendations
to DEA to help ensure practitioners are
and remain eligible and that those who
pose an increased risk of illicit
diversion are identified. DEA stated it
appreciated the intent of GAO’s
recommendations, but raised concerns
about its legal authority to take some of
the actions. GAO’s recommendations
include having DEA seek legal
authority as needed, and remain valid.

View GAO-16-310. For more information,
contact Seto Bagdoyan at (202) 512-6722 or
bagdoyans@gao.gov

CONTROLLED SUBSTANCES

DEA Should Take Additional Actions to
Reduce Risks in Monitoring the Continued
Eligibility of Its Registrants

What GAO Found

The Drug Enforcement Administration (DEA) has established controls for
determining registrant eligibility to handle and prescribe controlled substances.
However, GAO found limitations in DEA’s controls to help ensure that individual
registrants are and remain eligible and do not present issues that may increase
the risk of illicit diversion. GAO’s examination of DEA’s controlled substances
database (CSA2) as of March 2014 (the most-current data available) revealed
gaps and other issues pertaining to registrants’ identifying information. For
example, GAO’s analysis identified 40,785 of about 1.4 million individual
registrations that were registered using a business tax identification number
instead of a Social Security number (SSN). According to DEA officials, DEA does
not have legal authority to require SSNs for individuals applying as a business.
For individuals registered with an SSN, GAO found 11,740 SSNs that could not
be validated by the Social Security Administration (SSA) and 688 SSNs that
were registered to multiple names or variations of names, which can be a risk
indicator of potential fraud. SSNs are needed to identify and remove deceased
registrants as well as identify any past adverse history that may affect registrant
eligibility. Given that SSNs are critical to validating identities, implementing
DEA’s controls, and identifying registrants’ past adverse history, obtaining legal
authority to require SSNs for all individuals and developing policies and
procedures to validate them would help ensure that registrants are and remain
eligible.

GAO also found limitations in DEA’s processes for verifying continued eligibility
of its registrants. Of the approximately 1.4 million individual registrations in CSA2
as of March 2014, GAO found 764 registrants who were potentially ineligible
because they were reported deceased by SSA, did not possess state-level
controlled substance authority, or were incarcerated for felony offenses related to
controlled substances. GAO also found 100 registrants who presented issues
that may increase the risk of illicit diversion, such as registrants incarcerated for
offenses unrelated to controlled substances, registrants with active or recent
warrants, and registrants listed as sex offenders. DEA does not have processes
in place to verify its registrants’ state licenses or criminal background after initial
registration, unless the registrant self-reports or the state notifies DEA of actions
taken against its registrants. Developing processes to monitor registrant state
licensure and disciplinary actions, such as verifying that registrants maintain
appropriate state authority and assessing the cost and feasibility of monitoring
registrants’ criminal backgrounds, would help ensure that registrants maintain
eligibility to handle and prescribe controlled substances and do not present
issues that may increase the risk of illicit diversion.

Number of Drug Enforcement Administration Controlled Substance Registrants Who Were
Potentially Ineligible or May Increase the Risk of lllicit Diversion, as of March 2014

Total number
of registrations

Indicator

Registrants who were potentially ineligible because they were reported
deceased, did not possess state-level controlled substance authority, or were
incarcerated for felony offenses related to controlled substances 764
Registrants who may increase the risk of illicit diversion because they were

incarcerated for other offenses, had active or recent warrants, or were listed as

sex offenders 100

Source: GAO analysis of Department of Justice, Social Security Administration, and state licensing board data. | GAO-16-310

United States Government Accountability Office
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