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DOD FINANCIAL MANAGEMENT

Effect of Continuing Weaknesses on Management
and Operations and Status of Key Challenges

What GAO Found

Long-standing weaknesses in the Department of Defense’s (DOD) financial
management adversely affect the economy, efficiency, and effectiveness of its
operations. The successful transformation of DOD’s financial management
processes and operations will allow DOD to routinely generate timely, complete,
and reliable financial and other information for day-to-day decision making,
including the information needed to effectively (1) manage its assets, (2) assess
program performance and make budget decisions, (3) make cost-effective
operational choices, and (4) provide accountability over the use of public funds.
Examples of the operational impact of DOD’s financial management weaknesses
include

¢ the inability to properly account for and report DOD'’s total assets—about 33
percent of the federal government’s reported total assets—including
inventory ($254 billion) and property, plant, and equipment ($1.3 trillion);

e the inability to accurately estimate the extent of its improper payments
because of a flawed estimating methodology, which also limits corrective
actions;

¢ inconsistent and sometimes unreliable reports to the Congress on estimated
weapon system operating and support costs, limiting visibility needed for
effective oversight of these costs; and

e continuing reports of Antideficiency Act violations—75 such violations
reported from fiscal year 2007 through fiscal year 2012, totaling nearly
$1.1 billion—which emphasize DOD’s inability to ensure that obligations and
expenditures are properly recorded and do not exceed statutory levels of
control.

DOD has numerous efforts under way to address its long-standing financial
management weaknesses. The Congress has played a major role in many of the
corrective actions by mandating them in various fiscal year National Defense
Authorization Acts. However, improving the department’s financial management
operations and thereby providing DOD management and the Congress more
accurate and reliable information on the results of its business operations will not
be an easy task. Key challenges remain, such as identifying and mitigating risks
to achieving the goals of DOD’s Financial Improvement and Audit Readiness
(FIAR) effort and successfully implementing the FIAR Guidance at the DOD
component level, modernizing DOD'’s business information systems, and
improving the financial management workforce.

DOD is monitoring its component agencies’ progress toward audit readiness.
However, as dates for validating audit readiness approach, DOD has
emphasized asserting audit readiness by a certain date instead of making sure
that effective processes, systems, and controls are in place, without which it
cannot ensure that its components have improved financial management
information for day-to-day decision making. While time frames are important to
measuring progress, DOD should not lose sight of the ultimate goal of
implementing lasting financial management reform to ensure that it can routinely
generate reliable financial management and other information critical to decision
making and effective operations.
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Chairman Carper, Ranking Member Coburn, and Members of the
Committee:

Thank you for the opportunity to be here today to discuss continuing
Department of Defense (DOD) financial management challenges and the
implications for its management and operations and audit readiness.
Having sound financial management practices and reliable, timely
financial information is important to ensure accountability over DOD’s
extensive resources in order to efficiently and economically manage the
department’s assets, budgets, mission, and operations. Accomplishing
this goal is a significant challenge given the worldwide scope of DOD’s
mission and operations; the diversity, size, and culture of the
organization; and its reported trillions of dollars of assets and liabilities
and its hundreds of billions of dollars in annual appropriations.

Given the federal government’s continuing fiscal challenges, it is more
important than ever that the Congress, the administration, and federal
managers have reliable, useful, and timely financial and performance
information to help ensure fiscal responsibility and demonstrate
accountability, particularly for the federal government’s largest
department. Serious, continuing deficiencies in DOD’s financial
management have precluded it from producing financial statements that
can be audited, and these deficiencies constitute one of three major
impediments to achieving an opinion on the U.S. government’s
consolidated financial statements. Our report on the U.S. government’s
fiscal year 2013 financial statements highlighted significant DOD
weaknesses that contributed to our disclaimer of opinion.' They include
the following:

« The inability to determine that DOD’s total assets were properly
reported. For fiscal year 2013, DOD accounted for about 33 percent of
the federal government’s reported total assets, including inventory
($254 billion) and property, plant, and equipment ($1.3 trillion).

« Unreliable reported estimates of environmental cleanup and disposal
liabilities ($58.4 billion) and retiree health care liabilities ($1.1 trillion).

« Ineffective financial management processes and controls.

1GAO, Financial Audit: U.S. Government’s Fiscal Years 2013 and 2012 Consolidated
Financial Statements, GAO-14-319R (Washington, D.C.: Feb. 27, 2014).
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« Financial management systems that do not comply with the Federal
Financial Management Improvement Act of 1996 (FFMIA).?

In addition to the impact on the auditability of the U.S. government’s
consolidated financial statements, these problems impede DOD'’s ability
to produce timely and accurate financial management information to
assist in day-to-day decision making and also significantly impair efforts
to improve the economy, efficiency, and accountability of the
department’s operations. Key areas of concern relate to ineffective asset
control and accountability, which affect DOD’s visibility over weapon
systems and inventory;® unreliable budget information, which affects
DOD’s ability to effectively measure performance, reduce costs, and
maintain adequate control of its funds (funds control); and ineffective
business systems and processes, which impair DOD'’s ability to achieve
accountability and transparency over its operations and accurately report
on the results of operations. DOD is addressing these issues through its
Financial Improvement and Audit Readiness (FIAR) Plan, which is DOD’s
strategic plan and management tool for guiding, monitoring, and reporting
on the department’s financial management improvement efforts.

To encourage progress, the National Defense Authorization Act (NDAA)
for Fiscal Year 2010 mandated that DOD develop and maintain the FIAR
Plan to, among other things, describe the specific financial management
improvement actions to be taken and costs associated with ensuring that
its department-wide financial statements are validated as audit ready by
September 30, 2017.# In October 2011, the Secretary of Defense directed
the department to accelerate audit readiness efforts for key elements of

2Pub. L. No. 104-208, div. A, title VI, 110 Stat. 3009, 3009-389 (Sept. 30, 1996). DOD'’s
financial management systems are required by FFMIA to comply substantially with federal
financial management systems requirements, applicable federal accounting standards,
and the U.S. Standard General Ledger at the transaction level.

3DOD describes asset visibility as the ability to provide timely and accurate information on
the location, quantity, condition, movement, and status of items in its inventory, including
assets in transit.

4Pub. L. No. 111-84, § 1003(a),123 Stat. 2190, 2439-40 (Oct. 28, 2009). As defined in
DOD'’s FIAR Guidance, validation of audit readiness occurs when the DOD Comptroller
examines a DOD component’'s documentation supporting its assertion of audit readiness
and concurs with the assertion. This takes place after the DOD Comptroller or
independent auditor first reviews the documentation and agrees that it supports audit
readiness. A component asserts audit readiness when it believes that its documentation
and internal controls are sufficient to support a financial statement audit that will result in
an audit opinion.
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its financial statements. Subsequently, the NDAA for Fiscal Year 2013
added that the FIAR Plan must also describe the steps to be taken, with
associated costs, to ensure that the department’s Statement of Budgetary
Resources (SBR) is validated as audit ready no later than September 30,
2014.°

My statement today focuses on two topics:

« the effect of continuing financial management weaknesses on DOD
management and operations and

« DOD’s actions to improve its financial management and achieve audit
readiness, and its remaining challenges.

My statement is primarily based on previously issued reports, including
our reporting on DOD high-risk areas and our audit reports on DOD’s
financial management, inventory management controls and asset
visibility, weapon system costs, business transformation, business system
modernization, improper payments, military payroll, and audit risk. A list of
related products is included at the end of this statement. This statement
also is based on our ongoing analyses of the Army’s SBR audit readiness
efforts and the Defense Finance and Accounting Service’s (DFAS) audit
readiness efforts for DOD payments to contractors, or “contract pay.” We
expect to report the final results from this work in June 2014. For our
analyses, we reviewed Army and DFAS documentation, such as
departmental guidance and Army and DFAS action plans and statuses,
and met with component officials to discuss the basis and timing of their
audit readiness assertions. We discussed the preliminary results of our
work with cognizant DOD officials.

The work on which this statement is based was conducted in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives. Additional information on our scope and

SPub. L. No. 112-239, § 1005(a), 126 Stat. 1623, 1904 (Jan. 2, 2013). The SBR provides
information about budgetary resources made available to an agency as well as the status
of those resources at a specific point in time.
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methodology is available in the previously issued products cited in this
statement.

Background

In the face of continuing reports of financial management weaknesses
across the federal government, including wasteful spending, poor
management, and losses totaling billions of dollars, the Chief Financial
Officers (CFO) Act of 1990 was signed into law.® The act focuses on

« establishing a leadership structure;

« improving systems of accounting, financial management, and internal
control; and

« enabling effective management and oversight through the production
of complete, reliable, timely, and consistent financial information.

With the foundation of the CFO Act and the Government Management
Reform Act of 1994 (GMRA), with its goal “to provide a more effective,
efficient and responsive government,”” along with other federal agency
management reform legislation, such as the Government Performance
and Results Act of 19938 (GPRA) and FFMIA, a framework was put in
place to improve stewardship, accountability, and transparency in the
executive branch. Major goals of the reform legislation have included the
following:

« Strengthening internal control. Accountability is part of the
organizational culture that goes well beyond receiving an unmodified
or “clean” audit opinion on agency financial statements; the underlying
premise is that agencies must become more results oriented and
focused on internal control. Thousands of internal control problems
have been identified and corrected in executive branch agencies over
the past two decades. A disciplined and structured approach to
assessing and dealing with internal controls over the critical flow of
funds through the entire agency provides a mechanism that over time
mitigates potential damaging breakdowns in financial integrity and
mismanagement of funds. Such breakdowns can affect the ability of

5Pub. L. No. 101-576 (Nov. 15, 1990).
"Pub. L. No. 103-356 (Oct. 13, 1994).
8pub. L. No. 103-62 (Aug. 3, 1993).

Page 4 GAO-14-576T



the agency or entity to carry out its mission and can severely damage
public confidence.

« Accurate accounting and financial reporting. The CFO Act and
FFMIA provide for financial management systems that support reliable
financial reporting on the results of operations on a day-to-day basis.
This functionality, in turn, supports management decision making on
budgets, programs, and overall mission performance and goals.
Accurate accounting and financial reporting are also a major element
of any effort to achieve auditable financial statements.

« Improving performance information. A key goal of much of the
federal management reform legislation enacted over the past 25
years, such as the CFO Act and GPRA, is the ability to have reliable
information to measure performance against mission goals. Federal
agencies have made progress in the preparation of annual
performance and accountability reports (PAR).° By linking financial
and performance information, the PARs provide important information
about the return on the taxpayers’ investment in agency programs and
operations.

« Enhancing transparency. Achieving clean audit opinions evidencing
sound financial management practices is an overall outcome of
effective implementation of these reforms. For example, the
achievement of a clean audit opinion on the first-ever annual financial
statements for the Troubled Asset Relief Program (TARP) was a
significant accomplishment.® This provided important accountability
and transparency to the public regarding TARP activities.

Many of the problems that preceded passage of the CFO Act also led us
to issue our first high-risk list in 1990, designating certain DOD and other
federal programs as high risk because of their vulnerability to fraud,
waste, abuse, and mismanagement.'" DOD areas designated as high risk

A PAR describes an agency’s performance measures, results, and accountability
processes for the fiscal year. This information enables the President, the Congress, and
the American people to assess the agency’s accomplishments each fiscal year.

"9TARP is a federal program established by the Secretary of the Treasury under authority
provided by the Emergency Economic Stabilization Act of 2008, Pub. L. No. 110-343, div.
A (Oct. 3, 2008), and intended to restore liquidity and stability to the financial system of
the United States via the purchase of assets from financial institutions.

"See GAO, High-Risk Series: An Overview, GAO/HR-95-1 (Washington, D.C.: Feb. 1,
1995) and High-Risk Series: An Update, GAO-13-283 (Washington, D.C.: February 2013).
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Effect of Continuing
Financial
Management
Weaknesses on DOD
Management and
Operations

in 1990 included Supply Chain Management and Weapon System
Acquisition, followed by Contract Management in 1992, Financial
Management and Business Systems Modernization in 1995, Support
Infrastructure Management in 1997, and Business Transformation in
2005."2

As we reported in our latest high-risk update, DOD is one of the few
federal entities that cannot accurately account for its spending or assets
and it is the only federal agency that has yet to receive an opinion on at
least one of its department-wide financial statements. Without accurate,
timely, and useful financial information, DOD is severely hampered in
making sound decisions affecting its operations. Further, to the extent
that current budget constraints and fiscal pressures continue, the
reliability of DOD’s financial information and ability to maintain effective
accountability for its resources will be increasingly important to the federal
government’s ability to make sound resource allocation decisions.
Effective financial management is also fundamental to achieving DOD’s
broader business transformation goals in the areas of asset management,
acquisition and contract management, and business systems
modernization.

As we have previously reported, long-standing weaknesses in DOD’s
financial management adversely affect the economy, efficiency, and
effectiveness of the department’s operations.' DOD’s pervasive financial
and related business management and system deficiencies continue to
adversely affect its ability to control costs; ensure basic accountability;
anticipate future costs and claims on the budget; measure performance;
maintain funds control; prevent and detect fraud, waste, and abuse; and
address pressing management issues. As we have previously
recommended, the successful transformation of DOD’s financial
management processes and operations is necessary for DOD to routinely
generate timely, complete, and reliable financial and other information for

2The DOD Personnel Security Clearance Program was added to GAO’s high-risk list in
2005, but it was subsequently removed in 2011.

8GAO, DOD Financial Management: Ongoing Challenges in Implementing the Financial
Improvement and Audit Readiness Plan, GAO-11-932T (Washington, D.C.: Sept. 15,
2011), and DOD Financial Management: Numerous Challenges Must Be Addressed to
Improve Reliability of Financial Information, GAO-11-835T (Washington, D.C.: July 27,
2011).
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day-to-day decision making, including the information needed to
effectively (1) manage its assets, (2) assess program performance and
make budget decisions, (3) make cost-effective operational choices, and
(4) provide accountability over the use of public funds.

Asset Management

Since 1990, we have identified DOD supply chain management as a
high-risk area in part because of ineffective and inefficient inventory
management practices and procedures, weaknesses in accurately
forecasting demand for spare parts, and challenges in achieving
widespread implementation of key technologies aimed at improving asset
visibility."® These factors have contributed to the accumulation of billions
of dollars in spare parts that are excess to current needs, wasting
valuable resources. DOD has made moderate progress in addressing its
supply chain management weaknesses, but several long-standing
problems have not yet been resolved. To provide high-level strategic
direction, DOD issued its Logistics Strategic Plan in July 2010, which
among other things, established a goal to improve supply chain
processes, including inventory management practices and asset visibility.

With respect to inventory management, in November 2010, as required
by the Congress, DOD issued its Comprehensive Inventory Management
Improvement Plan, which is aimed at reducing excess inventory by
improving inventory management practices. We reported in 2012 and
2013 that DOD had made progress in reducing its excess inventory and

4GA0, High Risk: Letter to Congressional Committees Identifying GAQO’s Original High
Risk Areas, (Jan.23, 1990) and GAO-13-283.

SGAO, Defense Logistics: Army Should Track Financial Benefits Realized from its
Logistics Modernization Program, GAO-14-51 (Washington, D.C.: Nov. 13, 2013);
Defense Logistics: A Completed Comprehensive Strategy is Needed to Guide DOD’s In-
Transit Visibility Efforts, GAO-13-201 (Washington, D.C.: Feb. 28, 2013); Defense
Logistics: DOD Has Taken Actions to Improve Some Segments of the Materiel Distribution
System, GAO-12-883R (Washington, D.C.: Aug. 3, 2012); Defense Inventory: Actions
Underway to Implement Improvement Plan, but Steps Needed to Enhance Efforts,
GAO-12-493 (Washington, D.C.: May 3, 2012); Defense Logistics: Improvements Needed
to Enhance DOD’s Management Approach and Implementation of ltem Unique
Identification Technology, GAO-12-482 (Washington, D.C.: May 3, 2012); Defense
Logistics: DOD Needs to Take Additional Actions to Address Challenges in Supply Chain
Management, GAO-11-569 (Washington, D.C.: July 28, 2011); and DOD’s 2010
Comprehensive Inventory Management Improvement Plan Addressed Statutory
Requirements, But Faces Implementation Challenges, GAO-11-240R (Washington, D.C.:
Jan. 7, 2011).
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implementing its Comprehensive Inventory Management Improvement
Plan.’® DOD established overarching goals in the plan to reduce the
enterprise-wide percentages of on-order excess inventory, those items
already purchased that may be excess due to subsequent changes in
requirements, and on-hand excess inventory, those items categorized for
potential reuse or disposal. Since DOD was exceeding its initial goals for
reducing excess inventory, we recommended that DOD'’s efforts would
benefit from establishing more challenging, but achievable, goals for
reducing excess inventory and that the department periodically reexamine
and update its goals. DOD agreed with our recommendations and revised
its on-hand excess inventory goal from 10 percent of the total value of
inventory to 8 percent in fiscal year 2016. However, DOD did not make
any changes to its on-order excess inventory goals and maintained that
its current goals of 6 percent of the total value of on-order inventory in
2014 and 4 percent in 2016 were sufficient. Our work determined that
DOD has made progress in reducing on-hand and on order excess
inventory. For example:

« Data from the end of fiscal year 2009 showed that of the about $94.5
billion in on-hand inventory, 9.4 percent, or about $8.8 billion, was
excess. DOD’s most recent fiscal year-end data from September
2013, showed that of the about $98.9 billion in on-hand inventory, 7.3
percent was considered excess.

« Data from the end of fiscal year 2009 through 2013 showed that the
department had reduced its percentage of on-order excess inventory
from $13.6 billion to about $10.2 billion, from 9.5 to 7.9 percent, with
$812 million considered as excess.

With respect to asset visibility, we found that DOD needs to take
additional actions to improve asset visibility, to include completing and
implementing its strategy for coordinating improvement efforts across the
department for asset tracking and in-transit visibility.'” In February 2013,
we reported that DOD had taken steps to improve in-transit visibility of its
assets through efforts developed by several of the defense components,
but no one DOD organization was fully aware of all such efforts across

8GAO, Defense Inventory: Actions Underway to Implement Improvement Plan, but Steps
Needed to Enhance Efforts, GAO-12-493 (Washington, D.C.: May 2012), and
GAO-13-283.

7"GAO-13-283.
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the department, because they are not centrally tracked.'® In 2012, DOD
began developing a strategy for asset visibility and in-transit visibility;
however, as of February 2013 this strategy did not include all key
elements of a comprehensive strategic plan. We recommended that the
department finalize its strategy and in doing so ensure complete,
accurate, and consistent information for all in-transit visibility efforts is
captured, tracked, and shared, and the strategy contains all of the key
elements of a comprehensive strategic plan, including resources and
investments and key external factors. DOD agreed with our
recommendation and revised and finalized its asset visibility strategy. We
are currently reviewing the new strategy and the department’s efforts to
improve asset visibility.

In 2012, we reviewed DOD’s efforts to incorporate ltem Unique
Identification (IUID) technology into supply chain management and found
a number of implementation challenges.' IUID technology allows DOD to
label an item and assign a unique number to the item, could improve the
accountability of property and equipment, and could enable DOD to track
equipment as it moves between its components. Challenges we identified
include incomplete information on the number of items that need to be
marked with 1UID labels, difficulties in collecting information on IUID
implementation costs, and the lack of an overarching schedule for the
integration of IUID into DOD’s information technology systems. DOD is
revising its supply chain management policy and guidance to better
include IUID use, but has not fully defined requirements for using these
data, nor developed complete, integrated master schedules for integrating
IUID department-wide and within components’ systems. We
recommended that DOD complete its implementation and management
framework for IUID by incorporating key elements of a comprehensive
management approach, such as a complete analysis of the return on
investment, quantitatively-defined goals, and metrics for measuring
progress. DOD generally agreed with our recommendations and is taking
action to address them. We are continuing to monitor DOD’s progress in

8GAO, Defense Logistics: A Completed Comprehensive Strategy is Needed to Guide
DOD'’s In-Transit Visibility Efforts, GAO-13-201 (Washington, D.C.: Feb. 28, 2013).

®GAO, Defense Logistics: Improvements Needed to Enhance DOD’s Management

Approach and Implementation of ltem Unique Identification Technology, GAO-12-482
(Washington, D.C.: May 3, 2012).
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implementing a comprehensive management approach for using IUID
technology.

Effective asset management controls are essential for asset
accountability and safeguarding and financial reporting on asset values.
DOD primarily relies on various logistical systems to carry out both its
stewardship and financial reporting responsibilities for an estimated $1.5
trillion in physical assets, ranging from enormous inventories of
ammunition, stockpile materials, and other military items to multimillion-
dollar weapon systems. These systems are the primary source of
information for maintaining visibility over assets to meet military objectives
and readiness goals and for financial reporting. However, our prior reports
and DOD Inspector General (IG) reports have shown that these systems
have serious weaknesses that in addition to hampering financial
reporting, impair DOD’s ability to (1) maintain central visibility over its
assets; (2) safeguard assets from physical deterioration, theft, or loss;
and (3) prevent the purchase of assets already on hand. Collectively,
these weaknesses can seriously diminish the efficiency and economy of
the military services’ support operations.

For example, we have continued to monitor the implementation of the
Army’s Logistics Modernization Program (LMP) system, which supports
both inventory management and financial reporting.?’ In November 2013,
we reported that the Army’s LMP, which replaced two aging Army
systems, is supporting the Army’s industrial operations.?' However, the
current system—LMP Increment 1—does not support certain critical
requirements, such as automatically tracking repair and manufacturing
operations on the shop floor of depots and arsenals. In addition,
according to Army officials, the current system will not enable the Army to
generate auditable financial statements by 2018, the statutory deadline
for this goal. The Army is in the process of developing LMP Increment 2
to, among other things, address some of the identified weaknesses and

20 MP is intended to provide a solution that streamlines the maintenance, repair, and
overhaul; planning; finance; acquisition; and supply of weapon systems, spare parts,
services, and material for the Army’s working capital fund (which funds repairs and spare
parts at cost plus a user fee) to Army commands. LMP is intended to enable worldwide,
real-time, total asset visibility of inventory, including contractor-managed inventories. It
also is intended to provide an anticipatory logistics planning tool that should result in
reduced stock levels.

21GAO-14-51.
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expects to complete fielding by September 2016. To determine whether
the Army is achieving its estimated financial benefits in LMP, we
recommended that the Army develop and implement a process to track
the extent of financial benefits realized from the use of LMP during the
remaining course of its life cycle. The Army agreed with our
recommendation and stated that it would develop a process to track the
extent of financial benefits recognized within LMP. We are continuing to
monitor the Army’s actions.

Program Performance and
Budgeting

Reliable performance and budget information are essential to ensure that
DOD has effectively budgeted for its needs so that operations can
proceed smoothly to meet mission readiness demands. Accurate and
timely performance and budget information also is critical to effective
oversight and decision making on DOD’s numerous reform initiatives.

The following examples illustrate some of the serious weaknesses we
have identified in our past work on DOD’s performance management and
budget information.

e In our February 2014 report on the audit of the U.S. government’s
consolidated financial statements, we discussed as a material
weakness,? DOD'’s inability to estimate with assurance key
components of its environmental and disposal liabilities.? Deficiencies
in internal control supporting the process for estimating environmental
and disposal liabilities could result in improperly stated liabilities as
well as adversely affect the ability to determine priorities for cleanup
and disposal activities and to appropriately consider future budgetary
resources needed to carry out these activities. In addition, DOD could
not support a significant amount of its estimated military
postretirement health benefits liabilities for federal employee and
veteran benefits. These unsupported amounts related to the cost of
direct health care provided by DOD-managed military treatment

227 material weakness is a deficiency, or combination of deficiencies, in internal control
such that there is a reasonable possibility that a material misstatement of the entity’s
financial statements will not be prevented, or detected and corrected, on a timely basis. A
deficiency in internal control exists when the design or operation of a control does not
allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, misstatements on a timely basis.

2GA0-14-319R.
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facilities. Problems in accounting for liabilities affect the determinati