United States Government Accountability Office

GA@ Report to Congressional Requesters

April 2014

EXPORT CONTROLS

NASA Management
Action and Improved
Oversight Needed to
Reduce the Risk of
Unauthorized Access
to Its Technologies

GAO-14-315



GAO
Highlights

Highlights of GAO14-315, a report to
congressional requesters

Why GAO Did This Study

NASA develops sophisticated
technologies and shares them with its
international partners and others. U.S.
export control regulations require
NASA to identify and protect its
sensitive technology; NASA delegates
implementation of export controls to its
10 research and space centers.
Recent allegations of export control
violations at two NASA centers have
raised questions about NASA'’s ability
to protect its sensitive technologies.
GAO was asked to review NASA’s
export control program.

This report assessed (1) NASA’s
export control policies and how centers
implement them, and (2) the extent to
which NASA Headquarters and CEAs
apply oversight of center compliance
with its export control policies. To do
this, GAO reviewed export control laws
and regulations, NASA export control
policies, and State and Commerce
export control compliance guidance.
GAO also reviewed NASA information
on foreign national visits and technical
papers and interviewed officials from
NASA and its 10 centers as well as
from other agencies.

What GAO Recommends

GAO recommends that the NASA
Administrator establish guidance to
better define the CEA function,
establish time frames to implement
foreign national access corrective
actions and assess results, and
establish a more risk-based approach
to oversight, among other actions.
NASA concurred with all of our
recommendations and provided
information on actions taken or
planned to address them.

View GAO-14-315. For more information,
contact Belva Martin at (202) 512-4841 or
martinb@gao.gov.

EXPORT CONTROLS

NASA Management Action and Improved Oversight
Needed to Reduce the Risk of Unauthorized Access
to Its Technologies

What GAO Found

Weaknesses in the National Aeronautics and Space Administration (NASA)
export control policy and implementation of foreign national access procedures at
some centers increase the risk of unauthorized access to export-controlled
technologies. NASA policies provide Center Directors wide latitude in
implementing export controls at their centers. Federal internal control standards
call for clearly defined areas of authority and establishment of appropriate lines of
reporting. However, NASA procedures do not clearly define the level of Center
Export Administrator (CEA) authority and organizational placement, leaving it to
the discretion of the Center Director. GAO found that 7 of the 10 CEAs are at
least three levels removed from the Center Director. Three of these 7 stated that
their placement detracted from their ability to implement export control policies by
making it difficult to maintain visibility to staff, communicate concerns to the
Center Director, and obtain resources; the other four did not express concerns
about their placement. However, in a 2013 meeting of export control officials, the
CEAs recommended placing the CEA function at the same organizational level at
each center for uniformity, visibility, and authority. GAO identified and the NASA
Inspector General also reported instances in which two centers did not comply
with NASA policy on foreign national access to NASA technologies. For example,
during a 4-month period in 2013, one center allowed foreign nationals on a major
program to fulfill the role of sponsors for other foreign nationals, including
determining access rights for themselves and others. Each instance risks
damage to national security. Due to access concerns, the NASA Administrator
restricted foreign national visits in March 2013, and directed each center to
assess compliance with foreign national access and develop corrective plans. By
June 2013, six centers identified corrective actions, but only two set time frames
for completion and only one planned to assess the effectiveness of actions taken.
Without plans and time frames to monitor corrective actions, it will be difficult for
NASA to ensure that actions are effective.

NASA headquarters export control officials and CEAs lack a comprehensive
inventory of the types and location of export-controlled technologies and NASA
headquarters officials have not addressed deficiencies raised in oversight tools,
limiting their ability to take a risk-based approach to compliance. Export
compliance guidance from the regulatory agencies of State and Commerce
states the importance of identifying controlled items and continuously assessing
risks. NASA headquarters officials acknowledge the benefits of identifying
controlled technologies, but stated that current practices, such as foreign national
screening, are sufficient to manage risk and that they lack resources to do more.
Recently identified deficiencies in foreign national visitor access discussed above
suggest otherwise. Three CEAs have early efforts under way to better identify
technologies which could help focus compliance on areas of greatest risk. For
example, one CEA is working with NASA’s Office of Protective Services
Counterintelligence Division to identify the most sensitive technologies at the
center to help tailor oversight efforts. Such approaches, implemented NASA-
wide, could enable the agency to better target existing resources to protect
sensitive technologies.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

April 15, 2014

The Honorable Lamar Smith

Chairman

Committee on Science, Space, and Technology
House of Representatives

The Honorable Paul Broun

Chairman

Subcommittee on Oversight

Committee on Science, Space, and Technology
House of Representatives

The National Aeronautics and Space Administration (NASA) develops
new and sophisticated technologies to accomplish its missions in areas
such as robotic probes to explore the surface of Mars, and spacecraft to
transport humans and cargo beyond low-earth orbit. The National
Aeronautics and Space Act directs NASA to provide the widest practical
and appropriate dissemination of information concerning its activities and
results. The U.S. export control system, regulated primarily by two
agencies—the Departments of State and Commerce—seeks to limit the
risk of sensitive information and items falling into the wrong hands while
allowing legitimate sharing of information and trade to occur. U.S. export
control regulations require any exporter, including NASA, to protect its
sensitive information and technology. NASA delegates primary
responsibility for export control implementation to its 10 research and
space centers.’

Recent allegations of export control violations at the Ames and Langley
Research centers, involving foreign national visits, among other things, as
well as export-controlled technical data published on the NASA website
without prior review have raised questions about NASA'’s ability to protect
its sensitive technologies from unauthorized access. You asked us to
review issues related to NASA’s export control program. In this report we
assess (1) NASA'’s export control policy and procedure and how centers
implement them, and (2) the extent to which NASA headquarters and

"The Jet Propulsion Laboratory (JPL) is a NASA federally funded research and
development center managed by the California Institute of Technology under contract with
NASA. For purposes of this report, we refer to JPL as a NASA center.
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Background

Center Export Administrators apply oversight of center compliance with its
export control policy and procedure.

To do our work, we identified export control laws and regulations,
assessed NASA export control policy and procedure against the export
control regulatory agencies’ elements of an effective compliance program,
as well as Standards for Internal Control in the Federal Government.? We
evaluated NASA implementation and oversight of export controls through
reviews of export control documents, such as NASA export control audits
and NASA-reported data on the number of foreign national visits as well
as number of reviews of scientific and technical information. We assessed
the reliability of these data by reviewing existing information about the
data and the system that produced them, and interviewing agency
officials knowledgeable about the data. We determined that the data were
sufficiently reliable for the purposes of this report. We interviewed export
control and other relevant officials at NASA Headquarters and its nine
centers and the Jet Propulsion Laboratory (JPL). We also reviewed
documents and interviewed officials involved in export controls at the
Departments of Commerce, Justice, and State. Appendix | provides a
more detailed description of our scope and methodology.

We performed our review from May 2013 through April 2014, in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

The United States controls the export of certain goods and technologies
for national security, foreign policy, or nonproliferation reasons, and the
export control system seeks to limit sensitive items from falling into the
wrong hands while, at the same time, allow legitimate trade to occur. The
U.S. government’s control over the export of defense and dual-use items
is intended to ensure that U.S. interests are protected in accordance with

2GAO: Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1,
Washington, D.C.; Nov. 1999.
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the Arms Export Control Act and the Export Administration Act.®* The
Departments of State and Commerce are the regulatory agencies for
export controls. Generally, exporters may submit a license application for
approval to export items to State if their items are controlled on the
International Traffic in Arms Regulations (ITAR) U.S. Munitions List or to
Commerce if their items are controlled on the Export Administration
Regulations (EAR) Commerce Control List. Both the ITAR and EAR
provide for exemptions and exceptions to licensing requirements,
respectively.

NASA'’s exports involve the transfer of commodities, software, or
technologies to foreign individuals or organizations, mainly through
international agreements.®> NASA is to ensure that exports and transfers
of commodities, technical data, or software to foreign persons are carried
out in accordance with U.S. export control laws and regulations.® NASA'’s
export control program is governed by a NASA Policy Directive (NPD)
and NASA Procedural Requirement (export control NPR).” NASA export

3For the purposes of this report, the term defense items refers to defense articles, defense
services, and related technical data, as specified in 22 U.S.C. § 2778, and the term dual-
use refers to items that have both commercial and military applications, such as high-
performance computers and radars.

422uU.s.C. §2751-2799%aa-2 and 50 U.S.C. app. § 2401-2420. The Export Administration
Act is not permanent legislation. 50 U.S.C. app. § 2419. Authority granted under the act
lapsed in August 2001. However, Executive Order No. 13222, Continuation of Export
Control Regulations, which was issued in August 2001 under the authority provided by the
International Emergency Economic Powers Act (50 U.S.C. §§ 1701-1707), continues the
controls established under the act, and the implementing Export Administration
Regulations. Executive Order No. 13222 requires an annual extension and was recently
renewed by Presidential Notice on August 8, 2013. 78 Fed. Reg. 49.107 (Aug. 12, 2013).

5An export can be any shipment, mail, transfer, or transmission of commodities,
technology, or software, regardless whether it occurs in the United States, overseas, or in
space and can range from an export of hardware for the spacecraft to videos and photos
of systems, components, or parts.

SRelease of controlled technology to a foreign national in the United States is “deemed” to
be an export to the person’s home country or countries.15 C.F.R. § 734.2(b). While the
EAR uses the term foreign national, NASA uses the term foreign person for purposes of
export control as any person who is not a U.S. citizen, permanent resident alien, or
protected individual of the U.S. under 22 C.F.R § 120.16. NASA NPR 2190.1B. App. A
(definition of “Foreign Person”).

"NASA Policy Directive (NPD) 2190.1B—NASA Export Control Program (June 20, 2012)
and NASA Procedural Requirements (NPR) 2190.1B—NASA Export Control Program
(Dec. 27, 2011).
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control policy outlines the goals of the export control program and NASA
export control procedures contain detailed requirements and
responsibilities for implementing the policy. NASA policy is to maximize
the benefits of its international efforts while ensuring that it complies with
U.S. export control laws and regulations, and states that this compliance
is each employee’s personal responsibility. NASA’s International
Agreements are to contain a clause on transfers of controlled goods and
data for export control purposes. Per NASA’s export control NPR,
programs with international involvement are recommended to prepare a
Technology Transfer Control Plan, which is a document intended to
identify the technologies subject to export controls; identify foreign
persons and nations involved in the project; and determine which export-
controlled technologies can be transferred or disclosed to foreign persons
and how export-controlled technologies will be protected from
unauthorized transfer. Much of NASA’s work is published in papers,
called Scientific and Technical Information (STI). STI consists of the
collected set of facts, analyses, and conclusions resulting from scientific,
technical, and related engineering research and development efforts, both
basic and applied; and is generally available to the public through NASA’s
Technical Reports Server database and other publication services.®

As shown in figure 1, NASA has 10 centers, including the JPL. NASA
performs its missions through numerous programs and projects; working
with contractors and grantees, as well as with foreign nationals.

8The National Aeronautics and Space Act provides that the administration shall provide for
the widest practicable and appropriate dissemination of information concerning its
activities and the results thereof. 51 U.S.C. § 20112(a).
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Figure 1: Organizational Relationship of NASA Headquarters and Centers for Export Controls
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Source: GAO analysis of documents.

Note: Dryden Flight Research Center is undergoing a name change to Armstrong Flight Research
Center.

NASA Headquarters Export Administrator (HEA), the Center Directors,
and their appointed Center Export Administrators (CEA), as well as
Center Project Managers are some of the key personnel responsible for
implementing NASA’s export control program, as shown in table 1.
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Table 1: NASA Key Offices for Export Controls and Their Responsibilities

NASA key offices for export
controls

Export control responsibilities

NASA'’s Office of International
and Interagency Relations

Formulates NASA’s export control program and includes the HEA, who is responsible for ensuring
compliance of all NASA program activities and exports with U.S. export control laws and regulations.

Center Directors

Ensure all international projects under their purview comply with U.S. export control laws and
regulations, and NASA policy and procedure; appoint a senior-level CEA; and ensure that the CEA’s
other responsibilities do not conflict with their export control duties.

Center Export Administrators
(CEA)

Ensure center compliance of all center program activities with U.S. export control laws and
regulations; participate in the review process for approving foreign person visitors and hires; confirm
the appropriate export controls for publishing and disseminating scientific and technical information;
and provide export control training. CEAs may also establish a network of Export Control
Representatives (ECR) to assist with export determinations and reviews and coordinate export
control issues with the CEA. The ECR is to maintain a working knowledge of the export control laws
and regulations.

Center Program and Project
Managers

In consultation with the CEA, ensure that international activities under their direction provide
appropriate safeguards for exported or transferred technical data or commodities; oversee NASA-
directed contractor export activities; provide export control training; and ensure programs and
projects include a technology transfer control plan, as appropriate.

Office of Protective Services

Provide policy direction and procedural requirements for the physical security of NASA assets.

Located at each center, the International Visit Coordinator is to vet foreign national visitors to NASA.

NASA'’s Counterintelligence/Counterterrorism Division is to detect, deter, neutralize, and exploit
Counterintelligence and Counterterrorism threats to NASA employees, information, technologies, and
property by foreign intelligence services, other foreign adversarial entities, and domestic/international
terrorism; conducts threat assessments of NASA facilities.

Office of the Chief Information
Officer

Develop and maintain an agency-wide information security program and implement identity credential
and access management, which includes overall responsibility for implementation of requirements
related to verifying identities of persons who require access to NASA’s physical and information
technology assets and issuing agency credentials that are used for access to both physical and
information technology assets.

Source: NASA procedural requirements for export controls, physical security, and virtual security.

Page 6 GAO-14-315 Export Controls



Weaknesses in
Implementation of
NASA Export Control,
Foreign National
Access, and Scientific
and Technical
Information
Procedures at Some
Centers Create
Export Control
Vulnerabilities

Weaknesses in NASA’s export control policy concerning the CEA
function, and implementation of foreign national access and STI review
procedures at some centers increase the risk of unauthorized access to
export-controlled technology. NASA’s export control policy is silent in
terms of CEA organizational placement and resources and gives Center
Directors wide latitude in how the CEA function and export controls are
implemented at their centers. Center management decisions regarding
the export control function caused CEA concerns such as a lack of
visibility, authority, and resources to carry out export control
responsibilities. Further, we identified and the NASA Inspector General
also reported instances in which two centers did not comply with NASA
policy on foreign national access to NASA technologies. We also found
that some centers did not adhere to NASA procedures for export reviews
of scientific and technical papers prior to public release. Every instance of
unapproved access or unapproved release of information is important as
inadvertent disclosure of export-controlled information or technology can
damage national security and U.S. foreign policy interests. NASA centers
have corrective actions underway to improve management of foreign
national access to export-controlled technology, as well as the release of
STI.

Management Decisions on
Center Export
Administrator Authority,
Organizational Placement,
and Resources Affect
Export Control
Implementation at Centers

Limited Authority and Low
Organizational Placement

NASA'’s export control NPD gives the CEA the responsibility to ensure
center compliance with export control laws and regulations and the NPD
provides that the position is to be “senior-level,” but does not define this
level. NASA headquarters export control officials define senior-level as a
person in the senior executive service or at the GS-15 level. However, we
found that no CEAs were at the senior executive service level and only
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three CEAs were GS-15s.° By contrast, CEAs at the remaining seven
centers were at the GS-14 and GS-13 levels.

In addition, NASA'’s export control NPR does not contain a provision on
the placement of the export control function and CEA within the center’s
organizational structure, and, according to NASA Headquarters’ export
control officials, each Center Director has the discretion of where to place
the export control function. At seven of the centers, CEAs reported being
at least three organizational levels from the Center Director, as shown in
figure 2.

. _____________________________________________________________________________|
Figure 2: Notional Reporting Structure

Center Director

1

Operations
Directorate

I

Security/Logistics

!

Center Export
Administrator

Source: GAO analysis of NASA documents.

CEAs at three of the seven centers stated this placement in the
organization makes it difficult to maintain authority, visibility to staff,
communicate concerns to the Center Director, and obtain the resources
necessary to carry out export control responsibilities to their fullest extent;

9The General Schedule has 15 grades—GS-1 (lowest) to GS-15 (highest). Agencies
establish (classify) the grade of each job based on the level of difficulty, responsibility, and
qualifications required.

Page 8 GAO-14-315 Export Controls



the remaining four did not cite specific concerns about their placement.
For example, two CEAs told us of instances where program officials went
directly to the Center Director or other directorate level management
officials to dispute an export control decision of the CEA that conflicted
with the program’s priorities. Specifically, a branch chief at one center told
us that he will go to the CEA’s directorate head when he does not like the
CEA’s decision. In some cases, the CEAs felt pressure from center
management and subsequently overturned their decision. Further, one of
the three centers has two appointed CEAs, who share authority and have
differed on their responses to project inquiries. For example, one of these
CEAs stated that the other CEA made errors and/or a different decision
during the month he/she assumed CEA responsibilities. These officials
noted that this practice resulted in a lack of consistent export control
guidance from this center’s export control office. According to NASA
headquarters export control officials, differing guidance within a center’s
export control office is not desirable, but they did not intervene, citing that
NASA policy empowers Center Directors to appoint the CEA.

In the remaining four centers, including JPL, that did not express
concerns with organizational placement, the export control function and
CEAs were organizationally at a level close to the Center Director. One of
these CEAs stated that his placement as Special Assistant to the Center
Director creates a supportive environment to incorporate export controls
into the project management processes and to require and provide export
control training for the majority of center staff. State and Commerce
guidance suggest that authority of key empowered officials is a core
element of an effective compliance program;'? federal internal control
standards require an organizational structure that clearly defines key
areas of authority and establishment of appropriate lines of reporting.'" In
a 2013 annual meeting with NASA Headquarters’ export control officials,
a document produced by the CEAs recommended that CEAs should be
located at the same organizational level at each center for uniformity,
visibility, and authority.

"OWhile this guidance is aimed primarily at corporate export control compliance programs,
export control compliance officials from Commerce and State told us this guidance can
also be applied to federal agencies, such as NASA.

See GAO/AIMD-00-21.3.1.
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Variation in Center Export
Control Resources

NASA headquarters’ export control officials, as well as several CEAs,
noted that limitations in staff resources and time spent on export control
functions makes it difficult to carry out the full range of export control
duties, such as improving center export control procedures or providing a
more robust export control training program. State and Commerce
guidance also suggest that an effective compliance program include
provision of sufficient resources. However, NASA’s export control NPR
does not discuss the allocation of resources for the export control function
or for the CEA within the center, and, according to NASA headquarters’
export control officials, each Center Director has the discretion of how to
allocate resources to the export control function.

We found variation among the centers in the staff resources assigned to
the export control function, as shown in figure 3. Specifically, we found
that centers dedicated from as little as one civil servant staff to three staff,
with additional staff that could be available to support the export control
function, as needed. Further, CEAs at five of the centers told us they are
routinely assigned duties other than export control that sometimes result
in competing priorities with export control duties. For example, the CEA at
one center also serves as the Branch Head for logistics and
transportation management branch, while another CEA is the Division
Chief for the center’s facility planning and utilization division.

In addition to CEA staff, six of the centers also had established networks
of Export Control Representatives (ECR). The NPR allows CEAs to
establish a network of ECR—in the Center Directorate or program
organization—to assist with export control determinations and reviews,
and coordinate export control issues with the CEA. ECRs assist with
export control determinations and reviews, and coordinate export control
issues with the CEA. The ECR is to maintain a working knowledge of the
export control laws and regulations and can assist the Center Directorate
or program with compliance and development of Technology Transfer
Control Plans.
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Figure 3: NASA Center Export Control Staff Resources (as of Fiscal Year 2013)
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We also found indications that the resources assigned to export controls
at centers did not always appear to be commensurate with the export
control workload. Specifically, 8 of the 10 centers had two or fewer civil
servant staff and 6 with some contractor support to carry out export

control activities for hundreds to thousands of foreign national visits, STI
reviews, international agreements, and technical assistance agreements.
For example, at one center in 2013, two civilian export control officials
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working less than full time on export control activities were responsible for
reviewing and providing any needed export control restrictions for over
3,000 foreign national visitors and conducting STI reviews for over 2,000

publications. See figure 4 for export control workload by center for fiscal
year 2013.
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Figure 4: CEA Export Control Workload Activities in Fiscal Year 2013
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The CEA at one of the eight centers expressed concerns that limited
resources affect her ability to fully conduct export control duties.
Specifically, she stated that the time to complete required activities,
including reviews of STI, foreign national visits, and license requests
leaves little time to improve procedures or provide more robust training.
Additionally, in 2013, another center was provided two additional export
control staff after an internal study found that having one civil servant and
one contractor employee dedicated to export control functions created
review backlogs and was not sufficient to carry out the workload. As
stated above, NASA’s NPR is silent on the provision of resources,
including consideration of such factors as workload.

NASA has Efforts Under
Way to Address
Weaknesses in Foreign
National Access and
Release of Scientific and
Technical Information

Foreign National Access to
NASA Technologies

Throughout fiscal year 2013, and as shown in figure 5, NASA centers and
Headquarters approved over 11,000 foreign national visits for periods
ranging from less than 30 days to greater than 6 months.
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Figure 5: Foreign National Visits at NASA Centers and Headquarters, Fiscal Year
2013
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NASA'’s security procedure requires screening of all foreign national
visitors, prior to gaining approval for access to any NASA facility; and this
procedure applies to foreign national visits and other foreign national
access, including by civil servants, contractors, researchers, and news
media. NASA Offices of Security and Chief Information have
responsibilities for developing and implementing agency-wide physical
and information technology security policies and programs, including
ensuring safeguards for physical and information technology access.
NASA security procedures provide that the sponsors for foreign nationals
will be NASA civil servants or JPL employees who are U.S. citizens.

We identified instances where NASA security procedures for foreign
national access were not followed, which were significant given the
potential impact on national security or foreign policy from unauthorized
access to NASA technologies. Specifically, at one center, export control
officials’ statements and our review of documentation showed that, in
seven instances between March and July of 2013, foreign nationals
fulfilled the role of sponsors—typically NASA project managers or other
NASA officials who establish and endorse the need for a relationship
between the foreign national and NASA and request their access to
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NASA facilities and information technology systems—by identifying the
access rights to NASA technology for themselves and other foreign
nationals for one NASA program. This is not in compliance with NASA’s
security procedures which provide that only NASA civil servants or JPL
employees who are U.S. citizens can act as sponsors for foreign
nationals, which is a step in NASA'’s process of determining the level of
foreign national access to program controlled technologies or information.
Ultimately, the NASA center International Visit Coordinator conducts the
final approval and activation of a foreign national’s access to NASA
systems. This center is taking action to address this issue and, as of
December 2013, it developed a new approval process and criteria for
foreign nationals requesting access to center automated databases and
made revisions to center policies for information systems and foreign
national access.

Most centers use an access control plan outlining individual access rights
for foreign nationals. This plan sets the general parameter of a foreign
national’s access to a NASA facility and to NASA technology resources
and information. As required in NASA security procedures, the
International Visit Coordinator is to report to the foreign national’s sponsor
the terms and conditions of the visit which include, but are not limited to,
the security and export control provisos; and the sponsor shall ensure
adherence to the foreign national’s access requirements. According to a
NASA October 2013 Inspector General report, NASA sponsors are to
brief foreign nationals on their access restrictions and to ensure that co-
workers in the area in which the foreign national will work are aware of
these restrictions, such as access to export-controlled information. 12
CEAs and Security officials from three centers cited instances where
sponsors, escorts and personnel working at the facility being visited by
foreign nationals were not aware of their roles and responsibilities or the
provisos that detailed the level of physical and virtual access for the
foreign national visitor. Similarly, the NASA Inspector General reported in
October 2013, that the sponsors for a foreign national employee at
Langley Research Center did not provide copies of the foreign nationals
access restrictions to other NASA employees who may have had contact
with the foreign national nor briefed them on the Plan’s provisos, including
that the foreign national be escorted at all times.

12NASA Inspector General Investigative Summary, Bo Jiang’s Access to NASA’s Langley
Research Center (October 22, 2013).
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In March 2013, due to congressional concerns about NASA'’s ability to
control sensitive information, appropriately screen and supervise foreign
nationals working at NASA programs or with access to NASA information,
and respond to possible security violations in a timely manner, the NASA
Administrator placed a moratorium on foreign national visitors from
certain designated countries, including China and Iran, at all of the NASA
centers. The Administrator also ordered each center to complete a review
of NASA’s compliance with foreign national access procedures, including
compliance with NASA'’s export control NPR. In response, each center
conducted an assessment of its foreign national access procedures and
reported deficiencies and corrective action plans to NASA headquarters.

We reviewed each center’s assessment, which identified a range of
corrective actions including strengthening escort and sponsor
responsibilities, augmenting required training, and updating security
procedures. For example, six centers and NASA Headquarters identified
actions to strengthen their foreign national escort procedures or training in
response to the moratorium. Specifically, one CEA told us that prior to the
moratorium, her center did not require escorts for foreign visitors to be
briefed on export controls and that the center now requires the escort to
sign an agreement which details their obligations. The center’s response
to the moratorium showed that it is updating its center-level escort policy.

We found that NASA lifted the moratorium on foreign national visitors by
June 2013, and six centers identified corrective actions, but are still in the
process of implementing these actions. Federal internal control standards
highlight the importance of managers developing plans with specific
timeframes and comparing actual performance to expected results;™
however, only two centers developed timeframes for completing actions
and only one had developed plans for assessing the effectiveness of
actions taken. For example, the international visitor and
counterintelligence offices at one center are updating foreign national
escort training and plan to verify that escorts have received the
appropriate training, but the center did not provide a timeframe for
completion of this task. NASA Headquarters export control officials
acknowledged the lack of specific timeframes for completing the
corrective actions, but stated that it is each center’s responsibility to
ensure corrective actions are fully implemented. Without plans and

135ee GAO/AIMD-00-21.3.1.
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Use of Technology Transfer
Control Plans

timeframes to monitor corrective actions identified, it will be difficult for
NASA to ensure that actions are implemented and effectively address
foreign national access related issues.

NASA'’s export control NPR provides that CEAs are to provide assistance
in the development of appropriate Technology Transfer Control Plans
(control plan), and that NASA program and project managers should
consult with CEAs in the development of appropriate control plans for
their programs/projects that involve foreign participation and exports.
NASA’s NPR recommends a control plan for all programs with
international partners, but plans are only required when working with
countries that are not members of NATO or are not major non-NATO
allies. Control plans assist in the identification of technologies subject to
export controls; identification of foreign persons and nations involved in
the project; and the determination of which technologies can be shared
and how other technologies are to be protected from unauthorized
transfer. However, according to one CEA, control plans are not written
unless the export control office pushes programs to write them. Another
CEA explained that programs do not review control plans often enough to
keep up with changing access needs for foreign nationals.

Further, in March 2013, CEAs requested that NASA headquarters clarify
the control plan requirements and update the export control NPR to make
control plans mandatory for all programs and projects with foreign
national participation, regardless of country of origin. Additionally, in
October 2013, a NASA Inspector General report recommended that
NASA further improve NASA's foreign visitor approval process by
examining the roles of the different offices that have input into the foreign
visitor approval process and ensure that all appropriate offices are
represented and that responsibilities are appropriately assigned. In its
response to this report, NASA stated that, in July 2013, it had requested
that the National Academy of Public Administration (NAPA) conduct an
independent review of NASA'’s foreign national access management; and
that NASA had formed a working group to revise the format and content
of control plans. According to NASA headquarters export control officials,
this working group is considering standardizing the format for control

4See NASA Inspector General Investigative Summary, October 22, 2013.
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Review and Release of NASA
Scientific and Technical
Information

plans and determining when a control plan should be required, but is still
in the formative stages.®

NASA'’s procedural requirement for STI requires that all STI intended for
release outside of NASA or presented at internal meetings where foreign
persons may be present undergo technical, legal, and export control
reviews, among others, to ensure that information is not unintentionally
released through publication.'® The CEA or a designated representative is
required to sign a form showing confirmation of their export control review
electronically or on a hard copy document STI form. NASA’s Office of the
Chief Information Officer is responsible for implementing the STI
requirements and does so through its program office at Langley Research
Center. This office is required to collect and maintain STI data to measure
performance trends to determine the value of the STI Program. The STI
program also conducts compliance audits annually at all centers
(excluding JPL) to determine how well centers are complying with the STI
process and whether all STI released went through the process. NASA
established the annual STI audits in response to a 2008 NASA Inspector
General report that found that over 8 percent of STI papers from four
centers were released without an export control review in fiscal years
2005 and 2006."

Based on our review of NASA’s most recent STI compliance audits, most
centers continue to release STI that has not been reviewed for export
control purposes. Specifically, NASA’s most recent compliance audits at
each center, in 2011, found that about 20 percent of sampled documents
from seven centers did not follow the STI process. In addition, we
identified at least 50 STI products at one center that were publicly
released from August 2012 through February 2013—prior to an export
control review. According to NASA officials, this center reviewed
approximately 2,100 STI products per year in fiscal years 2012 and 2013.

SA Report By a Panel of the National Academy of Public Administration for the National
Aeronautics and Space Administration, An Independent Review of Foreign National
Access Management (January 2014).

BNPR 2200.2C, “Documentation, Approval, and Dissemination of NASA Scientific and
Technical Information,” STI NPR.

"NASA 1G-08-017. Actions Needed to Ensure Scientific and Technical Information is
Adequately Reviewed at Goddard Space Flight Center, Johnson Space Center, Langley
Research Center, and Marshall Space Flight Center.
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Further, a 2013 NASA review at this center found that approximately 10
percent of total STI products were released without export control review,
due to a lack of resources, as well as deliberate action by authors to
avoid export control review of papers prior to release.

In addition, five CEAs told us they were concerned that information
posted by NASA'’s Office of Public Affairs or posted on NASA websites,
including social media, may not go through an export control review. The
NPR for export controls requires the HEA or CEAs to conduct an export
control review of STI prior to publication—including website postings—
and determine if the data subject to export control are suitably protected.
According to NASA Headquarters export control officials, not all the
information NASA releases qualifies as STI. However, we found that the
Office of Public Affairs at two centers is not providing this information to
CEAs for export control review in advance of publication. Three CEAs
expressed further concerns to NASA headquarters about videos posted
on a NASA website that provided what they believed were sensitive
details on a major NASA program. According to one of these CEAs, there
was no coordination with export control at any of the centers associated
with the program prior to posting the videos. NASA headquarters has not
provided guidance to the CEAs regarding these videos, and a
headquarters official told us they are still determining whether the videos
contained export-controlled information.

We did not assess STl documents that were not reviewed or information
that was posted on NASA websites without export control review to
determine if their release violated export controls, but without the
completion of these required reviews, NASA is at increased risk of
inadvertently releasing controlled technologies. According to NASA
headquarters export control officials, the STI program office is working
with STI managers at each center to emphasize the existing requirement
for export control review of STI before it is released outside of NASA.
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NASA Lacks a
Comprehensive
Inventory of Export-
Controlled
Technologies and
NASA Headquarters
Is Not Fully Utilizing
Oversight Tools

NASA headquarters export control officials and CEAs lack a
comprehensive inventory of export-controlled technologies, and NASA
headquarters officials have not addressed deficiencies raised in oversight
tools, limiting their ability to take a risk-based approach to compliance.
NASA headquarters officials acknowledge the benefits of identifying
controlled technologies, but stated that current practices such as foreign
national screening are sufficient to manage risk and that they lack
resources to do more. We found that three centers have begun efforts to
identify technologies and focus export compliance activities. Among
oversight tools, NASA headquarters export control officials have annual
audits, export control conferences with CEA, and voluntary disclosures,
but have taken limited steps to address deficiencies identified through
these tools.

NASA Lacks a
Comprehensive Inventory
of Types and Locations of
Export-Controlled
Technologies at Its
Centers, Limiting Ability to
Identify Risk

NASA'’s export control NPR provides that NASA program managers are
to identify, in consultation with the CEA, export-controlled technical data
and technologies. However, NASA headquarters export control officials
and CEAs lack a comprehensive inventory of the types and location of
export-controlled technologies at the centers, limiting their ability to
identify internal and external risks to export control compliance. In
addition, State and Commerce elements of an effective compliance
program state the importance of identification of controlled items, as well
as continuous risk assessment of the program. For example, Commerce’s
Compliance Guidelines suggest nine elements of an effective compliance
program, as shown in appendix Il, and that a key step in addressing risk
is to assess areas of vulnerability, including a technical assessment of
export-controlled items.'®

Five CEAs told us that they do not know the types and locations of
export-controlled technologies, but rather rely on NASA program and
project managers to have knowledge of this information. Per the export
control NPR, NASA program and project managers are required to
ensure export-controlled items and technical data are marked or
identified, to help ensure that exports and transfers to foreign parties are
consistent with export control regulations. The CEA and security chief at

8u.s. Department of Commerce, Bureau of Industry and Security, Office of Exporter
Services, Export Management and Compliance Division, Compliance Guidelines: How to
Develop an Effective Export Management and Compliance Program and Manual (June
2011).
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one center told us that they requested a plan identifying where export-
controlled and sensitive technologies are located within a research
branch in order to facilitate foreign national visit requests. According to
the branch manager, he was unable to provide this information, stating it
would be too cumbersome to map out all of that information and try to
restrict access to the areas with sensitive technologies. According to
Commerce’s Compliance Guidelines, to ensure that consistent
procedures are practiced; it is recommended that the export-controlled
items are listed on an item classification sheet, which is shared with the
export control team.

NASA’s lack of a comprehensive inventory of its export-controlled
technologies is a longstanding issue that the NASA Inspector General
identified as early as 1999.'° Specifically, the Inspector General noted
that NASA had not identified all export-controlled technologies related to
its major programs and did not maintain a catalog of classifications for
transfers of export-controlled technologies and that NASA personnel lack
training in controlling and documenting export-controlled technologies.
The NASA Inspector General recommended that NASA develop a
cataloging process for export-controlled technologies and closed the
recommendation in 2002 after NASA developed a catalog of commodities
controlled under the Export Administration Regulations.

According to NASA headquarters export control officials, activities to
obtain a comprehensive knowledge of export-controlled technologies
would be beneficial but is resource-intensive. NASA headquarters’
Director of the Export Control and Interagency Liaison Division in the
Office of International Affairs and Interagency Relations also stated that
NASA's foreign national screening, as well as NASA'’s counterintelligence
annual threat assessments help mitigate risks. However, as noted in this
report, NASA has not resolved all of its deficiencies related to foreign
national access to its technologies. In addition, over the past 5 years,
NASA'’s Office of Protective Services Counterintelligence Division Director
has conducted a number of threat assessments and executive briefs
which include identification of foreign intelligence threats to NASA

NASA Inspector General Report, NASA Control of Export-Controlled Technologies (Mar.
31, 1999).
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programs, projects, technologies, and information. 2° However, according
to NASA’s Office of Protective Services Counterintelligence Division
Director, he lacks analytic staff to assess systemic and cross-cutting
vulnerabilities for export-controlled technologies.

We found that three centers began recent efforts to identify export-
controlled technologies at their centers—one of which involves
coordination with the center counterintelligence officer. Specifically, at this
center, the counterintelligence office collaborated with the CEA to conduct
a sensitive technology survey—designed to identify the most sensitive
technologies at the center—to better manage risks by developing
protective measures for these technologies in the areas of
counterintelligence, information technology security, and export controls.
As part of this effort, they are asking each center ECR to identify the three
most sensitive NASA technologies within their area of responsibility and
are collecting a range of details on each technology, including program or
project affiliation, export control or sensitivity classification, physical or
network location, and foreign countries interested in the technology. Such
approaches, implemented NASA-wide, could enable the agency to take a
more risk-based approach to oversight by targeting existing resources to
identify the most sensitive technologies and then ensure the location of
such technologies are known and protected. At the other two centers, the
CEAs are working with program and project staff to identify export-
controlled technology; however the effort at one of these centers is limited
to one facility.

2These assessments do not have a specific focus on export controls, but over the past 6
years, counterintelligence has presented threat briefings to Headquarters and Center
management, including presentations to the CEAs at NASA’s Annual Export Control
Program Review.

Page 23 GAO-14-315 Export Controls



NASA Headquarters Has
Taken Limited Steps to
Address Deficiencies
Identified in Oversight
Reviews of the Centers’
Implementation of Export
Controls

Some Annual Export Control NASA'’s export control NPR provides that adherence to export control

Audit Findings Not Addressed  Policies is measured in part by annual audits on the operation of the
export control program at each center. The purpose of the annual audit is
to ensure the adequacy of the overall NASA export control program and
verify that centers follow procedures and maintain documents to comply
with export control regulations. The audit reports are provided to the
Center Director, CEA, and HEA. According to NASA’s export control
NPR, CEAs are required to review the reports and provide written
responses including concurrence, partial concurrence, or non-
concurrence with findings and recommendations. CEA’s are also required
to review and ensure follow-up and closeout on recommendations from
the annual NASA export control program audit.

We found that seven centers have unresolved findings,
recommendations, or observations spanning a period from 2005 to 2012,
in areas including export control awareness, management commitment,
resources, training, STI Review, foreign national visitor processes, and
disposal of property. For five centers, responding to audit findings and
implementing recommendations required that the CEA coordinate with
other offices and programs across the center beyond the CEA’s control.
For example, one CEA audit finding in 2010 related to disposal of hard
drives possibly containing export-controlled material. Although the audit
recommendations were provided to the CEA for corrective action, the
CEA stated that the actions necessary to close out the recommendations
were dependent on a different NASA organization at the center,?' which
did not take action to close the recommendation until 2013. The
remaining two centers cited resource constraints, organizational priorities,

21According to the audit, that Center’s policy states that the Systems Administrator is
responsible for cleaning of hard drives prior to disposal and Information Technology
Security Operations is to conduct a review of excessed Information Technology equipment
to ensure systems are clear of NASA-related information.
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NASA Headquarters Has Not
Fully Addressed Export Control
Concerns Expressed by Center
Export Administrators

and insufficient coordination with center management as barriers to
implementing corrective actions and resolving recommendations. NASA’s
current procedures do not address coordination among offices at a center
to address findings from annual audits.

In addition to the annual export control audits, according to NASA
headquarters export control officials, in April 2013, it collaborated with
NASA'’s Office of Protective Services to add export control topics in a
required functional review of each center’s implementation of security
operations. The Office of Protective Services conducts functional reviews
to ensure NASA centers implement their protective services programs in
compliance with all applicable federal statutes and federal and agency
regulations, policies, and procedural requirements. The outcome of this
integrated review is a combined export control and security report,
provided to the Center Director who must respond to the findings and
provide an action plan for each of the recommendations. NASA
completed its first combined reviews at Dryden and Langley in 2013. At
one of these centers, they found that foreign national escorts were not
following the provisos issued by the Office of Security, particularly when
the proviso required the foreign national to be escorted at all times while
on Center. The same review found that personnel across the center
whose duties involved export controls lacked understanding of their
export control responsibilities. The review at the other center identified a
gap in resources at the CEA level. In addition, that review found that the
center did not provide export control reviews for videos and photos prior
to releasing them into the public domain and recommended additional
training to all responsible for releasing information to the public. Similar
reviews will be conducted at each center once every 3 years. According
to NASA headquarters’ export control officials, these reviews receive
more management attention than the annual export control audits
because the Center directors are responsible for meeting with NASA'’s
Administrator to discuss the results.

NASA headquarters export control officials also hold annual export
control program reviews with the CEAs to discuss export control changes
and CEA concerns and recommendations for the program. At NASA’s
2013 annual review, the CEAs presented NASA headquarters export
control officials with a list of comments regarding the export control
program, many of which echo the issues raised earlier in this report.
Table 2 provides selected issues raised by the CEAs including
suggestions for improvements.
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|
Table 2: Selected Export Control Program Concerns Raised by NASA Center Export Administrators (CEA)

NASA export control topic

Issue of concern

Suggestions for improvement

CEA position and resources

The placement of the CEA and level of authority
varies across Centers.

The CEA position should allow access to the
Center Director and provide authority to enforce
export controls.

CEAs lack resources to conduct their work in a
timely manner and, in some cases, creating a
backlog of work.

Export Control Offices should be appropriately
staffed.

NASA'’s security culture

NASA'’s security culture is in competition with its
mission to provide for wide dissemination of
information.

NASA should develop a written, integrated
security strategy, in order for NASA leadership
to bring appropriate balance to competing
interests of protecting key information with the
desire to share with the public.

Annual export control audits

Export control audits do not encompass center
programs, where export control problems can
originate.

Audits should incorporate center programs.

Auditors need proper training.

Form an export control team with
representatives from Headquarters and Centers
that would conduct rolling annual reviews of
each Center’s export control program.

Foreign national access

Foreign national escorts did not have export
control training.

Foreign national escorts need to have export
control training and understand access
restrictions before they perform escort duties.

Awareness of export-controlled
technologies

Export classification of all hardware and technical
information is not a requirement in the NASA
Procedural Requirement (NPR).

Classification should be required when
hardware/software is transferred to or created
by NASA.

The NPRs for export controls and project
managers lack clarity on Technology Transfer
Control Plans.

Update NASA procedures to make Control
Plans mandatory for all projects with foreign
national participation.

Source: GAO review of comments from the Annual NASA Export Control Program Review 2013.

Federal internal control standards require managers to develop plans with
specific time frames to address audit and other findings. However, NASA
headquarters’ export control officials acknowledged that they have not
fully addressed the CEA concerns from the most recent program review
in March 2013 and have not developed specific plans to do so. According
to NASA headquarters export control officials, they agree with issues
raised by the CEAs but have not developed an approach to address
them. For example, in terms of CEA resources and placement, NASA
headquarters officials acknowledged that some CEAs have limited staff
resources and are not at a senior level as called for in NASA policy.
However, NASA headquarters export control officials have not taken
action to address this issue. In fact, we found that over the last 3 years,
NASA headquarters export control officials provided only one policy
update or other direction to address export control concerns raised by the
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NASA May Be Missing an
Opportunity to Use Voluntary
Disclosures to Help Improve
Export Control Compliance

CEAs. Specifically, CEAs requested that NASA provide additional
guidance on fundamental research and in response NASA updated its
export control NPR with an appendix with detailed guidance on this
subject. These discussions between the HEA and CEAs began in 2008,
and NASA did not update its export control NPR until 2011. As a result,
NASA headquarters may have missed opportunities to take action
through policy updates or other guidance to address problems Centers
face in ensuring compliance with export control policies.

NASA'’s export control NPR provides that it is every NASA employee’s
personal responsibility to comply with U.S. export control laws and
regulations; and further provides the regulatory requirements of State’s
ITAR and Commerce’s EAR for voluntary self disclosure of
noncompliance in export activities, even if the errors were inadvertent.
Noncompliance with U.S. export control laws and regulations could result
in criminal, civil, or administrative penalties against both government
officials and private contractors and harm to the national security or
foreign policy of the United States, and result in schedule or cost overruns
in NASA programs. NASA'’s export control NPR further explains the
process for reporting potential export noncompliance, stating that any
NASA employee or contractor concerned about questions of export
compliance or impropriety in the area of export control should report
those concerns to the CEA or to the HEA. According to the NPR, the CEA
and HEA are to gather information and determine if a voluntary disclosure
to the regulatory agency is warranted. According to the NPR and NASA
headquarters export control officials, all NASA voluntary disclosures,
regardless of where they occur, are to be submitted to the appropriate
U.S. regulatory and enforcement agencies through the HEA at NASA
Headquarters’ Office of International and Interagency Relations.

NASA headquarters’ export control program officials told us that few or no
voluntary disclosures might indicate a weakness in a center’s export
control program, because one reason for a lack of disclosures could be
that oversight activities are not robust. We found little usage of the
voluntary disclosure process at the NASA centers. Since 2011, NASA
reported a total of 13 voluntary disclosures to the Departments of State
and Commerce—12 were reported to State on potential violations of the
ITAR; and 1 was reported to Commerce for potential violation of the EAR.
These 13 voluntary disclosures were divided among four of the NASA
centers; and potential noncompliance ranged from failure to file a record
of shipment to Germany to potential foreign national exposure to a
program’s technical data. The remaining six NASA centers have not
submitted voluntary disclosures since 2011.
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Conclusions

We found that CEA approaches toward voluntary disclosures at some
centers and within some projects may affect NASA’s ability to identify and
report potential violations of export control regulations. NASA’s export
control NPR states that errors affecting exports or making transfers
should not be concealed for any reason and that it is better to uncover
errors or mistakes, investigate, and understand the causes, and then
make process changes to preclude future reoccurrence. In line with this
approach, CEAs at two different centers stated that voluntary disclosures
are a good tool for monitoring compliance and targeting export control
training. One of these CEA’s stated that his approach to voluntary
disclosures is to identify and report as much as possible, even minor
cases, so this information can be used to strengthen compliance; he
reinforces that employees will not get in trouble for making a mistake and
encourages them make a disclosure when mistakes occur. This CEA
uses these disclosures to inform others during his annual export control
training session. According to the Director of State’s Office of Defense
Trade Controls Compliance Division, the voluntary disclosure process
provides a great opportunity to reflect on how and why violations occurred
in order to strengthen an export control compliance program.

We also found that a similar event may lead to a voluntary disclosure at
one center but not another. For example, NASA headquarters submitted
a voluntary disclosure in April 2013 for potential export control violations
on its NASA Technical Reports Server database after a Center raised
concerns about foreign access and disclosure of export-controlled
information on the website. Conversely, two centers told us of instances
in which export-controlled information was posted to a publicly available
website, but they did not submit voluntary disclosures. In one of these
cases, the CEA received notice from a project that ITAR export-controlled
information was inadvertently posted for a short period of time to the
center’s website. According to this CEA, the Center Chief Information
Office reviewed the Internet address that accessed the data and could not
prove that any were foreign, so the CEA decided not to elevate this
concern to NASA headquarters. NASA headquarters export control
officials were not familiar with this incident and indicated that in this case
they might file a voluntary disclosure once the full details were available
and they made an assessment.

To effectively achieve its mission, NASA is to strike a balance between
protecting the sensitive export-controlled technologies and information it
creates and uses and supporting international partners and disseminating
important scientific information as broadly as possible. To do so, it is
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Recommendations for
Executive Action

important to have clear export control policies that have strong
management support and effective oversight to ensure consistent
adherence across NASA Centers. NASA'’s program is lacking in both
areas. For example, in the absence of clear policy direction or other
guidance about the authority, placement, and resources needed for the
CEA function, implementation of NASA’s export control procedures
across Centers has been inconsistent. Specifically, Center directors in
some cases have appointed CEAs that are not senior level, have low
visibility to staff and management, and are provided limited resources to
carry out export control responsibilities. Further, centers have not
consistently adhered to restrictions on foreign national access to NASA
information and released scientific information without export control
reviews. When dealing with export-controlled information, every instance
of unapproved foreign national access or unapproved release of scientific
information increases the risk of harm to national security. A more
effective export control compliance program could help minimize such
risks.

As emphasized in State and Commerce guidance, a risk-based approach
is essential to ensuring compliance with export controls laws and
regulations. In the absence of a NASA wide approach, some centers
have initiated their own early efforts to take a more risk-based approach.
However, it is incumbent upon NASA leadership to address export control
risks at an agency-wide level in order to ensure the Centers apply
consistent approaches. NASA has an opportunity to better leverage
existing resources to create a more risk-based approach, such as using
NASA counterintelligence staff to identify technologies most at risk and
then ensuring CEAs and program managers take appropriate measures
to protect them. Effectively utilizing existing oversight tools by taking
prompt action to address identified weaknesses and vulnerabilities from
the annual export control audits and concerns raised by the CEAs, as well
as implementing corrective actions identified during the foreign national
moratorium are critical to ensuring an effective export control program.
NASA has some actions under way to improve export control and foreign
national access issues, but until these issues are fully addressed, NASA
will remain at risk of unauthorized access to its export-controlled
technologies.

To ensure consistent implementation of NASA’s export control program,
we are recommending that the NASA Administrator take the following two
actions:
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Agency Comments
and Our Evaluation

« Establish guidance defining the appropriate level and organizational
placement of the CEA function, and

o Assess CEA workload and other factors to determine appropriate
resources needed to support the CEA function at each center.

To improve NASA'’s oversight and address identified deficiencies in the
export control program, we recommend that the NASA Administrator take
the following five actions:

« Implement a risk-based approach to the export control program by
using existing information sources, such as counterintelligence
assessments, to identify targeted technologies and then direct that the
types and location of those export-controlled technologies are
identified and managed by CEAs within each center.

« Direct Center Directors to oversee implementation of export-related
audit findings which could involve collaboration among several center
offices.

« Develop a plan, including timeframes for addressing CEA issues and
suggestions for improvement provided during the annual export
control conference, and share the plan with CEAs.

+ Re-emphasize to CEAs the requirements on how and when to notify
the HEA about potential voluntary disclosures to ensure more
consistent reporting of potential export control violations at NASA
centers.

« Develop plans with specific time frames to monitor corrective actions
related to management of foreign national access to NASA facilities
and assess their effectiveness.

We provided a draft copy of this product to NASA, Commerce, Justice,
and State for comment. Commerce export control compliance officials, in
e-mailed comments, stated that they agreed with the importance of an
effective export control compliance program and the usefulness of its
Compliance Handbook to guide this program. State and Justice did not
provide comments. In their written comments, NASA concurred with all of
our recommendations, provided information on actions taken or planned
to address them, and included associated timeframes for implementation.
Recognizing that many of the recommendations do not require additional
resources, NASA indicated that it plans to revise its guidance to ensure
consistent implementation, improve oversight, and address identified
deficiencies in the export control program. NASA indicated that GAO’s
findings and recommendations complement results from the recent
reviews by the NASA'’s Inspector General and the National Academy of
Public Administration. NASA indicated that all three reviews evaluated the
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effectiveness of select aspects of its foreign national access management
program and its stated approach is to improve this program including
export controls. In response to the findings of each review, NASA plans
over the next 2 years to adopt a more comprehensive, risk-based
approach to enhance its export control program in the context of the
overall foreign national access management program, which should help
NASA further secure sensitive, export-controlled information at its centers
and enhance overall security. As improvements are being implemented, it
is important that NASA consider interim steps to help mitigate risks. It is
also important that NASA continue to evaluate actions taken to improve
export control and foreign national access management to ensure
effective implementation. NASA provided technical comments which were
incorporated as appropriate. NASA'’s written comments are reprinted in
appendix Il1.

As agreed with your offices, unless you publically announce the contents
of this report earlier, we plan no further distribution until 30 days from the
report date. At that time, we will send copies of this report to the
Administrator of NASA, the Secretaries of Commerce and State, the
Attorney General, interested congressional committees, and other
interested parties. This report will also be available at no charge on
GAO'’s website at http://www.gao.gov.

If you or your staff have any questions about this report, please contact
me at (202) 512-4841 or martinb@gao.gov. Contact points for our Offices
of Congressional Relations and Public Affairs may be found on the last
page of this report. GAO staff who made key contributions to this report
are listed in appendix IV.

il My A witee

Belva M. Martin
Director
Acquisition and Sourcing Management
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Appendix I: Objectives, Scope, and
Methodology

This report focuses on the National Aeronautics and Space
Administration’s (NASA) implementation and oversight of its export
control program. Specifically, we assessed (1) NASA’s export control
policy and procedure and how centers implement them, and (2) the extent
to which NASA headquarters and Center Export Administrators apply
oversight of center compliance with its export control policy and
procedure.

To assess NASA export control policy and procedure, we examined
export control laws and regulations, NASA'’s Policy Directive and
Procedural Requirements for NASA’s Export Control Program (NPD
2190.1B and NPR 2190.1B), and compared these with the Departments
of State and Commerce’s elements of an effective export control
compliance program. To identify these elements, we met with and
reviewed documents provided by officials from the Departments of State
and Commerce, Office of Defense Trade Controls and Bureau of Industry
and Security, respectively. We also compared NASA'’s export control
policy and procedure against Standards for Internal Control in the Federal
Government, primarily in the areas of authority and audit reports. To
determine how NASA Centers implement NASA'’s export control policy
and procedure, we conducted site visits or telephone interviews with each
of NASA'’s 10 centers, including the Jet Propulsion Laboratory (JPL).
Specifically, we conducted site visits at four NASA Centers:

o Dryden Flight Research Center,

o Goddard Space Flight Center,

« Jet Propulsion Laboratory, and

« Langley Research Center.

At each of these site visits, we met with the Center Director, Center
Export Administrator (CEA) and export control staff, and representatives
from the Office of Protective Services, including the Counterintelligence
Division, the Chief Information Officer; as well as selected program and
project officials. These program and projects were selected by the center,
based on factors such as presence of international partners and foreign
nationals working at the Center. In addition, at the Jet Propulsion
Laboratory, we met with officials from the NASA Management Office. We
conducted telephone interviews with the remaining six NASA centers:

Ames Research Center,
Glenn Research Center,
Johnson Space Center,
Kennedy Space Center,
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e Marshall Space Flight Center, and
« Stennis Space Center.

At these centers, we held telephone discussions with the CEAs and
export control staff, officials from the Office of Protective Services and the
Office of the Chief Information Officer. In addition, we met with officials
from the counterintelligence office at Glenn Research Center; as well as
officials from the International Space Station program at Johnson Space
Center. We collected data and documentation when available to confirm
CEA statements and to provide additional detail, such as e-mails, policy
documents, and internal reviews. We further evaluated NASA centers’
implementation of NASA export control policy and procedure by
examining foreign national access control plans and procedures, such as
those contained in NASA'’s procedural requirements for Security Program
Procedures (1600.1A); Identity and Credential Management (1600.4); and
Scientific and Technical Information (STI) procedural documents and
data, including NASA’s procedural requirement for the Documentation,
Approval, and Dissemination of NASA STI (2200.2C). To assess the
export control workload at each Center, we collected data from NASA’s
Headquarters Export Administrator on the number of STI reviews for
fiscal year 2013. We also collected data on the number of foreign national
visitors at each center for fiscal year 2013 from the NASA headquarters’
Office of Protective Services. We assessed the reliability of the STI and
foreign national visitor data by reviewing existing information about the
data and the system that produced them, and interviewing agency
officials knowledgeable about the data. We determined that the data were
sufficiently reliable for the purposes of this report. We also met with
Department of Justice officials from the Federal Bureau of Investigation to
discuss their role in assessing threats at NASA centers; and with the
National Academy of Public Administration to discuss its review of
NASA'’s performance of foreign national access management.

To assess NASA headquarters’ oversight role, we met with officials from
NASA'’s Office of International and Interagency Relations, Export Control;
Office of Protective Services, including the Counterintelligence Division;
and NASA'’s Scientific and Technical Information Program Office. We
reviewed various documents, including the two most recently completed
annual export control audits from the Centers (excluding JPL) for
calendar year 2011 and 2012; documentation from each of the 10 centers
provided to NASA headquarters to lift the moratorium on foreign visits in
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2013; the two most recently completed STI compliance audits for
calendar years 2010 and 2011; voluntary disclosures filed by NASA
centers in fiscal years 2012 and 2013"; and completed security functional
reviews in 2013 for Dryden Flight Research Center and Langley
Research Center. In addition, we reviewed documentation of discussions
at the 2013 annual export control program review, agendas from quarterly
export control meetings, and communication between headquarters and
center officials. To assess NASA’s awareness of export controlled
technologies, we interviewed CEAs at each center and Headquarters
export control officials. For centers that had efforts to increase awareness
of technologies, we met with these officials involved to discuss the
initiatives and reviewed related documents, such as data collection
instruments. Further, we interviewed and met with State’s Office of
Defense Trade Controls, Chief of the Enforcement Division; and
Commerce’s Bureau of Industry and Security, Director of Compliance.
With these officials, we discussed elements of an effective compliance
program, including voluntary disclosures.

We conducted this performance audit from May 2013 to April 2014 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Twe requested voluntary disclosures for fiscal years 2011 through 2013, but there were
none in 2011.
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Elements of an Effective Compliance

Program

The U.S. Department of Commerce, Bureau of Industry and Security,
Office of Exporter Services, Export Management and Compliance
Division issued Compliance Guidelines in June 2011, titled “How to
Develop an Effective Export Management and Compliance Program and
Manual.” These guidelines contain nine key elements for any effective
compliance program for an exporter of U.S.-origin dual-use items; which
provide a foundation for the basic structure of an export management
compliance program, as follows:

1. Management Commitment: Senior management must establish
written export compliance standards for the organization, commit
sufficient resources for the export compliance program, and ensure
appropriate senior organizational officials are designated with overall
responsibility for the export compliance program, in order to ensure
adherence to export control laws and regulations, and develop and
nurture a pervasive corporate culture of compliance.

Continuous Risk Assessment of the Export Program.

Formal Written Export Management Compliance Program: A manual
of policies and procedures with a sufficient level of operational detail
to ensure effective implementation and day-to-day compliance.

Ongoing Compliance Training and Awareness.

Cradle-to-Grave Export Compliance Security and Screening:
Screening of employees, contractors, customers, products, and
transactions, and implementation of compliance safeguards
throughout the export life-cycle, including product development,
jurisdiction, classification, sales, license decisions, supply-chain
management, servicing channels, and post-shipment activity.

6. Adherence to Recordkeeping Regulatory Requirements.
Compliance Monitoring and Periodic Audits/Assessments.

Internal Program for Handling Compliance Problems, including
Reporting and Escalating Export Violations.

9. Completing Appropriate Corrective Actions in Response to Export
Violations.

According to these guidelines, a major benefit of implementing an Export
Management Compliance Program is that it can minimize the risk of
noncompliance with export regulations.
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Reply to Attn of:

National Aeronautics and Space Administration

Headquarters
Washington, DC 20546-0001

Office of International and Interagency Relations

Ms. Belva Martin

Director

Acquisition and Sourcing Management

United States Government Accountability Office
Washington, DC 20548

Dear Ms. Martin:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to
review and comment on the Government Accountability Office (GAO) draft report entitled,
“Export Controls: NASA Management Action and Improved Oversight Needed to Reduce the
Risk of Unauthorized Access to Its Technologies” (GAO-14-315) dated March 7, 2014.

In the draft report, GAO makes seven recommendations to the NASA Administrator intended
to ensure consistent implementation and improve oversight of NASA’s export control program.
NASA takes the responsibility of securing sensitive, export-controlled information at our
facilities very seriously. Recognizing the growing threat of espionage aimed at Government
agencies by hostile nation-states and foreign adversaries, the NASA Administrator has already
directed a number of actions to further secure sensitive, export-controlled information at
NASA facilities and to enhance overall security.

The draft GAO report complements recent reviews conducted by the NASA Office of the
Inspector General in October 2013 and the National Academy of Public Administration
(NAPA), which provided its findings to the NASA Administrator in January 2014, Each of
these recent reviews evaluated the effectiveness of select aspects of NASA programs relevant
to Foreign National Access Management. At the request of the NASA Administrator, the
NAPA review focused on five areas: Information Technology, Security, Counterintelligence,
Export Control, and Organizational and Functional Relationships. Your recommendations,
together with those previously provided to NASA, are assisting in our continuing efforts to
enhance all aspects of our Foreign National Access Management, including NASA’s export
control compliance program.

With regard to the specific recommendations contained in the GAO’s draft report, NASA
provides the following responses, including planned corrective actions:
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Recommendation 1: Establish guidance defining the appropriate level and organizational
placement of the CEA function.

Management’s Response: NASA concurs. We will revise the NASA Procedural
Requirements (NPR 2190.1B) governing the NASA Export Control Program (ECP) to specify
the level of senior-level officials, at GS-15 or above, for the Center Export Administrator
(CEA) function. We will also require that CEAs report directly to Center Directors or
designees in the performance of their functions. Coupled with this, NASA will address a
related recommendation from the January 2014 NAPA report that a Headquarters (HQ)
endorsement be sought before any CEA position is filled by working with the human resources
and Center management to ensure that NASA HQ endorsement is obtained for CEA
appointments.

Estimated Completion Date: April 30, 2015.

Recommendation 2: Assess CEA workload and other factors to determine appropriate
resources needed to support the CEA function at each Center.

Management’s Response: NASA concurs. We have already begun to assess the need for
additional resources to support the CEA function, with the understanding that, like all agencies,
we are in a very constrained budget environment. We will explore strategies to enhance
support of export control functions through both civil service and contractor efforts, and will
work to expand the model of Center Export Control Representatives (ECRs) that has been
successfully employed at more than half of NASA’s Centers, and which was noted in the draft

report.

Estimated Completion Date: April 30, 2016.

Recommendation 3: Implement a risk-based approach to the export control program by using
existing information sources, such as counterintelligence assessments, to identify targeted
technologies and then direct that the types and location of those export-controlled technologies
are identified and managed by CEAs within each Center.

Management’s Response: NASA concurs. Consistent with the recommendation, we will
implement a risk-based approach for targeted technologies of particular concern, working with
CEAs, program managers, and counterintelligence professionals to identify key technologies
and catalog those key technologies at each Center. This balanced, focused approach follows
the discussion on page 20 of the draft report and should not require significant additional
resources to implement.

This recommendation is also consistent with the NAPA report’s recommendation that NASA
provide a detailed export control manual to serve as a standardized guide to CEAs, ECRs, and
Center project managers, and to mandate the use of certain practices that have proven effective
at various Centers. Subject to additional funding availability, NASA plans to develop an
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export control manual in order to ensure greater consistency in implementation of the NASA
ECP across the Agency. We will include provisions for a dynamic, risk-based assessment of
key technologies in the manual.

Estimated Completion Date: First-draft of a manual to be prepared by April 30, 2015.

Recommendation 4: Direct Center Directors to oversee implementation of export-related
audit findings which could involve collaboration among several Center offices.

Management’s Response: NASA concurs. We will revise NPR 2190.1B to specify that
Center Directors shall oversee the completion of annual ECP audits, and report their
implementation or progress to the Associate Administrator for International and Interagency
Relations (OIIR) and to the NASA Headquarters Export Control Administrator (HEA).

Estimated Completion Date: April 30, 2015.

Recommendation 5: Develop a plan, including timeframes for addressing CEA issues and
suggestions for improvement provided during the annual export control conference, and share
the plan with CEAs.

Management’s Response: NASA concurs. This is a subject that will be addressed at the
forthcoming Annual NASA ECP Review at Langley Research Center in May 2014.
Following the engagement and agreement with CEAs on the subject, the HEA will formulate
the recommended plan for inclusion in revisions to NPR 2190.1B.

Estimated Completion Date: April 30, 2015.

Recommendation 6: Re-emphasize to CEAs the requirements on how and when to notify the
HEA about potential voluntary disclosures to ensure more consistent reporting of potential
export control violations at NASA Centers.

Management’s Response: NASA concurs. We will revise NPR 2190.1B to clarify the
thresholds and standards for reporting voluntary disclosures to the HEA. Because of the
linkage to both effective NASA ECP operations and to the NAPA report’s recommendation to
develop an export control manual in order to ensure greater consistency of proven best
practices, we will also include provisions regarding voluntary disclosure standards in an export
control handbook which we expect to produce. The timeline for the development of this
handbook will be driven by the availability of additional resources.

Estimated Completion Date: April 30, 2015.
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Recommendation 7: Develop plans with specific time frames to monitor corrective actions
related to management of foreign national access to NASA facilities and assess their
effectiveness.

Management’s Response: NASA concurs. Under NASA Policy Directive (NPD) 2190.1, the
Export Control Manual contains specific operational procedures related to the management of
foreign national access to NASA facilities.

Additionally, as part of NASA’s response to the January 2014 Focused Independent Security
Review performed by NAPA, the Associate Administrator directed the Assistant Administrator
for Protective Services on March 10, 2014, to establish a Foreign National Access
Management (FNAM) Program, managed by the Office of Protective Services (OPS). The
FNAM will seek to increase the effectiveness of NASA’s existing procedures and implement
improved procedures as required. Although OPS has the lead for the FNAM Program, OIIR
will be engaged in the development and execution of the FNAM Program and will be the lead
office in monitoring corrective actions as they relate to Export Control.

Estimated Completion Date; July 30, 2016.

Thank you for the opportunity to comment on the draft audit report. If you have any questions
or require additional information, please contact David Flynn, NASA Headquarters Export
Control Administrator, at 202-358-1792.

W‘Om

Michael F. O’Brien
Associate Administrator for
International and Interagency Relations

cc:
A/Administrator Bolden
A/Mr. Lightfoot
OPS/Mr. Mahaley
OIIR/Mr. Condes

Page 39 GAO-14-315 Export Controls



Appendix IV: GAO Contact and Staff
Acknowledgments

GAO Contact Belva Martin, (202) 512-4841 or martinb@gao.gov.

Staff In addition to the contact named above, William Russell (Assistant
Director), Marie Ahearn, Lisa Gardner, Laura Greifner, Caryn Kuebler,

Acknowledgments Jean McSween, Amanda Parker, Jeff Phillips, and Roxanna Sun made

key contributions to this report.

(121137) Page 40 GAO-14-315 Export Controls


mailto:martinb@gao.gov�

GAQ’s Mission

Obtaining Copies of
GAO Reports and
Testimony

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance
to help Congress make informed oversight, policy, and funding decisions.
GAQ’s commitment to good government is reflected in its core values of
accountability, integrity, and reliability.

The fastest and easiest way to obtain copies of GAO documents at no
cost is through GAO’s website (http://www.gao.gov). Each weekday
afternoon, GAO posts on its website newly released reports, testimony,
and correspondence. To have GAO e-mail you a list of newly posted
products, go to http://www.gao.gov and select “E-mail Updates.”

Order by Phone

Connect with GAO

To Report Fraud,
Waste, and Abuse in
Federal Programs

Congressional
Relations

Public Affairs

The price of each GAO publication reflects GAQO’s actual cost of
production and distribution and depends on the number of pages in the
publication and whether the publication is printed in color or black and
white. Pricing and ordering information is posted on GAO’s website,
http://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card,
MasterCard, Visa, check, or money order. Call for additional information.

Connect with GAO on Facebook, Flickr, Twitter, and YouTube.
Subscribe to our RSS Feeds or E-mail Updates. Listen to our Podcasts.
Visit GAO on the web at www.gao.gov.

Contact:

Website: http://www.gao.gov/fraudnet/fraudnet.htm
E-mail: fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Katherine Siggerud, Managing Director, siggerudk@gao.gov, (202) 512-
4400, U.S. Government Accountability Office, 441 G Street NW, Room
7125, Washington, DC 20548

Chuck Young, Managing Director, youngc1@gao.gov, (202) 512-4800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

Y
%o

Please Print on Recycled Paper.


http://www.gao.gov/�
http://www.gao.gov/�
http://www.gao.gov/ordering.htm�
http://facebook.com/usgao�
http://flickr.com/usgao�
http://twitter.com/usgao�
http://youtube.com/usgao�
http://www.gao.gov/feeds.html�
http://www.gao.gov/subscribe/index.php�
http://www.gao.gov/podcast/watchdog.html�
http://www.gao.gov/�
http://www.gao.gov/fraudnet/fraudnet.htm�
mailto:fraudnet@gao.gov�
mailto:siggerudk@gao.gov�
mailto:youngc1@gao.gov�

	Export Controls
	NASA Management Action and Improved Oversight Needed to Reduce the Risk of Unauthorized Access to its Technologies
	Contents
	 
	Background
	Weaknesses in Implementation of NASA Export Control, Foreign National Access, and Scientific and Technical Information Procedures at Some Centers Create Export Control Vulnerabilities
	Management Decisions on Center Export Administrator Authority, Organizational Placement, and Resources Affect Export Control Implementation at Centers
	Limited Authority and Low Organizational Placement
	Variation in Center Export Control Resources

	NASA has Efforts Under Way to Address Weaknesses in Foreign National Access and Release of Scientific and Technical Information
	Foreign National Access to NASA Technologies
	Use of Technology Transfer Control Plans
	Review and Release of NASA Scientific and Technical Information


	NASA Lacks a Comprehensive Inventory of Export-Controlled Technologies and NASA Headquarters Is Not Fully Utilizing Oversight Tools
	NASA Lacks a Comprehensive Inventory of Types and Locations of Export-Controlled Technologies at Its Centers, Limiting Ability to Identify Risk
	NASA Headquarters Has Taken Limited Steps to Address Deficiencies Identified in Oversight Reviews of the Centers’ Implementation of Export Controls
	Some Annual Export Control Audit Findings Not Addressed
	NASA Headquarters Has Not Fully Addressed Export Control Concerns Expressed by Center Export Administrators
	NASA May Be Missing an Opportunity to Use Voluntary Disclosures to Help Improve Export Control Compliance


	Conclusions
	Recommendations for Executive Action
	Agency Comments and Our Evaluation

	Appendix I: Objectives, Scope, and Methodology
	Appendix II: Department of Commerce Elements of an Effective Compliance Program
	Appendix III: Comments from National Aeronautics and Space Administration
	Appendix IV: GAO Contact and Staff Acknowledgments
	GAO Contact
	Staff Acknowledgments


	d14315high.pdf
	EXPORT CONTROLS
	NASA Management Action and Improved Oversight Needed to Reduce the Risk of Unauthorized Access to Its Technologies
	Why GAO Did This Study
	What GAO Recommends
	What GAO Found



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





