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Outline

• Dynamics shaping the environment

• GAO efforts to assist upcoming 
transition

• Examples of key information 
technology challenges
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No Ordinary Transition:  
Dynamics Shaping our Environment

• A nation at war and facing first homeland 
security change

• Near-term and long-term economic 
challenges
• Financial Turmoil
• Economic Slowdown
• Long-term fiscal imbalance as backdrop 

• Personnel and Performance Challenges
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Near Term: 
GAO Role in Financial Rescue

• Oversight roles included in Economic 
Stabilization Act

• Auditors of FDIC, FHFA and 
governmentwide statements

• Advice and analysis in reassessing 
regulatory structure
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Long Term:  
GAO Simulations on Federal Fiscal Path

• Short term issues require responses

• Long term unsustainable path will ultimately 
need attention

• Need to reexamine base, reform 
entitlements and review revenue structures
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Transition:
GAO Objectives

• Provide insight into pressing national issues

• Highlight the growing need for innovative, 
integrated approaches to solve national and global 
challenges

• Document targeted opportunities to conserve 
resources that can be applied to new initiatives

• Underscore critical capacity-building needs in 
individual agencies that will affect implementation 
of whatever new priorities are pursued

• Help inform the management improvement 
agendas of Congress and the new administration

• Update High Risk list
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Work with the Private Sector and
Other Levels of Government to Protect 

Critical Cyber Infrastructures

• Bolster cyber analysis and warning capabilities 

• Reduce organizational inefficiencies

• Complete actions identified during cyber exercises 

• Develop sector-specific plans that fully address all 
of the cyber-related criteria

• Improve cybersecurity of infrastructure control 
systems

• Strengthen DHS’s ability to help recover from 
Internet disruptions 
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Strengthen Information Security 
Controls

• Implement controls that prevent, limit, or detect access to 
computer resources 

• Manage the configuration of network devices to prevent 
unauthorized access and ensure system integrity

• Create and maintain inventories of major systems, 
implement common security configurations, ensure staff 
receive information security training, test and evaluate 
controls, take remedial actions for known deficiencies, 
and certify and accredit systems for operation 

• Implement controls that reduce the chance of incidents 
involving data loss or theft, computer intrusions, and 
privacy breaches 
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Federal Information Security 
Continues to be Weak
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Source:  GAO analysis of agency, IG, and GAO reports for FY2007.
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Better Manage IT to Achieve 
Benefits and Control Costs

• Improve the planning, management, and 
oversight of IT investments 

• Institute key management controls (e.g., 
disciplined investment and acquisition 
management processes) to effectively define, 
design, develop, acquire, and implement 
investments

• Hold executives accountable for ensuring that 
program commitments and expectations are 
met
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Develop and Implement Well-Defined 
Modernization Blueprints

• To advance the state of enterprise 
architecture development and use in the 
federal government, 

• senior leadership in the departments and agencies 
need to demonstrate their commitment to this 
organizational transformation tool, 

• they need to ensure that the kind of management 
controls embodied in GAO’s Enterprise Architecture 
Management Maturity Framework are in place and 
functioning
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Ensure Citizen Access to
Government Information

• The timeliness of the Freedom of Information 
Act (FOIA) processing continues to be a 
challenge for many agencies 

• Agencies will need to ensure that plans to 
reduce backlogged FOIA requests are 
developed and implemented appropriately, 
and the results monitored 

• GAO will continue to provide agencies, the 
Department of Justice, and the Congress with 
recommendations to help address backlogs 
and improve FOIA processing
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Ensure Privacy Protections in a
Post-9/11 Environment

• Amend applicable laws to better ensure the 
protection of citizens’ privacy rights

• Enhance protection of personally identifiable 
information through revisions or supplements 
to OMB’s privacy guidance



GAO-09-158CG 14

Further the Exchange of Electronic 
Patient Health Information

• Ensure that privacy principles (such as limiting access 
appropriately) and challenges (such as resolving legal and 
policy issues) are fully addressed within HHS’ federal 
health IT strategic plan

• Increase the numbers and kinds of health IT systems that 
are certified, as well as encourage the widespread use of 
such systems in the public and private health care 
sectors, while protecting privacy

• Progress made in sharing of electronic patient health 
information, but more work remains between VA and DOD 
to achieve fully interoperable electronic health records

• Agree to standards for categories of medical information that are 
not yet standardized, 

• Complete the development of modernized systems, and 
• Transition to these modernized systems
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Key IT Contacts

• Better manage IT to achieve benefits and control costs (David A.
Powner/pownerd@gao.gov and Randolph C. Hite/hiter@gao.gov)

• Work with the private sector and other levels of government to 
protect cyber critical infrastructures (David A. Powner/ 
pownerd@gao.gov)

• Develop and implement well-defined modernization blueprints 
(Randolph C. Hite/hiter@gao.gov)

• Ensure privacy protections in a post-9/11 environment (Joel 
Willemssen/willemssenj@gao.gov)

• Ensure citizen access to government information (Joel 
Willemssen/willemssenj@gao.gov)

• Strengthen information security controls (Greg Wilshusen/ 
wilshusheng@gao.gov)

• Further the exchange of electronic patient health information 
(Valerie Melvin/melvinv@gao.gov)
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On the Web
Web site: www.gao.gov/cghome.htm

Contact
Chuck Young, Managing Director, Public Affairs
YoungC1@gao.gov (202) 512-4800 
U.S. Government Accountability Office
441 G Street NW, Room 7149
Washington, D.C. 20548

Copyright
This is a work of the U.S. government and is not subject to 
copyright protection in the United States.  The published 
product may be reproduced and distributed in its entirety 
without further permission from GAO. However, because this 
work may contain copyrighted images or other material, 
permission from the copyright holder may be necessary if you 
wish to reproduce this material separately. 
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mailto:YoungC1@gao.gov

	Upcoming Transition Includes Key Information Technology Challenges
	Outline
	No Ordinary Transition:  Dynamics Shaping our Environment
	Near Term: GAO Role in Financial Rescue
	Long Term:  GAO Simulations on Federal Fiscal Path
	Transition:GAO Objectives
	Work with the Private Sector andOther Levels of Government to Protect Critical Cyber Infrastructures
	Strengthen Information Security Controls
	Federal Information Security Continues to be Weak
	Better Manage IT to Achieve Benefits and Control Costs
	Develop and Implement Well-Defined Modernization Blueprints
	Ensure Citizen Access toGovernment Information
	Ensure Privacy Protections in aPost-9/11 Environment
	Further the Exchange of Electronic Patient Health Information
	Key IT Contacts
	Upcoming Transition Includes Key Information Technology Challenges


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




