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Highlights of GAO-09-119, a report to the 
Secretary of the Treasury 

Because of the significance of 
Internal Revenue Service (IRS) 
collections to overall federal 
receipts and, in turn, to the 
consolidated financial statements 
of the U.S. government, which GAO 
is required to audit, and Congress’s 
interest in financial management at 
IRS, GAO audits IRS’s financial 
statements annually to determine 
whether (1) the financial 
statements are fairly stated, and (2) 
IRS management maintained 
effective internal control. GAO also 
tests IRS’s compliance with 
selected provisions of significant 
laws and regulations and its 
financial systems’ compliance with 
the Federal Financial Management 
Improvement Act of 1996 (FFMIA). 

What GAO Recommends  

Based on prior audits, GAO made 
numerous recommendations to IRS 
to address the internal control and 
compliance issues that continued 
to persist during fiscal year 2008. 
GAO will continue to monitor IRS’s 
progress in implementing the 147 
recommendations that remain open 
as of the date of this report, of 
which 66 relate to the material 
weakness in information security.  
 
IRS stated that it was dedicated to 
improving financial management 
and cited several initiatives and 
related benefits. It noted that it has 
a solid management team in place 
to address remaining financial 
management challenges, and is 
committed to improving 
information security as an ongoing 
priority. 

In GAO’s opinion, IRS’s fiscal years 2008 and 2007 financial statements are 
fairly presented in all material respects. However, serious internal control and 
financial management systems deficiencies continued to make it necessary for 
IRS to rely on resource-intensive compensating processes to prepare its 
balance sheet. Because of these and other deficiencies, IRS did not, in GAO’s 
opinion, maintain effective internal control over financial reporting or 
compliance with laws and regulations, and thus did not provide reasonable 
assurance that losses, misstatements, and noncompliance with laws and 
regulations material in relation to the financial statements would be prevented 
or detected on a timely basis. 
 
IRS continued to make significant strides in addressing its financial 
management challenges and material weaknesses in internal control.  
Specifically, IRS’s progress to address control deficiencies over the collection 
of unpaid taxes and the issuance of improper refunds is such that GAO no 
longer considers the remaining control deficiencies in this area to constitute a 
material weakness.  Furthermore, during fiscal year 2008, IRS significantly 
improved internal controls that safeguard hard-copy taxpayer receipts and 
data at primary submission processing locations.  These improvements, 
combined with prior years’ progress, enabled GAO to conclude that remaining 
issues related to this activity no longer constitute a significant deficiency.  IRS 
also continued to make progress in developing cost accounting information to 
capture the full cost of its operating activities, and in establishing a 
framework for implementing a subsidiary ledger for its tax administration 
activities.  However, continued management commitment and sustained 
efforts are necessary to build on the significant progress made to date and to 
fully address remaining financial management challenges.  These remaining 
challenges pertain to material weaknesses in IRS’s control over financial 
reporting, management of unpaid tax assessments, and information security. 
Also, while GAO recognized improvements in controls over revenue collection 
and refund issuance, remaining issues over IRS’s enforcement collection 
activities constituted a significant deficiency. Furthermore, GAO found that 
IRS was not always in compliance with the law concerning the timely release 
of tax liens. 
 
IRS management faces serious challenges from its continued use of obsolete 
financial management systems that do not conform to the requirements of 
FFMIA. These challenges adversely affect IRS’s ability to fulfill its 
responsibilities as the nation’s tax collector because it is unable to routinely 
obtain comprehensive, timely, accurate, and useful information for day-to-day 
decision making.  As IRS continues to progress toward ever more automated 
financial management processes, the presence of material weaknesses in 
controls over these systems, especially in the area of information security, 
could have serious implications for our future ability to determine whether 
IRS’s financial statements are fairly stated.    
 

To view the full product, including the scope 
and methodology, click on GAO-09-119. 
For more information, contact Steven J. 
Sebastian at (202) 512-3406 or 
sebastians@gao.gov. 

http://www.gao.gov/cgi-bin/getrpt?GAO-09-119
http://www.gao.gov/cgi-bin/getrpt?GAO-09-119
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United States Government Accountability Office

Washington, DC 20548 

 

November 10, 2008 

The Honorable Henry M. Paulson, Jr. 
The Secretary of the Treasury 

Dear Mr. Secretary: 

The accompanying report presents the results of our audits of the financial 
statements of the Internal Revenue Service (IRS) as of, and for the fiscal 
years ending, September 30, 2008, and 2007. We performed our audits in 
accordance with the Chief Financial Officers (CFO) Act of 1990, as 
expanded by the Government Management Reform Act of 1994. This 
report contains our (1) unqualified opinions on IRS’s financial statements, 
(2) opinion that IRS’s internal controls were not effective as of September 
30, 2008, (3) conclusion that IRS did not comply with one of the legal 
provisions we tested, and (4) conclusion that IRS’s financial management 
systems were not in substantial compliance with the requirements of the 
Federal Financial Management Improvement Act of 1996 as of September 
30, 2008. 

Our unqualified opinions on IRS’s fiscal years 2008 and 2007 financial 
statements were made possible in part by the continued extraordinary 
efforts of IRS senior management and staff to compensate for serious 
internal control and financial management systems deficiencies. IRS is 
currently in the midst of a major business systems modernization that is 
ultimately intended to resolve its most serious financial systems 
challenges. However, it is unclear when this effort will be completed or if 
it will be fully successful. In the interim, preparing reliable financial 
statements will continue to be a difficult challenge for IRS, requiring 
continued reliance on extraordinary compensating measures. To date, 
these measures have proved successful: for the ninth consecutive year, we 
have been able to render an unqualified opinion on IRS’s financial 
statements. 

IRS has made great strides over the last several years in addressing its 
financial management challenges and has resolved or substantially 
mitigated several material weaknesses and other less significant 
weaknesses in its internal control. This progress continued in fiscal year 
2008. For example, in past years, we have reported a material weakness in 
IRS’s internal control over tax revenue and refunds because IRS’s controls 
were not fully effective in providing management the essential information 
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it needs to make informed decisions on how best to optimize the use of the 
federal government’s resources to collect tax revenues owed and minimize 
the risk of paying improper tax refunds. Over the last several years, IRS 
has taken significant steps to address the deficiencies comprising this 
material weakness. Specifically, IRS has (1) made substantial progress in 
enhancing its cost accounting capabilities with a goal to determine the full 
cost of its activities at the program level, (2) further enhanced its 
performance measures and developed return on investment information 
for the Earned Income Tax Credit program that includes full costs, (3) 
established corporate governance bodies that collectively represent 
significant progress in establishing an agencywide approach to managing 
its tax collection efforts, and (4) continued to implement sophisticated 
computer analysis and modeling techniques to assist its tax collection 
efforts. IRS’s progress in addressing these issues has been such that we no 
longer consider the remaining internal control deficiencies related to 
revenue and refunds to constitute a material weakness. 

However, the deficiencies that remain do constitute a significant 
deficiency in internal control over revenue and refunds that continues to 
hamper IRS’s ability to optimize the use of its resources to collect unpaid 
taxes and minimize payment of improper refunds. Specifically, IRS has not 
developed performance metrics and goals on the cost of, and the revenue 
collected from, IRS’s enforcement programs and activities, and IRS has not 
established and implemented the financial management structure and 
processes to provide it with key financial management data on costs and 
enforcement revenue.1 Successfully addressing these issues is 
fundamental to IRS’s ability to determine how it will ultimately ap
and enforcement revenue information to the management of its vario
enforcement functions, especially the collection of unpaid taxes. 

ply cost 
us 

                                                                                                                                   

During our fiscal year 2008 audit, we also found that IRS significantly 
improved the internal control it relies on to safeguard hard-copy taxpayer 
receipts and data processed at its primary submission processing 
locations-service center campuses and lockbox banks. For example, IRS 
(1) strictly enforced its prohibition against employees bringing personal 
belongings into restricted receipt processing areas and strengthened 
controls to prevent unauthorized access to taxpayer receipts and 

 
1The term enforcement revenue refers to the tax revenue received as a result of IRS’s tax 
collection actions—enforcement—taken against taxpayers who do not voluntarily pay their 
taxes when due.   
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information, (2) better enforced and revised its operating procedures for 
processing hard-copy taxpayer receipts and data, and (3) verified that 
couriers transporting taxpayer deposits to depository institutions were on 
approved access lists and used appropriate vehicles. These improvements, 
combined with the progress we reported in previous audits,2 enabled us to 
conclude that remaining issues related to safeguarding hard-copy taxpayer 
receipts and data no longer constitute a significant deficiency. 

IRS has also made notable progress in addressing internal control issues 
related to other material weaknesses we have reported in past audits. For 
example, based on a series of cost pilot projects it completed during fiscal 
year 2008, IRS concluded that it has the capability to use the cost data 
within its Integrated Financial System (IFS) and the associated workload 
and production data from its business unit systems to calculate the full 
costs of its products, services, and programs. IRS produced cost 
information for three of its programs and plans to expand the availability 
of cost accounting information to other programs in future years. In fiscal 
year 2009, IRS plans to prioritize its products and services for which cost 
information is needed and develop the necessary processes to 
systematically produce full cost information to support management 
decision making. We commend IRS for the positive steps it has taken in 
developing a practical approach to use the cost information within IFS to 
systematically produce managerial cost accounting data. Moving 
expeditiously to determine its cost accounting priorities and develop the 
processes to routinely produce the associated cost accounting data will 
allow IRS to realize the full potential of its cost accounting capabilities. 

IRS continued to make progress in its efforts to develop detailed 
subsidiary records for its tax activities, but much remains to be done on 
this multiyear effort. During fiscal year 2008, IRS instituted the use of trace 
identification numbers (trace ID) for revenue and refund transactions to 
provide detail transaction traceability for these activities. Such traceability 
is necessary to enable IRS to better ensure that its records are accurate, 
complete, and fully supported. We were able to verify the effectiveness of 
these trace IDs for refunds and for revenue processed through the 
Electronic Federal Tax Payment System (EFTPS). However, controls over 
trace IDs on non-EFTPS revenue transactions were not yet in place, and 
IRS continues to lack transaction traceability or effective subsidiary 

                                                                                                                                    
2GAO, Financial Audit: IRS’s Fiscal Years 2007 and 2006 Financial Statements, 
GAO-08-166 (Washington, D.C.: Nov. 9, 2007). 
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records for taxes receivable, which comprised over 81 percent of the 
assets and liabilities reported in its fiscal year 2008 balance sheet. 

Among the most serious financial management issues still remaining to be 
addressed is the continued material weakness in IRS’s information 
security. As IRS continues its efforts to modernize its financial and 
operational systems, it is critical that IRS take actions to establish and 
maintain effective information security controls on a continuing basis, 
through an ongoing cycle of risk management activities, to protect the 
processing, storage, and transmission of financial and sensitive data. Until 
IRS successfully manages its information security risks, management will 
not have adequate assurance of the integrity and reliability of the 
information generated from its financial management systems or its ability 
to effectively safeguard sensitive taxpayer information. In addition, as IRS 
continues to progress toward ever more automated financial management 
processes, options for alternate procedures to verify the accuracy of the 
information contained in these systems without relying on automated 
controls within them diminish. If IRS does not resolve this issue before 
these options are exhausted, it could have serious implications for our 
ability to determine whether IRS’s financial statements are fairly stated. 

IRS will need to fully address the remaining financial management issues 
caused by the limitations of its automated financial management systems. 
In formulating its strategy for dealing with these issues, IRS will need to 
address how it will apply cost information to its tax administration 
functions, including collection of taxes, payment of tax refunds, and 
management of unpaid tax assessments, which are accounted for in 
automated systems that are physically separate from the IFS that 
encompasses IRS’s cost accounting capability. IRS has completed several 
pilot projects intended to explore ways of addressing this issue. In 1995, 
we designated financial management and systems modernization at IRS as 
high-risk areas.3 We continue to consider these issues as high risk and 
include them in our Business Systems Modernization high-risk area.4 

We commend IRS for the improvements it has continued to make in its 
financial processes and operations. The agency has made substantial 
progress in improving its financial management since our first attempt to 

                                                                                                                                    
3GAO, High-Risk Series: An Overview, GAO/HR-95-1 (Washington, D.C.: Feb. 1995). 

4GAO, High-Risk Series: An Update, GAO-07-310 (Washington, D.C.: Jan. 2007). 
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audit its financial statements in fiscal year 1992.5 It is important that its 
financial management initiatives continue in order to achieve 
comprehensive and lasting financial management reform. 

IRS also continues to face a significant challenge in strengthening its 
enforcement of the nation’s tax laws, another challenge that we have 
designated as high risk.6 As we have previously reported, the resources 
IRS has been able to dedicate to enforcing the tax laws have not kept pace 
with the increases it has seen in its enforcement workload. At the same 
time, IRS continues to face significant compliance-related issues, including 
combating abusive tax shelters and tax schemes, on which it is placing a 
high priority. Critical to IRS’s efforts to improve enforcement and, 
ultimately, taxpayer compliance, is the need to have current and reliable 
information on the rate of compliance, both overall and by type of 
taxpayer. IRS is in the process of completing a new study of the rate of 
compliance with the nation’s tax laws by individual taxpayers for tax years 
2006 and 2007, and is conducting a similar study of S-Corporations.7 IRS 
expects initial compliance rate estimates from the S-Corporation and tax 
year 2006 individual reporting study during fiscal year 2009. Additionally, 
although IRS has made significant progress as discussed above, the 
continued lack of readily available cost benefit information for most 
programs and activities, will hamper IRS’s ability to make the most 
effective use of the information ultimately acquired from these studies to 
enable IRS to better fulfill its mission. 

The accompanying report also discusses other significant issues that we 
identified in performing our audit that we believe should be brought to the 
attention of IRS management and users of IRS’s financial statements. 

 
 We are sending copies of this report to the Chairmen and Ranking 

Members of the Senate Committee on Appropriations; Senate Committee 
on Finance; Senate Committee on Homeland Security and Governmental 
Affairs; Subcommittee on Financial Services and General Government, 
Senate Committee on Appropriations; Subcommittee on Federal Financial 

                                                                                                                                    
5GAO, Financial Audit: Examination of IRS’ Fiscal Year 1992 Financial Statements, 
GAO/AIMD-93-2 (Washington, D.C.: June 30, 1993). 

6GAO-07-310. 

7An S-corporation is a corporation with a limited number of stockholders (100 or fewer) 
that elects not to be taxed as a regular corporation and meets certain other requirements. 

Page 5 GAO-09-119  IRS's Fiscal Years 2008 and 2007 Financial Statements 

http://www.gao.gov/cgi-bin/getrpt?GAO/AIMD-93-2
http://www.gao.gov/cgi-bin/getrpt?GAO-07-310


 

 

 

Management, Government Information, Federal Services, and 
International Security, Senate Committee on Homeland Security and 
Governmental Affairs; House Committee on Appropriations; House 
Committee on Ways and Means; House Committee on Oversight and 
Government Reform; Subcommittee on Financial Services and General 
Government, House Committee on Appropriations; and Subcommittee on 
Government Management, Organization, and Procurement, House 
Committee on Oversight and Government Reform. We are also sending 
copies of this report to the Chairman and Vice Chairman of the Joint 
Committee on Taxation, the Commissioner of Internal Revenue, the 
Director of the Office of Management and Budget, the Chairman of the IRS 
Oversight Board, and other interested parties. The report is available at no 
charge on GAO’s Web site at http://www.gao.gov. 

If you have any questions concerning this report, please contact me at 
(202) 512-3406 or sebastians@gao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page 
of this report. 

Sincerely yours, 

 

 

Steven J. Sebastian 
Director 
Financial Management and Assurance 

 

 

Page 6 GAO-09-119  IRS's Fiscal Years 2008 and 2007 Financial Statements 

http://www.gao.gov/


 

 

 

 

Page 7 GAO-09-119 

                                                                                                                                   

 

United States Government Accountability Office

Washington, DC  20548 

To the Commissioner of Internal Revenue 

In accordance with the Chief Financial Officers (CFO) Act of 1990, as 
expanded by the Government Management Reform Act of 1994,1 this 
report presents the results of our audits of the financial statements of the 
Internal Revenue Service (IRS) for fiscal years 2008 and 2007. The 
financial statements report the assets, liabilities, net position, net costs, 
changes in net position, budgetary resources, and custodial activity related 
to IRS’s administration of its responsibilities for implementing federal tax 
legislation. The financial statements do not include an estimate of the 
amount of taxes that are owed the federal government but have not been 
paid by taxpayers, often referred to as the tax gap,2 nor do they include 
information on tax expenditures.3 

Based on our audits, we found that 

• IRS’s financial statements are presented fairly, in all material respects, 
in conformity with U.S. generally accepted accounting principles, 

• IRS’s internal controls were not effective as of September 30, 2008, 
• IRS did not comply with one of the legal provisions we tested, and 
• IRS’s financial management systems were not in substantial 

compliance with the requirements of the Federal Financial 
Management Improvement Act of 1996 as of September 30, 2008. 

 
In its role as the nation’s tax collector, IRS has a demanding responsibility 
in collecting taxes, processing tax returns, and enforcing the nation’s tax 
laws. IRS is a large and complex organization, posing unique operational 
challenges for management. IRS employs tens of thousands of people in its  

 
1CFO Act of 1990, Pub. L. No. 101-576, 104 Stat. 2838 (Nov. 15, 1990); Government 
Management Reform Act of 1994, Pub. L. No. 103-356, 108 Stat. 3410 (Oct. 13, 1994). 

2IRS includes an estimate of the tax gap in its Management Discussion and Analysis and in 
the other accompanying information to the financial statements. This estimate is based on 
a study conducted to measure the compliance rate of individual filers based on an 
examination of a statistical sample of tax returns filed for tax year 2001. 

3Tax expenditures are revenue losses—the amount of revenue that the government 
forgoes—resulting from federal tax law provisions that (1) allow a special exclusion, 
exemption, or deduction from gross income, or (2) provide a special credit, preferential 
rate, or deferred tax liability. Under U.S. generally accepted accounting principles, tax 
expenditure amounts are not required to be disclosed as part of federal agencies’ financial 
statements, but certain information on tax expenditures can be included as other 
accompanying information to the financial statements. 
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Washington, D.C., headquarters, 10 service center campuses, 3 computing 
centers, and numerous other field offices throughout the United States. In 
fiscal years 2008 and 2007, IRS collected about $2.7 trillion in tax 
payments, processed hundreds of millions of tax and information returns; 
and paid about $426 billion and $292 billion, respectively, in refunds to 
taxpayers. 

One of the more significant challenges continuing to face IRS is the ability 
to routinely provide management the appropriate information it needs to 
make fully informed day-to-day decisions and ensure accountability, which 
is a primary objective of the CFO Act. During fiscal year 2008, IRS 
continued to make progress in modernizing its financial management 
capabilities, and continued to make strides in addressing its financial 
management challenges. IRS nonetheless continued to confront many of 
the internal control weaknesses that we have reported in prior audits. In 
fiscal year 2008, for the ninth consecutive year, IRS was able to produce 
financial statements covering its tax administration and nontax 
administrative activities that are fairly stated in all material respects. 
However, until IRS resolves the issues affecting the automated systems it 
relies on to process tax-related transactions, it will continue to be 
challenged to sustain the level of effort needed to produce reliable 
financial statements in a timely manner. 

During fiscal year 2008, IRS continued to make significant progress in its 
efforts to address long-standing weaknesses in control over several critical 
areas, including collections of unpaid taxes and disbursements of 
improper tax refunds, security over hard-copy taxpayer receipts and data, 
management of unpaid tax assessments, and reliability of financial 
reporting. 

For example, in past years, we have reported a material weakness4 in IRS’s 
internal control over tax revenue and refunds because IRS’s controls were 
not fully effective in providing management the essential information it 
needs to make informed decisions on how best to maximize the federal 

                                                                                                                                    
4A material weakness is a significant deficiency, or a combination of significant 
deficiencies, that result in more than a remote likelihood that a material misstatement of 
the financial statements will not be prevented or detected. A significant deficiency is a 
control deficiency, or combination of control deficiencies, that adversely affects the 
entity’s ability to initiate, authorize, record, process, or report financial data reliably in 
accordance with generally accepted accounting principles such that there is more than a 
remote likelihood that a misstatement of the entity’s financial statements that is more than 
inconsequential will not be prevented or detected. 
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government’s ability to collect tax revenues owed and minimize the risk of 
paying improper tax refunds. We reported that IRS did not have 
agencywide cost-benefit information; related cost-based performance 
measures; or an agencywide, systematic approach to ensure it was 
maximizing the use of its tax collection resources. To address these issues, 
IRS has in recent years (1) made significant progress in cost accounting by 
developing a cost accounting policy that provides guidance on managerial 
cost concepts for the agency, establishing an Office of Cost Accounting 
within the Chief Financial Officer’s organization to implement IRS’s cost 
accounting policy throughout the agency, and completing several cost 
pilot projects to demonstrate the viability of its methodology for 
determining full cost at the program level, (2) further enhanced its 
performance measures and completed development of return on 
investment information for the Earned Income Tax Credit program that 
includes full costs, (3) established corporate governance bodies that 
collectively represent significant progress in establishing an agencywide 
approach to managing its tax collection efforts, and (4) improved its 
management of tax collection efforts by continuing to implement 
sophisticated computer analysis and modeling to prioritize and focus its 
collection activities. IRS’s progress in further addressing these issues 
during fiscal year 2008 has been such that we no longer consider the 
remaining internal control deficiencies to constitute a material weakness. 

However, the deficiencies that remain constitute a significant deficiency in 
internal control over revenue and refunds that continues to hamper IRS’s 
ability to optimize the use of its resources to collect unpaid taxes and 
minimize payment of improper refunds. IRS has not developed 
performance metrics or goals on the cost and benefits, including 
enforcement tax revenue collected from IRS’s enforcement programs and 
activities,5 and IRS has not established the financial management 
structures and processes to provide it with key financial management data 
on costs and enforcement revenue. Addressing these issues successfully is 
fundamental to IRS’s ability to determine how it will ultimately apply cost 
and enforcement revenue information to its various tax law enforcement 
functions, especially the collection of unpaid taxes. 

In addition, during our fiscal year 2008 audit, we found that IRS 
significantly improved its internal control to safeguard hard-copy taxpayer 

                                                                                                                                    
5One exception is the Earned Income Tax Credit program for which IRS has developed 
such metrics.  
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receipts and data processed at its primary submission processing 
locations–service center campuses and lockbox banks.6 For example, IRS 
(1) strictly enforced its prohibition against employees bringing personal 
belongings into restricted receipt processing areas and strengthened 
control to prevent unauthorized access to taxpayer receipts and 
information, (2) better enforced and revised its operating procedures for 
processing hard-copy taxpayer receipts and data, and (3) ensured that 
couriers transporting taxpayer deposits to depository institutions were on 
approved access lists and used appropriate vehicles. These improvements, 
combined with the progress we reported in previous audits, enabled us to 
conclude that remaining issues related to internal control over hard-copy 
taxpayer receipts and data no longer constitute a significant deficiency. 

However, although levels of electronic filing of returns have been steadily 
increasing, IRS nevertheless continues to receive and process millions of 
hard-copy tax returns each year, along with hundreds of billions of dollars 
of associated payments. As long as IRS continues to receive such large 
volumes of hard-copy taxpayer receipts and data, there will continue to be 
a significant risk to the government and taxpayers alike that loss of 
receipts or inappropriate disclosure of taxpayer information may occur 
during this process. Safeguarding these taxpayer receipts and associated 
taxpayer information to prevent such events are among IRS’s most 
important and demanding responsibilities, and congressional and taxpayer 
expectations in this regard are justifiably high. Thus, it is critical that IRS 
maintain effective internal control to mitigate this risk, including ongoing 
monitoring of those internal controls to verify that they do not deteriorate 
over time. 

During fiscal year 2008, IRS continued to enhance the capabilities of its 
Custodial Detail Data Base (CDDB), which is ultimately intended to serve 
as a subsidiary ledger for IRS’s tax administration activities, including tax 
revenue receipts, tax refund disbursements, and unpaid tax debt. An 
effective detailed subsidiary ledger is an important tool to help insure that 
reported balances are accurate, complete, and supported by underlying 
detailed records. IRS plans to achieve this goal through CDDB by 

                                                                                                                                    
6Lockbox banks are commercial banks that operate under contract with the Financial 
Management Service to provide tax receipt processing and deposit services on behalf of 
IRS. 
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analyzing and linking account information in IRS’s master files7 to its 
general ledger for tax administration activities. In fiscal year 2008, IRS 
enhanced CDDB to begin regularly recording unpaid assessments, 
including accrued penalties and interest, from its master files to its general 
ledger by the various financial reporting categories (taxes receivable, 
compliance assessments, and write-offs).8 These enhancements 
established CDDB’s capability to function as a subsidiary ledger for unpaid 
tax debt. However, due to inherent limitations in CDDB programs for 
classifying unpaid assessments into the correct financial reporting 
categories and inaccuracies in taxpayer records, IRS is still unable to use 
CDDB as its subsidiary ledger for external reporting of its unpaid 
assessments, and must continue to use a labor-intensive, manual 
compensating process to estimate the year-end balances of the various 
categories of unpaid tax assessments to avoid material misstatements to 
its financial statements. For example, IRS had to make over $28 billion in 
adjustments to the fiscal year-end 2008 gross taxes receivable balance 
produced by CDDB as a result of its manual estimation process for 
financial reporting. Full operational capability of CDDB depends on the 
successful implementation of future system releases planned through 2009 
and the ability of these releases to address current limitations in 
accurately classifying all of IRS’s unpaid assessments. 

In addition, IRS devoted significant resources to addressing the lack of 
adequate audit trails we reported in prior years for its most material tax-
related balances, including tax revenue, tax refunds, and taxes receivable. 
To address this issue, during fiscal year 2008, IRS instituted the use of 
trace identification numbers (trace ID) for revenue and refund 
transactions in order to provide this traceability from its general ledger for 

                                                                                                                                    
7IRS’s master files contain detailed records of taxpayer accounts. However, the master files 
do not contain all the details necessary to properly classify or estimate collectibility for 
unpaid tax assessment accounts. There are several master files, the most significant of 
which are the individual master file, which contains tax records of individual taxpayers, 
and the business master file, which contains tax records of corporations and other 
businesses. 

8On the basis of federal accounting standards, unpaid tax assessments are classified into 
one of the following three categories: (1) federal taxes receivable, which are taxes due 
from taxpayers for which IRS can support the existence of a receivable through taxpayer 
agreement or a favorable court ruling; (2) compliance assessments where neither the 
taxpayer nor the court has affirmed that the amounts are owed; and (3) write-offs, which 
represent unpaid tax assessments for which IRS does not expect further collections 
because of factors such as the taxpayer’s death, bankruptcy, or insolvency. Of these three 
classifications of unpaid tax assessments, only federal taxes receivable, net of an 
allowance for uncollectible accounts, are reported on the financial statements. 
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tax transactions back to source documentation and throughout IRS’s 
financial management system. For tax refunds, as well as for tax revenue 
transactions processed through the Electronic Federal Tax Payment 
System (EFTPS),9 we were able to verify that these trace IDs were 
effective in providing transaction traceability. However, we also found that 
for tax revenue transactions processed outside of EFTPS, the transactions 
required manual transcription of the trace IDs by IRS employees for input 
to the general ledger, which entailed a significant inherent risk of human 
error. As of September 30, 2008, IRS had not instituted controls to prevent 
or detect and correct such transcription and input errors. In addition, as 
noted above, IRS’s reported balance for federal taxes receivable on its 
balance sheet was based on statistical sampling and thus was not recorded 
in the general ledger. As a result, IRS’s general ledger for tax transactions 
continues to lack traceability for material tax transactions reported in its 
financial statements. 

During fiscal year 2008, IRS continued to expand its processing 
capabilities of individual tax returns through its Customer Account Data 
Engine (CADE), the system IRS is implementing to replace its master files. 
Two updates to CADE released in January and July 2008 added several 
new tax forms and schedules to its functionality. However, longer term 
challenges to CADE’s success remain, including the ability to access 
historical taxpayer account information currently residing on the master 
files, as well as the ability to handle processing capacity and data storage 
requirements to meet future operational needs. During fiscal year 2008, 
CADE processed 30.6 million tax returns, including 29 million returns that 
generated tax refunds totaling $62.3 billion, of which $18.2 billion were 
disbursed under the Economic Stimulus Act of 2008.10 However, for fiscal 
year 2008, this still represented only about 15 percent of the total refunds 
disbursed, and CADE did not process any of the over $2.7 trillion in tax 

                                                                                                                                    
9EFTPS is an automated tax payment system that allows taxpayers to make federal tax 
payments electronically, and processes deposit data related to payroll and other taxes paid 
by federal agencies through the Federal Agency Tax Payments and Returns II System. By 
law, businesses with employment or other depository taxes that exceed $200,000 annually 
are required to use EFTPS. 26 U.S.C. § 6302(h), 26 C.F.R. § 1-6302(h). 

10Pub. L. No. 110-185, § 101, 122 Stat. 613, 613-17 (Feb. 13, 2008)(codified at 26 U.S.C. § 
6428). The act included provisions to help stimulate the economy, such as the 2008 
disbursement to eligible taxpayers of recovery rebates (i.e., tax refunds) of up to $600 for 
individuals and $1,200 for couples, with an additional $300 for each child. Pursuant to the 
act, IRS disbursed refunds totaling about $94 billion, or about 22 percent of all refunds 
disbursed by IRS during fiscal year 2008. 
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revenue IRS collected. It is unclear when IRS will be able to rely on CADE 
to process all tax collections and related tax refunds. 

While IRS has made notable improvements throughout fiscal year 2008, 
control deficiencies over financial reporting and management of unpaid 
tax assessments continued to represent material weaknesses. These 
weaknesses are caused primarily by IRS’s continued reliance on outdated 
automated systems to provide the financial information that management 
needs to make well-informed decisions, and similar weaknesses and 
problems will continue to exist until these legacy systems are replaced. In 
addition, we continue to consider issues related to information security to 
be a material weakness. The persistent, serious deficiencies in information 
security increase the risk that confidential IRS and taxpayer information 
will be compromised, and have serious implications related to the 
reliability of financial management information produced by IRS’s 
systems. As IRS continues to increase the automation of accounting and 
reporting processes, the need for effective security over the data these 
systems process becomes increasingly more critical. Absent effective 
information security, confidential taxpayer records will remain at risk and 
we, as IRS’s auditors, will continue to be unable to rely on the automated 
controls built into these systems to obtain assurance that the reported 
balances generated by them are reliable. Opportunities for us to use the 
types of alternate audit procedures we have applied in the past to 
compensate for this condition, such as reviewing comparisons between 
automated systems and utilizing remaining hard-copy records, are 
diminishing as IRS’s modernization efforts progress. If IRS does not 
resolve its information security material weakness before these options 
disappear, it could have serious implications for our ability to determine 
whether IRS’s financial statements are fairly stated. 

In addition, as IRS continues to implement the modernization of its 
computer-based administrative processes, care is needed to ensure that 
paperless transactions using electronic signatures are appropriately 
implemented. As part of the Office of Management and Budget’s (OMB) 
implementation of the Government Paperwork Elimination Act, OMB has 
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issued procedures and guidance cautioning agencies to carefully control 
access to electronic data associated with paperless transactions. 11 

 
IRS’s financial statements, including the accompanying notes, present 
fairly, in all material respects, in conformity with U.S. generally accepted 
accounting principles, IRS’s assets, liabilities, net position, net costs, 
changes in net position, budgetary resources, and custodial activity as of, 
and for the fiscal years ended, September 30, 2008, and September 30, 
2007. 

Opinion on IRS’s 
Financial Statements 

However, misstatements may nevertheless occur in other financial 
information reported by IRS and not be detected as a result of the internal 
control deficiencies described in this report. 

IRS’s financial statements include tax revenues collected during the fiscal 
year as well as the total unpaid taxes for which IRS and the taxpayers or 
courts agree on the amounts owed. Cumulative unpaid tax assessments for 
which there is no future collection potential or for which there is no 
agreement on the amounts owed are not reported in the financial 
statements. Rather, they are reported as write-offs and compliance 
assessments, respectively, in required supplemental information to IRS’s 
financial statements. Also, in conformity with U.S. generally accepted 
accounting principles, to the extent that taxes owed in accordance with 
the nation’s tax laws are not reported by taxpayers and are not identified 
through IRS’s various enforcement programs, they are not reported in the 
financial statements nor in required supplemental information to the 
financial statements. Additionally, in conformity with U.S. generally 
accepted accounting principles, tax expenditures, which represent the 
amount of revenue the government forgoes resulting from federal tax law 
provisions that (1) allow a special exclusion, exemption, or deduction 
from gross income, or (2) provide a special credit, preferential rate, or 
deferred tax liability, are not reported in the financial statements but 
rather are presented as other accompanying information. 

 

                                                                                                                                    
11See Government Paperwork Elimination Act, Pub. L. No. 105-277, div. C, tit. XVII, 112 
Stat. 2681, 2681-749 (Oct. 21, 1998)(codified at 44 U.S.C. § 3504); see also 65 Fed. Reg. 
25,508 (May 2, 2000), and OMB procedures and guidance to implement the Government 
Paperwork Elimination Act. 
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Because of the material weaknesses in internal control discussed below, 
IRS did not maintain effective internal control over financial reporting 
(including safeguarding of assets) or compliance with laws and 
regulations, and thus did not provide reasonable assurance that losses, 
misstatements, and noncompliance with laws material in relation to the 
financial statements would be prevented or detected on a timely basis. Our 
opinion is based on criteria established under 31 U.S.C. § 3512 (c), (d), 
commonly referred to as the Federal Managers’ Financial Integrity Act of 
1982 (FIA), and OMB Circular No. A-123, Management’s Responsibility 

for Internal Control. 

Opinion on Internal 
Control 

Despite its material weaknesses in internal control and its systems 
deficiencies, IRS was able to prepare financial statements that were fairly 
stated in all material respects for fiscal years 2008 and 2007. Nonetheless, 
IRS continues to face the following key issues that represent material 
weaknesses in internal control: 

• weaknesses in controls over the financial reporting process, resulting 
in IRS not (1) being able to prepare its balance sheet without extensive 
compensating procedures and (2) having current and reliable ongoing 
cost information to support management decision making and to 
prepare cost-based performance measures; 

 
• weaknesses in controls over unpaid tax assessments, resulting in IRS’s 

inability to properly manage unpaid tax assessments and leading to 
increased taxpayer burden; and 

 
• weaknesses in information security controls, resulting in increased risk 

of unauthorized individuals accessing, altering, or abusing proprietary 
IRS programs and electronic data and taxpayer information. 

 
These material weaknesses in internal control may adversely affect any 
decision by IRS’s management that is based, in whole or in part, on 
information that is inaccurate because of these deficiencies. In addition, 
unaudited financial information reported by IRS, including budget 
information, may also contain misstatements resulting from these 
deficiencies. The issues encompassed by these material weaknesses were 
reflected in the material weaknesses reported by IRS in its fiscal year 2008 
FIA assurance statement to the Department of the Treasury. 

In addition to the material weaknesses discussed above, we identified one 
internal control deficiency that although not a material weakness, 
represents a significant deficiency in the design or operation of internal 

Page 15 GAO-09-119  IRS's Fiscal Years 2008 and 2007 Financial Statements 



 

 

 

control that adversely affects IRS’s ability to meet the internal control 
objectives described in this report. This deficiency entails weaknesses in 
IRS’s control over tax revenue and refunds. IRS’s controls were not fully 
effective in providing IRS management information to assist it in making 
more informed decisions on how best to maximize the federal 
government’s ability to collect tax revenues owed and minimize the risk of 
paying improper tax refunds. IRS encompassed the issues comprising this 
significant deficiency in its fiscal year 2008 FIA assurance statement to the 
Treasury. 

We have reported on these material weaknesses and the significant 
deficiency in prior audits and have provided IRS recommendations to 
address these issues.12 One hundred and forty-seven recommendations 
were still open as of the date of this report, of which 66 relate to the 
material weakness in information security. IRS continues to make strides 
in resolving these matters. We will follow up in future audits to monitor 
IRS’s progress in implementing these recommendations. For more details 
on these issues, see appendix I. 

We also identified less significant weaknesses in IRS’s system of internal 
control and its operations. We will be reporting on these matters to IRS 
separately. 

 
Our tests of compliance with selected provisions of laws and regulations 
disclosed one area of noncompliance that is reportable under U.S. 
generally accepted government auditing standards and OMB guidance. 
This area relates to IRS not releasing federal tax liens against taxpayers’ 
property on time.13 Except as noted above, our tests for compliance with 
laws and regulations disclosed no other instances of noncompliance that 
would be reportable under U.S. generally accepted government auditing 
standards or OMB audit guidance. However, the objective of our audit was 
not to provide an opinion on overall compliance with laws and regulations. 
Accordingly, we do not express such an opinion. For more details on these 
issues, see appendix I. 

Compliance with 
Laws and Regulations 

                                                                                                                                    
12GAO, Internal Revenue Service: Status of GAO Financial Audit and Related Financial 

Management Report Recommendations, GAO-08-693 (Washington, D.C.: July 2, 2008). 

13Tax law requires IRS to release a federal tax lien within 30 days after the date the tax 
liability is satisfied or has become legally unenforceable, or the Secretary of the Treasury 
has accepted a bond for the assessed tax. 26 U.S.C. § 6325(a). 

Page 16 GAO-09-119  IRS's Fiscal Years 2008 and 2007 Financial Statements 

http://www.gao.gov/cgi-bin/getrpt?GAO-08-693


 

 

 

We found that IRS’s financial management systems did not substantially 
comply with the requirements of the Federal Financial Management 
Improvement Act of 1996 (FFMIA) as of September 30, 2008.14 Specifically, 
IRS’s systems did not substantially comply with Federal Financial 

Management System Requirements (FFMSR), federal accounting 
standards (U.S. generally accepted accounting principles), and the U.S. 

Government Standard General Ledger (SGL) at the transaction level. Our 
conclusion is based on criteria established under FFMIA; OMB Circular 
No. A-127, Financial Management Systems15 (which includes the Joint 
Financial Management Improvement Program (JFMIP)/OMB series of 
system requirements documents); U.S. generally accepted accounting 
principles; and the SGL.16 

The issues resulting in IRS’s lack of substantial compliance with the 
requirements of FFMIA relate to the material weaknesses discussed above, 
and were reflected in the material weaknesses reported in IRS’s fiscal year 
2008 FIA assurance statement to Treasury. IRS’s FFMIA remediation plan 
details its planned corrective actions for the weaknesses that render its 
financial management systems noncompliant with the requirements of 
FFMIA. For more details on these issues, see appendix I. 

 
IRS’s Management Discussion and Analysis and other required 
supplementary and other accompanying information contain a wide range 
of data, some of which are not directly related to the financial statements. 
We did not audit and do not express an opinion on this information. 
However, we compared this information for consistency with the financial 
statements and discussed the methods of measurement and presentation 
with IRS officials. On the basis of this limited work, we found no material 

Systems Compliance 
with the 
Requirements of 
FFMIA 

Consistency of Other 
Information 

                                                                                                                                    
14Pub. L. No. 104-208, div. A, § 101(f), title VIII, 110 Stat. 3009, 3009-389 (Sept. 30, 1996). 

15OMB, Circular No. A-127, Financial Management Systems (Washington, D.C.: Dec. 1, 
2004). FFMSR require application of the SGL at the transaction level and state that 
conformance requires, among other items, that transaction detail for SGL accounts be 
readily available in the financial management systems and directly traceable to specific 
SGL account codes.   

16JFMIP was originally formed under the authority of the Budget and Accounting 
Procedures Act of 1950 as a cooperative undertaking of OMB, Treasury, Office of Personnel 
Management, and GAO, working in cooperation with each other and with operating 
agencies to improve financial management practices in the federal government. On 
December 1, 2004, JFMIP ceased to exist as a separate organization, with OMB’s Office of 
Federal Financial Management assuming many JFMIP functions. 
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inconsistencies with the financial statements, U.S. generally accepted 
accounting principles, or OMB guidance. 

 
Management is responsible for (1) preparing the annual financial 
statements in conformity with U.S. generally accepted accounting 
principles; (2) establishing, maintaining, and assessing internal control to 
provide reasonable assurance that the broad control objectives of 31 
U.S.C. § 3512 (c), (d) (FIA) are met; (3) complying with applicable laws 
and regulations; and (4) ensuring that IRS’s financial management systems 
substantially comply with the requirements of FFMIA. 

Objectives, Scope, 
and Methodology 

We are responsible for obtaining reasonable assurance about whether (1) 
the financial statements are presented fairly, in all material respects, in 
conformity with U.S. generally accepted accounting principles, and (2) 
management maintained effective internal controls, the objectives of 
which are the following: 

• Financial reporting—transactions are properly recorded, processed, 
and summarized to permit the preparation of financial statements in 
conformity with U.S. generally accepted accounting principles and 
assets are safeguarded against loss from unauthorized acquisition, use, 
and disposition. 

 
• Compliance with laws and regulations—transactions are executed in 

accordance with laws governing the use of budget authority and with 
other laws and regulations that could have a direct and material effect 
on the financial statements and any other laws, regulations, and 
governmentwide policies identified by OMB audit guidance. 

 
We are also responsible for (1) testing compliance with selected 
provisions of laws and regulations that have a direct and material effect on 
the financial statements and laws for which OMB audit guidance requires 
testing, (2) testing whether IRS’s financial management systems 
substantially comply with the three requirements of FFMIA, and (3) 
performing limited procedures with respect to certain other information 
appearing in these annual financial statements. For more details on our 
methodology and the laws and regulations we tested, see appendix II. 

We did not evaluate all internal control relevant to operating objectives as 
broadly defined by FIA, such as controls relevant to preparing statistical 
reports and ensuring efficient operations. We limited our internal control 
testing to testing controls over financial reporting and compliance with 
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laws and regulations. We did not test compliance with all laws and 
regulations applicable to IRS. We limited our tests of compliance to those 
laws and regulations that had a direct and material effect on the financial 
statements or that were required to be tested by OMB audit guidance that 
we deemed applicable to IRS’s financial statements for the fiscal year 
ended September 30, 2008. We considered the material weaknesses 
identified above in determining the nature, timing, and extent of our audit 
procedures on IRS’s fiscal years 2008 and 2007 financial statements. We 
caution that noncompliance may occur and not be detected by these tests 
and that such testing may not be sufficient for other purposes. We 
performed our work in accordance with U.S. generally accepted 
government auditing standards and OMB audit guidance. 

 
In responding to this report, IRS stated that it was dedicated to improving 
financial management, and noted its significant accomplishments in 
addressing related challenges, including (1) completing required Federal 
Information Security Management Act activities, including contingency 
plan testing on 247 applications and systems and live disaster recovery 
tests for all major applications, (2) achieving a 35 percent reduction in 
Trust Fund Recovery Penalty cross reference errors using CDDB reports, 
and classifying $27 billion (77 percent) of the $35 billion in TFRP 
inventory, and (3) implementing a 20 digit trace-ID in all payment systems 
which enables CDDB to identify each individual tax revenue payment to 
support traceability to IRACS. 

Agency Comments 
and Our Evaluation 

IRS also recognized that information security continues to be a significant 
issue, and noted that it established an Office of Online Fraud Detection 
and Prevention to address evolving online threats affecting IRS and 
taxpayers. IRS also noted that it developed a corrective action plan to 
address information technology security training, systems auditing, access 
controls, system security configuration control, and systems disaster 
recovery. Additionally, IRS noted that it is continuing its assessments of 
business processes to address identity protection and that it analyzed the 
use of social security numbers for reduction and elimination where 
possible. 

Finally, IRS recognized that challenges remain, but noted that it has a solid 
management team that is dedicated to promoting the highest standards of 
financial management, and continues to increase the focus on information 
security and internal control while improving financial reporting. 
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The complete text of IRS’s response is included in appendix III. 

 

 

Steven J. Sebastian 
Director 
Financial Management and Assurance 

November 5, 2008 
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Appendix I: Material Weaknesses, Significant 
Deficiency, and Compliance Issues 

During our audits of the Internal Revenue Service’s (IRS) fiscal years 2008 
and 2007 financial statements, we identified three material weaknesses in 
internal control. These material weaknesses have given rise to significant 
management challenges that have (1) impaired management’s ability to 
prepare its balance sheet without extensive compensating procedures, (2) 
limited the availability of reliable information to assist management in 
effectively managing operations on an ongoing basis, (3) resulted in errors 
in taxpayer accounts, (4) increased taxpayer burden, and (5) reduced 
assurance that data processed by IRS’s information systems are reliable 
and appropriately protected. The issues that we have identified and 
discuss in this report relate to IRS’s controls over (1) financial reporting, 
(2) unpaid tax assessments, and (3) information security. We reported on 
each of these issues last year1 and in prior audits. We highlight these 
issues in the following sec

Material Weaknesses 

tions. 

                                                                                                                                   

In previous years, we reported a material weakness in IRS’s internal 
control over tax revenue and refunds because IRS’s controls were not fully 
effective in providing management the essential information it needs to 
make informed decisions on how best to maximize the federal 
government’s ability to collect tax revenues owed and minimize the risk of 
paying improper tax refunds. Specifically, in our fiscal year 2007 audit, we 
reported that IRS did not have agencywide cost-benefit information; 
related cost-based performance measures; or an agency-wide, systematic 
approach to maximizing its enforcement efforts. We also reported that IRS 
had made significant progress in addressing these issues, such as 
developing a cost accounting policy that provides guidance in managerial 
cost concepts for the agency and initiating several cost pilot projects to 
develop a methodology for determining the full cost of IRS’s various 
enforcement programs. 

During fiscal year 2008, IRS made further significant progress. IRS (1) 
improved its cost accounting by establishing an Office of Cost Accounting 
within the Chief Financial Officer’s organization to implement its cost 
accounting policy and by completing three cost pilot projects to 
demonstrate the viability of IRS’s methodology for determining the full 
cost of its enforcement programs, (2) further enhanced its performance 
measures and completed development of return on investment 
information for the Earned Income Tax Credit program that includes full 

 
1GAO, Financial Audit: IRS’s Fiscal Years 2007 and 2006 Financial Statements, 

GAO-08-166  (Washington, D.C.: Nov. 9, 2007). 
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costs, (3) established corporate governance bodies that collectively 
represent significant progress in establishing an agencywide approach to 
governance of IRS’s enforcement activities, and (4) improved its 
management of tax collection efforts by continuing to implement 
sophisticated computer analysis and modeling to prioritize and focus its 
collection activities. IRS has also developed plans to perform ongoing 
analyses of the tax gap, which will include information on the extent of 
overclaims, of which disbursements of improper refunds are a component. 
IRS’s actions have sufficiently mitigated the affects of these weaknesses in 
control over tax revenue and refunds such that we no longer consider 
them to constitute a material weakness. However, the remaining control 
deficiencies, we believe, constitute a significant deficiency in internal 
control. This is discussed in a later section of this report. 

 
In fiscal year 2008, as in prior years, IRS did not have financial 
management systems adequate to enable it to timely and accurately 
generate and report the information needed to both prepare financial 
statements and manage operations on an ongoing basis. To overcome 
these systemic deficiencies with respect to preparation of its annual 
financial statements, IRS was compelled to employ extensive 
compensating procedures. During fiscal year 2008, IRS (1) did not have an 
adequate general ledger system for tax-related transactions, and (2) was 
unable to readily determine the costs of its discrete activities and 
programs and did not have cost-based performance information. Although 
IRS’s financial statements were fairly stated as of September 30, 2008 and 
September 30, 2007, the underlying records do not provide the real-time 
data needed to assist in managing operations on a daily basis and to 
provide an informed basis for making or justifying resource allocation 
decisions. 

Financial Reporting 

In fiscal year 2007,2 we reported that IRS’s core general ledger system for 
tax-administration-related transactions, the Interim Revenue Accounting 
Control System (IRACS), was not supported by adequate audit trails for 
any of the most material tax related balances, including tax revenue, tax 
refunds, or taxes receivable. Such traceability is necessary to enable IRS 
to ensure that recorded transactions are complete, accurate, and 
supported by underlying records. During fiscal year 2008, IRS devoted 
significant resources to addressing this condition and made substantial 

                                                                                                                                    
2GAO-08-166. 
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progress. For example, IRS instituted the use of trace identification 
numbers (trace ID) for revenue and refund transactions in order to 
provide this traceability from IRACS back to source documentation and 
throughout IRS’s financial management system. For tax refunds, as well as 
for tax revenue transactions processed through the Electronic Federal Tax 
Payment System (EFTPS),3 we were able to verify that these trace IDs 
were effective in providing this transaction traceability. However, we also 
found that for tax revenue transactions processed outside of EFTPS 
(which accounted for about 22 percent of total tax revenue collected in 
fiscal year 2008), providing this traceability to IRACS necessitated IRS 
employees transcribing the trace IDs manually for input. Since trace IDs 
for revenue transactions are numerous digits in length, there is a 
significant risk of human error inherent in this process. As of September 
30, 2008, IRS had not instituted controls to minimize the risk of 
transcription and input errors occurring and not being detected and 
corrected. In addition, and as we reported in prior years, IRS’s reported 
balance for federal taxes receivable, which comprised over 81 percent of 
IRS’s total assets as reported on its fiscal year 2008 balance sheet, was not 
posted to IRACS.4 This was because it was the product of a complex 
statistical estimation process rather than the summation of the traditional 
posting of individual transactions.5 Consequently, IRACS does not 
substantially comply with the U.S. Government Standard General Ledger 
(SGL) at the transaction level, and Federal Financial Management Systems 
Requirements (FFMSR) embodied in OMB Circular No. A-127, Financial 
Management Systems.6 

                                                                                                                                    
3EFTPS is an automated tax payment system that allows taxpayers to make federal tax 
payments electronically, and processes deposit data related to payroll and other taxes paid 
by federal agencies through the Federal Agency Tax Payments and Returns II System. By 
law, businesses with employment or other depository taxes that exceed $200,000 annually 
are required to use EFTPS. 26 U.S.C. § 6302(h), 26 C.F.R. § 1-6302(h). 

4IRS reports federal taxes receivable on its balance sheet, net of an allowance for amounts 
considered uncollectible. 

5This issue is discussed in more detail in the material weakness in controls over unpaid tax 
assessments section of this report.  

6OMB, Circular No. A-127, Financial Management Systems (Washington, D.C.: Dec. 1, 
2004). FFMSR require application of the SGL at the transaction level and states that 
conformance requires, among other items, that transaction detail for SGL accounts be 
readily available in the financial management system and be traceable to specific SGL 
account codes.   

Page 89 GAO-09-119  IRS's Fiscal Years 2008 and 2007 Financial Statements 



 

Appendix I: Material Weaknesses, Significant 

Deficiency, and Compliance Issues 

 

During fiscal year 2007, we reported that IRS continued to make progress 
in improving its cost accounting capabilities. Specifically, IRS issued its 
first cost accounting policy in August 2007, which provided guidance on 
the concepts and requirements for managerial cost accounting within IRS. 
The purpose of this policy is to outline a clear set of guidelines for IRS to 
use to accumulate and report on the full costs of its programs, activities, 
and associated outputs to allow for better decision making. In addition, we 
reported that IRS was conducting a series of cost pilot projects in an effort 
to establish the relationship between its costs and its products and 
services. 

During fiscal year 2008, IRS completed the cost pilot projects and 
concluded that it has the capability to use the cost data within its 
Integrated Financial System (IFS) and the associated workload and 
production data from its business unit systems to calculate the full costs of 
its products, services, and programs. IRS produced cost information for 
three of its programs (i.e., Automated Underreporter, Field Assistance, and 
Submission Processing) 7 and plans to periodically produce this 
information and expand the availability of cost accounting information to 
other programs in future years. In fiscal year 2009, IRS plans to prioritize 
its products and services for which cost information is needed and 
develop the necessary processes to systematically produce full cost 
accounting information for them to support management decision making. 

We commend IRS for the positive steps it has taken in developing a 
practical approach to use the cost information within IFS to systematically 
produce managerial cost data that are defensible, reliable, and consistent. 
Moving expeditiously to determine its cost accounting priorities and 
develop the processes to routinely produce the associated cost accounting 
data will allow IRS to realize the full potential of its cost accounting 
capabilities. 

                                                                                                                                    
7 Automated Underreporter is an IRS program that compares information on tax returns to 
related information submitted electronically by third parties to identify potential 
unreported taxable income. Field Assistance is the IRS office that manages Taxpayer 
Assistance Centers located throughout the country. These centers are designed to provide 
comprehensive face-to-face assistance to taxpayers as well as assistance through telephone 
and written correspondence. Submission processing is the data processing arm of IRS. 
These units process paper and electronic submissions at IRS service center campuses. This 
includes depositing tax payments, correcting errors, and forwarding data to IRS’s 
computing centers for analysis and posting to taxpayer accounts. 
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Despite significant progress made during fiscal year 2008, the continued 
existence of these financial reporting weaknesses once again compelled 
IRS to expend more time and effort to maintain its accounting records and 
generate financial management information than would otherwise have 
been necessary. Further, despite these efforts, IRS continued to lack 
reliable and timely financial information to assist in managing operations 
throughout fiscal year 2008. Addressing the financial management 
deficiencies discussed above would enhance this process by providing 
management the reliable and timely information that it needs to support 
informed decision making without having to resort to costly and time-
consuming procedures to compensate for information system deficiencies. 

 
During fiscal year 2008, we continued to find serious internal control 
issues that affected IRS’s management of unpaid tax assessments. 
Specifically, we continued to find (1) that IRS lacked a subsidiary ledger 
for unpaid tax assessments that would allow it to produce reliable, useful, 
and timely information with which to manage and report externally, and 
(2) errors and delays in recording taxpayer information, payments, and 
other activities. While IRS made progress in addressing the lack of a 
subsidiary ledger for unpaid assessments, certain system limitations and 
errors in taxpayer accounts nevertheless continued to hinder IRS’s ability 
to effectively manage its unpaid tax assessments. 

Unpaid Tax 
Assessments 

Unpaid assessments are legally enforceable claims against taxpayers and 
consist of taxes, penalties, and interest that have not been collected or 
abated.8 Based on federal accounting standards, unpaid assessments are 
required to be classified into one of the following three categories for 
reporting purposes: federal taxes receivables, compliance assessments, 

                                                                                                                                    
8Abatements are reductions in tax assessments and are a normal part of IRS’s tax 
administration process. Abatements may occur for a number of reasons. For example, a 
taxpayer may file an amended return claiming a lower tax liability than previously reported 
or a qualifying corporation may claim a net operating loss which created a credit that can 
be carried back to reduce a prior year’s tax liability. 
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and write-offs.9 However, IRS’s master files10 and general ledger were not 
designed to classify and report out each of these three categories of 
unpaid assessments in accordance with federal accounting standards. To 
compensate for this, IRS must apply statistical sampling and estimation 
techniques to data from its master files to estimate the year-end balances 
of (1) taxes receivable in its financial statements and required 
supplementary information, and (2) compliance assessments and write-
offs in its required supplementary information. This manual compensating 
process is complex, labor-intensive, and requires several months to 
complete. 

While IRS has made significant progress over the last several years, it 
continues to lack a subsidiary ledger that tracks and accumulates unpaid 
assessments and their status on an ongoing basis for business purposes, 
including external reporting. Recognizing the seriousness of this 
deficiency, IRS began a phased-in implementation of the Custodial Detail 
Data Base (CDDB) in 2006. As discussed earlier, one of the key objectives 
of CDDB is to ultimately serve as a subsidiary ledger for IRS’s tax 
administration activities, including tax revenue receipts, tax refund 
disbursements, and unpaid tax debt. CDDB would function as a subsidiary 
ledger for unpaid tax assessments by linking and classifying taxpayer 
account information from IRS’s master files to its general ledger for tax 
administration activities, IRACS. IRS enhanced CDDB in fiscal year 2008 to 
weekly analyze and record unpaid assessment balances from its master 
file, including related interest and penalty accruals, to its general ledger by 
the various financial reporting categories (taxes receivable, compliance 
assessments, and write-offs). These enhancements established CDDB’s 
capability to function as a subsidiary ledger for unpaid tax debt. 

                                                                                                                                    
9Federal taxes receivable are taxes due from taxpayers for which IRS can support the 
existence of a receivable through taxpayer agreement or a favorable court ruling. 
Compliance assessments are assessments where neither the taxpayer nor the court has 
affirmed that the amounts are owed. Write-offs represent unpaid tax assessments for which 
IRS does not expect further collections because of factors such as the taxpayer’s death, 
bankruptcy, or insolvency. Of these three classifications of unpaid tax assessments, only 
net federal taxes receivable are reported on the financial statements. IRS also categorizes 
certain unpaid assessments into a fourth category referred to as memo. IRS places 
accounts into this category when they do not meet any of the other three unpaid 
assessment categories. 

10IRS’s master files contain detailed records of taxpayer accounts. However, the master 
files do not contain all the details necessary to properly classify or estimate collectibility 
for unpaid tax assessment accounts. 
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However, IRS is presently unable to use CDDB as its subsidiary ledger for 
posting tax debt information to its general ledger in a manner that ensures 
reliable external reporting. Even though CDDB is capable of analyzing 
master file data weekly to produce tax debt information classified into the 
various financial reporting categories, this information still contains 
material inaccuracies. For example, through its use of its statistical 
sampling and estimation techniques, IRS identified errors necessitating 
over $14 billion in adjustments to the year-end gross taxes receivable 
balance produced by CDDB. Thus, while the use of CDDB has refined this 
process, it continued to take IRS several months to complete, required 
multibillion-dollar adjustments, and produced amounts that after 
adjustments were still only reliable as of the last day of the fiscal year. 
Furthermore, IRS does not record in IRACS the amounts derived from the 
statistical estimation process, including taxes receivable. Hence, the taxes 
receivable balance and related amounts due to Treasury reported on the 
balance sheet are not traceable to IRACS. Since they are products of a 
statistical estimation process rather than summations of individual 
transactions, there is also currently no transaction traceability from the 
taxes receivable - related amounts on IRS financial statements back to 
underlying source documentation. Consequently, the lack of a fully 
functioning subsidiary ledger continues to inhibit IRS’s ability to develop 
reliable and timely financial management reports useful for external 
reporting. Full operational capability of CDDB depends on the successful 
implementation of future system releases planned through 2009 and the 
ability of these releases to address current limitations in accurately 
classifying all of IRS’s unpaid assessments. 

IRS’s management and reporting of unpaid tax assessments also continued 
to be hindered by inaccurate tax records. We continued to find errors in 
taxpayer records resulting from IRS’s not recording information 
accurately and timely. Such errors directly affect the accuracy of the tax 
debt information classified by category as produced by CDDB. 
Additionally, such errors can cause frustration to taxpayers who either 
have already paid taxes owed or who owe significantly lower amounts. 

For example, during our audit, we found that IRS erroneously assessed a 
gift tax against a taxpayer for over $14 billion. The taxpayer had filed a tax 
return reporting a gift valued at approximately $260,000 made with no 
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taxes due.11 However, IRS entered amounts from two separate lines of the 
tax return as a single amount into its system, causing it to record the value 
of the gift as almost $26 billion. This, in turn, caused IRS’s systems to 
calculate a tax deficiency of almost $12 billion. Along with associated 
penalties and interest, IRS sent the taxpayer an erroneous notice of taxes 
due for over $14 billion. In another example, IRS assessed a business over 
$9 million in penalties for failing to provide a required supporting schedule 
along with its quarterly payroll tax return and sent the business a notice 
for the amount due. When IRS subsequently examined the business tax 
return, it determined that the required schedule was in fact attached to the 
return. Although IRS identified and subsequently corrected these errors, it 
did so only after inconveniencing the taxpayers. In addition, because the 
$14 billion erroneous gift tax assessment posted to its master files just 
prior to IRS’s fiscal year-end cut-off, the balance was included in the year-
end taxes receivable balance produced by CDDB. Consequently, IRS had 
to make an additional adjustment to deduct the $14 billion when deriving 
its year-end taxes receivable balance for external financial reporting. This 
$14 billion adjustment was in addition to the $14 billion adjustment 
recorded to the CDDB-produced balance based on IRS’s statistical 
estimation of the balance for taxes receivable. 

We also continued to find errors involving IRS’s failure to properly record 
payments to all related taxpayer accounts associated with unpaid payroll 
taxes.12 As in prior years,13 IRS’s systems are still unable to automatically 
reflect a reduction in the amounts owed on the related accounts when the 
business or any officer of that business pays some or all of the outstanding 
taxes. However, IRS has made significant progress in this area over the 

                                                                                                                                    
11For tax year 2007, the lifetime unified tax credit reduced or eliminated tax liability for 
taxable gifts below the $1 million exclusion amount. This means taxpayers can make up to 
$1 million in taxable gifts over their lifetime without having to pay the gift tax. See 26 
U.S.C. § 2505; see also IRS Publication 950, Introduction to Estate and Gift Taxes (rev. 
Sept. 2008). 

12When a company does not pay the taxes it withholds from employees’ wages, such as 
Social Security or individual income tax withholdings, IRS has the authority to assess all 
responsible officers individually for the taxes withheld from employees. Although assessed 
to multiple parties, the liability need only be paid once. Thus, IRS may record tax 
assessments against each of several individuals for the employee-withholding component 
of the payroll tax liability of a given business in an effort to collect the total tax liability of 
the business. The tax assessments made against business officers are known as trust fund 
recovery penalties. See 26 U.S.C. § 6672 and implementing IRS guidance in the Internal 

Revenue Manual at § 4.23.9.13, Trust Fund Recovery Penalty (May 14, 2008). 

13GAO-08-166. 
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past several years. For example, IRS established procedures to more 
clearly link each penalty assessment against an officer to a specific tax 
period of the business account and began phasing in the use of an 
Automated Trust Fund Recovery (ATFR) system intended to properly 
cross-reference payments received. As a result of IRS’s actions, the 
number of errors we identified this year was significantly less than in prior 
years. IRS also enhanced ATFR in fiscal year 2008 to begin automatically 
reducing the amounts owed on all related accounts when a payment is 
received from one related party. However, the system is currently unable 
to process all payments related to such cases. Consequently, IRS must 
continue to manually reduce the account balance on related accounts for 
some payments. Thus, the opportunity for errors and omissions continues 
to exist. 

Additionally, we again found errors in IRS’s master file programs for 
calculating and assessing penalties associated with outstanding tax debt.14 
For example, we identified two separate situations where IRS’s computer 
programs used an earlier date than prescribed in its policies to begin the 
calculation of the penalty amount. In another instance, IRS’s computer 
programs failed to reduce the penalty rate used to accrue additional 
penalties on the outstanding balance of taxes owed once the taxpayer 
entered into an installment agreement with IRS to pay off the tax liability 
over time. In these cases, the penalties assessed against the taxpayers 
were higher than they should have been. While these errors did not affect 
a significant number of taxpayers nor have a material affect on IRS’s 
unpaid assessment balance, they nevertheless represent yet another type 
of error contained in IRS’s records of unpaid assessments that affect the 
accuracy of reporting and could adversely affect taxpayers. 

IRS processing delays also contributed to inaccurate tax records. During 
our audit, we identified three cases where documentation showed that a 
business had been defunct15 for some time but IRS had not recorded the 
defunct status of the business in its master files. One of these businesses 
had been defunct since May 2005. As a result, CDDB misclassified these 
accounts as taxes receivable rather than as write-offs. IRS had to reclassify 

                                                                                                                                    
14GAO, Financial Audit: IRS’s Fiscal Years 2006 and 2005 Financial Statements, 
GAO-07-136 (Washington, D.C.: Nov. 9, 2006); Management Report: Improvements Needed 

in IRS’s Internal Controls, GAO-07-689R (Washington, D.C.: May 11, 2007). 

15IRS defines a defunct business as one that is no longer operating and does not have any 
assets IRS can levy to pay off some or all of the business’s outstanding tax debt. 
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a substantial portion of the balance of these accounts as part of its 
estimation process. 

These processing errors and delays contribute to inaccurate tax records 
and result in IRS having to make numerous adjustments as part of its 
process for estimating the balance of net taxes receivable and other 
unpaid tax assessments. When IRS identified errors and delays similar to 
those described above when reviewing its sample of unpaid assessment 
cases, it recorded adjustments to the affected account to reflect the 
correct value of that account at the point in time that IRS extracted the 
account information. On the basis of a statistical projection of these 
individual adjustments, IRS had to make multibillion dollar adjustments to 
the year-end balances of all three categories of unpaid assessments 
produced by CDDB in order to produce reliable amounts for external 
reporting on its balance sheet and required supplementary information. 

Furthermore, such processing errors and delays contribute to IRS’s 
inability to timely release federal tax liens against taxpayers who have 
fully satisfied or are otherwise relieved of their tax liability. As with the 
delays previously described, delays by IRS in recording bankruptcy 
discharges and processing offers-in-compromise16 result not only in 
inaccurate tax records but also delays in IRS’s release of federal tax liens. 
This, in turn, causes undue burden to taxpayers who are attempting to sell 
property or apply for commercial credit.17 

The progress IRS has made to date with CDDB is an important step in 
moving toward a subsidiary ledger that links account information in IRS’s 
master files with its general ledger for tax administration activities. 
However, IRS must still address the issues that prevent it from using 
unadjusted CDDB information to support the general ledger for external 
reporting. This will require further enhancements to CDDB to enable it to 
more accurately distinguish between the three categories of unpaid tax 
assessments, so that balances are ultimately recorded in the proper 
general ledger accounts. Also, in order to ensure accurate financial 
reporting and to minimize undue burden on taxpayers, IRS faces a 
continuing challenge to address the factors that cause inaccuracies in 

                                                                                                                                    
16An offer-in-compromise is an agreement between a taxpayer and IRS that resolves the 
taxpayer’s tax debt by accepting less than full payment. See 26 U.S.C. § 7122, 26 C.F.R. § 
601.203. 

17This issue is discussed further in the Compliance Issues section of this report. 
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taxpayer account records and to maintain the integrity of the account 
information going forward. 

 
To effectively fulfill its tax processing responsibility, IRS relies extensively 
on computerized systems to support its financial and mission-related 
operations. Effective information system controls are essential to ensuring 
that taxpayer and financial information is adequately protected from 
inadvertent or deliberate misuse; fraudulent use; and improper disclosure, 
modification, or destruction. Ineffective system controls can impair the 
accuracy, completeness, and timeliness of information used by 
management and, in the absence of effective compensating procedures, 
increase the potential for undetected material misstatements in the 
agency’s financial statements. 

Information Security 

Significant information security weaknesses identified during our previous 
audits remained uncorrected and continued to jeopardize the 
confidentiality, availability, and integrity of information processed by IRS’s 
key systems, increasing the risk of material misstatement for financial 
reporting. IRS has made progress in resolving these weaknesses, taking 
actions such as implementing controls for unauthenticated network access 
and user IDs on the mainframe, encrypting sensitive data going across the 
IRS network, improving the patching of critical vulnerabilities, improving 
the disposal of removable media, and updating contingency plans to 
document critical business processes. 

Despite these actions, weaknesses remain. For example, sensitive 
information, including user IDs and passwords for mission-critical 
applications, continued to be readily available to any user on IRS’s internal 
network. These IDs and passwords could be used by a malicious user to 
compromise data flowing to and from IFS. Other continuing weaknesses 
included the existence of passwords that were not complex enough to 
avoid being guessed or cracked. In addition, although IRS had improved its 
application of vendor-supplied system patches that protect against known 
vulnerabilities, it still had not consistently patched systems in a timely 
manner. The agency’s procurement system, which processed 
approximately $1.8 billion of obligations in fiscal year 2008, also remained 
at risk because previously reported weaknesses had not been corrected. 
These weaknesses included (1) not restricting users’ ability to bypass 
application controls, (2) continuing to use unencrypted protocols, and (3) 
not removing separated employees’ access in a timely manner. These 
outstanding weaknesses increase the risk that data processed by the 
agency’s financial management systems are not reliable. 
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In fiscal year 2008, we and the Treasury Inspector General for Tax 
Administration (TIGTA) continued to identify new weaknesses in controls 
for protecting access to systems and information, as well as other 
information security controls that affect key financial systems, such as 
IRACS. For example, the processing environment that supports IRACS 
lacks a configuration baseline, which prevents IRS from adequately 
tracking and monitoring changes to the system, thereby increasing the risk 
that unauthorized program changes may not be detected. In addition, 
weaknesses in access controls to network devices could allow users 
unneeded authorization to IRS’s network infrastructure and allow 
unauthorized access to applications and data supported by the network, 
including IFS. Similarly, TIGTA has also reported18 that access controls 
over the administration of network devices were not effective to control 
unauthorized use. TIGTA found that system administrators had set up 
accounts that could allow them to bypass authentication controls and 
make undetected changes to network devices, noting that this condition 
could allow a disgruntled employee or contractor to make changes to 
those devices to steal taxpayer information or disrupt IRS computer 
operations. TIGTA also recently reported19 that two of IRS’s most 
important modernized systems—CADE and the Account Management 
Services (AMS)20—were deployed with known security vulnerabilities 
relating to the protection of sensitive data, system access, monitoring of 
system access, and disaster recovery. As a result, TIGTA concluded that 
these vulnerabilities increase the risks that (1) an unscrupulous person, 
with little chance of detection, could gain unauthorized access to the vast 
amount of taxpayer information the IRS processes, and (2) the systems 
could not be recovered effectively and efficiently during an emergency. 

                                                                                                                                    
18 Treasury Inspector General for Tax Administration, Inadequate Security Controls Over 

Routers and Switches Jeopardize Sensitive Taxpayer Information, 2008-20-071 
(Washington, D.C.: Mar. 26, 2008). 

19 Treasury Inspector General for Tax Administration, The Internal Revenue Service 

Deployed Two of Its Most Important Modernized Systems With Known Security 

Vulnerabilities, 2008-20-163 (Washington, D.C.: Sept. 24, 2008). 

20 According to the TIGTA report, AMS will provide IRS employees faster and improved 
access to taxpayer account data, which will minimize taxpayer interaction and provide 
more timely responses to and resolution of taxpayer inquiries. Initiated in August 2006, the 
AMS project is scheduled to cost more than $700 million to develop, operate, and maintain 
through calendar year 2024. The first release of AMS, deployed in October 2007, was 
limited to achieving address changes in the CADE environment. 
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The weaknesses in IRS’s financial systems are due in part to IRS’s not fully 
implementing its information security program21 to ensure that controls 
are effectively established and maintained. IRS has developed and 
documented its program, but it has not fully or consistently implemented 
program requirements for key information systems. For example, although 
IRS has developed and implemented a process to address deficiencies in 
its information security policies, procedures, and practices, it did not 
sufficiently verify whether remedial actions were implemented or effective 
in mitigating the vulnerability. To illustrate, IRS informed us that they had 
corrected 65 of the 115 previously reported weaknesses. However, we 
found that remedial actions for 16 of the 65 weaknesses that IRS informed 
us had been corrected had not been fully implemented. 

Until IRS takes additional steps to fully implement key elements of its 
information security program, its facilities, computing resources, and 
information will remain vulnerable to inappropriate use, modification, or 
disclosure and agency management will have limited assurance of the 
integrity and reliability of its financial and taxpayer information. 

The unresolved deficiencies from prior audits and the newly identified 
deficiencies in fiscal year 2008 represent a material weakness in IRS’s 
internal control over its financial systems. Collectively, these deficiencies 
reduce IRS’s ability to ensure that its financial and taxpayer information is 
secure and, in the absence of effective compensating procedures, increase 
the potential for undetected material misstatements in the agency’s 
financial statements. We plan to issue a separate report on the newly 
identified deficiencies and the status of previously identified deficiencies. 

To address these deficiencies, IRS has various initiatives under way. IRS 
has developed and documented a detailed road map to guide its efforts in 
targeting critical weaknesses. Additionally, the agency is in the process of 
implementing a comprehensive plan to address numerous information 
security weaknesses, such as those associated with network and system 
access, audit trails, system software configuration, security roles and 
responsibilities, and contingency planning. According to the plan, some of 
these weaknesses are not scheduled to be resolved for 4 or more years, 

                                                                                                                                    
21 In December 2002, Congress enacted the Federal Information Security Management Act 
of 2002 (FISMA), which requires agencies to develop, document, and implement an 
information security program. FISMA was enacted as title III of the E-Government Act of 
2002, Pub. L. No. 107-347, 116 Stat. 2946 (Dec. 17, 2002). The agency information security 
program requirement is codified at 44 U.S.C. § 3544(b). 
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including one not scheduled for completion until the start of fiscal year 
2014. These efforts are a positive step towards improving the agency’s 
overall information security posture. 

 
In addition to the material weaknesses previously discussed, we identified 
a significant deficiency concerning weaknesses in IRS’s internal control 
over tax revenue and refunds. 

Significant Deficiency 

In our previous report on the results of our audit of IRS’s fiscal year 2007 
financial statements,22 we also discussed weaknesses in IRS’s internal 
control designed to safeguard hard-copy taxpayer receipts and data, which 
we considered to constitute a significant deficiency. For example, we 
identified weaknesses in (1) physical security controls designed to prevent 
unauthorized access to IRS’s receipt processing facilities, (2) procedural 
safeguards and controls designed to account for, control, and protect 
taxpayer receipts and related taxpayer information, and (3) controls 
designed to safeguard hard-copy taxpayer receipts and related taxpayer 
data during transport between IRS business units and to or from third 
parties, such as depository institutions. We had been reporting on this 
significant deficiency each year since our fiscal year 1997 financial audit, 
and IRS has devoted substantial efforts over the years to address the 
issues comprising this significant deficiency. In fiscal year 2008, we found 
that IRS significantly improved the controls that safeguard hard-copy 
taxpayer receipts and data processed at its primary submission processing 
facilities-service center campuses and lockbox banks.23 Most notably, 
controls were significantly improved at IRS’s lockbox banks, which 
processed approximately $411 billion in hard-copy taxpayer receipts in 
fiscal year 2008, or nearly 78 percent of all hard-copy tax payments 
received. For example, the number of internal control issues in this area 
we identified in fiscal year 2008 decreased by 80 percent from fiscal year 
2007, and for the first time, we did not identify any issues at one of the 
three lockbox banks we visited. These improvements, combined with the 
progress we reported in previous audits, have enabled us to conclude that 
remaining issues identified during fiscal year 2008 related to hard-copy 

                                                                                                                                    
22GAO-08-166. 

23Lockbox banks are commercial banks that operate under contract with the Financial 
Management Service to provide tax receipt processing and deposit services on behalf of 
IRS. 
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taxpayer receipts and data no longer constitute a significant deficiency in 
internal control. 

 
Weaknesses in control over tax revenue and refunds continue to hamper 
IRS’s ability to optimize the use of its limited resources to collect unpaid 
taxes and minimize payment of improper refunds. Specifically, IRS has not 
(1) developed performance metrics and goals on the cost of, and the 
revenue collected from, IRS’s various enforcement programs and 
activities,24 and (2) fully established and implemented the financial 
management structure and processes to provide IRS key financial 
management data on costs and enforcement tax revenue. These 
deficiencies inhibit IRS’s ability to appropriately assess and routinely 
monitor the relative merits of its various enforcement initiatives and adjust 
its strategies as needed. This, in turn, can significantly affect the level of 
enforcement tax revenue collected and improper refunds disbursed.25 
Addressing these issues successfully is fundamental to IRS’s ability to 
effectively apply cost and enforcement revenue information to managing 
its enforcement activities, especially the collection of unpaid taxes. 

Tax Revenues and 
Refunds 

IRS’s existing agencywide enforcement performance measures and related 
performance goals do not include measures of the full cost of, or the 
revenue collected from, enforcement activities. Rather, IRS’s current 
performance measures focus on monitoring the internal enforcement-
related processes used by IRS, such as the number of cases examined.26 
We have previously reported on and made recommendations regarding 
IRS’s lack of performance measures based on reliable full cost and benefit 
data. For example, based on the findings from our audit of IRS’s fiscal year 

                                                                                                                                    
24One exception is the Earned Income Tax Credit program for which IRS has developed 
such metrics. 

25The term enforcement revenue refers to the tax revenue received as a result of IRS’s tax 
collection actions—enforcement—taken against taxpayers who do not voluntarily pay their 
taxes when due.   

26Process-oriented measures used by IRS include elements such as taxes assessed, the 
number of each type of case that is worked on and the number of cases closed. For 
example, IRS uses process measures related to the Automated Underreporter Program 
(AUR), which is designed to identify under-reported income by matching taxpayer-reported 
information against information submitted to IRS by third parties, such as interest or 
dividend information submitted by financial institutions. IRS’s current AUR performance 
measures focus on the number of additional tax assessments made, number of taxpayer 
returns examined and number of cases closed, rather than measuring the extent of 
collections received.  
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1999 financial statements, we recommended that IRS develop the data to 
support meaningful cost information categories and cost-based 
performance measures.27 These recommendations remained open in our 
July 2008 update on the status of recommendations we have made to IRS.28 
In addition, in our June 2008 report on IRS’s tax collection process,29 we 
reported that IRS has not set its performance measures and related goals 
to measure dollars collected. Additionally, in our July 2008 report on IRS’s 
collection of unpaid payroll taxes,30 we reported that, although IRS has 
made the collection of unpaid payroll taxes one of its top priorities, it has 
not established goals or measures to assess its progress in collecting or 
preventing the accumulation of payroll tax debt. We further reported that 
IRS officials stated that they do not have specific lower-level performance 
measures that target collection actions or collection results for unpaid 
payroll taxes. We noted that such performance measures could be useful 
to IRS in measuring the success of its efforts to collect or prevent the 
further accumulation of unpaid payroll taxes and to formulate more 
effective approaches to dealing with this compliance issue. 

IRS management must consider many factors beyond cost and collections, 
such as coverage, compliance, and budgetary issues, when making 
resource allocation decisions. These factors, and the decisions IRS makes 
about how to respond to them, have a significant impact on collections. 
However, using full cost and collection information is also important. 
Performance metrics and related goals for IRS’s enforcement programs 
and activities, including measures of dollars collected compared to related 
costs incurred, are essential tools to assist management in assessing the 
relative merits of its options and optimizing the allocation of its resources. 
Consequently, measures that focus management’s attention on the 
effectiveness of its programs in achieving its primary mission of collecting 
taxes are fundamentally important. 

                                                                                                                                    
27GAO, Internal Revenue Service: Serious Weaknesses Impact Ability to Report on and 

Manage Operations, GAO/AIMD-99-196 (Washington, D.C.: Aug. 9, 1999). 

28GAO, Internal Revenue Service: Status of GAO Financial Audit and Related Financial 

Management Report Recommendations, GAO-08-693 (July 2, 2008). 

29GAO, Tax Debt Collection: IRS Has a Complex Process to Attempt to Collect Billions of 

Dollars in Unpaid Tax Debts, GAO-08-728 (Washington, D.C.: June 13, 2008). 

30GAO, Tax Compliance: Businesses Owe Billions in Federal Payroll Taxes, GAO-08-617 
(Washington, D.C.: July 25, 2008). Payroll taxes are amounts employers withhold from 
employees’ wages for federal income taxes, Social Security, and Medicare, as well as the 
employers’ mandatory matching contributions for Social Security and Medicare taxes.   
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As we discussed, IRS has not completed the process of developing and 
institutionalizing the use of full cost data to measure the costs of its 
various enforcement programs. IRS’s recent completion of three cost pilot 
projects to demonstrate its ability to determine the full cost of selected 
activities is a notable achievement. However, IRS has not yet applied a 
comparable methodology to determine the full cost of its full range of 
programs, though it plans to do so. 

Additionally, IRS has not designed performance metrics that use 
enforcement revenue data. Although IRS has detailed enforcement 
revenue data, as we have previously reported, 31 it has not developed 
performance metrics or goals for dollars collected to measure the 
effectiveness of IRS’s various enforcement programs. IRS officials have 
said that they do not make such enforcement revenue evaluations because 
of the potential for violating section 1204 (Basis for evaluation of Internal 
Revenue Service employees) of the Internal Revenue Service 
Restructuring and Reform Act of 1998, which prohibits the use of “records 
of tax enforcement results” to evaluate employees or impose or suggest 
production quotas or goals for employees and requires their performance 
be evaluated on the “fair and equitable treatment of taxpayers.”32 The 
statute does not establish a blanket prohibition on using quantity 
measures to evaluate organization performance, and implementing IRS 
regulations and guidance provide instructions on the proper uses of these 
statistical data.33 The guidance, issued in April 2007, specifically allows the 
use of “records of tax enforcement results” for forecasting, financial 
planning, resource management and the formulation of case selection 
criteria. Therefore, IRS may use enforcement results, such as revenue 
collected, to evaluate enforcement programs and activities to make well-
informed resource allocation decisions, but it must do so consistent with 
the prohibitions in section 1204 and implementing IRS regulations and 
guidance. 

                                                                                                                                    
31GAO-08-728. 

32Internal Revenue Service Restructuring and Reform Act of 1998, Pub. L. No. 105-206, § 
1204, 112 Stat. 681, 722 (July 22, 1998)(reprinted in 26 U.S.C. § 7804 note). 

33See Regulation 801 (26 C.F.R. pt. 801), Balanced System for Measuring Organizational 

and Employee Performance Within the Internal Revenue Service (Oct. 17, 2005); Internal 

Revenue Manual, § 1.5.2, Managing Statistics in a Balanced Measurement System: Uses 

of Statistics (Apr. 1, 2007). For example, Regulation 801 states “Modern management 
practice and various statutory and regulatory provisions require the IRS to set performance 
goals for organizational units and to measure the results achieved by those units with 
respect to those goals.” 26 C.F.R. § 801.1T(a)(2). 
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Until such time as IRS has both full cost and enforcement revenue data 
available to measure return on investment and related organizational 
performance measures and goals, IRS’s evaluation of its programs and 
related decisions will continue to be based on the results of internal 
compliance processes rather than on the degree to which these programs 
are effective in collecting unpaid taxes. Without accurate data on program 
effectiveness, IRS cannot assess the extent to which its allocation of 
limited resources among competing priorities is maximizing the agency’s 
ability to collect unpaid taxes. 

The ability to provide IRS with full cost and revenue data on enforcement 
programs requires an organization structure and processes that can 
produce managerial cost and enforcement revenue accounting data and 
then implement their use. As discussed earlier, IRS has taken significant 
actions to implement managerial cost accounting. However, IRS has not 
completed the task of institutionalizing the use of managerial full cost data 
to support cost based performance measures or informed resource 
allocation decisions. IRS has yet to (1) develop a formalized plan to 
implement the cost policy and institutionalize the use of full cost 
information agencywide in making resource allocation decisions, (2) 
develop a monitoring plan through which IRS can ensure that the cost 
policy is being systematically and appropriately used, (3) extend its 
development of systemically produced managerial full cost information to 
the full range of IRS enforcement programs and activities, and (4) develop 
plans to institutionalize the use of full cost information in both strategic 
planning and ongoing operational resource allocation decisions 
agencywide. As mentioned previously, IRS has also not institutionalized 
the use of enforcement revenue accounting data. 

Given the environment in which it operates, IRS cannot be expected to 
collect all taxes owed through enhancements to internal control alone. 
The level of uncollected taxes is affected by many factors beyond IRS’s 
control. Also, in deploying its resources to its various programs and 
activities, IRS must consider other factors besides maximizing revenue 
collection, minimizing improper refund payments, and minimizing costs 
incurred, such as ensuring it is applying the tax code fairly and improving 
overall compliance. Nevertheless, it is incumbent upon IRS to make 
optimum use of its available resources and to be able to credibly 
demonstrate it is doing so to Congress and the public. Successfully 
addressing its remaining control deficiencies will help position IRS to do 
so. 
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Our work on compliance with selected provisions of laws and regulations 
disclosed one instance of noncompliance that is reportable under U.S. 
generally accepted government auditing standards and OMB guidance. 
This instance relates to the release of federal tax liens against taxpayers’ 
property. We also found that IRS’s financial management systems do not 
substantially comply with the requirements of FFMIA. 

 
The Internal Revenue Code grants IRS the power to file a lien against the 
property of any taxpayer who neglects or refuses to pay all assessed 
federal taxes. The lien becomes effective when it is filed with a designated 
office, such as a courthouse in the county where the taxpayer’s property is 
located.34 The lien serves to protect the interest of the federal government 
and as a public notice to current and potential creditors of the 
government’s interest in the taxpayer’s property. For example, federal tax 
liens are disclosed in credit reports of individuals. Under section 6325 of 
the Internal Revenue Code, IRS is required to release federal tax liens 
within 30 days after the date the tax liability is satisfied or has become 
legally unenforceable or the Secretary of the Treasury has accepted a bond 
for the assessed tax. 

Compliance Issues 

Release of Federal 
Tax Liens 

In our prior audits, we found that IRS did not always release the applicable 
federal tax lien within 30 days of the tax liability being either paid off or 
abated, as required by the Internal Revenue Code.35 In response, IRS has 
taken a number of actions over the past several years to improve its lien 
processing. For example, IRS centralized all lien processing at its 
Cincinnati Service Center Campus in 2005. In addition, in July 2006, IRS 
enhanced various lien processing-related exception reports to include a 
cumulative list of unresolved lien releases, allowing it to more readily 
track the release status and take corrective action. 

Despite the actions IRS has taken to date to improve its lien release 
process, our work in fiscal year 2008 continued to find that IRS did not 
always timely release all tax liens where the taxpayer had paid in full or 
was otherwise relieved of a tax liability. In prior audits, we tested a 
statistical sample of tax cases with liens in which the taxpayers’ total 
outstanding tax liabilities were either paid off or abated during the fiscal 
year under audit. Beginning in fiscal year 2006, IRS began performing its 

                                                                                                                                    
3426 U.S.C. §§ 6321, 6323. 

35GAO-08-166. 
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own test of the effectiveness of its lien release process as part of 
implementing the requirements of the revised OMB Circular No. A-12336 
and we reviewed its test results. For fiscal year 2008, we once again 
reviewed and validated IRS’s test results. 

In its testing of 59 statistically selected tax cases with liens in which the 
taxpayers’ total outstanding tax liabilities were either paid off or abated 
during fiscal year 2008, IRS found 7 instances in which it did not release 
the applicable federal tax lien within the statutorily mandated 30 days. The 
time between satisfaction of the liability and release of the lien ranged 
from 33 days to more than 494 days. On the basis of its sample, IRS 
estimated that for about 12 percent of unpaid tax assessment cases 
resolved in fiscal year 2008 for which it had filed a tax lien, it did not 
release the lien within 30 days.37 

Various processing delays resulted in IRS not releasing these liens timely. 
In one case, IRS had not entered data on the existence of a lien onto the 
taxpayer’s master file account until after the taxpayer had fully paid the 
tax liability. Since the taxpayer’s account balance had already been 
updated to reflect payment, there was no payment activity after the lien 
had been posted to trigger the lien release. In another case, a taxpayer had 
two separate accounts in IRS’s master file for the same tax liability. When 
IRS filed a lien against the taxpayer, it posted the lien to both accounts. 
After the taxpayer paid the balance of taxes owed in full, IRS initiated the 
lien release on only one of the accounts. In the two cases above, IRS only 
discovered its error and initiated the lien releases as a result of its A-123 
review. In two other cases, IRS entered into an offer-in-compromise (OIC) 
with taxpayers but did not promptly take the necessary steps to release its 
liens after receiving the agreed upon payments. In another case, IRS did 
not timely update the taxpayer’s master file account to reflect that the tax 
debt had been discharged in bankruptcy court. In still another case, IRS 

                                                                                                                                    
36OMB’s revised Circular No. A-123, Management’s Responsibility for Internal Control, 
became effective on October 1, 2005. Circular No. A-123 provides updated internal control 
guidance and new requirements for executive branch agencies to follow in conducting 
management’s assessment of the effectiveness of internal control over financial reporting. 
On the basis of this assessment, agency management is required to prepare an assurance 
statement on the effectiveness of internal control over financial reporting to be included in 
its performance and accountability report. These requirements are applicable to the 24 
Chief Financial Officers Act agencies, including Treasury, of which IRS is a significant 
component. 

37IRS reports it is 95 percent confident that the percentage of cases in which the lien was 
not released within 30 days does not exceed 21 percent. 
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made a data entry error when entering the taxpayer’s satisfying payment 
information into the taxpayer’s account. Due to the error, the master file 
rejected the data and IRS had to subsequently re-enter the information. 
This delayed the posting of the satisfying payment to the taxpayer’s 
account, which in turn delayed the initiation of the lien release. In a final 
example, IRS received the taxpayer’s satisfying payment just prior to the 
annual 3-week period during which IRS was scheduled to perform 
maintenance on its master files. During this period, IRS could not record 
the payment in the taxpayer’s master file account, which delayed the 
initiation of the lien release process. This delay, in turn, resulted in IRS 
releasing the lien more than 30 days after receipt of the satisfying 
payment. However, the delay in this case exceeded the 30 day limit by only 
3 days. 

These issues are similar to those we reported in prior audits.38 We issued a 
report in May 2007 that discussed factors contributing to IRS’s failure to 
timely release federal tax liens and made recommendations to address 
those issues.39 IRS has not yet completed actions to fully address all of 
these recommendations. The continued failure to promptly release tax 
liens could cause undue hardship and burden to taxpayers who are 
attempting to sell property or apply for commercial credit. 

 
In fiscal year 2008, we continued to find that IRS’s financial management 
systems did not substantially comply with the requirements of FFMIA. 
Specifically, IRS’s systems did not substantially comply with Federal 

Financial Management Systems Requirements (FFMSR), federal 
accounting standards (U.S. generally accepted accounting principles), and 
the SGL at the transaction level. In its Federal Managers’ Financial 
Integrity Act of 1982 assurance statement to Treasury, IRS also reported 
that its financial management systems did not substantially comply with 
the requirements of FFMIA in fiscal year 2008. 

Financial 
Management Systems’ 
Noncompliance with 
FFMIA 

IRS’s core general ledger system for tax-related activities, IRACS, does not 
conform to the requirements of FFMSR, which are embodied in OMB 
Circular No. A-127, and also does not comply with the SGL at the 
transaction level. Specifically, as we noted earlier in this report, IRS 

                                                                                                                                    
38GAO-08-166. 

39GAO, Management Report: Improvements Needed in IRS’s Internal Controls, 
GAO-07-689R (Washington, D.C.: May 11, 2007). 
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continues to lack transaction traceability for taxes receivable, which in 
fiscal year 2008 was again the product of a complex statistical estimation 
process and was not recorded in IRACS, although it accounted for over 81 
percent of the assets reported by IRS on its balance sheet as of September 
30, 2008. IRACS also does not post transactions in conformance with SGL 
posting models. In addition, material weaknesses in information security 
controls continue to threaten the confidentiality, integrity, and availability 
of IRS’s financial processing systems and information. In fiscal year 2008, 
we continued to identify weaknesses in controls for protecting access to 
systems and information, as well as other information security controls 
that affect IRS’s key financial systems, specifically IFS and IRACS. A key 
reason for the presence of these information security weaknesses in IRS’s 
financial systems is that IRS has not yet fully implemented a security 
program to ensure that controls are effectively established and 
maintained. 

IRS’s financial management systems do not comply with federal 
accounting standards because IRS did not have reliable, current 
information on the costs of its activities available to support decision 
making on a routine basis, consistent with Statement of Federal Financial 
Accounting Standards No 4, Managerial Cost Accounting. Although IRS 
believes its recently completed cost pilots have demonstrated its ability to 
do so, IRS has not applied the cost information maintained in the cost 
module of IFS to the tax related activities processed by separate legacy 
information systems. IRS’s financial management systems also do not 
comply with federal accounting standards because, as discussed 
previously, IRS has three material weaknesses in its internal control. 

IRS’s implementation of the first release of IFS represented a major step 
forward and has provided significant benefits, such as enhanced audit 
trails for non-tax amounts and a cost module. However, IRS continues to 
rely on obsolete systems to process tax revenues, tax refunds, and unpaid 
tax assessments, including taxes receivable. IRS will need to address the 
limitations of these tax administration systems if it is to fully resolve many 
of its long-standing financial management challenges. In addition, since 
these systems do not interface with IFS—which accounts for and reports 
only IRS’s non-tax administrative activities—IRS will also need to 
determine how to overcome this separation to successfully apply the cost 
information in IFS to its tax-related transactions. As discussed, IRS has 
completed several pilot projects intended to explore ways of addressing 
this issue, but has not yet applied what has been learned to determining 
the full cost of its program activities. 
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IRS has established a remediation plan to address the conditions affecting 
its systems’ inability to substantially comply with the requirements of 
FFMIA. This plan outlines the actions to be taken to resolve these issues, 
but these actions are long-term in nature and are tied to IRS’s systems 
modernization efforts. OMB continuously monitors IRS’s progress in 
remediating its systems deficiencies.40 

                                                                                                                                    
40When the planned resolution period exceeds FFMIA’s standard 3-year period, section 
803(c)(4) of FFMIA requires that Treasury, with the concurrence of the Director of OMB, 
specify the most feasible date for bringing its systems into substantial compliance with the 
three FFMIA systems requirements and designate a Treasury official who shall be 
responsible for bringing its systems into substantial compliance by that date.  
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Appendix II: Details on Audit Methodology 

To fulfill our responsibilities as the auditor of IRS’s financial statements, 
we did the following: 

• We examined, on a test basis, evidence supporting the amounts and 
disclosures in the financial statements. This included selecting 
statistical samples of unpaid assessments, revenue, refunds, accrued 
expenses, payroll, nonpayroll, property and equipment, accounts 
payable, and undelivered order transactions. These statistical samples 
were selected primarily to substantiate balances and activities reported 
in IRS’s financial statements. Consequently, dollar errors or amounts 
can and have been statistically projected to the population of 
transactions from which they were selected. In testing some of these 
samples, certain attributes were identified that indicated deficiencies in 
the design or operation of internal control. These attributes, where 
applicable, can be and have been statistically projected to the 
appropriate populations. 

 
• We assessed the accounting principles used and significant estimates 

made by management. 
 
• We evaluated the overall presentation of the financial statements. 
 
• We obtained an understanding of IRS and its operations, including its 

internal control related to financial reporting (including safeguarding 
assets) and compliance with laws and regulations (including the 
execution of transactions in accordance with budget authority). 

 
• We tested relevant internal control over financial reporting (including 

safeguarding assets) and compliance, and evaluated the design and 
operating effectiveness of internal control. 

 
• We considered IRS’s process for evaluating and reporting on internal 

control and financial management systems under 31 U.S.C. § 3512 (c), 
(d), commonly referred to as the Federal Managers’ Financial Integrity 
Act of 1982, and OMB Circular No. A-123, Management’s 

Responsibility for Internal Control. 
 
• We tested compliance with selected provisions of the following laws 

and regulations: Anti-Deficiency Act, as amended (31 U.S.C. § 
1341(a)(1) and 31 U.S.C. § 1517(a)); Purpose Statute (31 U.S.C. § 
1301(a)); Release of lien (26 U.S.C. § 6325 (a)); Interest on 
underpayment, nonpayment, or extension of time for payment of tax 
(26 U.S.C. § 6601); Interest on overpayments (26 U.S.C. § 6611); 
Determination of rate of interest (26 U.S.C. § 6621); Failure to file tax 
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return or to pay tax (26 U.S.C. § 6651); Failure by individual to pay 
estimated income tax (26 U.S.C. § 6654); Failure by corporation to pay 
estimated income tax (26 U.S.C. § 6655); General rule on deposit of 
internal revenue collections (26 U.S.C. § 7809(a); Interest penalties 
under the Prompt Payment Act (31 U.S.C. § 3902(a), (b), and (f); 
Limitations on discount payments under the Prompt Payment Act  
(31 U.S.C. § 3904); Pay and Allowance System for Civilian Employees  
(5 U.S.C. §§ 5332 and 5343, and 29 U.S.C. § 206); Federal Employees’ 
Retirement System Act of 1986, as amended (5 U.S.C. §§ 8422, 8423, 
and 8432(c)(1)(A)); Social Security Act of 1935, as amended (26  
U.S.C. §§ 3101 and 3121 and 42 U.S.C. § 430); Federal Employees 
Health Benefits Act of 1959, as amended (5 U.S.C. §§ 8905, 8906, and 
8909); Financial Services and General Government Appropriations Act, 
2008, Pub. L. No. 110-161, div. D, tit. I, 121 Stat. 1844 (Dec. 26, 2007); 
Revised Continuing Appropriations Resolution, 2007, Pub. L. No. 110-5, 
§§ 101, 103, 104, 21050, 21053, 121 Stat. 8, 9, 54 (Feb. 15, 2007), which 
incorporates by reference certain provisions in the Department of the 
Treasury Appropriations Act, 2006, Pub. L. No. 109-115, div. A, tit. II, 
119 Stat. 2432, 2436-7 (Nov. 30, 2005); and Revised Continuing 
Appropriations Resolution, 2007, Pub. L. No. 110-5, §§ 21051, 21052,  
121 Stat. 8, 54 (Feb. 15, 2007), which incorporates by reference certain 
provisions in Title II of H.R. 5576 (109th Congress, June 14, 2006); 
Economic Stimulus Act of 2008, Pub. L. No. 110-185, 122 Stat. 613  
(Feb. 13, 2008). 

 
• We tested whether IRS’s financial management systems substantially 

comply with the three requirements of the Federal Financial 
Management Improvement Act of 1996 (Pub. L. No. 104-208, div. A,  
§ 101(f), tit. VIII, 110 Stat. 3009, 3009-389 (Sept. 30, 1996); (reprinted in 
31. U.S.C. § 3512 note). 
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