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Prioritize and Guide Security Efforts 

 
 

Highlights of GAO-07-225T, a testimony 
before the Committee on Commerce, 
Science, and Transportation, U.S. Senate 

The July 2005 London subway 
bombings and July 2006 rail attacks 
in Mumbai, India dramatically 
revealed the vulnerability of 
passenger rail and other surface 
transportation systems worldwide 
to terrorist attack and 
demonstrated the need for 
increased focus on the security of 
these systems. 
 
This testimony, which is based 
primarily on GAO’s September 2005 
report on passenger rail security 
(GAO-05-851) and selected 
program updates obtained in 
January 2007 provides information 
on (1) how the Department of 
Homeland Security (DHS) has 
assessed the risks posed by 
terrorism to the U.S. passenger rail 
system; (2) actions TSA and other 
federal agencies have taken to 
enhance the security of U.S. rail 
systems; and (3) rail security 
practices implemented by domestic 
and selected foreign passenger rail 
operators. 

What GAO Recommends  

GAO’s September 2005 report 
recommended, that the 
Transportation Security 
Administration (TSA) complete its 
methodology for conducting risk 
assessments, and develop rail 
security standards that reflect 
industry best practices. GAO also 
recommended that DHS determine 
the feasibility of implementing 
certain security practices used by 
foreign rail operators. DHS, DOT, 
and Amtrak generally agreed with 
the report’s recommendations. 
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www.gao.gov/cgi-bin/getrpt?GAO-07-225T. 
 
To view the full product, including the scope 
and methodology, click on the link above. 
For more information, contact Cathleen 
Berrick at (202) 512-3404 or 
berrickc@gao.gov. 
he DHS Office of Grants and Training has conducted risk assessments 
f passenger rail systems to identify and protect rail assets that are 
ulnerable to attack, such as stations and bridges. TSA has also begun to 
onduct risk assessments of passenger rail assets. While TSA has begun 
o establish a methodology for analyzing and characterizing risks, as of 
anuary 2007, the agency has not completed a comprehensive risk 
ssessment of the U.S. passenger rail system. Until TSA does so, the 
gency may be limited in its ability to prioritize passenger rail assets and 
elp guide security investments. DHS has also begun developing a 
ramework to help agencies and the private sector develop a consistent 
pproach for analyzing and comparing risks among and across different 
ransportation sectors. However, until this framework is finalized, it may 
ot be possible to compare risks across different sectors, prioritize them, 
nd allocate resources accordingly. 

fter September 11, 2001, the Department of Transportation initiated a 
umber of efforts to improve passenger rail security. After its creation, 
SA also took a number of actions, including issuing rail security 
irectives, testing rail security technologies, developing training tools for 
ail workers, and issuing a proposed rule in December 2006 regarding 
assenger and freight rail security, among other efforts. However, federal 
nd rail industry stakeholders have questioned the extent to which TSA’s 
irectives were based on industry best practices and expressed 
onfusion about how TSA would monitor compliance with the directives. 
HS and DOT also signed a memorandum of understanding (MOU) that 
elineated the two departments’ respective roles and responsibilities for 
romoting the safe, secure, and efficient movement of people and goods 
hroughout the transportation system. TSA has recently completed 
pecific agreements with the Federal Transit Administration (FTA) and 
he Federal Railroad Administration (FRA) to further delineate security-
elated roles and responsibilities for passenger rail. 

.S. and foreign passenger rail operators GAO visited have also taken 
ctions to secure their rail systems. Most had implemented customer 
ecurity awareness programs, increased security personnel, increased 
he use of canines to detect explosives, and enhanced employee training 
rograms. GAO also observed security practices among foreign 
assenger rail systems that are not currently used by U.S. rail operators 
r by the U.S. government, which could be considered for use in the U.S. 
or example, some foreign rail operators randomly screen passengers or 
se covert testing to help keep employees alert to security threats. While 

ntroducing these security practices in the U.S may pose political, legal, 
iscal, and cultural challenges, they warrant further examination. TSA has 
eported taking steps to identify foreign best practices for rail security. 
United States Government Accountability Office

http://www.gao.gov/cgi-bin/getrpt?GAO-07-225T
http://www.gao.gov/cgi-bin/getrpt?GAO-07-225T


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


