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 CYBERSECURITY

Continued Efforts Are Needed to Protect Information 
Systems from Evolving Threats 
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Judiciary, U.S. Senate 

Pervasive and sustained cyber 
attacks continue to pose a 
potentially devastating threat to the 
systems and operations of the 
federal government. In recent 
months, federal officials have cited 
the continued efforts of foreign 
nations and criminals to target 
government and private sector 
networks; terrorist groups have 
expressed a desire to use cyber 
attacks to target the United States; 
and press accounts have reported 
attacks on the Web sites of 
government agencies. The ever-
increasing dependence of federal 
agencies on computerized systems 
to carry out essential, everyday 
operations can make them 
vulnerable to an array of cyber-
based risks. Thus it is increasingly 
important for the federal 
government to have effective 
information security controls in 
place to safeguard its systems and 
the information they contain. 
 
GAO was asked to provide a 
statement describing (1) cyber 
threats to federal information 
systems and cyber-based critical 
infrastructures, (2) control 
deficiencies at federal agencies that 
make these systems and 
infrastructures vulnerable to cyber 
threats, and (3) opportunities that 
exist for improving federal 
cybersecurity. In preparing this 
statement, GAO relied on its 
previously published work in this 
area. 

 

Cyber-based threats to federal systems and critical infrastructure are evolving 
and growing. These threats can be unintentional or intentional, targeted or 
non-targeted, and can come from a variety of sources, including criminals, 
terrorists, and adversarial foreign nations, as well as hackers and disgruntled 
employees. These potential attackers have a variety of techniques at their 
disposal, which can vastly enhance the reach and impact of their actions. For 
example, cyber attackers do not need to be physically close to their targets, 
their attacks can easily cross state and national borders, and cyber attackers 
can more easily preserve their anonymity. Further, the growing 
interconnectivity between information systems, the Internet, and other 
infrastructure presents increasing opportunities for such attacks. In addition, 
reports of security incidents from federal agencies are on the rise, increasing 
by over 200 percent from fiscal year 2006 to fiscal year 2008. 
 
Compounding the growing number and kinds of threats, GAO—along with 
agencies and their inspectors general—has identified significant weaknesses 
in the security controls on federal information systems, resulting in pervasive 
vulnerabilities. These include deficiencies in the security of financial systems 
and information and vulnerabilities in other critical federal information 
systems. GAO has identified weaknesses in all major categories of information 
security controls at federal agencies. For example, in fiscal year 2008, 
weaknesses were reported in such controls at 23 of 24 major agencies. 
Specifically, agencies did not consistently authenticate users to prevent 
unauthorized access to systems; apply encryption to protect sensitive data; 
and log, audit, and monitor security-relevant events, among other actions. An 
underlying cause of these weaknesses is agencies’ failure to fully or effectively 
implement information security programs, which entails assessing and 
managing risk, developing and implementing security policies and procedures, 
promoting security awareness and training, monitoring the adequacy of 
security controls, and implementing appropriate remedial actions.  
 
Multiple opportunities exist to enhance cybersecurity. In light of weaknesses 
in agencies’ information security controls, GAO and inspectors general have 
made hundreds of recommendations to improve security, many of which 
agencies are implementing. In addition, the White House and the Office of 
Management and Budget, collaborating with other agencies, have launched 
several initiatives aimed at improving aspects of federal cybersecurity. The 
Department of Homeland Security, which plays a key role in coordinating 
cybersecurity activities, also needs to fulfill its responsibilities, such as 
developing capabilities for protecting cyber-reliant critical infrastructures and 
implementing lessons learned from a major cyber simulation exercise. Finally, 
a panel of experts convened by GAO made several recommendations for 
improving the nation’s cybersecurity strategy. Realizing these opportunities 
for improvement can help ensure that the federal government’s systems, 
information, and critical cyber-reliant infrastructure are effectively protected. 
 

View GAO-10-230T or key components. 
For more information, contact Gregory C. 
Wilshusen at (202) 512-6244 or 
wilshuseng@gao.gov, or David A. Powner    
at (202) 512-9286 or pownerd@gao.gov. 

http://www.gao.gov/products/GAO-10-230T
http://www.gao.gov/cgi-bin/getrpt?GAO-10-230T

	November 17, 2009


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting true
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 1200
        /PresetName ([High Resolution])
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements true
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


