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Document Certain Policies and Procedures 

Why GAO Did This Study 

In December 2013, GAO issued a 
report that described the Foundation's 
actions to improve its internal control 
assessment process and its controls 
over personnel and contracting. 

A fiscal year 2015 congressional 
directive includes a provision for GAO 
to conduct a follow-up evaluation of the 
Foundation’s internal controls. This 
report examines the extent to which 
the Foundation has (1) made progress 
in improving its internal control 
environment, risk assessment, and 
monitoring activities; (2) designed and 
implemented effective internal control 
over certain of its personnel and 
contracting practices; and (3) designed 
and implemented effective internal 
control over receipts and 
disbursements activity. 

For the 9-month period July 1, 2014, 
through March 31, 2015, GAO 
reviewed relevant Foundation 
documents, interviewed Foundation 
management, reviewed key processes, 
performed observations, and tested 
transactions for key internal control 
activities. 

What GAO Recommends 

GAO recommends that the Foundation 
(1) fully document its internal control 
policies and procedures related to the 
hiring and separation of employees 
and (2) update its draft written policies 
and procedures over its contracting 
practices to include all key internal 
control activities, issue them in final 
form, and establish a date for 
completion. In commenting on a draft 
of this report, the Foundation 
concurred with the recommendations 
and stated that they will be included in 
its 2016 Corrective Action Plan. 

What GAO Found 

The Morris K. Udall and Stewart L. Udall Foundation (Foundation), an executive 
branch agency, provides educational opportunities related to environmental 
policy and Native American health care and tribal policy and assists in resolving 
environmental disputes that involve federal agencies. Since GAO’s 2013 report, 
the Foundation has made significant improvements to several key areas as 
detailed below. 

Significant Improvements in Internal Control  

 

The Foundation also has made significant progress designing and implementing 
internal control activities over certain of its personnel and contracting practices. 
However, the Foundation has not, as called for under federal internal control 
standards, (1) fully documented its policies and procedures related to the hiring 
and separation of employees and (2) updated and finalized its policies and 
procedures over its contracting practices to include all key internal control 
activities, such as providing evidence of management’s receipt and review of 
contractors’ invoices. Foundation officials stated that they had not yet performed 
these actions as they have focused their efforts during fiscal year 2015 on 
developing formal written internal control policies and procedures in areas that 
were previously identified by Foundation management as significant risks. 
However, the Foundation’s Corrective Action Plan does not include steps to 
document hiring and separation policies and does not have a completion date for 
finalizing its contracting policies. Until this is addressed, there is an increased risk 
that procedures in these areas may not be consistently carried out, which in turn 
increases the risk that (1) employees could be hired or separated improperly and 
applicable laws and implementing regulations may not be consistently followed 
and (2) the Foundation may pay for erroneous amounts billed. 

The Foundation also effectively designed and implemented internal controls over 
its receipts and disbursements activity. The Foundation designed formal written 
internal control policies and procedures in these areas consistent with federal 
internal control standards. Based on tests of randomly selected statistical 
samples of transactions, GAO found that the Foundation effectively implemented 
key internal control activities over the processing of its receipts and 
disbursements activity. 
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441 G St. N.W. 
Washington, DC 20548 

November 6, 2015 

The Honorable John Boozman 
Chairman 
The Honorable Christopher A. Coons 
Ranking Member 
Subcommittee on Financial Services and General Government 
Committee on Appropriations 
United States Senate 

The Honorable Ander Crenshaw 
Chairman 
The Honorable José E. Serrano 
Ranking Member 
Subcommittee on Financial Services and General Government 
Committee on Appropriations 
House of Representatives 

The Morris K. Udall and Stewart L. Udall Foundation (Foundation) was 
established in 1992 as an executive branch agency to provide 
educational opportunities related to environmental policy and Native 
American health care and tribal policy and also to assist in resolving 
environmental disputes that involve federal agencies.1 In December 2012, 
a Department of the Interior (DOI) Office of Inspector General (OIG) audit 
of the Foundation identified significant issues primarily related to the 
Foundation’s failure to appropriately monitor and assess the effectiveness 
of its internal controls as required and the absence of key internal controls 
over its personnel and contracting practices.2 In December 2013, we 
issued a report that described the Foundation’s actions to improve its 

                                                                                                                     
1See the Morris K. Udall and Stewart L. Udall Foundation Act, which is classified, as 
amended, at 20 U.S.C. ch. 66. This authorizing legislation was amended in 2009 to 
change the entity’s name from the Morris K. Udall Scholarship and Excellence in National 
Environmental Policy Foundation to the Morris K. Udall and Stewart L. Udall Foundation. 
See the Morris K. Udall Scholarship and Excellence in National Environmental Policy 
Amendments Act of 2009, Pub. L. No. 111-90, 123 Stat. 2976 (Nov. 3, 2009).  
2The DOI OIG audit report, Stewardship of the Morris K. Udall and Stewart L. Udall 
Foundation, was released in December 2012 to the Foundation’s Board of Trustees and 
the Foundation’s Acting Executive Director. The report was not made available to the 
public.  
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internal control assessment process and its controls over personnel and 
contracting, and attempted to determine the extent to which the design of 
the Foundation’s actions had been sufficiently documented and was 
consistent with internal control standards and applicable laws and 
regulations.3 However, because the procedures were in draft form, it was 
too soon for us to assess the design of the changes. 

A fiscal year 2015 congressional directive includes a provision for us to 
conduct a follow-up evaluation of the Foundation’s internal controls to 
determine the degree to which internal controls are being fully 
implemented.4 This report discusses the extent to which the Foundation 
has (1) made progress in improving its internal control environment, risk 
assessment, and monitoring activities; (2) designed and implemented 
effective internal control over certain of its personnel and contracting 
practices; and (3) designed and implemented effective internal control 
over its receipts and disbursements activity (consisting of payroll, 
contracting, and other expense transactions). 

The scope of our audit was the 9-month period July 1, 2014, through 
March 31, 2015. The Foundation was in the process of making significant 
changes to its internal control policies and procedures during the first 6 
months of calendar year 2014. Therefore, we selected the 9-month 
period, July 1, 2014, through March 31, 2015, as the period of our audit 
because the transactions in this time period would have been processed 
under more of the Foundation’s newly developed internal control policies 
and procedures. 

To determine the extent to which the Foundation has improved its internal 
control environment, risk assessment, and monitoring activities, we 
considered the criteria in the Federal Managers’ Financial Integrity Act 

                                                                                                                     
3GAO, Internal Controls: Corrective Actions Under Way to Address Control Deficiencies at 
the Morris K. Udall and Stewart L. Udall Foundation, GAO-14-95 (Washington, D.C.:  
Dec. 6, 2013).  
4This congressional directive was contained in the joint explanatory statement that 
accompanied the bill enacted as the Consolidated and Further Continuing Appropriations 
Act, 2015, Pub. L. No. 113-235, 128 Stat. 2130 (Dec. 16, 2014). See 160 Cong. Rec. 
H9307, H9739 (Dec. 11, 2014).  

http://www.gao.gov/products/GAO-14-95
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(FMFIA);5 Standards for Internal Control in the Federal Government;6 and 
the implementing guidance in the Office of Management and Budget’s 
(OMB) Circular No. A-123, Management’s Responsibility for Internal 
Control, which defines management’s responsibility for internal control in 
federal agencies.7 We interviewed Foundation officials regarding the 
formal written internal control policies and procedures that management 
has developed and implemented and other actions management has 
taken to improve its internal control environment. We also interviewed 
Foundation officials about internal risk assessment and monitoring 
activities that management performed. In addition, we reviewed the 
agency financial report (AFR) for fiscal year 2014 to determine 
management’s conclusions on the Foundation’s internal controls. Further, 
we interviewed Foundation officials and reviewed documentation 
regarding how they developed internal control assurance statements and 
the sources of information that provided the basis for the Foundation’s 
annual assessment of and report on internal control under FMFIA. 

To determine the extent to which the Foundation designed effective 
internal control over certain of its personnel and contracting practices, we 
interviewed Foundation officials, reviewed written internal control policies 
and procedures, and performed walkthroughs of specific transactions to 

                                                                                                                     
5Under 31 U.S.C. 3512 (c), (d), commonly known as FMFIA, and implementing guidance, 
federal executive agencies must establish internal control and financial systems that 
provide reasonable assurance of achieving the following three objectives of internal 
control: effectiveness and efficiency of operations, compliance with applicable laws and 
regulations, and reliability of financial reporting. FMFIA also requires the agency head to 
provide an annual statement of assurance on whether the agency has met these 
requirements.  
6GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1 
(Washington, D.C.: November 1999). In 2014, GAO issued its revision of Standards for 
Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 
2014), which will supersede GAO/AIMD-00-21.3.1 and be effective beginning with fiscal 
year 2016.  
7Office of Management and Budget, Management’s Responsibility for Internal Control, 
OMB Circular No. A-123 (Dec. 21, 2004). This circular provides guidance to federal 
managers on improving the accountability and effectiveness of federal programs and 
operations by establishing, assessing, correcting, and reporting on internal control. The 
circular provides internal control standards and specific requirements for conducting 
management’s assessment of the effectiveness of internal control over financial reporting.  

http://www.gao.gov/products/GAO/AIMD-00-21.3.1
http://www.gao.gov/products/GAO-14-704G
http://www.gao.gov/products/GAO/AIMD-00-21.3.1
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inform our understanding of the internal control environment.8 We also 
obtained, analyzed, and summarized the Foundation’s written internal 
control policies and procedures related to certain of its personnel and 
contracting practices for the 9-month period July 1, 2014, through  
March 31, 2015, and compared them to the criteria in Standards for 
Internal Control in the Federal Government.9 To test the implementation 
of internal controls over certain of the Foundation’s personnel practices, 
we tested key internal control activities for all new hires, separations of 
employees, and outside employment transactions occurring during the 
test period of our audit. To test the implementation of internal controls 
over contracting practices, we conducted tests of key internal control 
activities on a randomly selected statistical sample of contracting 
disbursement transactions. 

To determine the extent to which the Foundation designed effective 
internal control over its receipts and disbursements activity (consisting of 
payroll, contracting, and other expense transactions), we interviewed 
Foundation officials, reviewed written internal control policies and 
procedures, and performed walkthroughs of specific transactions. We 
also obtained, analyzed, and summarized the Foundation’s written 
internal control policies and procedures related to receipts and 
disbursements activity for the 9-month period July 1, 2014, through  
March 31, 2015, and compared them to the criteria in Standards for 
Internal Control in the Federal Government. To test the implementation 
and effectiveness of internal controls over receipts and disbursements 
activity, we conducted tests of key internal control activities on randomly 
selected statistical samples of receipt transactions, payroll disbursement 
transactions, contracting disbursement transactions, and other expense 
disbursement transactions occurring during the test period of our audit. 
Appendix I provides additional information on our objectives, scope, and 
methodology. 

We conducted this performance audit from April 2015 to November 2015 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 

                                                                                                                     
8A walkthrough involves following a transaction from origination through the entity’s 
processes until it is reflected in the entity’s financial records and typically includes physical 
observation, review of documentation, and inquiry.  
9GAO/AIMD-00-21.3.1.  

http://www.gao.gov/products/GAO/AIMD-00-21.3.1
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sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

The Foundation was established as an independent executive branch 
agency in 1992 to honor Morris K. Udall’s 30 years of service in the 
House of Representatives as a leader on issues related to the 
environment and Native Americans. In 2009, its authorizing legislation 
was amended to also honor Stewart L. Udall’s public service legacy. The 
Foundation is committed to educating a new generation of Americans to 
preserve and protect their national heritage through scholarship, 
fellowship, and internship programs focused on environmental and Native 
American issues. The Foundation consists of the Morris K. Udall and 
Stewart L. Udall Trust Fund, which is used to operate the Foundation’s 
education programs (Education Trust Fund), and the Environmental 
Dispute Resolution Fund. The latter fund is available to the Foundation to 
operate the U.S. Institute for Environmental Conflict Resolution (U.S. 
Institute), which was established by the Environmental Policy and Conflict 
Resolution Act of 1998 to promote the principles and practices of 
environmental conflict resolution and to assist in resolving conflict over 
environmental issues involving federal agencies. The Foundation had 22 
full-time employees as of March 31, 2015. The Foundation depends on 
federal appropriations for the majority of its operations and received no-
year appropriations of roughly $5.5 million and $5.4 million in fiscal years 
2014 and 2015, respectively.10 

Under its authorizing legislation, the Foundation is subject to the 
supervision and direction of the Board of Trustees (Board), which consists 

                                                                                                                     
10A no-year appropriation is available for obligation without fiscal year limitation until 
expended. The Foundation’s no-year appropriations for fiscal years 2014 and 2015 each 
mandated that the Foundation transfer $200,000 to the DOI OIG for audits and 
investigations of the Foundation, resulting in less budget authority available for Foundation 
operations. Consequently, the Foundation actually received $5.3 million in fiscal year 2014 
and $5.2 million in fiscal year 2015 in new budget authority for its operations following the 
transfer to the DOI OIG. See Consolidated Appropriations Act, 2014, Pub. L. No. 113-76, 
128 Stat. 5, 217 (Jan. 16, 2014); Consolidated and Further Continuing Appropriations Act, 
2015, Pub. L. No. 113-235, 128 Stat. 2130, 2635-66 (Dec. 16, 2014).  

Background 
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of 13 trustees, 11 of whom are voting members of the Board.11 The 
authorizing legislation charges the Board with appointing the Executive 
Director and setting his or her compensation. Further, the Foundation’s 
operating procedures provide that the Board appoints senior 
management staff members and sets their compensation; approves the 
organizational structure for the Foundation’s staff; approves the 
Foundation’s budget and arranges for an annual financial audit; sets 
policies, including internal controls, for the conduct and management of 
the agency’s finances, personnel, and programs to be implemented by its 
staff; and approves the strategic direction and priorities for the 
Foundation. Over the past 3 years, the Foundation has undergone 
several external reviews of its internal control policies and procedures, as 
shown in figure 1. 

                                                                                                                     
11The President of the United States appoints nine members of the Board, with the advice 
and consent of the U.S. Senate. The other four members serve by virtue of their positions 
within government and include the Secretary of the Interior or the Secretary’s designee, 
the Secretary of Education or the Secretary’s designee, the President of the University of 
Arizona, and the chairperson of the President’s Council on Environmental Quality. The two 
nonvoting members are the President of the University of Arizona and the chairperson of 
the President’s Council on Environmental Quality.  
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Figure 1: Timeline of External Oversight Events 

 
 

The Foundation developed a Corrective Action Plan during fiscal year 
2013 to address the findings identified in the DOI OIG December 2012 
audit report and related financial management weaknesses the 
Foundation identified and to improve internal controls over its key 
financial management processes. Major elements of the fiscal year 2013 
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Corrective Action Plan included (1) performing a complete assessment of 
the Foundation’s current internal control structure to identify adequate, 
inadequate, and missing controls and (2) developing (or contracting to 
have developed) policies and procedures to implement appropriate 
internal controls in all areas where inadequate or missing controls were 
identified. 

In 2013, the Foundation contracted with an external consultant to perform 
an internal control review with an overall goal of achieving compliance 
with OMB Circular No. A-123 and Standards for Internal Control in the 
Federal Government. The external consultant’s September 2013 report 
assessed the Foundation’s implementation of 34 control activities and 
found no significant deficiencies.12 Specifically, the external consultant 
reported that 25 control activities were adequate, 7 control activities had 
operational deficiencies, and 2 had design deficiencies. The Foundation 
exercised its option to order additional services from the external 
consultant to perform a follow-up report assessing the implementation of 
the recommendations included in its September 2013 report. In February 
2014, the external consultant issued its follow-up report, which reported 
that all seven operational deficiencies and one of the design deficiencies 
had been corrected. Although the other design deficiency, which was 
related to controls over the delegation of authority, had not been 
corrected, the external consultant reported that the Foundation had 
implemented compensating controls in this area.13 

In January 2014, the Foundation’s fiscal year 2014 appropriation 
assigned the DOI OIG responsibility for providing oversight for the 

                                                                                                                     
12A material weakness is a deficiency, or a combination of deficiencies, in internal control 
over financial reporting such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and 
corrected, on a timely basis. A deficiency in internal control exists when the design or 
operation of a control does not allow management or employees, in the normal course of 
performing their assigned functions, to prevent, or detect and correct, misstatements on a 
timely basis. A significant deficiency is a deficiency, or a combination of deficiencies, in 
internal control that is less severe than a material weakness, yet important enough to 
merit attention by those charged with governance.  
13In February 2014, the Foundation reported that it addressed the delegation of authority 
design deficiency by developing a delegation of authority schedule that documents which 
Foundation employees are authorized to approve obligation documents, receiving reports, 
and payment documents.  
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Foundation and provided funding to the DOI OIG to conduct 
investigations and audits of the Foundation.14 

In September 2014, the DOI OIG issued an inspection report on the 
Foundation’s internal controls.15 The DOI OIG’s report objectives were to 
determine whether the Foundation’s internal controls were consistent with 
accepted internal control standards and applicable laws and regulations 
in the areas of (1) personnel actions, (2) contracting actions, and  
(3) internal control monitoring and assessment processes under FMFIA. 
Its review was limited to the design of the internal controls at the 
Foundation and did not include a determination as to whether the internal 
controls were operating effectively. The DOI OIG concluded that in the 
areas reviewed, the Foundation’s internal controls appeared consistent 
with accepted standards and applicable regulations. However, the DOI 
OIG (consistent with GAO’s December 2013 report) noted that the extent 
to which the new internal controls help the Foundation successfully 
comply with applicable laws and regulations will depend on the continued 
involvement and rigorous oversight of the Board. 

In December 2014, the Foundation renewed its 5-year interagency 
agreement for assisted acquisitions with the DOI Interior Business 
Center’s (IBC) Acquisition Services Directorate. With the exception of 
contracts below the micropurchase threshold of $3,000, the agreement 
specifies that IBC will perform technical evaluations of contract proposals 
and award contracts on the Foundation’s behalf, based on best value and 
within Federal Acquisition Regulation (FAR) guidelines.16 IBC provides 
comprehensive acquisition services to federal agencies, managing the 
entire process from planning, soliciting, and evaluating offers to awarding 
and administering contracts through closeout. Pursuant to the terms of 
the interagency agreement, IBC has agreed to assist the Foundation on 
contracts related to environmental conflict resolution activities, including 
mediation, facilitation, and assessment services. An IBC official serves as 

                                                                                                                     
14Consolidated Appropriations Act, 2014, Pub. L. No. 113-76, 128 Stat. 5, 217 (Jan. 17, 
2014).  
15Department of the Interior, Office of Inspector General, Follow-Up on Internal Controls at 
the Morris K. Udall and Stewart L. Udall Foundation, Report No.: C-FL-UDL-0041-2014 
(Washington, D.C.: Sept. 24, 2014).  
16The FAR is the primary regulation for use by all federal executive agencies in their 
acquisition of supplies and services with appropriated funds.  
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the Contracting Officer for contracts that IBC awards to private service 
providers on the Foundation’s behalf. 

 
The Foundation has made significant progress in improving its internal 
control environment by hiring experienced senior-level management 
officials, establishing a senior leadership team, and providing internal 
control and ethics training.17 The Foundation has also made significant 
progress in improving its risk assessment activities by conducting a risk 
assessment survey and developing written internal control policies and 
procedures. Foundation management gains knowledge about the daily 
operation of internal controls from the direct involvement it has with the 
operations of the Foundation’s programs and activities. Such knowledge 
serves as an important part of the Foundation’s monitoring activities and 
provides the primary basis for management’s annual internal control 
assessment. 

 
The Foundation has made significant progress in developing and 
implementing changes to improve its internal control environment, 
including the following. 

• Hiring of experienced senior-level management. In July 2013, the 
Foundation hired a General Counsel with extensive experience in 
providing legal advice in the areas of contracts, personnel, ethics, 
fiscal, bankruptcy, and administrative law. The General Counsel has 
been involved in updating and developing several of the Foundation’s 
personnel and ethics policies for compliance with applicable federal 
service and government ethics laws and implementing regulations. In 
June 2014, the Foundation hired a new Director of Finance and 
Operations with extensive experience in implementing and improving 
internal controls at other federal government agencies, and who has 
been involved in conducting risk assessments and improving internal 
controls at the Foundation. 

                                                                                                                     
17According to Standards for Internal Control in the Federal Government, the control 
environment sets the tone of an organization, influencing the control consciousness of its 
people. It is the foundation for all other components of internal control, providing discipline 
and structure. Control environment factors include the integrity, ethical values, and 
competence of the entity’s people; management’s philosophy and operating style; the way 
management assigns authority and responsibility and organizes and develops its people; 
and the attention and direction provided by management.  

The Foundation Has 
Made Significant 
Progress in Improving 
Its Internal Control 
Environment and 
Performed Risk 
Assessment and 
Monitoring Activities 

Significant Progress Made 
in Improving Internal 
Control Environment 
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• Establishing a senior leadership team. The Foundation established 
the Foundation Leadership Team (FLT) consisting of six senior 
executives including the Executive Director, General Counsel, 
Director of Finance and Operations, Director of the U.S. Institute, 
Director of Education Programs, and Director of the Washington, 
D.C., office. The FLT, with authority from the Executive Director, is 
responsible for, among other things, assessing internal control over 
financial reporting. This includes clearly communicating the objectives 
of the risk assessment survey.18 

 
• Providing internal control and ethics training. The Director of 

Finance and Operations has conducted training on internal control 
with Foundation staff, which covered the definition of internal control, 
common internal controls, why internal control is required, and the five 
elements of internal control included in Standards for Internal Control 
in the Federal Government, among other internal control-related 
matters.19 In addition, the General Counsel has conducted ethics 
training with Foundation staff, which covered ethical principles, laws 
governing federal employee conduct, the Office of Government Ethics’ 
regulations entitled Standards of Ethical Conduct for Employees of the 
Executive Branch, conflicts of interest, outside activities, and 
postemployment restrictions. The General Counsel has also provided 
ethics training to the Board, which covered many ethical principles 
applicable to members of the Board. 

 
The Foundation has also made significant progress in developing and 
implementing changes to improve its risk assessment activities, including 
the following. 

• Conducting a risk assessment survey. The FLT surveyed all of the 
Foundation’s employees regarding the impacts and likelihood of the 

                                                                                                                     
18The FLT is equivalent to the Senior Assessment Team described in OMB Circular No. 
A-123, app. A, sec. III. According to OMB Circular No. A-123, the Senior Assessment 
Team should include senior executives and derives its authority and support from the 
head of the agency. The Senior Assessment Team, at a minimum, should provide 
oversight of the assessment process and is responsible for ensuring that assessment 
objectives are clearly communicated throughout the agency and ensuring that the 
assessment is carried out in a thorough, effective, and timely manner.  
19According to Standards for Internal Control in the Federal Government, the five 
elements of internal control are control environment, risk assessment, control activities, 
information and communications, and monitoring.  

Significant Progress Made 
in Improving Risk 
Assessment Activities 
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most significant risks to the Foundation and asked the employees to 
indicate the elements in their work that they considered most 
vulnerable. The Executive Director, the Director of Finance and 
Operations, the General Counsel, and the Director of Education 
Programs used the results of the employee risk assessment survey, 
which included the identification of over 130 different risks, to prioritize 
the most significant risks to the Foundation. 

Based on this prioritization, the most significant risks identified by the 
FLT included documentation and communication of the contract 
procurement process, purchase card use, the travel process, and 
travel card use. According to documents from the October 16, 2014, 
Board meeting, the Director of Finance and Operations stated that the 
Foundation’s short-term vision for internal controls is to continuously 
evaluate the Foundation’s work and improve internal controls, along 
the way eliminating the most significant risks identified in the 
employee risk assessment survey, over time ensuring that the items 
being resolved will be of lower risk. In addition, the FLT plans to use 
the results of the employee risk assessment survey, and other 
assessment activities, to assess internal control over financial 
reporting and to develop further internal control policies and 
procedures in the most significant risk areas. Foundation 
management indicated that continuous risk assessment and 
monitoring will be performed and improved upon each year. The 
Foundation also communicated the results of the employee risk 
assessment survey to Foundation staff, including the most significant 
risks identified by the FLT. The Foundation has developed, or is in the 
process of developing, formal written policies related to those risks, 
which included documentation and communication of the contract 
procurement process, purchase card use, the travel process, and 
travel card use. 

• Developing written internal control policies and procedures. The 
Foundation has developed, or is in the process of developing, written 
internal control policies and procedures. For example, since July 1, 
2014, the Foundation updated or implemented the following changes 
to its documented internal control policies and procedures. 
 
• Travel. Implemented mandatory annual training requirement for 

travelers; required staff arranging lodging and meetings for large 
groups to use the process to request quotes from outside vendors 
or contractors to increase competition; required the Foundation to 
negotiate a lower per diem rate for staff in travel status over 30 
days; implemented the Director of Finance and Operations review 
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of all travel vouchers prior to their being approved for payment; 
and required all staff to fly to destinations using federal city-pair 
fares when available. 

 
• Purchase cards. Implemented mandatory annual training 

requirements for purchase card holders; reduced the number of 
purchase card holders to three (two in Tucson, one in 
Washington, D.C.); and required purchases over the 
micropurchase threshold to be procured with a purchase order 
rather than a purchase card. 

 
• Procurement process. Issued a draft of a new internal 

contracting policy that reinforces adherence to the requirements of 
the FAR by entering into an interagency agreement with the IBC 
for both assisted acquisition contracts and administrative service 
contracts. 

 
• Other. Completed the creation of position descriptions for all 

Foundation staff, including the review of the position descriptions 
by the General Services Administration (GSA);20 created a 
Foundation pay schedule; created a standardized form for 
performance plans; and implemented the requirement for 
maintaining an inventory of sensitive property. 

According to Foundation officials, the FLT plans to use the results of the 
risk assessment survey, and other assessment activities, to continue 
developing internal control policies and procedures for those areas in 
which formal written internal control policies and procedures have not 
been developed, including areas in which internal control activities have 
been implemented but not documented in the Foundation’s internal 
control policies and procedures. 

                                                                                                                     
20The Foundation has an interagency agreement with GSA in which GSA performs payroll 
and financial services for the Foundation, including payroll support functions. 
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In its fiscal year 2014 AFR, Foundation management provided an 
unqualified statement of assurance that internal controls in effect, from 
October 1, 2013, through September 30, 2014, provided reasonable 
assurance that the Foundation met the objectives of FMFIA. The 
Executive Director and the Director of Finance and Operations are 
integrally involved in substantially all of the Foundation’s financial 
transactions and activities. For example, the Executive Director and the 
Director of Finance and Operations review and approve contracts related 
to environmental conflict resolution activities, receipt of invoices, invoices 
for payment, credit card authorizations, employees’ biweekly payroll, and 
the monthly reconciliations of cash receipts and disbursements. As such, 
Foundation management gains knowledge about the daily operation of 
internal controls from the direct involvement it has with the operations of 
the Foundation’s programs and activities. Such knowledge serves as an 
important part of the Foundation’s monitoring activities and provides the 
primary basis for management’s annual internal control assessment. In 
addition to management’s knowledge gained from its integral and 
substantial involvement in the daily operations of the Foundation, 
management also considered the following sources of information, as 
suggested in the FMFIA implementing guidance in OMB Circular  
No. A-123, that contributed to the basis and support for the annual 
internal control assessment: 

• External consultant’s assessments of internal control. As 
reported in our December 2013 report, the Foundation took action to 
comprehensively assess its internal controls and planned to make 
changes based on the results of that assessment. Specifically, the 
Foundation contracted with an external consultant to perform an 
internal control review with an overall goal of achieving compliance 
with OMB Circular No. A-123 and Standards for Internal Control in the 
Federal Government. In our December 2013 report, we determined 
that the design of this action was consistent with internal control 
standards related to monitoring operations and internal controls and 
with FMFIA requirements to assess the effectiveness of internal 
controls. 

The scope of work for the external consultant’s review included 
performing an assessment of the Foundation’s internal control 
structure at the time of the review to identify adequate, inadequate, 
and missing controls; recommending improvements to controls and 
the control environment; recommending procedures for annual 
monitoring and testing of controls; recommending a format for the 
annual statement of assurance; and reviewing and recommending 
improvements for communication of control responsibilities to the 
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Foundation’s staff. The external consultant’s September 2013 report 
assessed the Foundation’s implementation of 34 control activities and 
identified no significant deficiencies. Of these, the external consultant 
determined that 25 control activities were adequate, 7 control 
activities had operational deficiencies, and 2 had design deficiencies. 
The seven operational deficiencies were related to contracting, charge 
card purchasing, records administration, data integrity, overtime and 
compensatory time policy, safety procedures, and food and 
refreshment policy for meetings. The two design deficiencies related 
to delegation of authority and property disposition.21 The Foundation 
exercised its option to order additional services from the external 
consultant to perform a follow-up report assessing the implementation 
of the recommendations included in its September 2013 report. 

The external consultant issued its follow-up report in February 2014 
assessing the Foundation’s implementation of the recommendations 
included in the external consultant’s September 2013 report, which 
found that all seven operational deficiencies and the property 
disposition design deficiency identified in its September 2013 report 
had been corrected. The delegation of authority design deficiency had 
not been corrected, but compensating controls were put in place that 
the external consultant determined adequately compensated for any 
weakness caused by the control deficiency.22 The external 
consultant’s follow-up report concluded as follows:  

“Risk assessment has been strengthened by establishing the Director 
of Finance and Operations position and including risk assessment as 
part of the Director of Finance and Operations position description. 
Many improvements have been made to strengthen internal controls 
over the past year. A majority of the recommendations contained in 
the first report have already been implemented. The Foundation has 
made a concerted effort, and continues to take actions to ensure 

                                                                                                                     
21The external consultant’s report, issued in September 2013, made recommendations to 
strengthen the control environment in the areas of ethical values, management 
philosophy, authority and responsibility, and human resources practices and oversight.  
22Since February 2014, the Foundation reported that it has addressed the delegation of 
authority design deficiency by creating the delegation of authority schedule that 
documents which Foundation employees are authorized to approve obligation documents, 
receiving reports, and payment documents.  
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compliance with the requirements of OMB Circular No. A-123 and 
associated laws.” 

• DOI OIG’s assessments of internal control. In September 2014, the 
DOI OIG performed a review of the Foundation to determine whether 
the Foundation’s internal controls were consistent with accepted 
internal control standards and applicable laws and regulations in the 
areas of (1) personnel actions, (2) contracting actions, and (3) internal 
control monitoring and assessment processes under FMFIA. The DOI 
OIG review was limited to the design of the internal controls at the 
Foundation and did not include a determination as to whether the 
internal controls were operating effectively. The DOI OIG concluded 
that the Foundation’s internal controls in the areas reviewed appeared 
consistent with accepted standards and applicable regulations. 
 

• Audit of the Foundation’s fiscal year 2014 financial statements. 
During its audit of the Foundation’s financial statements for the year 
ended September 30, 2014, the Foundation’s independent auditor 
identified no deficiencies in internal controls that were considered a 
material weakness or a significant deficiency in financial reporting. 

 
• Reviews of financial management systems. GSA performs payroll 

and financial services for the Foundation. These services include 
furnishing all necessary payroll support functions, receipt and 
disbursement of funds, financial reporting and related accounting 
functions, and execution of all investments in Department of the 
Treasury obligations. GSA is considered to be part of the 
Foundation’s financial management; however, Foundation 
management is responsible for the integrity and objectivity of the 
financial information presented in the financial statements. 

To support management’s annual assurance statement in its fiscal 
year 2014 AFR for the financial and payroll services provided by GSA, 
the Foundation relied on the independent service auditor’s Statement 
on Standards for Attestation Engagements (SSAE) No. 16 reports on 
GSA’s (1) Pegasys Financial Management System and (2) Payroll 
Accounting and Reporting (PAR) System. The SSAE No. 16 reports 
on the Pegasys Financial Management System and the PAR System 
covered the period of July 1, 2013, to June 30, 2014, and both were 
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unqualified opinions.23 In addition, the Foundation also relied on the 
letters from GSA that notified the Foundation that from July 1, 2014, 
through September 30, 2014, there were no significant changes to the 
system controls for the Pegasys Financial Management System and 
the PAR System. 

The Foundation has made significant progress in designing and 
implementing internal control activities and improving internal control over 
certain of its personnel and contracting practices, which were highlighted 
in our December 2013 report.24 For example, the Foundation has 
developed a formal written Disciplinary Policy and an Outside 
Employment Policy and is in the process of drafting guidance for its 
contracting practices. In addition, the Foundation has implemented 
internal control activities over certain of its personnel and contracting 
practices. For example, we found that management reviewed and 
approved an employee’s completed outside employment application and 
the Contracting Officer’s Representative coordinated with the Program 
Managers to determine that all contracted work that has been billed is 
complete. However, the Foundation has not developed formal written 
internal control policies related to the hiring and separation of employees. 

 

 

Most of the payroll activities, including processing employee time cards 
and issuing payments, are outsourced to GSA through an interagency 
agreement that specifies that GSA serves as the principal advisor on 
matters related to human resource management. However, the 
Foundation maintains responsibility for all other personnel functions. The 
Foundation’s General Counsel has issued certain personnel policies, 
such as the Disciplinary Policy and the Outside Employment Policy, to 

                                                                                                                     
23The independent service auditor opined that GSA’s Pegasys Financial Management 
System and PAR System were, in all material respects, designed and implemented 
throughout the period July 1, 2013, to June 30, 2014, to provide reasonable assurance 
that the stated control objectives would be achieved if the controls operated effectively 
throughout the period.  
24Examples from our December 2013 report include outside employment and termination 
of employees in certain of its personnel practices and compliance with FAR and contract 
modifications in certain of its contracting practices.  
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help ensure that the Foundation’s policies comply with applicable federal 
civil service and government ethics laws and implementing regulations. 
However, the Foundation did not have formal written policies related to 
the hiring and separation of employees. Despite this, we found that 
controls over employee hiring, separation, and outside employment had 
been implemented effectively during our period of review. 

• Design of internal controls over employee hiring and 
separations. The Foundation acknowledged that it did not have 
formal written internal control policies and procedures related to the 
hiring of employees and did not have complete formal written internal 
control policies related to the separation of employees, including 
those who separate voluntarily (such as through retirement or a 
change in employment) or involuntarily.25 The General Counsel has 
developed the formal written Disciplinary Policy for an employee’s 
removal pursuant to disciplinary action and poor performance, which 
relates to involuntary separations. 

Foundation officials stated that they had not yet documented these 
internal control policies and procedures because they focused their 
efforts during fiscal year 2015 on (1) developing formal written internal 
control policies and procedures that were identified by the FLT’s risk 
assessment survey and (2) implementing control activities in areas in 
which the Foundation has not yet had the opportunity to develop 
formal written internal control policies and procedures. During our 
previous audit, Foundation officials informed us that they planned to 
develop and complete formal written internal control policies and 
procedures over certain personnel practices by early 2014, such as 
the Disciplinary Policy and Outside Employment Policy. However, 
such plans did not include developing formal written internal control 
policies and procedures for hiring of employees and certain other 
separation processes, and the Foundation’s Corrective Action Plan 
did not include plans to do so. 

Federal standards for internal control require that internal control and 
all transactions and other significant events need to be clearly 

                                                                                                                     
25Examples of hiring practices include posting vacancy announcements; screening 
résumés; conducting interviews; and assessing an applicant’s qualifications, knowledge, 
skills, and abilities. Examples of employee separation practices include when, where, and 
how to provide notice and communicating the departure of an employee to the rest of the 
staff. 
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documented, and the documentation should be readily available for 
examination. The documentation should appear in management 
directives, administrative policies, or operating manuals and may be in 
paper or electronic form. All documentation and records should be 
properly managed and maintained. A lack of formal written internal 
control policies and procedures related to the hiring and separation of 
employees increases the risk that (1) procedures related to hiring and 
separations, such as management’s review and approval of an 
employee’s qualifications and proposed salary before hire and 
ensuring that separated employees are properly removed from the 
payroll, may not be properly or consistently carried out and  
(2) applicable laws and implementing regulations may not be 
consistently followed. 

• Implementation of internal controls over employee hiring. 
Although the internal control policies and procedures were not 
fully documented, we found that the Foundation had sufficiently 
implemented key internal control activities related to the hiring of 
employees. We interviewed Foundation officials and conducted 
walkthroughs of specific new hire transactions and determined 
that the Foundation performed certain key internal control 
activities relating to the hiring of employees during the test period 
of our audit. Such key internal control activities included 
management’s review of GSA position descriptions and noting 
that each new employee’s salary was within the range of pay in 
the GSA position description, management’s review and approval 
of the new employee’s Office of Personnel Management (OPM) 
request for personnel action,26 management’s review of monthly 
detailed spreadsheets attesting to the addition of the new 
employee, and management’s review of monthly reports attesting 
to the addition of the new employee’s salary.27 We assessed the 
design of these key internal control activities and found them to be 
consistent with criteria in Standards for Internal Control in the 

                                                                                                                     
26Supervisors and managers use Standard Form (SF) 52, Request for Personnel Action, 
to request position actions, such as the establishment of a new position or the 
reclassification of an existing position. The SF-52 is also used to document and approve a 
new employee’s position, pay grade, and rate of pay.  
27Our review of the Foundation’s hiring focused on the processing of the transactions 
related to hiring an employee and did not include an evaluation of the Foundation’s 
procedures to post vacancy announcements, conduct interviews, and determine whether 
a new employee was qualified for the position.  
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Federal Government. We tested these key internal control 
activities for all five employees who were newly hired during the 
test period of our audit, and found that they had been 
implemented effectively. 
 

• Implementation of internal controls over employee 
separations. Similar to hiring, we found that although the 
separation policies and procedures were not fully documented, the 
Foundation had sufficiently implemented key internal control 
activities related to the separation of employees. We interviewed 
Foundation officials and conducted walkthroughs of specific 
employee separation transactions and determined that the 
Foundation performed certain key internal control activities related 
to the separation of employees during the test period of our audit. 
Such key internal control activities included management’s review 
and approval of the separated employee’s OPM request for 
personnel action, management’s review of monthly detailed 
spreadsheets attesting to the removal of the employee, and 
management’s review of monthly reports attesting to the removal 
of the employee’s salary. We assessed the design of these key 
internal control activities and found them to be consistent with 
criteria in Standards for Internal Control in the Federal 
Government. We tested these key internal control activities for all 
eight employees who voluntarily separated during the test period 
of our audit, and found that they had been implemented 
effectively. There were no involuntary separations during the 
period of our review. 
 

• Design and implementation of internal controls over outside 
employment. The Foundation has a formal written Outside 
Employment Policy, which requires employees to obtain management 
approval prior to engaging in any outside employment, whether that 
employment is compensated or voluntary. Based on our review of the 
Outside Employment Policy, interviews of Foundation officials, and 
walkthroughs of specific outside employment transactions during the 
test period of our audit, we identified the Foundation’s key internal 
control activities for employees engaging in outside employment. 
Such key internal control activities included each employee’s 
completed outside employment application; management’s review 
and approval of the employee’s completed outside employment 
application; and a legal opinion prepared by the General Counsel, 
which included a review of applicable statutory and regulatory 
provisions to ensure that the employee was in compliance with 
applicable laws and regulations. We assessed the design of these key 
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internal control activities and found them to be consistent with criteria 
in Standards for Internal Control in the Federal Government. We 
tested these key internal control activities for all four employees who 
applied for outside employment during the test period of our audit, and 
found that the Foundation’s key internal control activities for outside 
employment were implemented effectively in accordance with the 
Foundation’s Outside Employment Policy. 

 
The Foundation’s interagency agreement with IBC helps improve 
management and oversight of the environmental conflict resolution 
contracts that IBC services. The total amount paid on the environmental 
conflict resolution contracts was approximately $2.0 million for the 9-
month period July 1, 2014, through March 31, 2015. In December 2014, 
the Foundation modified its agreement with IBC to include administrative 
contracts, which effectively removed the Foundation completely from the 
awarding and administration of contracts. As IBC is much more 
experienced in acquisition matters, this modification assists the 
Foundation in implementing sound contracting practices. 

Accordingly, the Foundation’s draft guidance over its contracting practices 
focuses on (1) the steps leading up to the submission of contracting 
transactions and information to IBC and (2) the reconciliation of the output 
of contracting activity to the reports received from IBC. The draft guidance 
details certain key internal control activities that the Foundation has 
implemented in this area. However, we noted that not all key internal 
control activities were included in the Foundation’s draft guidance. For 
example, the key control activity to document evidence of management’s 
receipt and review of contractors’ invoices, including a comparison of the 
scope and nature of services provided and labor hours billed, was not 
included in the draft guidance. Federal standards for internal control 
require that internal control and all transactions and other significant 
events be clearly documented and that the documentation be readily 
available for examination. Foundation officials stated that they had not yet 
fully documented and finalized internal control policies and procedures 
related to contracting because, as noted previously, they focused their 
efforts on implementing control activities in areas in which the Foundation 
had not yet developed formal written policies and procedures. As 
documented in its Corrective Action Plan, Foundation management 
planned to update and finalize its formal written internal control policies 
and procedures over its contracting practices. However, the Corrective 
Action Plan did not establish a date by which the Foundation planned to 
complete the action to fully update and finalize its formal written internal 
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control policies and procedures over its contracting practices. A lack of 
fully developed and finalized written internal control policies and 
procedures related to the Foundation’s contracting practices increases 
the risk that procedures related to its contracting practices may not be 
consistently carried out, which in turn increases the risk that the 
Foundation may, for example, pay for erroneous amounts billed. 

Based on our review of the Foundation’s draft guidance on its contracting 
practices, interviews of Foundation officials, and walkthroughs of specific 
contracting transactions during the test period of our audit, we identified 
the Foundation’s key internal control activities. Such key internal control 
activities included management approval of checklists attesting that no 
conflicts of interest exist; evidence of management review and approval 
of contracts; and evidence of management receipt and review of 
contractor invoices, including a comparison of the scope and nature of 
services provided and labor hours billed. We assessed the design of 
these key internal control activities by comparing them to the criteria in 
Standards for Internal Control in the Federal Government and found them 
to be consistent with federal internal control standards. As discussed in 
the section below, we performed testing on a randomly selected statistical 
sample of contracting disbursements during the test period of our audit, 
and found that the Foundation’s key internal control activities over its 
contracting practices were implemented effectively in accordance with the 
Foundation’s draft guidance and other key internal control activities not 
yet documented. 

The Foundation has designed formal written internal control policies and 
procedures for processing receipts activity and disbursements activity 
(consisting of payroll, contracting, and other expense transactions). 
Based on our review of these internal control policies and procedures, we 
identified the key internal control activities related to the processing of 
receipts and disbursements, compared them to the criteria in Standards 
for Internal Control in the Federal Government, and found them to be 
consistent with federal internal control standards. We selected and tested 
random statistical samples of receipt and disbursement transactions for 
the test period of our audit and determined that the Foundation’s key 
internal control activities over the processing of its receipts and 
disbursements activity were implemented effectively in accordance with 
its formal written internal control policies and procedures. 

The Foundation 
Effectively Designed 
and Implemented 
Internal Control over 
Receipts and 
Disbursements 
Activity 
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The Foundation has formal written internal control policies and 
procedures for processing its receipts activity. Based on our review of 
these internal control policies and procedures, interviews of Foundation 
officials, and walkthroughs of specific receipt transactions during the test 
period of our audit, we identified the Foundation’s key internal control 
activities for processing its receipts activity. Such key internal control 
activities included supervisory review of project data in the Foundation’s 
Program Management Database (PMD);28 management review and 
approval of all invoices, such as invoices for training services provided to 
external parties in PMD; and management review of the invoices 
spreadsheet attesting to the total amount of invoices. We assessed the 
design of these key internal control activities by comparing them to the 
criteria in Standards for Internal Control in the Federal Government and 
found them to be consistent with federal internal control standards. We 
selected and tested a random statistical sample of 36 receipt transactions 
made during the test period of our audit, and found that the Foundation’s 
key internal control activities over the processing of its receipts activity 
were implemented effectively in accordance with the Foundation’s formal 
written internal control policies and procedures.29 

The Foundation’s disbursements activity consists of payroll, contracting, 
and other expense transactions. For services for which IBC pays the 
contractor and seeks reimbursement from the Foundation through GSA, 
GSA asks the Foundation which fund should be used to pay IBC. GSA 
charges the amount against the Foundation’s obligation balance and 
transfers the funds to IBC from the Foundation’s Fund Balance with 
Treasury account. For other expense transactions, such as rent and 
supplies, the Foundation receives vendor invoices and bills, which it then 
submits to GSA for payment to the vendor. 

                                                                                                                     
28PMD is a multiuser application that helps manage Foundation-wide financial 
transactions and provides real-time project-related information to U.S. Institute staff (the 
Education Programs use a separate application to manage their programs). Using PMD, 
the Foundation’s financial staff completes the various federal forms necessary for GSA to 
record and process obligations, revenues, and expenses.  
29Our evaluation was based on a randomly selected statistical sample from a population 
of receipt transactions that were recorded from July 1, 2014, through March 31, 2015. We 
did not find any exceptions during control tests conducted of this area, and we are 95 
percent confident that the actual error rate associated with the sampling error inherent in 
this statistical sample is less than or equal to 6.9 percent. App. I provides additional 
information.  
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• Payroll disbursements. The Foundation has formal written internal 
control policies and procedures for processing its payroll 
disbursements activity. Based on our review of these internal control 
policies and procedures, interviews of Foundation officials, and 
walkthroughs of specific payroll disbursement transactions during the 
test period of our audit, we identified the Foundation’s key internal 
control activities for processing employee payroll. Such key internal 
control activities included management’s review and approval of 
requests for personnel actions, management’s review of monthly 
detailed spreadsheets attesting to the correct salary for employees, 
supervisory review of employees’ time cards and amendments, and 
management review and electronic sign-off on employees’ time cards 
and amendments. We assessed the design of these key internal 
control activities by comparing them to the criteria in Standards for 
Internal Control in the Federal Government and found them to be 
consistent with federal internal control standards. We randomly 
selected 10 biweekly pay periods from the 9-month period of our audit 
and then randomly selected five transactions from each pay period, 
which resulted in 50 payroll disbursement transactions during the test 
period of our audit. Based on our selection and testing of these payroll 
disbursement transactions, we found that the Foundation’s key 
internal control activities over the processing of its payroll 
disbursements activity were implemented effectively in accordance 
with the Foundation’s formal written internal control policies and 
procedures.30 
 

• Contracting disbursements. The Foundation has formal written 
internal control policies and procedures for processing its contracting 
disbursements activity. Based on our review of these internal control 
policies and procedures, interviews of Foundation officials, and 
walkthroughs of specific contracting disbursements transactions 
during the test period of our audit, we identified the Foundation’s key 
internal control activities for processing its contracting disbursement 
activity. Such key internal control activities included management 
approval of checklists attesting that no conflicts of interest exist; 

                                                                                                                     
30Our evaluation was based on a randomly selected statistical sample from a population 
of payroll disbursement transactions that were recorded from July 1, 2014, through  
March 31, 2015. We did not find any exceptions during control tests conducted of this 
area, and we are 95 percent confident that the actual error rate associated with the 
sampling error inherent in this statistical sample is less than or equal to 6.9 percent. App. I 
provides additional information.  
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evidence of management review and approval of contracts; and 
evidence of management receipt and review of contractor invoices, 
including a comparison of the scope and nature of services provided 
and labor hours billed. We assessed the design of these key internal 
control activities by comparing them to the criteria in Standards for 
Internal Control in the Federal Government and found them to be 
consistent with federal internal control standards. We selected and 
tested a random statistical sample of 37 contracting disbursement 
transactions made during the test period of our audit, and found that 
the Foundation’s key internal control activities over the processing of 
its contracting disbursements activity were implemented effectively in 
accordance with the Foundation’s formal written internal control 
policies and procedures.31 
 

• Other expense disbursements. The Foundation has formal written 
internal control policies and procedures for processing its other 
expense disbursements activity, such as rent and utilities. Based on 
our review of these internal control policies and procedures, 
interviews of Foundation officials, and walkthroughs of specific other 
expense disbursement transactions during the test period of our audit, 
we identified the Foundation’s key internal control activities for 
processing other expense disbursements. Such key internal control 
activities included supervisory review of invoices; evidence of 
management receipt of invoices; management’s review and approval 
of all credit card authorization forms; and management’s review and 
approval of all invoices, which included evidence of receipt of 
services. We assessed the design of these key internal control 
activities by comparing them to the criteria in Standards for Internal 
Control in the Federal Government and found them to be consistent 
with federal internal control standards. We selected and tested a 
random statistical sample of 50 other expense transactions made 
during the test period of our audit, and found that the Foundation’s 
key internal control activities over the processing of its other expense 
disbursements activity were implemented effectively in accordance 

                                                                                                                     
31Our evaluation was based a randomly selected statistical sample from a population of 
contracting disbursement transactions that were recorded from July 1, 2014, through 
March 31, 2015. We did not find any exceptions during control tests conducted of this 
area, and we are 95 percent confident that the actual error rate associated with the 
sampling error inherent in this statistical sample is less than or equal to 6.9 percent. App. I 
provides additional information.  
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with the Foundation’s formal written internal control policies and 
procedures.32 

Since the release of GAO’s report in December 2013, the Foundation has 
made significant progress in improving its internal control environment, 
risk assessment, and monitoring activities; designing and implementing 
internal control activities over certain of its personnel and contracting 
practices; and designing and implementing internal control activities over 
its receipts and disbursements activity. However, we found that the 
Foundation had not documented formal written internal control policies 
and procedures for its hiring of employees and certain other separation 
processes and did not include plans to do so in its Corrective Action Plan. 
In addition, the Foundation had not fully updated and finalized formal 
written internal control policies and procedures for its contracting 
practices, including all key internal control activities, such as evidence of 
management’s receipt and review of contractors’ invoices, and had not 
established a date by which it planned to complete the action to finalize 
its policies and procedures for its contracting practices. Until the 
Foundation fully documents its internal control policies and procedures for 
certain of its personnel practices, and updates and finalizes its draft 
guidance for its contracting practices, there is an increased risk that 
procedures in these areas may not be consistently carried out, which in 
turn increases the risk that (1) employees could be hired or separated 
improperly and applicable laws and implementing regulations may not be 
consistently followed and (2) the Foundation may pay for erroneous 
amounts billed. 

We recommend that the Foundation’s Executive Director take the 
following two actions: 

• Fully document the Foundation’s internal control policies and 
procedures related to the hiring and separation of employees. 
 

                                                                                                                     
32Our evaluation was based on a randomly selected statistical sample from a population 
of other expense disbursement transactions that were recorded from July 1, 2014, through 
March 31, 2015. We did not find any exceptions during control tests conducted of this 
area, and we are 95 percent confident that the actual error rate associated with the 
sampling error inherent in this statistical sample is less than or equal to 6.9 percent. App. I 
provides additional information.  

Conclusions 
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• Update the Foundation’s draft written policies and procedures over its 
contracting practices to include all key internal control activities, issue 
them in final form, and establish a date by which these actions will be 
completed. 

 
We provided a draft of this report to the Foundation for comment. In its 
written comments, which are reprinted in appendix II, the Foundation 
concurred with our recommendations and stated that it will implement the 
recommended actions. In addition, the Foundation stated that our 
recommendations will be incorporated in the Foundation’s risk 
assessment documentation, established as a priority, and included in the 
Foundation’s fiscal year 2016 Corrective Action Plan. 

We are sending copies of this report to the Executive Director of the 
Morris K. Udall and Stewart L. Udall Foundation, the Deputy Inspector 
General of the Department of the Interior, and interested congressional 
committees. In addition, the report is available at no charge on the GAO 
website at http://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
me at (202) 512-9399 or malenichj@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. Key contributors to this report are listed in 
appendix III. 

 
J. Lawrence Malenich 
Director 
Financial Management and Assurance 

  

Agency Comments 

http://www.gao.gov/
mailto:malenichj@gao.gov
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Our objectives were to determine the extent to which the Morris K. Udall 
and Stewart L. Udall Foundation (Foundation) has (1) made progress in 
improving its internal control environment, risk assessment, and 
monitoring activities; (2) designed and implemented effective internal 
control over certain of its personnel and contracting practices; and  
(3) designed and implemented effective internal control over its receipts 
and disbursements activity (consisting of payroll, contracting, and other 
expense transactions). 

The scope of our audit was the 9-month period July 1, 2014, through 
March 31, 2015. The Foundation was in the process of making significant 
changes to its internal control policies and procedures during the first 6 
months of calendar year 2014. Therefore, we selected the 9-month period 
July 1, 2014, through March 31, 2015, as the period of our audit because 
the transactions in this time period would have been processed under 
more of the Foundation’s newly developed internal control policies and 
procedures. 

To determine the extent to which the Foundation has improved its internal 
control environment, risk assessment, and monitoring activities, we 
considered the criteria in the Federal Managers’ Financial Integrity Act 
(FMFIA);1 Standards for Internal Control in the Federal Government;2 and 
the implementing guidance in the Office of Management and Budget’s 
(OMB) Circular No. A-123, Management’s Responsibility for Internal 
Control, which defines management’s responsibility for internal control in 

                                                                                                                     
1Under 31 U.S.C. 3512 (c), (d), commonly known as FMFIA, and implementing guidance, 
federal executive agencies must establish internal control and financial systems that 
provide reasonable assurance of achieving the following three objectives of internal 
control: effectiveness and efficiency of operations, compliance with applicable laws and 
regulations, and reliability of financial reporting. FMFIA also requires the agency head to 
provide an annual statement of assurance on whether the agency has met these 
requirements.  
2GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1 
(Washington, D.C.: November 1999). In 2014, GAO issued its revision of Standards for 
Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 
2014), which will supersede GAO/AIMD-00-21.3.1 and be effective beginning with fiscal 
year 2016.  
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federal agencies.3 We interviewed Foundation officials regarding the 
formal written internal control policies and procedures that management 
has developed and implemented and other actions management has 
taken to improve its internal control environment. We also interviewed 
Foundation officials about internal risk assessment and monitoring 
activities that management performed. In addition, we reviewed the 
agency financial report for fiscal year 2014 to determine management’s 
conclusions on the Foundation’s internal controls. Further, we interviewed 
Foundation officials and reviewed documentation regarding how they 
developed internal control assurance statements and the sources of 
information that provided the basis for the Foundation’s annual 
assessment of and report on internal control under FMFIA. 

To determine the extent to which the Foundation designed effective 
internal control over certain of its personnel and contracting practices, we 
interviewed Foundation officials, reviewed written internal control policies 
and procedures, and performed walkthroughs of specific transactions to 
inform our understanding of the internal control environment. We also 
obtained, analyzed, and summarized the Foundation’s written internal 
control policies and procedures related to certain of its personnel and 
contracting practices for the 9-month period July 1, 2014, through  
March 31, 2015, and compared them to the criteria in Standards for 
Internal Control in the Federal Government.4 

To test the implementation of internal controls over certain of the 
Foundation’s personnel practices, we tested key internal control activities 
for all new hires, separations of employees, and outside employment 
transactions. 

1. Hiring. For the 9-month period July 1, 2014, through March 31, 2015, 
we tested the key control activities for all five newly hired employees. 
We assessed the design of these key internal control activities by 
comparing them to the criteria in Standards for Internal Control in the 

                                                                                                                     
3Office of Management and Budget, Management’s Responsibility for Internal Control, 
OMB Circular No. A-123 (Dec. 21, 2004). This circular provides guidance to federal 
managers on improving the accountability and effectiveness of federal programs and 
operations by establishing, assessing, correcting, and reporting on internal control. The 
circular provides internal control standards and specific requirements for conducting 
management’s assessment of the effectiveness of internal control over financial reporting.  
4GAO/AIMD-00-21.3.1.  

Internal Control over 
Certain Personnel 
and Contracting 
Practices 

Personnel Practices 

http://www.gao.gov/products/GAO/AIMD-00-21.3.1
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Federal Government to determine whether these key internal control 
activities were consistent with federal internal control standards. We 
tested these key control activities by inspecting the following: 
management’s review of General Service Administration (GSA) 
position descriptions and noting that each new employee’s salary was 
within the range of pay in the GSA position description, 
management’s review and approval of the new employee’s Office of 
Personnel Management (OPM) request for personnel action,5 
management’s review of monthly detailed spreadsheets attesting to 
the addition of the new employee, and management’s review of 
monthly reports attesting to the addition of the new employee’s 
salary.6 

2. Separations. For the 9-month period July 1, 2014, through March 31, 
2015, we tested the key control activities for all eight separated 
employees. We assessed the design of these key internal control 
activities by comparing them to the criteria in Standards for Internal 
Control in the Federal Government to determine whether these key 
internal control activities were consistent with federal internal control 
standards. We tested these key control activities by inspecting the 
following: management’s review and approval of the separated 
employee’s OPM request for personnel action, management’s review 
of monthly detailed spreadsheets attesting to the removal of the 
employee, and management’s review of monthly reports attesting to 
the removal of the employee’s salary. 

3. Outside employment. For the 9-month period July 1, 2014, through 
March 31, 2015, we tested the key control activities for all four 
employees who applied for outside employment. We assessed the 
design of these key internal control activities by comparing them to 
the criteria in Standards for Internal Control in the Federal 
Government to determine whether these internal control activities 
were consistent with federal internal control standards. We tested 
these key control activities by inspecting the following: the employee’s 

                                                                                                                     
5Supervisors and managers use Standard Form (SF) 52, Request for Personnel Action, to 
request position actions, such as the establishment of a new position or the 
reclassification of an existing position. The SF-52 is also used to document and approve a 
new employee’s position, pay grade, and rate of pay.  
6Our review of the Foundation’s hiring focused on the processing of the transactions 
related to hiring an employee and did not include an evaluation of the Foundation’s 
procedures to post vacancy announcements, conduct interviews, and determine whether 
a new employee was qualified for the position.  
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completed outside employment application; management’s review 
and approval of the employee’s completed outside employment 
application; and a legal opinion prepared by the General Counsel, 
which included a review of applicable statutory and regulatory 
provisions to ensure that the employee was in compliance with 
applicable laws and regulations.  

To test the implementation of internal controls over contracting practices, 
we conducted tests of key internal control activities on a randomly 
selected statistical sample of 37 contracting disbursement transactions, 
as described in the section below. 

To determine the extent to which the Foundation designed effective 
internal control over its receipts and disbursements activity (consisting of 
payroll, contracting, and other expense transactions), we interviewed 
Foundation officials, reviewed written internal control policies and 
procedures, and performed walkthroughs of specific transactions. We 
also obtained, analyzed, and summarized the Foundation’s written 
internal control policies and procedures related to receipts and 
disbursements activity for the 9-month period July 1, 2014, through  
March 31, 2015, and compared them to the criteria in Standards for 
Internal Control in the Federal Government to determine whether these 
key control activities were consistent with federal internal control 
standards. 

Table 1 summarizes the receipts and disbursements activity for the 9-
month period July 1, 2014, to March 31, 2015, and randomly selected 
statistical sample sizes for each area. As noted above, we conducted 
internal control-related walkthroughs and interviews, all of which indicated 
that the designed internal controls were implemented. We incorporated 
assurances gained from these additional audit steps into sample size 
determinations to improve efficiency while maintaining effectiveness. We 
planned our testing of each area to be 95 percent confident that the 
actual error rate associated with sampling error inherent in these 
statistical samples is less than or equal to 6.9 percent. 

 

 

 

Contracting Practices 

Random Statistical 
Sampling of Receipts 
and Disbursements 
Activity 
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Table 1: Receipts and Disbursements Population Totals 

Source: GAO analysis of Morris K. Udall and Stewart L. Udall Foundation data.  |  GAO-16-52 

To test the implementation and effectiveness of internal controls over 
receipts and disbursements activity (consisting of payroll, contracting, and 
other expense transactions), we conducted transaction tests of key 
internal control activities as described below. 

 
1. For the 9-month period July 1, 2014, through March 31, 2015, we 

selected and tested a random statistical sample of 36 receipt 
transactions to determine whether the Foundation’s key internal 
control activities over the processing of its receipts activity were 
implemented effectively in accordance with the Foundation’s formal 
written internal control policies and procedures. We tested these key 
control activities over the processing of receipt transactions by 
inspecting the following: supervisory review of project data in the 
Project Management Database (PMD), management review and 
approval of all invoices, such as invoices for training services provided 
to external parties in PMD, and management review of the invoices 
spreadsheet attesting to the total amount of invoices. 

 
1. Payroll disbursements. For the 9-month period July 1, 2014, through 

March 31, 2015, we randomly selected 10 biweekly pay periods from 
the 9-month period of our audit and then randomly selected five 
transactions from each pay period, which resulted in 50 payroll 
disbursement transactions. We then determined whether the 
Foundation’s key internal control activities over the processing of its 
payroll disbursements activity were implemented effectively in 
accordance with the Foundation’s formal written internal control 
policies and procedures. We tested the key control activities over the 
processing of payroll disbursement transactions by inspecting the 
following: management’s review and approval of requests for 
personnel actions, management’s review of monthly detailed 
spreadsheets attesting to the correct salary for employees, 
supervisory review of employees’ time cards and amendments, and 

 
Total number of transactions in 

the population 
Total dollar value of 

transactions in the population  Sample size 
Receipts 160  $ 1,971,114.83 36 
Payroll disbursements 588  2,356,905.39 50 
Contracting disbursements  164  2,097,288.92 37 
Other expense disbursements 727   2,081,857.99 50 

Receipts Activity 

Disbursements Activity 
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management review and electronic sign-off on employees’ time cards 
and amendments. 

2. Contracting disbursements. For the 9-month period July 1, 2014, 
through March 31, 2015, we selected and tested a random statistical 
sample of 37 contracting disbursement transactions to determine 
whether the Foundation’s key internal control activities over the 
processing of its contracting disbursements activity were implemented 
effectively in accordance with the Foundation’s formal written internal 
control policies and procedures. We tested the key control activities 
over the processing of contracting disbursement transactions by 
inspecting the following: management approval of checklists attesting 
that no conflicts of interest exist; evidence of management review and 
approval of contracts; and evidence of management receipt and 
review of contractor invoices, including a comparison of the scope and 
nature of services provided and labor hours billed. 

3. Other expense disbursements. For the 9-month period July 1, 2014, 
through March 31, 2015, we selected and tested a random statistical 
sample of 50 other expense transactions to determine whether the 
Foundation’s key internal control activities over the processing of its 
other expense disbursements activity were implemented effectively in 
accordance with the Foundation’s formal written internal control 
policies and procedures. We tested the key control activities over the 
processing of other expense disbursement transactions by inspecting 
the following: supervisory review of invoices; evidence of 
management receipt of invoices; management’s review and approval 
of all credit card authorization forms; and management’s review and 
approval of all invoices, which included evidence of receipt of 
services. 

We conducted this performance audit from April 2015 to November 2015 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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