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FEDERAL PROTECTIVE SERVICE

More Effective Management Needed in Delegating
Security Authority to Agencies

What GAO Found

The Federal Protective Service’'s (FPS) delegations of authority program does
not fully meet applicable federal standards GAO identified for effective program
management.

e FPS lacks reliable data, as called for by federal Standards for Internal
Control, to accurately identify all the delegations FPS is responsible for
managing and overseeing to ensure the protection of federal facilities.
Specifically, of the 62 delegations of authority that FPS officials said were
verified as active, GAO found that 12 had either expired or been rescinded.
Standards for Internal Control state that federal agencies should have
relevant, reliable, and timely information for decision-making and external-
reporting purposes. FPS officials stated that poor recordkeeping contributed
to the data’s unreliability, but FPS has not established procedures to ensure
data reliability. Without reliable data on delegations of authority, FPS will face
challenges effectively managing this program.

FPS’s model for estimating the costs associated with a delegation—set forth
in its 2012 Interim Plan—does not fully align with the relevant leading
practices outlined in GAO’s Cost Estimating and Assessment Guide. These
leading practices help ensure reliable cost estimates that are comprehensive,
well documented, accurate, and credible. GAO found that FPS’s cost
estimation model partially aligned with practices for producing
comprehensive estimates and minimally aligned with those for producing
well-documented and accurate estimates. Furthermore, the model does not
align with practices for producing credible cost estimates because, among
other things, it does not include a sensitivity analysis, which identifies a range
of possible costs based on varying assumptions. Without fully aligning the
cost model with leading practices, FPS faces limitations developing reliable
cost estimates that support its delegations of authority recommendations.

For five of the six agency requests for new or renewed delegations of authority
that GAO analyzed, FPS did not conduct the required cost and security-
capabilities analyses before making its recommendation to grant, renew, or
rescind the delegation. The Interim Plan calls for these analyses to form the
basis of FPS’s recommendations. Specifically, FPS conducted the required
analyses for only the delegation involving the Social Security Administration and
did not conduct these analyses for the other five delegations involving facilities of
the Departments of Commerce, Interior, and State; the Nuclear Regulatory
Commission; and the Federal Trade Commission. According to FPS officials,
they were not always able to obtain, from the agency requesting a delegation,
comparable cost data to complete the cost model. FPS officials also
acknowledged that FPS has yet to establish management controls to ensure that
required analyses are conducted. Without these analyses, FPS does not have a
sound basis to determine whether cost or security considerations support its
delegations of authority recommendations.
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March 31, 2015
Congressional Requesters

Federal facilities and the millions of employees and the public who work
in and visit these facilities remain targets of potential terrorist attacks or
other acts of violence. In addition, concern about the Federal Protective
Service’s (FPS) ability to effectively protect federal facilities is one of the
main reasons why we have designated federal real property management
as a high-risk area.! FPS, which was transferred from the General
Services Administration (GSA) to the Department of Homeland Security
(DHS) in 2003, is responsible for protecting the almost 9,000 federal
facilities that are held or leased by GSA. To protect these facilities, FPS is
primarily responsible for

responding to incidents,
« conducting criminal investigations,

« hiring security guard contractors and overseeing contract guards
deployed at federal facilities, and

« conducting facility security assessments.

In addition to protecting federal facilities, FPS is responsible for managing
DHS’s delegations of authority program, including determining—based on
cost and capabilities analyses—whether another federal department or
agency should be authorized to provide its own law enforcement or to
manage its own security services at its facilities instead of FPS. After
completing its analyses, FPS makes a recommendation to DHS officials,
who decide whether to issue a delegation of authority—a legal document
that stipulates the requirements for another federal department or agency
to provide law enforcement or security services.?

'GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: February 2015).

2Under section 1706 of the Homeland Security Act of 2002 (Pub. L. No. 107-296, 116
Stat. 2135, 2318), the Secretary of DHS may delegate authority for the protection of
specific buildings to another Federal agency where, in the Secretary’s discretion, the
Secretary determines it necessary for the protection of that building.
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A delegation of authority may be granted by DHS to another federal
department or agency typically for 2 to 5 years and may include more
than one federal facility, according to FPS officials. During this time, FPS
is responsible for overseeing the delegations to ensure that the delegated
facilities are protected in a manner consistent with its contract
requirements and federal physical security standards.

In 2010, DHS’s Secretary raised concerns about whether it is in the best
interest of the government to grant delegations of authority to multiple
federal departments and agencies and directed FPS to provide an update
on the status of the delegations of authority that had been granted to
date. Moreover, in the conference report accompanying the Consolidated
Appropriations Act of 2012, the conferees raised questions about the
costs and benefits of FPS’s delegations of authority program and directed
FPS to submit a proposed plan for reviewing all delegations of authority.
In response, in November 2012, FPS submitted to Congress an Interim
Delegation Assessment Plan (Interim Plan), which includes FPS’s current
methodology for reviewing all delegations of authority. In the Interim Plan,
FPS also reported that it was responsible for reviewing more than 300
delegations of authority that were granted to 30 federal departments and
agencies authorizing them to provide law enforcement and/or guard
services to their respective facilities instead of FPS.

You asked us to review how prepared FPS is to manage its delegations
of authority program.® This report examines (1) the extent to which FPS’s
delegations of authority program meets select federal standards and
leading practices for effective program management and (2) whether FPS
has followed its 2012 Interim Plan in reviewing select delegations of
authority.

To determine the extent to which FPS’s delegations of authority program
meets select federal standards for effective program management, we
analyzed FPS’s 2012 Interim Plan and the 2014 draft delegation of
authority directive against leading practices identified in applicable federal
standards. We analyzed FPS’s efforts to ensure the reliability of its
delegations of authority data against internal controls specified in federal

3The conference report (H. R. Conf. Rep. No. 112-31, at 987 (2011)) accompanying the
Consolidated Appropriations Act, 2012 (Pub. L. No. 112-74, 125 Stat. 786 (2011)) and
Ranking Member U.S. House of Representatives Committee on Homeland Security
requested GAO to review FPS’s delegations of authority program.
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Standards for Internal Control in the Federal Government,* which when
followed provides reasonable assurance that an agency is operating
efficiently and effectively. We also reviewed FPS’s data on delegations of
authority as of October 30, 2014, to determine the federal departments
and agencies with delegated authority; the type of delegation received
(e.g., law enforcement or security services); the number of facilities
specified in the delegation; and the status of FPS’s review. We assessed
the reliability of FPS’s data by comparing them to source documents
provided by FPS and interviewing FPS officials about the controls in place
to ensure the reliability of FPS’s delegation data, and found some of the
data to not be reliable as discussed in more detail later in the report.

We also examined FPS’s cost estimating model—which it is currently
using to analyze and compare the cost of providing law enforcement
and/or contract guard services for FPS and the agency requesting or
granted a delegation—against the leading practices identified in GAO’s
Cost Estimating and Assessment Guide (Cost Guide).® The Cost Guide
contains leading practices that can be used to assess both cost
estimating models and cost estimates themselves. For a cost estimating
model to be considered reliable, it needs to substantially or fully meet
each of the following four characteristics: comprehensive, well-
documented, accurate, and credible. The extent to which the
characteristics are met is determined by the extent to which the
underlying leading practices for each characteristic are incorporated. For
developing a cost estimate, the Cost Guide identifies 20 leading practices
that include underlying tasks associated with each of the four
characteristics of reliable cost estimates. Although FPS does not directly
implement or oversee implementation of capital projects at federal
facilities, the agency develops cost estimates as part of its delegation of
authority review process (through its cost estimation model) and needs
reliable cost estimates to inform DHS’s decisions about whether to grant,
renew, or rescind a delegation. As a result, the leading practices are
applicable to the assessment of FPS’s cost estimation model.

4GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00.21.3.1
(Washington, D.C.: Nov 1, 1999).

5GAO, GAO Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.: March 2009).
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To determine whether FPS followed its Interim Plan in reviewing select
delegations, we conducted case studies of the six requests for new or
renewed delegations of authority FPS reviewed from June 2012 through
March 2014. These delegations involved the Department of the Interior’s
(Interior) Hoover Dam; the Department of State’s (State) Enterprise
Service Operations Center; the Department of Commerce’s National
Institute of Standards and Technology (NIST); the Federal Trade
Commission (FTC); the Nuclear Regulatory Commission (NRC); and the
Social Security Administration (SSA). For each of our six case studies, to
the extent available, we reviewed the delegations of authority, cost and
capabilities analyses, and interviewed officials from FPS’s headquarters
and 4 of its 11 regions. We selected these regions because the facilities
covered by the delegations of authority are located in these regions. We
also interviewed officials from the departments and agencies that had
received delegations of authorities to obtain information on the overall
impact of FPS’s delegation program on the protection of their facilities.
Our case studies are not generalizable but provide insights into FPS’s
ability to follow its 2012 Interim Plan in reviewing delegations of authority.

We conducted this performance audit from January 2014 to March 2015
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Background

History of FPS and Since FPS was created in 1971, as part of GSA, it has been responsible
Delegations of Authority for providing law enforcement and related security services to all federal
Program facilities held or leased by GSA. Specifically, FPS is responsible for,

among other things, (1) hiring security guard contractors and overseeing
contract guards deployed at federal facilities, (2) controlling access to
federal facilities, (3) responding to incidents, (4) enforcing property rules
and regulations, and (5) conducting criminal investigations and facility
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security assessments (FSA).® To accomplish this facility protection
mission and other responsibilities, as of October 2014, FPS has about
1,200 full-time employees located in its headquarters and 11 regional
offices around the country. FPS also has about 13,500 contract security
guards deployed at approximately 5,650 of the almost 9,000 federal
facilities it protects.” To fund its operations, FPS charges fees for its
security services to federal tenant agencies in GSA-controlled facilities.
For fiscal year 2014, FPS expected to receive $1.3 billion in fees.

In the 1980s, some federal departments and agencies raised concerns
that GSA was not providing quality building services, including the
physical security provided by FPS, in a timely manner. In response,
GSA’s Administrator decided to establish a delegation of authority
program that would primarily decentralize building services such as
security and lease management. A 1985 Executive Order also directed
GSA to delegate its building operations authority to tenant agencies when
it was feasible and economical.2 To make this determination, GSA
required agencies to maintain program and financial data, which GSA
reviewed to determine whether to grant a delegation.

When FPS transferred from GSA to DHS in 2002, this delegation of
authority program also transferred. Under the program, FPS is
responsible for reviewing delegations for law enforcement and security
services and determining —based on cost and capabilities analysis— if it is
in the best interest of the government to authorize another department or
agency to protect a federal facility instead of FPS. FPS also is
responsible for ensuring that these delegated facilities are protected in a

5FSAs (also referred to as risk assessments) are used to identify a facility’s risk level by
assessing the threat of, vulnerability to, and consequences of specific undesirable events
and are to be conducted at least once every 5 years for lower-level facilities and at least
every 3 years for higher-level facilities. For example, a lower-level facility can have fewer
than 100 employees and its mission criticality, symbolism, and threat are low. In contrast,
a higher- level facility can have over 750 employees and its mission criticality, symbolism,
and threat are very high.

"Federal facilities that have contract guards are generally level Il through IV facilities.

8Executive Order No. 12512, Federal Real Property Management, 50 Fed. Reg. 18453
(May 1, 1985).

Page 5 GAO-15-271 Federal Protective Service



manner consistent with the Interagency Security Committee’s (ISC)
standards.®

A law enforcement delegation of authority authorizes an agency to
enforce federal laws and regulations aimed at protecting the agency’s
federal facilities identified in the delegation and the employees and public
who work in and visit those facilities; conduct investigations related to
offenses against the property and persons on the property, and arrest and
detain persons suspected of federal crimes. A delegation of authority for
security services typically authorizes an agency to manage its own
contract guard program at the specified federal facilities, including
awarding and administering contracts, and ensuring that guards are
properly trained and certified to protect those facilities. An agency may
also receive a delegation of authority for both law enforcement and
contract guard services. Delegations of authority are generally granted for
about 2 to 5 years, but the expiration dates for some existing delegations
are not specified or the delegation indicates that it will continue until
terminated by FPS, according to FPS officials.

FPS’s 2012 Interim
Delegation Assessment
Plan

Phase 1: Identifying
Delegations of Authority

In response to congressional direction, in November 2012, FPS issued its
Interim Plan, which outlines its current process for reviewing delegations
of authority. This process, which is managed primarily by FPS
headquarters staff (one full-time employee and three part-time
employees) in coordination with its 11 regional offices, includes four
phases.™

During this phase, which began in 2010 and is still ongoing, FPS has
focused on identifying delegations of authority that were primarily granted
when FPS was part of GSA because FPS at that time did not have a
centralized recordkeeping system. As part of this identification process,

%To help federal agencies protect and assess risks to their facilities, the Interagency
Security Committee (ISC)—a DHS-chaired organization comprised of 54 member
agencies—developed a physical security standard, The Risk Management Process for
Federal Facilities (RMP), with which federal executive branch agencies must comply.
Among other things, the RMP includes standards for agencies’ facility risk assessment
methodologies. According to ISC, risk assessment methodologies that meet its standards
allow federal agencies to determine whether a facility’s existing protective measures are
sufficient to mitigate risk and, if not, identify the most cost effective protective measures to
reduce risks to an acceptable level.

0As of January 2015.
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Phase 2: Conducting Cost and
Capabilities Analyses

Phase 3: Recommending

FPS contacted its 11 regions and GSA to determine if they had copies of
delegations. In addition, in some instances, FPS obtained information
about an existing delegation from agencies that were granted such
authority. FPS uploaded the information it collected from these
delegations into an electronic database.

During this phase, the Interim Plan calls for FPS to conduct cost and
capabilities analyses to determine whether to renew or rescind an existing
delegation or grant a new one. To perform the cost analysis, FPS
developed a cost estimation model, which establishes a standardized
process for assessing the financial impact of each delegation of authority.
As part of this cost analysis, FPS compares its and the delegated
agency’s costs of providing law enforcement or security services. For
example, to estimate the current resources expended by the delegated
agency and to determine the cost that FPS would be expected to incur if
the delegation were rescinded, FPS reviews data on the amount it would
spend and the amount the agency currently spends on various cost
elements, such as salaries and benefits; guards’ training and certification;
law enforcement equipment (e.g., computers, uniforms, and mobile
radios); and mega-center (dispatch center) services. In addition,
information about the FSA; countermeasures (i.e., contract security
guards, K-9 officers); training, services; and equipment (i.e., ammunition,
cell phones, and office supplies) are also required to be entered into the
cost estimation model.

To conduct a capability analysis, FPS determines

« if services—such as acquisition of guard services, training, criminal
investigations, guard oversight, and a mega center—are in place at
the delegated facility;

« how those services are provided and resourced; and

« whether FPS can provide those services on a reimbursable basis and,
if so, how much it would cost.

According to the Interim Plan, after completing the cost and capabilities
analyses, FPS recommends to DHS’s Under Secretary for the National
Protection and Programs Directorate (NPPD) whether a delegation

should be granted, renewed, or rescinded.” The Under Secretary then

"Within DHS, FPS is a component of NPPD.
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Phase 4: Transitioning

makes the final decision and notifies the agency requesting a delegation
of authority.

For delegations that are rescinded, FPS’s Interim Plan requires an orderly
transition of law enforcement or guard services so that there is no lapse in
protection of the facility. For delegations that are granted or renewed,
FPS has responsibility for overseeing the delegations and will conduct
periodic inspections to ensure that the delegated facilities are protected in
a manner consistent with its contract requirements and federal physical
security standards.

FPS’s Draft Directive on
Delegations of Authority

FPS’s Delegations of
Authority Program
Does Not Fully Meet
Select Federal
Standards for
Effective Program
Management

In September 2014, FPS drafted a directive that establishes its policy and
procedures and assigns responsibilities for law enforcement and contract
security guard delegations of authority. Among other things, the draft
directive provides further detail on the roles and responsibilities of FPS
headquarters and regional staff in reviewing delegations of authority and
how FPS plans to verify that existing delegations are active, have not
expired, or the facility is vacant. The draft directive also requires any
agency requesting a delegation to complete a self-assessment of its
security services and provide FPS with a copy of the most recent facility
security assessment. As of January 2015, FPS had not set a timeframe
for finalizing and implementing the draft directive.

FPS’s delegations of authority program does not fully meet applicable
federal standards we identified for effective program management. FPS
lacks reliable data, as called for by federal Standards for Internal Control
in the Federal Government, for accurately identifying the total delegations
it is responsible for managing. In addition, FPS’s model for estimating the
costs associated with a delegation does not fully align with the relevant
leading practices outlined in GAQO’s Cost Guide. Without fully meeting
these standards and leading practices, FPS cannot ensure that its
decisions to grant, renew, or rescind delegations of authority are based
on sound data and that security resources are efficiently allocated and in
a manner that leads to effective protection of federal facilities.

FPS Lacks Reliable Data
on Delegations of
Authority Granted

FPS lacks reliable data for identifying the total number of delegations of
authority it has granted. Specifically, FPS has not established a reliable
baseline for the number of delegations of authority that have been
granted since the 1980s and remain active and thus, does not know how
many it needs to review and oversee to ensure that law enforcement and
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security services are provided at these federal facilities. The federal
Standards for Internal Control state that federal agencies should have
relevant, reliable, and timely information for decision-making and
external-reporting purposes.'? As previously discussed, in its Interim Plan,
FPS reported that it granted over 300 delegations to approximately 30
federal departments and agencies. During the course of our engagement,
FPS began verifying these data in accordance with criteria it outlined in its
September 2014 draft directive. According to the draft directive, FPS
should exclude from the list of 300 delegations of authority identified in
the Interim Plan, those delegations that had expired or where the
delegated agency no longer occupies the facility. FPS officials also told
us that rescinded delegations of authority should also be excluded. Based
on its verification process, FPS officials stated that only 62 of the 300
delegations of authority identified in the Interim Plan were active
delegations, as of October 2014. However, we reviewed the 62
delegations of authority FPS verified and— based on FPS’s criteria for
excluding delegations— found that 12 were improperly included.

« Although FPS’s verification process was to exclude expired
delegations, we found that 11 of the 62 delegations of authority it
identified as active had expired, including 3 that had expired almost
20 years ago when the delegated agency was still responsible for
protecting its own facilities. These 11 delegations of authority were
granted to 6 departments and agencies (Departments of Commerce,
Health and Human Services, Defense, State, and Treasury, and the
Social Security Administration) to protect 81 facilities.

« Although rescinded delegations are to be excluded, we found that
FPS’s validated data included a delegation that was granted to NRC
but was rescinded in October 2013. That delegation also should have
been excluded from FPS’s validated data because it related to four
facilities that NRC officials explained they had not occupied in about
20 years.

Our analysis demonstrates that while FPS continues to gather information
on all existing delegations of authority, it has not established effective
internal controls, such as procedures to ensure that the data on its
delegations are reliable. FPS officials stated that FPS lacks reliable data

12GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: November 1999).
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on its delegations of authority, in part, due to poor recordkeeping with
existing delegations. FPS officials also said that they have worked with
GSA and FPS regional offices to identify documentation of existing
delegations of authority, but acknowledged that this approach may not
have resulted in an accurate accounting of existing delegations of
authority. Without reliable data on existing delegations of authority, FPS
will face challenges effectively managing its delegations of authority
program. In addition, the lack of reliable delegation data makes it difficult
for FPS to ensure that delegated facilities are protected in a manner
consistent with federal physical security standards and to provide its
stakeholders with accurate and timely information for decision-making
and external-reporting purposes.

FPS’s Cost Model for
Estimating Cost of
Security Services Does
Not Fully Align with
Leading Practices

FPS’s cost estimation model that it is using to analyze the costs of
providing law enforcement or security services does not fully align with
leading practice identified in GAQO’s Cost Guide."® These leading practices
are the basis for developing high-quality reliable cost estimates and help
ensure that the cost estimates are comprehensive, well-documented,
accurate, and credible. For example, following these practices should
result in cost estimates that can, among other things, be replicated and
updated. According to the Cost Guide, these leading practices can guide
government managers as they assess the credibility of a cost estimate for
decision-making purposes for a range of programs. We have previously
reported that while the Cost Guide focuses on developing cost estimates
for government acquisition programs, the leading practices are generally
applicable to cost estimation in a variety of circumstances, including

3GAO, GAO Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.: Mar. 2, 2009). The
methodology outlined in this guide is a compilation of leading practices that federal cost-
estimating organizations and industry use to develop and maintain reliable cost estimates
throughout the life of a government acquisition program. The leading practices were
developed in conjunction with government, including DHS, and industry experts in the
cost-estimating community and have been applied in past work involving federal security
and construction projects, including FPS. By default, the guide also serves as a guiding
principle for our auditors to evaluate the economy, efficiency, and effectiveness of
government programs. See also GAO, Federal Protective Service: Progress Made but
Improved Schedule and Cost Estimate Needed to Complete Transition, GAO-11-554
(Washington, D.C.: Aug 15, 2011); GAO, Bureau of Prisons: Methods for Cost Estimation
Largely Reflect Best Practices, but Quantifying Risks Would Enhance Decision Making,
GAO-10-94 (Washington, D.C.: Nov 10, 2009).
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assessing an agency’s cost estimating model.' Accordingly, we applied
the Cost Guide’s leading practices to FPS'’s cost estimation model."®
Given that FPS’s Interim Plan discusses the cost estimates developed
with its cost model as one of the major criteria FPS uses to determine
whether a delegation of authority should be granted, renewed or
rescinded, and the importance of that decision for providing efficient and
effective law enforcement and security services at federal facilities, we
believe that ensuring the reliability of the cost model’'s estimate is
paramount.

We found that FPS’s cost estimation model partially aligned with practices
for producing comprehensive estimates and minimally aligned with those
for producing well- documented and accurate estimates. Furthermore, the
model does not align with practices for producing credible cost estimates.
Table 1 shows our overall assessment of FPS’s cost estimation model
compared to the four characteristics. Appendix Il provides greater detail
on our comparison of FPS’s model with the leading practices identified in
GAOQO’s Cost Guide.

“GAO, Nuclear Regulatory Commission: NRC Needs to Improve lIts Cost Estimates by
Incorporating More Best Practices, GAO-15-98 (Washington, D.C.: Dec 12, 2014).

"5The Cost Guide identifies 20 leading practices for developing a reliable cost estimates
and underlying tasks associated with each of these leading practices. We determined that
most of the leading practices were applicable to the assessment of FPS’s cost estimation
model. However, we found that three leading practices and one of the underlying tasks
associated with the leading practices were not applicable, in part, because we were
assessing a cost model rather than a cost estimate for an acquisition. Specifically, since
we did not evaluate a cost estimate, we did not assess: the consistency of the technical
baseline with the data used in the cost estimate; any mistakes in the costs estimate; and if
the estimating technique was used appropriately in the cost estimate. In addition, we did
not assess the underlying task related to earned-value-management reporting as it was
not applicable to FPS’s delegation assessment process. For one leading practice—
accounting for all lifecycle costs—we adjusted the time period to reflect a shorter period
that was sufficient for FPS’s decision-making needs for a delegation of authority.
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|
Table 1: GAO’s Overall Assessment of the Federal Protective Service’s (FPS) Cost Estimation Model Compared to the Key
Characteristics of High-Quality Cost Estimates

GAO overall

Key characteristics Examples of leading practices assessment

Comprehensive .

The model accounts for costs over an appropriate period of time.?

The model’s inputs should completely define the program being assessed and O
be technically reasonable.

Well documented .

The model should document the source data used, the reliability of the data,
and how the data were normalized.”

The model should document the steps for developing the estimate so that a
cost analyst unfamiliar with the program could understand what was done and &
replicate it.

The model should document in sufficient detail the calculations performed and
the estimating methodology used to derive each element’s cost.

Accurate .

The model includes an uncertainty analysis to produce estimates that are
unbiased, not overly conservative or optimistic and based on an assessment of
most likely costs.

The model is regularly updated to reflect significant changes to the delegation @
so that the model always reflects the current status.

The model is based on a historical record of cost data and actual experiences
from other comparable programs.

Credible .

The model includes a sensitivity analysis that identifies a range of possible
costs based on varying major assumptions, parameters, and data inputs.

A risk and uncertainty analysis is conducted that quantifies the imperfectly O
understood risks and identifies the effects of changing key cost driver
assumptions and factors.

e = Fully meets: FPS provided complete evidence that satisfies the entire criterion

@ = Substantially meets: FPS provided evidence that satisfies a large portion of the criterion

o = Partially meets: FPS provided evidence that satisfies about half of the criterion

© = Minimally meets: FPS provided evidence that satisfies a small portion of the criterion

o = Does not meet: FPS provided no evidence that satisfies any of the criterion

Source: GAO analysis of Federal Protective Service cost estimation model. | GAO-15-271

Comprehensive

Note: We used GAO’s Cost Estimating and Assessment Guide to evaluate the Federal Protective
Services’ cost estimation model and process for developing cost estimates. Our leading practices
were tailored for these purposes.

®While the leading practice involves assessing the extent to which a cost estimation model accounts
for all life-cycle costs, based on our analysis we determined that it was sufficient for FPS to assess
security costs associated with a delegation of authority over a shorter time period for the purposes of
making a decision on whether to grant, renew or rescind a delegation of authority.

®The purpose of data normalization is to make all of the data used in the estimate consistent and
comparable. Data from different sources need to be adjusted before being used for comparison
analysis or as a basis for projecting future costs.

A model for developing cost estimates is considered comprehensive if,
among other things, it accounts for all possible costs over an appropriate
period of time and is based on documentation that defines the program
and is technically reasonable, as shown in table 1. FPS’s model partially
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Well-Documented

aligns with these leading practices for developing comprehensive cost
estimates. For example, FPS’s model examined the costs associated with
a delegation of authority over a 5-year period, which we found to be
sufficient for the purposes of FPS making a decision on a delegation. In
addition, an FPS official told us that the technical inputs for estimating
security costs in the model are based on an FSA. However, FPS’s Interim
Plan does not require that an FSA be conducted prior to or as part of the
delegation review process. We found that FPS also did not conduct or
require the agency to obtain an FSA for the six requests for new or
renewed delegations we analyzed involving the Departments of
Commerce, the Interior, and State; the FTC; and NRC before determining
whether those departments and agencies should be authorized to protect
their facilities.'® During the course of this engagement, FPS included such
a requirement in its draft directive, but FPS officials did not know when
the draft directive would be completed and finalized. As a result, FPS’s
cost estimation model may not have a solid technical basis for estimating
security costs, a limitation that can compromise the quality of the cost
estimate and affect FPS’s ability to make sound decisions on whether to
grant, renew, or rescind a delegation. Appendix Il provides greater detail
on our comparison of FPS’s model with the leading practices of a
comprehensive cost estimate identified in GAO’s Cost Guide.

A model produces a well-documented cost estimate when, among other
things, it includes (1) documentation on the source data, (2) clearly details
the model’s calculations and results so the results can be replicated, and
(3) provides explanations for choosing a particular methodology, as
shown in table 1. FPS’s model minimally aligns with these leading
practices for producing well-documented cost estimates. For example,
FPS provided documentation on some of the sources of data that are
programmed into the model, such as the sources for cost data on K-9
services and vehicles. The model also provides some steps that allow an
estimate to be replicated, such as including mathematically logical
formulas for its calculations. However, FPS’s model did not include
documentation on the sources of other cost data, such as those related to
training programs or career development, how it assessed data reliability,

16Conducting facility security assessments is not a new challenge for FPS. We have
previously found that FPS faced challenges with assessing risk at the 9,000 federal
facilities controlled by GSA and recommended that FPS address these challenges. FPS
agreed with our recommendations and is in the process of addressing them.
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Accurate

Credible

or how the data were normalized.'” In addition, the model’s
documentation did not describe the methodology it uses to develop a cost
estimate, including a description of the methods or the costs used in its
summary of the estimate. Without providing clear documentation of the
data and methodology used by a model, it is difficult for a cost analyst to
replicate the results and ensure that FPS’s model and process are
producing reliable cost estimates based on quality data and methods.
Appendix Il provides greater detail on our comparison of FPS’s model
with the leading practices of a well-documented cost estimate identified in
GAOQO’s Cost Guide.

A cost estimation model should, among other things, include an
uncertainty analysis (a way to assess variability in an estimate to reflect
unknown information that could affect cost), be updated regularly to
reflect changes to the current status, and be based on a historical record
of costs and actual cost data, as shown in table 1. FPS’s model minimally
aligns with these leading practices for producing accurate cost estimates.
For example, the model’s calculations were based on a formula—that
allowed any changes—such as those related to the security requirements
or the security costs of the agency requesting the delegation—to be
quickly updated. However, FPS’s model and process do not include an
uncertainty analysis to determine where a cost estimate falls within the
range of possible costs. A model that does not assess the level of
confidence associated with an estimate may not have adequate
contingency funding available if the actual costs exceed the estimate. In
addition, the model does not document any historical use of costs.
Historical data can provide insight into actual costs, such as security
costs associated with protecting similar facilities. Without including these
elements of the leading practices for accuracy, the model may produce
cost estimates with biased results, impeding management’s ability to
make sound decisions when reviewing a delegation. Appendix Il provides
greater detail on our comparison of FPS’s model with the leading
practices of an accurate cost estimate identified in GAO’s Cost Guide.

A credible model, among other things, provides a process for cross-
checking its results with independent cost estimates, quantifies the levels
of risk and uncertainty, and includes a sensitivity analysis—that is, it

"The purpose of data normalization is to make all of the data used in the estimate
consistent and comparable. Data from different sources need to be adjusted before being
used for comparison analysis or as a basis for projecting future costs.
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examines the effect of changing one assumption related to each project
activity while holding all other variables constant in order to identify which
variable most affects the cost estimate, as shown in table 1. FPS’s model
does not align with these leading practices for producing credible cost
estimates. For example, the model does not include an analysis to
quantify the potential risks and identify the uncertainty around key
assumptions, which can undermine the credibility of an estimate. In
addition, the model did not include a sensitivity analysis that identifies a
range of possible costs based on varying major assumptions. FPS
officials stated that the model identifies key cost drivers and examines the
effect of changes to these key costs, but this analysis was not included in
the model, and FPS did not provide any supporting documentation of the
analysis being part of the process. Without conducting analyses on the
sensitivity, risk, and uncertainty associated with an estimate and
validating the methods for producing the cost estimate, FPS may not
have an understanding of the limitations associated with the cost
estimate, and could make a delegation of authority recommendation
without understanding the credibility of the cost estimate. Appendix Il
provides greater detail on our comparison of FPS’s model with the
leading practices of a credible cost estimate identified in GAO’s Cost
Guide.

An FPS official told us that the cost estimation model was not necessarily
in line with GAQO’s cost estimation leading practices because the agency
did not think a more rigorous model was warranted given the size and
scope of the delegation program. However, Office of Management and
Budget officials told us that FPS faced difficulties when comparing its
security costs to that of an agency requesting a delegation and in
discussions with FPS officials pointed out that FPS needs to establish a
transparent process, when working with an agency to estimate these
costs. As such, a reliable cost model is instrumental to establishing sound
cost information for making decisions on delegations of authority. As
previously discussed, the leading practices in the Cost Guide are
applicable to a range of programs, such as FPS’s assessment of
delegations of authority, but the extent to which the leading practices
apply may vary, depending on the scope and complexity of an individual
delegation. For example, conducting a sensitivity analysis may involve
varying the key security requirements, such as the recommended
countermeasures like the number of contract guards protecting a facility,
to determine how the changes affect the overall cost estimate. We
recognize that the application of all of these cost estimating leading
practices to FPS’s cost estimating model would take time and financial
resources. However, applying these leading practices would enable FPS

Page 15 GAO-15-271 Federal Protective Service



to better identify and address issues with developing cost estimates, and
provide its management and that of the agency requesting a delegation
with reliable cost information on the financial impact of granting,
renewing, or rescinding a delegation of authority.

FPS Has Not Fully
Followed Its Interim
Plan in Reviewing
Select Delegations of
Authority

We analyzed the six requests for new or renewed delegations of authority
FPS reviewed from June 2012 through May 2014, and found that FPS did
not fully follow its Interim Plan when it reviewed five of the requests.
According to FPS’s Interim Plan, FPS should conduct cost and
capabilities analyses before making a decision to grant, renew, or rescind
a delegation of authority. However, as shown in table 2, FPS conducted
these required analyses for only the delegation involving SSA and did not
conduct them for the other five delegations involving NRC, Commerce’s
NIST, Interior, State, and FTC. Without conducting these analyses, FPS
does not have a sound basis to determine whether cost or security
considerations support its delegation of authority recommendations. In
addition, FPS faces limitations ensuring that its contract requirements and
ISC’s physical security standards are being met at delegated facilities.

_____________________________________________________________________________________________________________________|
Table 2: The Federal Protective Service’s Review of Six Selected Delegations of Authority, from June 30, 2012, through May

30, 2014

Type of delegation  Cost analysis Capabilities analysis
Department or agency requested conducted? conducted? Decision
Social Security Administration (SSA), Durham, Contract guard Yes Yes Renewed
North Carolina
Nuclear Regulatory Commission (NRC), Bethesda Contract guard Yes No Rescinded
and Rockville, Maryland
Department of Commerce, National Institute of Law enforcement and No No Renewed

Standards and Technology (NIST), Boulder,
Colorado, and Gaithersburg, Maryland

contract guard

Department of Interior (Interior), Law enforcement No No Renewed
Hoover Dam, Boulder City, Nevada

Department of State (State), Denver, Colorado Contract guard No No Renewed
Federal Trade Commission (FTC), Contract guard No No Granted

Washington, D.C.

Source: GAO. | GAO-15-271
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FPS Followed Its Interim
Plan When It Renewed
SSA’s Delegation of
Authority

FPS conducted cost and capabilities analyses in reviewing the SSA’s
request to renew a delegation of authority for contract guard services at a
level Il and a level 1V facility in Durham, North Carolina.'® According to
FPS’s cost analysis, in fiscal year 2013, it would have cost SSA about
$3.6 million and FPS about $4.7 million to provide the contract guard
services at these facilities. According to FPS officials, FPS would need an
additional $1.1 million to train its contract guards to operate SSA’s
technically complex security systems. FPS also completed a capabilities
analysis, which showed that FPS could provide more of the required
security services than SSA."® According to SSA officials, the agency did
not agree with FPS’s capabilities assessment because SSA did not
believe that FPS had sufficient resources to meet SSA’s security needs.
In January 2014, the Acting Under Secretary for NPPD renewed this
delegation for 3 years based on FPS’s analyses and recommendation.

FPS Did Not Fully Follow
its Interim Plan When It
Rescinded NRC's
Delegation of Authority

FPS did not fully follow its Interim Plan when it reviewed NRC’s 2012
request to have the delegation renewed.?° Specifically, FPS conducted
the required cost analysis but did not conduct the required capabilities
analysis. FPS’s cost analysis showed that in fiscal year 2013 it would
have cost NRC $6.5 million and FPS about $8 million to provide the
contract guard services at those facilities. According to FPS officials, it
would need an additional $1.5 million more to hire, train, and certify
contract guards. Conducting the required capabilities analysis could have
provided information on FPS’s capabilities versus NRC’s in overseeing a
security guard contract, according to FPS’s Interim Plan. Such an
analysis is to include ensuring that guards have the required training and
certifications, and conducting inspections of guards’ duty stations. During

18Facility security levels range from | (lowest) to IV (highest) and are based on several
security-related factors including mission criticality and facility population.

"9FPS determined it could provide the following services that SSA was not able to provide:
intelligence and threat assessments; facility security assessments; contract guard post
inspections and training; law enforcement or contract guard response; federal, state, and
local coordination; crime prevention and awareness training; an assigned inspector;
protective investigations; criminal and enforcement investigations; covert penetration
testing; dispatch response function; and recorded law enforcement and security activity.
Conversely, FPS determined that SSA could provide a communications help desk, which
FPS was not able to provide.

201n 1985, when FPS was part of GSA, it granted NRC the authority to manage contract
guard services at its facilities in Maryland.
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the review process, NRC officials raised questions about FPS’s ability to
oversee its contract guards, in part, because of our previous reports on
challenges FPS faces with overseeing contract security guards at other
federal facilities.?' Nonetheless, in 2013, based on FPS’s
recommendation the Secretary of DHS rescinded this delegation, stating
it was in the best interest of the government, but provided no additional
justification. Since then, among other things, FPS has been responsible
for awarding the guard contract and overseeing the guards deployed at
NRC facilities in Rockville and Bethesda, Maryland.

In addition, FPS did not ensure that there was not a lapse in the
protection of NRC’s facilities as required by its Interim Plan. FPS and
NRC officials told us that, since the contract was awarded in 2013, the
guard contractor has not fully been meeting the terms of the contract. For
example, 41 of the approximately 100 guards (41 percent) deployed to
NRC facilities do not have the required L (equivalent to secret) or Q
(equivalent to top secret) security clearances, as of February 13, 2015,
according to NRC officials. In addition, according to FPS and NRC
officials, the guard contractor had over 3,000 hours of open (unfilled)
posts in NRC'’s facilities, in part, due to challenges the contractor faced
with hiring and retaining guards. Based on these open posts, an NRC
official estimated that the agency was due a refund of about $100,000. To
address the open post issue, the guard contractor deployed guard
supervisors to these posts. According to FPS officials, this type of
deployment prevents the supervisors from completing their other
responsibilities including conducting post inspections to ensure that
guards are at their respective posts. Moreover, FPS officials told us that
although the contractor deducted the costs associated with the open
posts, NRC is not getting the level of security services for which it is
paying and this has negatively affected NRC. For example, if there were a
potential threat at any of the open posts, there would not have been a
guard to counteract the threat. In January 2015, after completing the
contractor’s performance assessment report, FPS’s Contracting Officer
decided that although the contractor’s overall performance has been less
than satisfactory, the problem with open posts has not yet risen to the
level of allowing the contract to expire or terminating the contract.
However, FPS’s Contracting Officer is not recommending the contractor

21GAO-13-694.
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for similar contract guard services in the future. The Acquisition Division
Director of FPS concurred with this recommendation.

FPS Did Not Fully Follow
Its Interim Plan When [t
Renewed and Granted
Delegations of Authority to
Commerce, the Interior,
State, and FTC

Regarding the other 4 requests for new or renewed delegations of
authority we reviewed, based on FPS’s recommendations, the Secretary
of DHS and the Under Secretary of NPPD renewed the delegations of
authority for the Department of Commerce’s NIST facilities for 5 years,
the Department of the Interior's Hoover Dam for 2 years, and the State
Department’s Enterprise Service Operations Center facility for 2 years,
and granted FTC a new contract guard delegation for 3 years; but FPS
did not conduct cost or capabilities analyses prior to making these
recommendations as required by the Interim Plan. FPS officials explained
that FPS did not conduct these analyses, in part, because it was not able
to obtain comparable cost data or limited staff prevented it from
conducting the analyses before the delegations expired. FPS officials also
told us that the program is evolving and that it has yet to establish
management controls to ensure that the analyses are conducted.

Officials from Commerce, the Interior, State, and FTC expressed some
concerns to us about the quality of FPS’s security services, the amount of
time it takes FPS to review a delegation of authority, and the lack of
transparency associated with FPS’s review process. Nonetheless, they
told us that they agreed with FPS’s decision to renew or grant their
delegations because they believed FPS faces resource and capability
challenges. However, FPS remains responsible for ensuring that these
facilities are protected in a manner that is consistent with ISC’s physical
security standards.

Several FPS Regions
Were Not Fully Involved in
Reviewing Some
Delegations of Authority

FPS’s Interim Plan identifies its 11 regional offices as stakeholders in its
delegation review process. However, in some instances, the FPS regional
offices where the delegated facility is located were not involved in the
agency'’s delegation review process. For example, officials from three of
the four regions we interviewed were not aware of FPS’s Interim Plan or
its decisions to renew delegations to Interior and State; grant FTC a
delegation, and to rescind NRC'’s delegation. FPS officials stated that the
delegations program was being managed from FPS headquarters.
Moreover, officials in one FPS region said that omitting the regions from
the delegations review process could result in the region’s not meeting
the requirements specified in a delegation, for example, overseeing the
delegation to ensure that the delegated agency is meeting ISC standards.
FPS headquarters officials explained that this program is evolving and
that ongoing efforts such as its draft delegation directive (which was
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Conclusions

Recommendations

developed subsequent to the six delegations we analyzed) clarifies FPS
regions’ roles and responsibilities related to the delegation review process
and oversight of delegations. However, as of January 2015, FPS officials
did not provide a timeframe for finalizing the draft directive.

Given that federal facilities remain targets of potential terrorist attacks or
other acts of violence, it is important that FPS manages its delegations of
authority program effectively. However, FPS has not effectively managed
its delegations of authority program. For example, FPS does not have
reliable data to identify the number of delegations of authority it is
responsible for reviewing and overseeing. Developing and implementing
procedures to improve the accuracy of its delegation of authority data
would enable FPS to ensure that delegated facilities are protected in a
manner consistent with federal physical security standards and would
provide its stakeholders with accurate and timely information for decision-
making. FPS has developed a process for reviewing delegations that
includes a cost and capabilities analyses. However, FPS could enhance
its ability to produce reliable cost estimates by aligning its cost estimation
model with leading practices to ensure its estimates are comprehensive,
well documented, accurate, and credible. Such an approach, would give
FPS a solid technical basis for making its delegation of authority
recommendations to DHS management.

Cost and capability analyses play a major role in helping FPS determine
whether to grant another agency the authority to protect federal facilities,
but for five of the six delegations we examined, FPS did not consistently
conduct these analyses before making a recommendation to DHS'’s
management. It is important that FPS ensure that these analyses are
consistently done. Without these analyses, FPS and DHS management
faces limitations in making informed decisions about how best to protect
delegated federal facilities from potential terrorist attacks or other acts of
violence, protection that is FPS’s responsibility. Finally, given that FPS is
still in the process of finalizing its draft directive, it has an opportunity to
ensure that its delegations of authority program fully aligns with federal
standards for effective program management.

To improve the management of FPS’s delegations of authority program,
we recommend that the Secretary of Homeland Security direct the
Director of FPS take the following three actions:
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Agency Comments

« develop and implement procedures to improve the accuracy of its
delegation of authority data;

« update FPS’s cost estimation model to align with leading practices to
ensure it produces comprehensive, well-documented, accurate, and
credible cost estimates; and

« establish management controls to ensure that FPS’s headquarters
and regional office staff conduct required cost and capability analyses
before FPS grants, renews, or rescinds a delegation of authority to a
federal agency.

We provided a copy of a draft of this report to DHS for review and
comment. DHS provided written comments, reprinted in appendix Ill,
agreeing with the report’s recommendations. DHS also provided
technical comments, which we incorporated as appropriate.

We are sending copies of this report to the Secretary of Homeland
Security, the Director of the Federal Protective Service, the Administrator
the General Services Administration, the Director of the Office of
Management and Budget, and other interested parties. The report will
also be available on the GAO website at no charge at http://www.gao.gov

If you or your staff have any questions about this report, please contact
Mark Goldstein at (202) 512-2834 or goldsteinm@gao.gov. Contact
points for our Offices of Congressional Relations and Public Affairs may
be found on the last page of this report. GAO staff who made major
contributions to this report are listed in appendix IV.

Mark L. Goldstein
Director, Physical Infrastructure Issues
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List of Requesters

The Honorable John Hoeven
Chairman

The Honorable Jeanne Shaheen
Ranking Member

Subcommittee on Homeland Security
Senate Appropriations Committee
United States Senate

The Honorable John Carter
Chairman

The Honorable Lucille Roybal-Allard
Ranking Member

Subcommittee on Homeland Security
Committee on Appropriations

House of Representatives

The Honorable Bennie Thompson
Ranking Member

Committee on Homeland Security
House of Representatives
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Appendix I: Objective, Scope, and
Methodology

Our report examines (1) the extent to which FPS’s delegations of
authority program meets select federal standards and leading practices
for effective program management and (2) whether FPS has followed its
2012 Interim Plan in reviewing select delegations of authority.

To determine the extent to which FPS’s delegations of authority program
meets select federal standards for effective program management, we
analyzed FPS’s 2012 Interim Plan and 2014 draft delegations of authority
directive—which outline the processes FPS is currently using to identify
delegations of authority granted when FPS was part of GSA and how
FPS is supposed to review delegations of authority to determine if they
should be granted, renewed or rescinded—against leading practices
identified in applicable federal standards. We analyzed FPS’s efforts to
ensure the reliability of its delegations of authority data against internal
controls specified in federal Standards for Internal Control in the Federal
Government that provide reasonable assurance that an agency is
operating efficiently and effectively.” We also reviewed FPS’s delegations
of authority data as of October 30, 2014 to determine the federal
departments and agencies with delegated authority, the type of
delegation received (e.g., law enforcement or contract guard), the number
of facilities specified in the delegation, and the status of FPS’s review. We
assessed the reliability of FPS’s data by comparing it to source
documents provided by FPS and interviewing FPS officials about the
controls in place to ensure its reliability of FPS’s delegation data, and,
found the data to not be reliable as discussed in this report.

We also examined FPS’s cost estimating model —which FPS is currently
using to analyze and compare the costs of providing law enforcement and
contract guard services for FPS and the agency requested or granted a
delegation— against the leading practices identified in GAO’s Cost
Estimating and Assessment Guide (Cost Guide).? The Cost Guide
contains leading practices that can be used to assess both cost
estimating models and cost estimates themselves. For a cost estimation
model to be considered reliable, it needs to substantially or fully meet
each of the following four characteristics: comprehensive, well

1GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00.21.3.1
(Washington, D.C.: Nov 1, 1999).

2GAO, GAO Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.: March 2009).
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Appendix I: Objective, Scope, and
Methodology

documented, accurate, and credible. The extent to which the
characteristics are met is determined by the extent to which the
underlying leading practices for each characteristic are incorporated. The
Cost Guide identifies 20 leading practices for developing a cost estimate
that include underlying tasks associated with each of the four
characteristics of reliable cost estimates. GAO developed the Cost Guide
to assist government agencies as they develop, manage, and evaluate
the costs of capital projects.

Although FPS does not directly implement or oversee implementation of
capital projects at federal facilities, the agency develops cost estimates as
part of its delegation of authority review process (through its cost
estimation model) and needs reliable cost estimates to inform DHS’s
decisions about whether to grant, renew, or rescind a delegation. As a
result, most of the leading practices are applicable to the assessment of
FPS’s cost estimation model. However, we found that three leading
practices and one of the underlying tasks associated with the leading
practices were not applicable, in part, because we were assessing a cost
model rather than a cost estimate for an acquisition. Specifically, since we
did not evaluate a cost estimate, we did not assess (1) the consistency of
the technical baseline with the data cost estimate, (2) any mistakes in the
costs estimate, or (3) if the estimating technique was used appropriately
in the cost estimate. In addition, we did not assess earned-value-
management reporting as it was not applicable to FPS’s delegation
assessment process. For one leading practice, including all lifecycle
costs, we adjusted the time period to reflect a shorter period that was
sufficient for FPS’s decision-making needs for a delegation of authority.
We also interviewed officials from FPS and the Office of Management
and Budget about FPS’s process for reviewing delegations of authority.

To determine whether FPS followed its Interim Plan in reviewing select
delegations, we conducted case studies of the six requests for new or
renewed delegations FPS reviewed from June 2012 through May 2014.
These delegations involved the Department of the Interior's Hoover Dam,
the Department of State’s Enterprise Service Operations Center, the
Department of Commerce’s National Institute of Standards and
Technology, the Federal Trade Commission, the Nuclear Regulatory
Commission, and the Social Security Administration. For each of our six
case studies, to the extent available, we reviewed the delegation of
authority, cost and capabilities analyses, and interviewed officials from
FPS’s headquarters and 4 of its 11 regions. We selected these regions
because the delegated facilities are located in these regions. We also
interviewed officials from the delegated departments and agencies to
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Appendix I: Objective, Scope, and
Methodology

obtain information on FPS’s review of their delegations and how FPS’s
recommendations may have affected the protection of their facilities. Our
case studies are not generalizable but provide insights into FPS’s ability
to follow its 2012 Interim Plan in delegations of authority.

We conducted this performance audit from January 2014 to March 2015
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix |I: GAO’s Assessment of FPS’s
Cost Estimation Model Compared to Leading

Practices

We assessed FPS’s Cost Estimation Model using the GAO Cost Guide’s
framework of the four characteristics—comprehensive, well-documented,
accurate, and credible—associated with high-quality, reliable cost
estimates. Specifically, we assessed FPS’s cost model based on most of
the leading practices associated with these four characteristics." Table 3
provides greater detail on our comparison of the model with the leading
practices that are aligned with the four cost estimating characteristics.

Table 3: GAO’s Assessment of the Federal Protective Service’s (FPS) Cost Estimation Model Compared to Leading Practices

Key GAO'’s overall Individual assessment and key
characteristics assessment Leading practice examples of rationale
Comprehensive The model accounts for costs over an Fully Met: The model considered costs

o appropriate period of time.? over a 5-year projection, which is sufficient

to compare security costs between FPS
and an agency requesting a delegation.

The model’s inputs should completely define Partially Met: FPS officials said a facility

the program being assessed and be technically security assessment (FSA), or risk

reasonable. assessment, provides the technical inputs
for estimating security costs in the model.
However, FPS did not require an FSA as
part of its delegation review process, and
FPS may or may not have previously
conducted an FSA for a facility.°

The model inputs should define a work Minimally Met: FPS grouped cost
breakdown structure and at an appropriate categories, but did not provide evidence of
level of detail to ensure that relevant cost a formalized work breakdown structure
elements are neither omitted nor double- that defined costs at an appropriate level
counted. in the model to ensure costs are neither

omitted nor double-counted.

"The Cost Guide identifies 20 leading practices for developing a reliable cost estimates
and underlying tasks associated with each of these leading practices. We determined that
most of the leading practices were applicable to the assessment of FPS’s cost estimation
model. However, we found that three leading practices and one of the underlying tasks
associated with the leading practices were not applicable, in part, because we were
assessing a cost model rather than a cost estimate for an acquisition. Specifically, since
we did not evaluate a cost estimate, we did not assess: the consistency of the technical
baseline with the data used in the cost estimate; any mistakes in the costs estimate; and if
the estimating technique was used appropriately in the cost estimate. In addition, we did
not assess the underlying task related to earned-value-management reporting as it was
not applicable to FPS’s delegation assessment process. For one leading practice—
accounting for all lifecycle costs—we adjusted the time period to reflect a shorter period
that was sufficient for FPS’s decision-making needs for a delegation of authority.
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Estimation Model Compared to Leading
Practices

Key GAO’s overall Individual assessment and key
characteristics assessment Leading practice examples of rationale
The model documents all cost-influencing Partially Met: FPS incorporated the ground
ground rules and assumptions. rules and assumptions as part of the FSA.
However, FPS did not require an FSA as
part of its delegation review process, and
FPS may or may not have previously
conducted an FSA for a facility.°
Well-documented The model should document the source data Partially Met: FPS provided documentation
used, the reliability of the data, and how the for some sources of data that are
data were normalized. programmed into the model. However, the
™ model did not provide links to these
sources so an analyst could readily access
the information. The documentation did not
assess the reliability of the data or how the
data were normalized.
The model should document in sufficient detail Not Met: The model and documentation
the calculations performed and the estimating  did not identify the methods used to
methodology used to derive each element’s generate cost estimates.
cost.
The model should document that the steps Partially Met: The model included
followed in developing the estimate so a cost  guidance on how to complete a cost
analyst unfamiliar with the program could estimate using the model. The calculations
understand what was done and replicate it. in the model were formula-driven and
mathematically logical, which would assist
an analyst in replicating an estimate.
However, the documentation did not
include information on the method for
conducting a cost estimate, such as
conducting any analyses to assess the
sensitivity, risk, and uncertainty associated
with the estimate.
The model should document the technical Not Assessed: This leading practice was
baseline description and that the data in the not assessed because we examined a
baseline are consistent with the estimate. cost model and not a cost estimate.
The documentation provides evidence that the Minimally Met: FPS stated that
model’s cost estimate was reviewed and management’s review of the model’s cost
accepted by management. estimate is part of FPS’s assessment, but
FPS did not provide evidence of a required
management review.
Accurate The model includes an uncertainty analysis to  Not Met: The model did not include an
™ produce estimates that are unbiased, not uncertainty analysis to determine the

overly conservative or optimistic, and based on

an assessment of most likely costs.

variability of an estimate within a range of
possibilities.

The model properly adjusts for inflation.

Minimally Met: The model included an
inflation adjustment, but did not include the
sources of the inflation indices or historical
information values.

The model results in estimates with few, if any,

minor mistakes.

Not Assessed: This leading practice was
not assessed because we examined a
cost model and not a cost estimate.
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Practices
Key GAO’s overall Individual assessment and key
characteristics assessment Leading practice examples of rationale
The model is regularly updated to reflect Fully Met: Since the calculations in the
significant changes to the delegation so thatit model were based on a formula, costs can
is always reflecting current status. be updated as changes or additional costs

occur.

Variances between planned and actual costs ~ Not Met: FPS’s model did not provide

are documented, explained, and reviewed. documentation on any lessons learned or
variances between the actual costs and
the estimate. The model or other
documentation should record areas where
historical costs have been overestimated
or underestimated.

The model is based on a historical record of Partially Met: FPS inputted actual costs

cost data and actual experiences from other into the model. However, some of the

comparable programs. sources of these data were not
documented, so it was difficult to verify if
the data include historical cost data or if
the data were applicable.

The estimating technique for each cost Not Assessed: This leading practice was
element was used appropriately. not assessed because we examined a
cost model and not a cost estimate.
Credible The model includes a sensitivity analysis that  Not Met: The model did not include a
o) identifies a range of possible costs based on sensitivity analysis that identifies the range
varying major assumptions, parameters, and of possible costs based on varying major
data inputs. assumptions, parameters, and data inputs.

A risk and uncertainty analyses was conducted Not Met: The model did not include a risk
that quantified the imperfectly understood risks and uncertainty analysis.

and identified the effects of changing key cost

driver assumptions and factors.

Major cost elements were cross-checked to Not Met: The model and documentation
see whether results were similar. did not provide any evidence of the cross-
checking of major cost elements.

An independent cost estimate was conducted  Not Met: An independent cost estimate
by a group outside the acquiring organization  was not included as part of the cost

to determine whether other estimating methods estimating process. FPS said that DHS
produce similar results. reviews the cost materials,

® = Fully meets: FPS provided complete evidence that satisfies the entire criterion

@ = Substantially meets: FPS provided evidence that satisfies a large portion of the criterion
o = Partially meets: FPS provided evidence that satisfies about half of the criterion

© = Minimally meets: FPS provided evidence that satisfies a small portion of the criterion

o = Does not meet: FPS provided no evidence that satisfies any of the criterion

Source: GAO analysis of Federal Protective Service cost estimation model. | GAO-15-271

Note: We used GAO’s Cost Estimating and Assessment Guide to evaluate the Federal Protective
Services’ cost estimation model and process for developing cost estimates. Our leading practices
were tailored for these purposes.

aWhile the leading practice involves assessing the extent to which a cost estimation model accounts
for all life-cycle costs, based on our analysis we determined that it was sufficient for FPS to assess
security costs associated with a delegation of authority over a shorter time period for the purposes of
making a decision on whether to grant, renew, or rescind a delegation of authority.
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®The purpose of data normalization is to make all of the data used in the estimate consistent and
comparable. Data from different sources need to be adjusted before being used for comparison
analysis or as a basis for projecting future costs.

°FPS is supposed to conduct a FSA for agencies that occupy GSA-leased or owned facilities and pay
a basic fee. However, in August 2012, we reported that FPS had not conducted FSAs since 2011,
and had a backlog of federal facilities that had not been assessed for risk for several years. We
recommended that FPS coordinate with other federal agencies to reduce any duplication in FPS’s
assessments, but this recommendation has not been implemented. See GAO, Federal Protective
Service: Actions Needed to Assess Risk and Better Manage Contract Guards at Federal Facilities,
GAO-12-739 (Washington, D.C.: Aug. 10, 2012).
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Appendix lll: Comments from the
Department of Homeland Security

U.S. Department of Homeland Security
‘Washington, DC 20528

/GPRART,

@ Homeland

' Security

March 19, 2015

Mark L. Goldstein

Director, Physical Infrastructure Issues
U.S. Government Accountability Office
441 G Street NW

Washington, DC 20548

Re: Draft Report GAO-15-271, “FEDERAL PROTECTIVE SERVICE: More Effective
Management Needed in Delegating Security Authority to Agencies"

Dear Mr. Goldstein:

Thank you for the opportunity to review and comment on this draft report. The U.S.
Department of Homeland Security (DHS) appreciates the U.S. Government
Accountability Office’s (GAO’s) work in planning and conducting its review and issuing
this report.

The Department is pleased to note GAO’s acknowledgement of preliminary steps DHS’s
National Protection and Programs Directorate Federal Protective Service (FPS) has taken
to develop a formalized process for reviewing delegations of authority. For example, in
November 2012, DHS wrote an Interim Delegation Assessment Plan (Interim Plan) to
assist in the iterative review of more than 300 delegations of authority granted to 30
federal departments and agencies. This plan was subsequently sent to Congress. In
addition, DHS has taken actions to draft a pre-decisional policy directive which, among
other things, better defines roles and responsibilities for reviewing future delegation
requests. The Department is committed to ensuring that delegated facilities are protected
in a manner consistent with established requirements for protective security and law
enforcement delegations.

The draft report contained three recommendations with which DHS concurs.
Specifically, GAO recommended that the Secretary of Homeland Security direct the
Director of FPS to:

Recommendation 1: Develop and implement procedures to improve the accuracy of its
delegation of authority data.
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Response: Concur. The objective and intent of the FPS Policy and Planning Division
remains to compile accurate and reliable data to make balanced delegation
recommendations. Since 2012, the FPS Interim Delegations of Authority Plan has
matured into a pre-decisional Delegations Directive. This directive outlines essential
management controls and provides guidelines to further ensure responsibilities and
processes to improve the accuracy of FPS’s delegation of authority data.

As part of this program governance directive, the requesting agency is required to provide
very detailed facility information to include; an overview of the facility, agency mission
and objectives, existing protective requirements and activities, in response to FPS’s
Request for Information (RFI) document. Once FPS receives the RFI package, a
feasibility review will be initiated to include input from FPS designated regional offices,
headquarters program subject matter experts (SMEs) and other stakeholders, as required.
This information is then analyzed, and eventually presented to senior leadership to assist
in final decisions related to delegations of authority.

This governance document is currently undergoing FPS internal review and is on track to
be completed during the fourth quarter of Fiscal Year 2015. FPS has drafted and already
begun coordination efforts to release and implement the directive once finalized.
Estimated Completion Date (ECD): September 30, 2015.

Recommendation 2: Update FPS’s cost estimation tool to align with leading practices
to ensure it produces comprehensive, well documented, accurate and credible cost
estimates.

Response: Concur. FPS’s Financial Management Division will review the cost
estimation tool kit to enhance its alignment with GAO’s leading practices, as identified in
GAO’s Cost Guide framework'. As a part of this realignment effort, FPS will take
measures to ensure that the kit aligns with the delegation process work breakdown
structure to further enhance traceability of costs to activities as well as incorporate a
sensitivity analysis, using existing resources. Specifically, GAO identified four cost-
estimating characteristics which necessitate that the tool kit be: (1) comprehensive, (2)
well documented, (3) accurate, and (4) produce credible cost estimates. FPS remains
committed to working with stakeholders to obtain actual costs from delegated agencies
and analyze variances (between FPS estimated and actual costs) to provide cost estimates
based on best available information. ECD: September 30, 2015.

Recommendation 3: Establish management controls to ensure that FPS’s headquarters
and regional office staff conduct required cost and capability analyses before FPS grants,
renews, or rescinds a delegation of authority to a federal agency.

' “GAO Cost Estimating and Assessment Guide: Best Practices for Developing and Managing Capital Program
Costs,” GAO-09-3SP (Washington, DC: March 2009) ‘
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Response: Concur. As mentioned in FPS’s response to recommendation number one,
FPS’s pre-decisional delegation directive will serve as the mechanism to further ensure
that established management controls are in place and that FPS’s headquarters and
regional office staff conduct required cost and capability analyses before FPS grants,
renews, or rescinds a delegation of authority to a federal agency. The entire process is
quantitative, with the ability for both the requesting agency and FPS to create narratives
to accompany the gathered data. FPS’s headquarters and regional office staff place heavy
emphasis on collaborative delegation reviews and analysis of each facility. FPS will
continue to fully engage internal stakeholders and coordinate with external stakeholders,
such as the requesting organization of the proposed delegation, General Services
Administration, and other governmental agencies, as appropriate, throughout the review
process. ECD: September 30, 2015.

Again, thank you for the opportunity to review and comment on this draft report.
Technical comments were previously provided under separate cover. Please feel free to
contact me if you have any questions. We look forward to working with you in the
future. '

Sincerely,

Ly

H. Crumpacker CIA, CFE
Director
Departmental GAO-OIG Liaison Office
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Director; Karen Richey, Assistant Director; Jennifer DuBord; Sharon Dyer;
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Kelly Rubin made key contributions to this report.

(543333) Page 33 GAO-15-271 Federal Protective Service


mailto:goldsteinm@gao.gov�

GAQ’s Mission

Obtaining Copies of
GAO Reports and
Testimony

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance
to help Congress make informed oversight, policy, and funding decisions.
GAQ’s commitment to good government is reflected in its core values of
accountability, integrity, and reliability.

The fastest and easiest way to obtain copies of GAO documents at no
cost is through GAO’s website (http://www.gao.gov). Each weekday
afternoon, GAO posts on its website newly released reports, testimony,
and correspondence. To have GAO e-mail you a list of newly posted
products, go to http://www.gao.gov and select “E-mail Updates.”

Order by Phone

Connect with GAO

To Report Fraud,
Waste, and Abuse in
Federal Programs

Congressional
Relations

Public Affairs

The price of each GAO publication reflects GAQO’s actual cost of
production and distribution and depends on the number of pages in the
publication and whether the publication is printed in color or black and
white. Pricing and ordering information is posted on GAO’s website,
http://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card,
MasterCard, Visa, check, or money order. Call for additional information.

Connect with GAO on Facebook, Flickr, Twitter, and YouTube.
Subscribe to our RSS Feeds or E-mail Updates. Listen to our Podcasts.
Visit GAO on the web at www.gao.gov.

Contact:

Website: http://www.gao.gov/fraudnet/fraudnet.htm
E-mail: fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Katherine Siggerud, Managing Director, siggerudk@gao.gov, (202) 512-
4400, U.S. Government Accountability Office, 441 G Street NW, Room
7125, Washington, DC 20548

Chuck Young, Managing Director, youngc1@gao.gov, (202) 512-4800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

oy
%o

Please Print on Recycled Paper.


http://www.gao.gov/�
http://www.gao.gov/�
http://www.gao.gov/ordering.htm�
http://facebook.com/usgao�
http://flickr.com/usgao�
http://twitter.com/usgao�
http://youtube.com/usgao�
http://www.gao.gov/feeds.html�
http://www.gao.gov/subscribe/index.php�
http://www.gao.gov/podcast/watchdog.html�
http://www.gao.gov/�
http://www.gao.gov/fraudnet/fraudnet.htm�
mailto:fraudnet@gao.gov�
mailto:siggerudk@gao.gov�
mailto:youngc1@gao.gov�

	FEDERAL PROTECTIVE SERVICE
	More Effective Management Needed in Delegating Security Authority to Agencies
	Contents
	 
	Background
	History of FPS and Delegations of Authority Program
	FPS’s 2012 Interim Delegation Assessment Plan
	Phase 1: Identifying Delegations of Authority
	Phase 2: Conducting Cost and Capabilities Analyses
	Phase 3: Recommending
	Phase 4: Transitioning

	FPS’s Draft Directive on Delegations of Authority

	FPS’s Delegations of Authority Program Does Not Fully Meet Select Federal Standards for Effective Program Management
	FPS Lacks Reliable Data on Delegations of Authority Granted
	FPS’s Cost Model for Estimating Cost of Security Services Does Not Fully Align with Leading Practices
	Comprehensive
	Well-Documented
	Accurate
	Credible


	FPS Has Not Fully Followed Its Interim Plan in Reviewing Select Delegations of Authority
	FPS Followed Its Interim Plan When It Renewed SSA’s Delegation of Authority
	FPS Did Not Fully Follow its Interim Plan When It Rescinded NRC’s Delegation of Authority
	FPS Did Not Fully Follow Its Interim Plan When It Renewed and Granted Delegations of Authority to Commerce, the Interior, State, and FTC
	Several FPS Regions Were Not Fully Involved in Reviewing Some Delegations of Authority

	Conclusions
	Recommendations
	Agency Comments

	Appendix I: Objective, Scope, and Methodology
	Appendix II: GAO’s Assessment of FPS’s Cost Estimation Model Compared to Leading Practices
	Appendix III: Comments from the Department of Homeland Security
	Appendix IV: GAO Contact and Staff Acknowledgments
	GAO Contacts
	Staff Acknowledgments


	d15271high.pdf
	FEDERAL PROTECTIVE SERVICE
	More Effective Management Needed in Delegating Security Authority to Agencies
	Why GAO Did This Study
	What GAO Recommends
	What GAO Found



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 220

  /ColorImageMinResolutionPolicy /Warning

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 220

  /GrayImageMinResolutionPolicy /Warning

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 900

  /MonoImageMinResolutionPolicy /Warning

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



