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INFORMATION TECHNOLOGY

Agencies Need to Strengthen Oversight of
Multibillion Dollar Investments in Operations and
Maintenance

What GAO Found

The 10 federal information technology (IT) operations and maintenance (O&M)
investments with the largest budgets in fiscal year 2012—and the eight agencies that
operate them—are identified by GAO in the table below. They support agencies by
providing, for example, global telecommunications infrastructure and information
transport services for the Department of Defense.

Of the 10 investments, only the Department of Homeland Security (DHS) investment
underwent an operational analysis (OA)—a key performance evaluation and
oversight mechanism required by the Office of Management and Budget (OMB) to
ensure O&M investments continue to meet agency needs. DHS’s OA addressed
most factors that OMB calls for; it did not address three factors (e.g., comparing
current cost and schedule against original estimates). DHS officials attributed these
factors not being addressed to the department still being in the process of
implementing its new OA policy. The remaining agencies did not assess their
investments, which accounted for $7.4 billion in reported O&M spending. Agency
officials cited several reasons for not doing so, including relying on budget
submission and related management reviews that measure performance; however,
OMB has noted that these are not a substitute for OAs. Until the agencies ensure
their operational investments are assessed, there is a risk that theE\;_wiII not know

]

whether these multibillion dollar investments fully meet intended objectives.
O&M Budget
fiscal year
2012°
Department Investment (in millions) OA?
Defense Information System
Department of Defense Network $1,813 No
Next Generation Enterprise
Department of Defense Network 1,394 No
Consolidated Infrastructure,
Office Automation, and
Department of Energy Telecommunications Program 909 No
Department of Health and Human  National Institutes of Health IT
Services Infrastructure 358 No
Customs and Border Protection
Department of Homeland Security  Infrastructure 529 Yes
Main Frames and Servers
Department of the Treasury Services and Support 482 No
Department of Veterans Affairs Medical IT Support 1,053 No
Department of Veterans Affairs Enterprise IT Support 665 No
National Aeronautics and Space
Administration IT Infrastructure 458 No
Social Security Administration Infrastructure Data Center 272 No

Source: GAO analysis of OMB and agency data.

2GAO assessed whether an OA had been performed for fiscal year 2012 because it was the last full
year for completing OAs.

For the eight agencies in this review, the majority of their 401 major IT investments
were mixed life cycle (i.e., having activities and systems that are in both development
and O&M) with regard to total spending and number of investments. Specifically, 193
(48 percent) of the investments were mixed investments, accounting for about $18
billion (61 percent) of planned spending. As such, successful oversight of such
investments should involve a combination of conducting OAs to address operational
portions of an investment and establishing IT governance and program management
disciplines to manage those portions under development. GAQO’s experience at the
agencies and this report have identified agency inconsistencies in conducting OAs
and establishing the capabilities that are key to effectively managing IT investments;
ahccordingly, GAO has made prior recommendations to strengthen agency efforts in
these areas.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

November 6, 2013
Congressional Requesters

Federal agencies plan to spend over $82 billion on information technology
(IT) in fiscal year 2014. Of this amount, at least $59 billion was reported
by the agencies to be spent on operations and maintenance (O&M). O&M
investments consist of existing legacy systems (i.e., steady state) and
systems that are in both development and O&M (known as mixed life
cycle). Given the size and magnitude of these investments, it is important
that agencies effectively manage the operations and maintenance of
existing investments to ensure they (1) continue to meet agency needs,
(2) deliver value, and (3) do not unnecessarily duplicate or overlap with
other investments.

The Office of Management and Budget (OMB) directs agencies to
periodically examine the performance of these investments against,
among other things, established cost, schedule, and performance goals.
Specifically, OMB calls for agencies to perform annual operational
analyses (OA), which are a key method for examining the performance of
such investments in O&M.

The objectives of our current review were to:

« identify the federal IT O&M investments with the largest budgets,
including their responsible agencies and how each investment
supports its agency’s mission;

« determine the extent to which these investments have undergone
OAs; and

« assess whether the responsible agency’s major IT investments are in
development, mixed life cycle, or steady state and the extent to which
funding for investments in O&M have been transferred and used to
fund investments in development.

To do so, our work focused on the 10 federal IT investments with the
largest reported budgets in O&M and the eight responsible agencies—
namely, the Departments of Defense (DOD), Energy, Homeland Security
(DHS), Health and Human Services (HHS), the Treasury, and Veterans
Affairs (VA), and the National Aeronautics and Space Administration and
Social Security Administration—that operate these investments. In
addition, we determined how these 10 investments supported their
agencies’ mission by analyzing OMB and agency documentation and
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Background

conducting interviews with agency officials responsible for these
investments. We also addressed whether the agencies conducted OAs to
manage these 10 investments in accordance with OMB guidance. More
specifically, we assessed whether an analysis had been performed on
each of the 10 investments during fiscal year 2012 (because it was the
last full year for completing OAs) and if so, we compared it to the OMB
guidance criteria to identify any gaps and their causes. Further, to assess
whether each of the eight agency’s major IT investments are in
development, mixed life cycle, or steady state, we analyzed OMB budget
documentation on the agencies’ planned spending on each IT investment
by phase (i.e., development, mixed, or steady state). Moreover, to assess
the extent to which these agencies’ had used their O&M funds on
development activities, we compared what the agencies had planned to
spend on development and O&M (in fiscal year 2012) with what was
reported to have been spent in order to identify any variances that
indicated O&M funds had been reprogrammed and used to fund
development activities. We also conducted interviews with agency
officials and reviewed agency documentation to verify whether any such
reprogramming of funds had occurred, their causes, and the extent to
which such changes were subject to management oversight.

We conducted this performance audit from December 2012 to October
2013 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives. Details on our objectives,
scope, and methodology can be found in appendix .

The President’s fiscal year 2014 budget request included plans for the
federal government to spend over $82 billion on IT. The stated goal of the
President’s IT budget request is to support making federal agencies more
efficient and effective for the American people; it also states that the
strategic use of IT is critical to success in achieving this goal. Of the $82
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billion budgeted for IT, the budget provides that 26 key agencies’ plan to
spend the bulk of it, approximately $76 billion.? Further, of the $76 billion,
over $59 billion is to be spent on O&M investments with the remainder
($17 billion) being budgeted for development of new capabilities. As
shown in figure 1, the $59 billion represents a significant majority (i.e., 77
percent) of total budgeted spending for these agencies ($76 billion).

. __________________________________________________________________________________|
Figure 1: Percentages of Total Federal IT Spending for Fiscal Year 2014

23% Development

77% ® Operations and maintenance

Source: GAO analysis of OMB data.

Although O&M spending by these agencies is about 77 percent of total IT
spending, the amount spent by each agency varies from a high of 98
percent to a low of 46 percent (as shown in the following table).

The 26 key agencies are the Departments of Agriculture, Commerce, Defense,
Education, Energy, Health and Human Services, Homeland Security, Housing and Urban
Development, Interior, Justice, Labor, State, Transportation, the Treasury, and Veterans
Affairs; Environmental Protection Agency, General Services Administration, National
Aeronautics and Space Administration, National Archives and Records Administration,
National Science Foundation, Nuclear Regulatory Commission, Office of Personnel
Management, Small Business Administration, Smithsonian Institution, Social Security
Administration, and U.S. Agency for International Development.

2According to the budget, the remaining $6 billion includes classified DOD IT investments.
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Table 1: Fiscal Year 2014 O&M Percentage of Total Planned IT Spending

Dollar in millions

O&M percentage of

Agencies Total IT spending O&M spending total IT spending
Department of Defense $34,591.3 $25,193.7 73%
Department of Health and Human Services 7,287.8 6,477 1 89%
Department of Homeland Security 6,072.4 5,074.9 84%
Department of Veterans Affairs 3,889.7 3,345.9 86%
Department of the Treasury 3,745.8 2,859.8 76%
Department of Transportation 3,128.2 1,442.0 46%
Department of Justice 2,657.4 2,151.6 81%
Department of Agriculture 2,510.3 2,204.0 88%
Department of Commerce 2,506.9 1,578.4 63%
Department of Energy 1,529.4 1,316.9 86%
Social Security Administration 1,503.9 849.1 56%
National Aeronautics and Space Administration 1,435.8 1,410.0 98%
Department of State 1,416.8 1,146.0 81%
Department of the Interior 1,012.9 958.2 95%
Department of Education 620.8 515.6 83%
Department of Labor 611.1 517.3 85%
General Services Administration 485.9 397.7 82%
Environmental Protection Agency 447.7 381.0 85%
Department of Housing and Urban Development 293.6 144.9 49%
Nuclear Regulatory Commission 152.4 130.2 85%
U.S. Agency for International Development 125.8 98.4 78%
Small Business Administration 115.2 76.7 67%
National Archives and Records Administration 103.3 94.3 91%
National Science Foundation 98.7 84.8 86%
Office of Personnel Management 86.1 65.4 76%
Smithsonian Institution 66.1 63.9 97%
Grand total $76,495.6 $58,577.9 7%

Source: GAO analysis of OMB data.

Development spending, which is intended for the inclusion of new
capabilities, accounts for approximately 23 percent of the total amount to
be spent on IT in fiscal year 2014 by these agencies. However, the
investments in development vary greatly, from 54 percent by the
Department of Transportation to a low of 2 percent by the National
Aeronautics and Space Administration.
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Table 2: Fiscal Year 2014 Development Percentage of Total Planned IT Spending

Dollars in millions

Development Development percentage

Agencies Total IT spending spending of total IT spending
Department of Defense $34,591.3 $9,397.6 27%
Department of Health and Human Services 7,287.8 810.7 11%
Department of Homeland Security 6,072.4 997.5 16%
Department of Veterans Affairs 3,889.7 543.8 14%
Department of the Treasury 3,745.8 886.0 24%
Department of Transportation 3,128.2 1,686.2 54%
Department of Justice 2,657.4 505.8 19%
Department of Agriculture 2,510.3 306.4 12%
Department of Commerce 2,506.9 928.6 37%
Department of Energy 1,529.4 212.5 14%
Social Security Administration 1,503.9 654.9 44%
National Aeronautics and Space Administration 1,435.8 25.8 2%
Department of State 1,416.8 270.8 19%
Department of the Interior 1,012.9 54.7 5%
Department of Education 620.8 105.2 17%
Department of Labor 611.1 93.8 15%
General Services Administration 485.9 88.2 18%
Environmental Protection Agency 447.7 66.7 15%
Department of Housing and Urban Development 293.6 148.7 51%
Nuclear Regulatory Commission 152.4 22.2 15%
U.S. Agency for International Development 125.8 27.4 22%
Small Business Administration 115.2 38.4 33%
National Archives and Records Administration 103.3 9.0 9%
National Science Foundation 98.7 13.9 14%
Office of Personnel Management 86.1 20.7 24%
Smithsonian Institution 66.1 21 3%
Grand total $76,495.6 $17,917.7 23%

Source: GAO analysis of OMB data.

Further, in addition to including amounts to be spent on IT development
and O&M, the budget also further specifies how the total $76 billion
budgeted for IT is to be spent on agency IT investments by the following
three categories:

« those solely under development ($6 billion),
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« those involving activities and systems that are in both development
and O&M—known as mixed life cycle ($40 billion), and

« those existing operational systems—commonly referred to by OMB as
steady state investments—that are solely in O&M ($30 billion).

OMB’s Roles and
Responsibilities for
Overseeing IT Investments,
Including Operations and
Maintenance

To assist agencies in managing their investments, Congress enacted the
Clinger-Cohen Act of 1996, which requires OMB to establish processes to
analyze, track, and evaluate the risks and results of major capital
investments in information systems made by federal agencies and report
to Congress on the net program performance benefits achieved as a
result of these investments.® Further, the act places responsibility for
managing investments with the heads of agencies and establishes chief
information officers to advise and assist agency heads in carrying out this
responsibility.

In carrying out its responsibilities, OMB uses several data collection
mechanisms to oversee federal IT spending during the annual budget
formulation process. Specifically, OMB requires federal departments and
agencies to provide information to it related to their IT investments (called
exhibit 53s) and capital asset plans and business cases (called exhibit
300s).4

« Exhibit 53. The purpose of the exhibit 53 is to identify all IT
investments—both major and nonmajor®>—and their associated costs
within a federal organization. Information included on agency exhibit
53s is designed, in part, to help OMB better understand what
agencies are spending on IT investments. The information also
supports cost analyses prescribed by the Clinger-Cohen Act. As part
of the annual budget, OMB publishes a report on IT spending for the
federal government representing a compilation of exhibit 53 data
submitted by agencies.

340 U.S.C. § 11302(c).

4OMB Circular No. A-11, Preparation, Submission, and Execution of the Budget (August
2012).

5According to OMB guidance, a major IT investment requires special management
attention because of its importance to the mission or function to the government;
significant program or policy implications; high executive visibility; high development,
operating, or maintenance costs; unusual funding mechanism; or definition as major by
the agency’s capital planning and investment control process.
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« Exhibit 300. The purpose of the exhibit 300 is to provide a business
case for each major IT investment and to allow OMB to monitor IT
investments once they are funded. Agencies are required to provide
information on each major investment’s cost, schedule, and
performance.

In addition, in June 2009, to further improve the transparency into and
oversight of agencies’ IT investments, OMB publicly deployed a website,
known as the Federal IT Dashboard (Dashboard), which replaced its
Management Watch List and High-Risk List. As part of this effort, OMB
issued guidance directing federal agencies to report, via the Dashboard,
the performance of their IT investments. Currently, the Dashboard
publicly displays information on the cost, schedule, and performance of
major federal IT investments at key federal agencies. In addition, the
Dashboard allows users to download exhibit 53 data, which include
information on both major and nonmajor investments. According to OMB,
these data are intended to provide a near real-time perspective of the
performance of these investments, as well as a historical perspective.
Further, the public display of these data is intended to allow OMB, other
oversight bodies, and the general public to hold the government agencies
accountable for results and progress. Since the Dashboard has been
implemented, we have reported and made recommendations to improve
the data accuracy and reliability. In 2010, 2011, and 2012, we reported on
the progress of the Dashboard and made recommendations to further
improve how it rates investments relative to current performance.® OMB
concurred with our recommendations and has actions planned and
underway to address them.

Further, OMB has developed guidance that calls for agencies to develop
an OA policy for examining the ongoing performance of existing legacy IT
investments to measure, among other things, that the investment is
continuing to meet business and customer needs and is contributing to

8GAO, IT Dashboard: Opportunities Exist to Improve Transparency and Oversight of
Investment Risk at Select Agencies, GAO-13-98 (Washington, D.C.: Oct. 16, 2012); IT
Dashboard: Accuracy Has Improved and Additional Efforts Are Under Way to Better
Inform Decision Making, GAO-12-210 (Washington, D.C.: Nov. 7, 2011); Information
Technology: OMB Has Made Improvements to Its Dashboard, but Further Work Is Needed
by Agencies and OMB to Ensure Data Accuracy, GAO-11-262 (Washington, D.C.: Mar.

15, 2011); and Information Technology: OMB’s Dashboard Has Increased Transparency
and Oversight, but Improvements Needed, GAO-10-701 (Washington, D.C.: July 16,
2010).

Page 7 GAO-14-66 Information Technology


http://www.gao.gov/products/GAO-13-98�
http://www.gao.gov/products/GAO-12-210�
http://www.gao.gov/products/GAO-11-262�
http://www.gao.gov/products/GAO-10-701�

meeting the agency’s strategic goals.” This guidance calls for the policy to
provide for an annual OA of each investment that addresses the
following: cost, schedule, customer satisfaction, strategic and business
results, financial goals, and innovation. To address these areas, the
guidance specifies the following 17 key factors that are to be addressed:

assessment of current costs against life-cycle costs;

a structured schedule assessment (i.e., measuring the

performance of the investment against its established schedule);

a structured assessment of performance goals (i.e., measuring the
performance of the investment against established goals);
identification of whether the investment supports customer processes
as designed and is delivering goods and services it was designed to
deliver;

a measure of the effect the investment has on the performing
organization itself;

a measure of how well the investment contributes to achieving the
organization’s business needs and strategic goals;

a comparison of current performance with a pre-established cost
baseline and estimates;

areas for innovation in the areas of customer satisfaction, strategic
and business results, and financial performance;

indication if the agency revisited alternative methods for achieving the
same mission needs and strategic goals;

consideration of issues, such as greater utilization of technology or
consolidation of investments to better meet organizational goals;

an ongoing review of the status of the risks identified in the
investment’s planning and acquisition phases;

identification of whether there is a need to redesign, modify, or
terminate the investment;

an analysis on the need for improved methodology (i.e., better ways
for the investment to meet cost and performance goals);

lessons learned;

cost or schedule variances;

recommendations to redesign or modify an asset in advance of
potential problems; and

overlap with other investments.

7Capit‘al Programming Guide, Supplement to OMB Circular A-11, Part 7 (July 2012); OMB
Memorandum M-10-27 (June 2010), requires agencies to establish a policy for performing
OAs on steady state investments as a part of managing and monitoring investment
baselines.
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With regard to overseeing the agencies’ development of policies and
annual performance, OMB officials responsible for governmentwide OA
policy stated that they expect agencies to perform all the steps specified
in the guidance and to be prepared to show documentation as evidence
of compliance with the guidance.

GAO Has Previously
Reported on IT
Investments in O&M

In October 2012 we reported on five agencies’ use of OAs (during fiscal
year 2011) and how they varied significantly.® Specifically, of the five
agencies, we found that three—namely, DOD, Treasury, and VA—did not
perform analyses on their 23 major steady state investments with annual
budgets totaling $2.1 billion. The other two agencies—DHS and HHS—
performed analyses but did not do so for all investments. For example,
DHS analyzed 16 of its 44 steady state investments, meaning 28
investments with annual budgets totaling $1 billion were not analyzed;
HHS analyzed 7 of its 8 steady state investments, thus omitting a single
investment totaling $77 million from being assessed. We also found that
of those OAs performed by these two agencies, none fully addressed all
the key factors. Specifically, our analysis showed that only about half of
the key factors were addressed in these assessments.

Consequently, we recommended, among other things, that the agencies
conduct annual OAs and in doing, ensure they are performed for all
investments and that all factors are fully assessed. To ensure this is done
and to provide transparency into the results of these analyses, we also
recommended that OMB revise its guidance to include directing agencies
to post the results on the Dashboard. OMB and the five agencies agreed
with our recommendations and have efforts planned and underway to
address them. In particular, OMB issued guidance (dated August 2012) to
the agencies directing them to report OA results along with their fiscal
year 2014 budget submission documentation (e.g., exhibit 300) to OMB.
According to OMB officials, they are currently establishing a process on
how agencies are to provide the information to OMB which they plan to
have in place over the next 6 months. As part of this, OMB is defining a
process for what they plan to do with the information once they receive it.

8GAO, Information Technology: Agencies Need to Strengthen Oversight of Billions of
Dollars in Operations and Maintenance Investments, GAO-13-87 (Washington, D.C.: Oct.
16, 2012).
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Further, we recently reported® that actions are needed within the federal
government to reduce fragmentations, overlap, and duplication among
federal programs and activities. These actions include improving the
management oversight of federal IT investments in operations and
maintenance. Specifically, to avoid wasteful or duplicative investments in
operations and maintenance, we recommended that agencies analyze all
information technology investments annually and report the results of
their analyses to OMB. These actions could help agencies achieve cost
savings by strengthening the oversight of their existing information
technology investments in operations and maintenance, resulting in the
potential for billions of dollars in savings.

The 10 federal IT O&M investments with the largest budgets, identified
The 10 O&M IT during our review, support agencies in a variety of ways such as
Investments with the

« providing worldwide telecommunications infrastructure and
Largest BU‘dgetS information transport for DOD operations;
enabling HHS to conduct research, award grants, and disseminate

Support Agencies in a
biomedical research and health information to the public and National

Varlety of Ways and Institutes of Health stakeholders; and
Represent a « providing SSA the capability to maintain demographic, wage, and

. e benefit information on all American citizens. Including ensuring the
Slgnlflcant Part of availability, changeability, stability, and security of SSA’s IT operations
Overall Federal IT for the entire agency.
O&M Fundlng These investments are operated by eight agencies, such as the

Department of Energy (DOE), the National Aeronautics and Space
Administration (NASA), and Social Security Administration (SSA). In total,
the investments accounted for about $7.9 billion in O&M spending for
fiscal year 2012, which was approximately 14 percent of all such
spending for federal IT O&M. The following table identifies the 10
investments and describes the agency responsible for each investment,
the amount budgeted for O&M and development for fiscal year 2012,
investment type, and how each investment supports the organization’s
mission.

9GAO, 2013 Annual Report: Actions Needed to Reduce Fragmentation, Overlap, and
Duplication and Achieve Other Financial Benefits, GAO-13-279SP (Washington, D.C.:
Apr. 9, 2013).
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Table 3: 10 Largest O&M Investments, Responsible Department and Agency, Amount Budgeted for O&M and Development for
fiscal year 2012, Investment Type, and How Investment Supports Mission

Investment
Responsible O&M FY12 Investment
department/ budget development FY12 Investment How investment supports
Investment agency or office (millions) budget (millions) type mission
Defense Information DOD /Defense $1,813 $113 Mixed Is to enable the consolidated
System Network Information worldwide telecommunications
Systems Agency infrastructure and information
transport for DOD operations.
Next Generation DOD/Navy $1,394 $202 Mixed Is to provide secure net-
Enterprise Network centric data and services to
Navy and Marine Corps
personnel, and forms the
foundation for the Navy’s
future Naval Network
Environment.
Consolidated DOE/COffice of the $ 909 $59  Mixed Is to allow access to modern,
Infrastructure, Office  Chief Information reliable, and secure IT
Automation, and Officer infrastructure to support and
Telecommunications enhance the DOE’s business
Program processes, strategic priorities,
and IT vision.
National Institutes of HHS/National $ 358 $13  Mixed Is to enable the department to
Health IT Institutes of Health conduct research, award
Infrastructure grants, and disseminate
biomedical research and
health information to the public
and National Institutes of
Health stakeholders.
Customs and Border DHS/Customs and $ 529 $0 Steady state Is to provide the backbone
Protection Border Protection support for all of Customs and
Infrastructure Border Protection systems.
Internal Revenue Treasury/Internal $ 482 $0 Steady state Is to enable for the design,
Service Main Frames Revenue Service development, and deployment
and Servers Services of server, middleware, and
and Support large systems and enterprise
storage infrastructures.
Medical IT Support VA $ 1,053 $0 Steady state Is to provide the critical IT
infrastructure and systems
necessary for the delivery of
health care and services to
veterans.
Enterprise IT Support VA $ 665 $3 Mixed Is to support the mission of the

Department by integrating,
managing, and sustaining
critical IT infrastructure and
systems necessary for the
delivery of services.
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Investment

Responsible O&M FY12 Investment
department/ budget development FY12 Investment How investment supports
Investment agency or office (millions) budget (millions) type mission
National Aeronautics NASA/Office of the $ 458 $1 Mixed Is to allow institutional
and Space Chief Information capabilities to conduct
Administration IT Officer aeronautic and space
Infrastructure activities, including ensuring
vital assets are ready,
available, and appropriately
sized to conduct its missions.
Infrastructure Data SSA/ Office of the $ 272 $153  Mixed Is to maintain demographic,
Center Chief Information wage, and benefit information
Officer on all American citizens; more
specifically, the objective of
the investment is to ensure the
availability, changeability,
stability, and security of SSA’s
IT operations for the entire
agency.
Total $ 7.9 billion $ 544 million
Source: GAO analysis of OMB data and agency documentation.
Although required to do so, seven of the eight agencies did not conduct
Most of the Largest OAs on their largest O&M investments. Specifically, of the 10 O&M IT
O&M IT Investments investments (with the largest budgets) we reviewed, only one agency—
: DHS—conducted an analysis on its investment. In doing so, the
Did NO.t Undergo department addressed most of the required OMB factors. However, the
Oper ational Analyses other seven agencies—DOD, DOE, HHS, Treasury, VA, NASA, and

SSA—did not conduct OAs on their O&M investments, which have
combined annual O&M budgets of $7.4 billion.

The following table lists the 10 investments and whether an analysis was
completed for fiscal year 2012. Further, it provides the total O&M amount
for the investment that had an OA and for the investments that did not
have one—$529 million and $7.4 billion, respectively.
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Table 4: 10 Largest IT O&M Investments, Whether They Underwent an OA, and Their fiscal year 2012 O&M Cost (in millions)

Total O&M budget of
investments with OA

Total O&M budget of

Completed OA for investments with OA not

Investment fiscal year 2012 conducted (in millions) conducted (in millions)
Defense Information System Network No $1,813
Next Generation Enterprise Network No $ 1,394
Consolidated Infrastructure, Office Automation, No $ 909
and Telecommunications Program

National Institutes of Health IT Infrastructure No $ 358
Customs and Border Protection Infrastructure  Yes $ 529

Internal Revenue Service Main Frames and No $ 482
Servers Services and Support

Medical IT Support No $ 1,053
Enterprise IT Support No $ 665
NASA IT Infrastructure No $ 458
Infrastructure Data Center No $ 272
Total $ 529 million $7.4 billion

Source: GAO analysis of agency documentation.

With regard to the OA DHS performed on its investment (the Customs
and Border Protection Infrastructure), the department addressed 14 of the
17 OMB factors. For example, in addressing the factor on assessing
performance goals, DHS made efforts to consolidate software licenses
and maintenance in order to eliminate redundancy and reduce costs
associated with software licenses and maintenance. Although DHS
addressed these factors, it excluded 3 factors. Specifically, the
department did not (1) assess current costs against life-cycle costs, (2)
perform a structured schedule assessment, and (3) compare current
performance against cost baseline and estimates developed when the
investment was being planned. These factors are important because,
among other things, they provide information to agency decision makers
on whether an investment’s actual annual O&M costs are as they were
planned to be and whether there is a need to examine more cost effective
approaches to meeting agency mission objectives. Table 5 shows our
analysis of DHS’s assessment of its Customs and Border Protection
Infrastructure investment.
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Table 5: Customs and Border Protection Infrastructure: Analysis of Extent to Which Investment’s Fiscal Year 2012 OA
Addressed OMB Factors

Key factor Yes or no

1. Assesses current costs against life-cycle cost N

2. Includes a structured schedule assessment N

3. Includes a structured assessment of performance goals Y

4. Identifies whether the investment supports customer processes as designed and is delivering the goods and Y
services it was designed to deliver
Measures the effect the investment has on the performing organization itself Y

6. Includes a measure of how well the investment contributes to achieving the organization’s business needs and Y
strategic goals

7. Compares current performance with a pre-established cost baseline and estimates N
Identifies any areas for innovation in the areas of customer satisfaction, strategic and business results, and Y
financial performance

9. Identifies if the agency revisited alternative methods for achieving the same mission needs and strategic goals Y

10. Addresses issues such as greater utilization of technology or consolidation of investments to better meet Y
organizational goals

11. Includes an ongoing review of the status of the risks identified in the investment’s planning and acquisition Y
phases

12. Identifies a need to redesign, modify, or terminate the investment Y

13. Includes an analysis on the need for improved methodology (i.e., better ways for the investment to meet cost Y
and performance goals)

14. Identifies any lessons learned Y

15. Identifies if the investment had a cost or schedule variance Y

16. ldentifies recommendations to redesign or modify an asset before it becomes a problem Y

17. Includes information on the overlap of the investment with other systems Y

Key: Y= fully addressed the factor

N= did not address the factor
Source: GAO analysis of DHS data.

With regard to why DHS’s analyses did not address all OMB factors,
officials from the DHS Office of the Chief Information Officer (who are
responsible for overseeing the performance of OAs departmentwide)
attributed this to the department still being in the process of updating their
Management Directive 102-01 and its related guidance, which will provide
additional instructions for completing OAs. As part of this update,
department officials told us they plan to provide additional guidance on
conducting OAs for programs once they have achieved full operational
capability. The department expects the guidance to be completed in
calendar year 2014. Further, according to DHS, once completed, this
guidance will complement existing program review processes—referred
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to by DHS as program health assessments—that requires all major IT
investments, in support or mixed lifecycle phases, to complete an OA
every 12 months.

The other seven agencies attributed not performing OAs on these
investments to several factors, including relying on other management
and performance reviews—such as those used as part of developing their
annual exhibit 300 submissions to OMB—although OMB has stated that
these reviews are not to be a substitute for conducting annual analyses.
The specific reasons cited by each agency are as follows:

« DOD: Officials from DOD’s Defense Information Systems Agency
stated that they did not conduct an OA for the Defense Information
Systems Network due to the fact that the investment undergoes
constant oversight through weekly meetings to review issues such as
the project status and accomplishments. Further, they said that the
program manager exercises cost, schedule, and performance
oversight using earned value management techniques. In addition,
they stated that monthly reviews of actual versus planned spending
are collected to flag any discrepancies from expected cost and
schedule objectives. While these reviews are important steps to
monitoring performance management, OMB states such ongoing
efforts to manage investment performance are not a substitute for
conducting an annual OA. According to the OMB guidance, OAs are
to be conducted for all existing IT investments to ensure that, among
other things, an investment is continuing to meet business and
customer needs and is contributing to meeting the agency’s strategic
goals.

With regard to the Next Generation Enterprise Network, officials from
the Navy who manage and oversee this investment stated an OA was
not performed due to it going through a transition from a mature
fielded system to a new service delivery model, which will become
operational in 2014. Nonetheless, OMB guidance calls for agencies to
also conduct annual analyses on all existing IT investments as part of
ensuring that such investments continue to deliver value and support
mission needs.

« DOE: Officials from the Office of the Chief Information Officer stated
that an OA was not conducted on its Consolidated Infrastructure,
Office Automation, and Telecommunications Program investment
because in the summer of 2012 they began to separate it into smaller,
more manageable pieces—referred to by these agency officials as
deconsolidation— to better provide insight into the departmentwide
infrastructure. In addition, to gain further insight into the infrastructure
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spending, the DOE Chief Information Officer led an in-depth analysis
in collaboration with senior IT executives, which included a commodity
IT TechStat review in the fall of 2011, and a commodity IT
PortfolioStat review in the fall of 2012. While these latter reviews are
helpful in monitoring performance, our analysis shows that they do not
fully address all 17 OMB factors. Specifically, the reviews do not
address, among other things, factors in the areas of customer
satisfaction, strategic and business results, and financial performance.
Addressing these factors is important because it provides information
to agency decision makers on whether the investment supports
customer processes and is delivering the goods and services it was
designed to deliver.

o HHS: According to officials from the department’s National Institutes
of Health, the National Institutes of Health IT Infrastructure
investment, which had an annual budget of $371 million for fiscal year
2012, did not undergo an OA because this investment is an
aggregation of all the components’ infrastructure and not a particular
system or set of systems suited for this kind of macro analysis. In
addition, they noted that National Institutes of Health does monitor the
operational performance of its IT infrastructure and conducts a more
strategic analysis of services within its IT infrastructure to evaluate the
operational effectiveness at a strategic level. While these types of
performance monitoring efforts are important, OMB guidance
nonetheless calls for agencies to also conduct annual analyses on all
existing IT investments as part of ensuring that such investments
continue to deliver value and support mission needs.

o Treasury: Officials from the department’s IT Capital Planning and
Investment Control branch (within the office of Treasury’s Chief
Information Officer) noted that its Internal Revenue Service Main
Frames and Servers Services and Support investment, which had a
budget of $482 million for fiscal year 2012, was deconsolidated in
fiscal year 2011 to allow for greater visibility into the infrastructure and
that it is currently undergoing an OA but were not able to provide
documentation at the time of our work.

« VA: Officials from VA’s Office of Information and Technology said an
OA was not conducted on its Medical IT Support or Enterprise IT
Support investments because performance is currently being reported
monthly via the Federal IT Dashboard and internally through monthly
performance reviews. The officials added that the department plans to
develop a policy and begin conducting OAs on investments. However,
VA has not yet determined when these analyses will be completed.

« NASA: Officials from NASA’s Office of the Chief Information Officer
stated while they did not conduct a formal OA on the NASA IT
Infrastructure investment, they did review the performance of the
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Majority of Agencies’
Investments Were
Mixed Life Cycle and
Use of O&M Funds
for Development
Activities Was Limited

investment using monthly performance status reviews and bimonthly
service delivery transition status updates. The officials noted that
these reviews address financial performance, schedule,
transformation initiatives, risks, customer satisfaction, performance
metrics, and business results. According to officials, the investment
underwent a service delivery transition status update and a
performance status review in May 2012. While these NASA reviews
are essential IT management tools, they do not incorporate all 17
OMB factors. For example, the reviews do not address, among other
things, innovation and whether the investment overlapped with other
systems. Fully addressing the OMB factors is essential to ensuring
investments continue to deliver value and do not unnecessarily
duplicate or overlap with other investments.

SSA: According to officials from SSA’s Office of the Chief Information
Officer, SSA’s Infrastructure Data Center investment did not undergo
an analysis because it has significant development content and
therefore an earned value analysis was conducted, which is called for
by SSA guidance for mixed life-cycle investments. Officials stated
they generally perform either an earned value analysis or OA, as
applicable to the investment. While earned value management
analyses are important to evaluating investment performance, OMB
guidance nonetheless calls for agencies to also conduct annual OAs
on all existing IT investments as part of ensuring that such
investments continue to deliver value and support mission needs.

Until the agencies address these shortcomings and ensure all their O&M
investments are fully assessed, there is increased risk that these
agencies will not know whether these multibillion dollar investments fully
meet intended objectives, including whether there are more efficient ways
to deliver their intended purpose, therefore increasing the potential for
waste and duplication.

For the eight selected agencies, the majority of their 401 major IT
investments—totaling $29 billion— were in the mixed life-cycle phase in
both spending and number of investments. Specifically, of the $29 billion,
our analysis, as shown in figure 2, found that

mixed life-cycle investments accounted for approximately $18 billion,
or 61 percent;

steady state investments accounted for approximately $8 billion, or 27
percent; and

development investments accounted for approximately $3 billion, or
12 percent.
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Figure 2: Major IT Investments for Fiscal Year 2012 by Reported Spending (billions)

o Development  $3B

279, —— Steady state  $8B

Mixed $18B

Source: GAO analysis of OMB and agency data.

With regard to the number of investments by phase, our analysis, as
shown in figure 3, found that of the total 401 investments

o 193, or 48 percent, were in the mixed life-cycle phase,
« 139, or 35 percent, were in the steady state phase, and
e 69 or 17 percent, were in the development phase.

Figure 3: Major IT Investments for Fiscal Year 2012 by Total Number of Investments
in Each Phase (Development, Steady State, or Mixed Life Cycle)

Development 69

48%

Steady state 139

Mixed 193

Source: GAO analysis of OMB and agency data.

Page 18 GAO-14-66 Information Technology



On an individual agency basis, table 6 provides the total amount each
agency reportedly spent on IT. It also shows of how each agency
allocates this total by development, mixed life cycle, or steady state
investments. Further for the mixed investments, it shows the amounts for
O&M and development.

|
Table 6: Fiscal Year 2012 Selected Major IT Investments Reported Spending Summary (in millions)

Development

only Mixed life cycle Mixed breakdown Steady state

Development Steady state
Agency Total IT spending spending only Mixed spending Development O&M spending
DOD $12,712 $2,355 (19%) $9,772 (77%) $4,222 $5,550 $585 (5%)
DHS 4,391 345 (8%) 1,520 (35%) 699 821 2,526 (58%)
HHS 3,004 230 (8%) 1,552 (52%) 438 1,113 1,222 (41%)
VA 2,889 31 (1%) 1,467 (51%) 593 874 1,391 (48%)
Treasury 2,426 247 (10%) 953 (39%) 320 633 1,226 (51%)
SSA 1,127 118 (10%) 993 (88%) 349 644 16 (1%)
NASA 962 - 459 (48%) 1 458 503 (52%)
DOE 1,510 120 (8%) 1,000 (66%) 65 935 390 (26%)
Total $29,021 $3,446 (12%) $17,715 (61%) $6,687 $11,028 $7,859 (27%)

Source: GAO analysis of OMB and agency data.
Note: Due to rounding, numbers may not add up to total numbers.

Further, the following table provides for each of the eight agencies, their
total number of investments and of that total, the number of investments
in development, mixed life cycle, and steady state.

Table 7: Fiscal Year 2012 Selected Major IT Investments Summary

O&M phase
Development phase Mixed Steady state

Total Number of Number of investments  Nymper of investments in  Number of investments in
Agency investments in development mixed life cycle steady state
DOD 93 21 (23%) 59 (63%) 13 (14%)
DHS 91 14 (15%) 28 (31%) 49 (54%)
HHS 92 16 (17%) 40 (43%) 36 (39%)
VA 25 5 (20%) 16 (64%) 4 (16%)
Treasury 53 6 (11%) 34 (64%) 13 (25%)
SSA 16 4 (25%) 11 (69%) 1 (6%)
NASA 11 - 1(9%) 10 (91%)
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O&M phase

Development phase Mixed Steady state
Total Number of Number of investments  Nymber of investments in  Number of investments in
Agency investments in development mixed life cycle steady state
DOE 20 3 (15%) 4 (20%) 13 (65%)
Total 401 69 (17%) 193 (48%) 139 (35%)

Source: GAO analysis of OMB and agency data.
Note: Due to rounding, numbers may not add up to total numbers.

The implications of the above analyses—especially the results in table 6
that show mixed investments having significant amounts of funding for
both development and O&M activities—are noteworthy, particularly as it
relates to the oversight of such investments. More specifically, overseeing
these investments will involve a set of IT management capabilities for
those portions of the investment that are operational and a different set of
IT management capabilities for those portions that are still under
development. In the case of those portions that are operational, this will
include agencies having the capability to perform thorough OAs, the
importance of which is discussed earlier in this report.

For those portions still under development, OMB guidance™ and our best
practices research and experience at federal agencies'' show such
effective oversight will involve agencies having structures and
processes—commonly referred to as IT governance and program
management disciplines—that include

« instituting an investment review board to define and establish the
management structure and processes for selecting, controlling, and
evaluating IT investments;

« ensuring that a well-defined and disciplined process is used to select
new IT proposals; and

« overseeing the progress of IT investments—using predefined criteria
and checkpoints—in meeting cost, schedule, risk, and benefit

oomB, Evaluating Information Technology Investments, A Practical Guide (Washington,
D.C.: November 1995).

"See, for example, GAO, Information Technology Investment Management: A Framework
for Assessing and Improving Process Maturity, GAO-04-394G (Washington, D.C.: March
2004) and GAO, Information Technology: DHS Needs to Further Define and Implement Its
New Governance Process, GAO-12-818 (Washington, D.C.: July 25, 2012).
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expectations and to take corrective action when these expectations
are not being met.

Having these disciplines are important because they help agencies,
among other things, ensure such investments are supporting strategic
mission needs and meeting cost, schedule, and performance
expectations.

However, our experience at federal agencies has shown that agencies
have not yet fully established effective governance and program
management capabilities essential to managing IT investments. For
example, we reported in April 2011 that many agencies did not have the
mechanisms in place for investment review boards to effectively control
their investments.'? More specifically, we reported that while these
agencies largely had established IT investment management boards,
these boards did not have key policies and procedures in place for
ensuring that projects are meeting cost, schedule, and performance
expectations.

In addition, our experience at federal agencies, along with the results
from this audit, has found that agencies do not consistently conduct OAs.
Specifically, as noted in the background, we reported in 2012 on five
agencies’ use of them and how they varied significantly.'® Of the five
agencies, we found that three—namely, DOD, Treasury, and VA—did not
perform analyses on 23 major steady state investments with annual
budgets totaling $2.1 billion. The other two agencies—DHS and HHS—
performed them but did not do so for all investments. Accordingly, we
have made recommendations to these agencies to improve their use of
OAs and fully implement effective governance and program management
capabilities. They have in large part agreed to our recommendations and
have efforts underway and planned to implement them.

Regarding the use of O&M funds for development efforts, the eight
agencies we reviewed did not, in large part, reprogram or reallocate O&M
funds for use on development activities during the period reviewed (fiscal
year 2012). Specifically, six of the agencies reported they did not

2GAO, Information Technology: Continued Improvements in Investment Oversight and
Management Can Yield Billions in Savings, GAO-11-511T (Washington, D.C.: Apr. 12,
2011).

3GA0-13-87.
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Conclusions

reprogram IT O&M funds to be used on development activities and we
identified no evidence to the contrary; two agencies—Treasury and VA—
reported they did so in two instances. With regard to Treasury, the
department—on its CADE 2 investment which has a total O&M budget of
$40 million—reallocated a total of $10,000 to fund development activities
planned for the investment. According to Treasury documentation, the
cost of the investment’s operations and maintenance came in under
budget by $10,000 so the department reallocated the funds to be used on
new CADE 2 development efforts. Treasury reported this reallocation was
discussed and approved by the Internal Revenue Service’s investment
review board (the Internal Revenue Service is responsible for overseeing
CADE 2) during its monthly executive steering meetings held during fiscal
year 2012.

With regard to VA, it reprogrammed a total of $13.3 million from O&M to
development on investments within an investment category which VA
referred to as a portfolio. Specifically, during fiscal year 2012, the
department reprogrammed $13.3 million from an O&M investment within
its Medical Portfolio to investments under development within the portfolio
requiring additional funding. This reprogramming of funds was approved
by the Secretary of Veterans Affairs in June 2012.

The 10 largest federal O&M IT investments represent a significant part of
the federal government’s multibillion dollar commitment to operating and
maintaining its IT investments. Although OMB has established that
agencies are to use OAs to evaluate the performance of such
investments, their use by the agencies on these investments was very
limited. DHS was the only agency to perform such an assessment and in
doing so largely addressed the required OMB factors. While Treasury and
VA had planned to perform analyses, they had not done so. Further,
DOD, DOE, HHS, NASA, and SSA had not intended to perform these
analyses on their large O&M investments. This limited use of OAs is due
in part to a number of factors, including agencies relying on other types of
performance oversight reviews that can be helpful but are not intended to
be a substitute for these assessments. Until these agencies address
these shortcomings and ensure all their large O&M investments are fully
assessed, there is increased risk that these agencies will not know
whether these multibillion dollar investments fully meet intended
objectives, including whether there are more efficient ways to deliver their
intended purpose.
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Recommendations for
Executive Action

Agency Comments
and Our Evaluation

To ensure that the largest IT O&M investments are being adequately
analyzed, we recommend that the

Secretary of Defense direct appropriate officials to perform OAs on
the two investments identified in this report, including ensuring the
analyses include all OMB factors;

Secretary of Energy direct appropriate officials to perform an OA on
the investment identified in this report, including ensuring the analysis
includes all OMB factors;

Secretary of Health and Human Services direct appropriate officials to
perform an OA on the investment identified in this report, including
ensuring the analysis includes all OMB factors;

Secretary of Treasury direct appropriate officials to perform an OA on
the investment identified in this report, including ensuring the analysis
include all OMB factors;

Secretary of Veterans Affairs direct appropriate officials to perform
OAs on the two investments identified in this report, including
ensuring the analyses include all OMB factors;

NASA Administrator direct appropriate officials to perform an OA on
the investment identified in this report, including ensuring the analysis
includes all OMB factors; and

Commissioner of Social Security direct appropriate officials to perform
an OA on the investment identified in this report, including ensuring
the analysis includes all OMB factors.

In addition, we recommend that the Secretary of Homeland Security
direct appropriate officials to ensure the department’s OA for the Customs
and Border Protection Infrastructure is complete and assesses missing
OMB factors identified in this report.

In commenting on a draft of this report, four agencies—DHS, NASA, SSA,
and VA—agreed with our recommendations; two agencies—DOD and
DOE—vpartially agreed; and two agencies—HHS and Treasury—had no
comments. The specific comments from the four agencies that agreed are
as follows:

o DHS in its written comments, which are reprinted in appendix I,
stated that it concurred with our findings and recommendation. It
also commented that DHS’s Office of the Chief Information Officer
and the Office of Information Technology within Customs and
Border Protection (the DHS component agency responsible for the
Customs and Border Protection Infrastructure investment) are to
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work closely to ensure future OAs conducted on the investment
fully address the OMB assessment factors.

NASA, in its written comments—which are reprinted in appendix
Ill—stated it concurred with our recommendation. NASA also
stated that it planned to conduct an OA on its NASA IT
Infrastructure investment in April 2014 that is to include all OMB
factors.

In its written comments, SSA stated it agreed with our
recommendation. It also stated that since 2008, SSA has had a
process to perform OAs on investments that were solely in O&M
and that it recently expanded the process to include mixed life
cycle IT investments that have significant systems in O&M. SSA
further commented that it was in the process of performing OAs
on the SSA mixed life cycle investment identified in our report and
other similar agency investments, with the goal of completing
these analyses by September 30, 2013. SSA’s comments are
reprinted in appendix IV.

VA, in its written comments, stated it agreed with our conclusions
and concurred with our recommendation. It also said that it had
scheduled OAs for the two investments identified in our report to
begin in the second half of fiscal year 2014. VA’s comments are
reprinted in appendix V.

The specific comments of the two agencies that partially agreed are as

follows:
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DOD, in its written comments, stated that it partially concurred
with our recommendation. Specifically, DOD said it agreed with
our recommendation that its OAs should address all OMB
assessment factors and said it is establishing an OA policy in
coordination with OMB. The department further agreed with our
recommendation that it perform an OA on its Defense Information
System Network investment.

The department disagreed with our recommendation to perform
an OA on its Next Generation Enterprise Network investment
stating the investment is no longer in O&M and such investments,
per OMB policy, do not require an OA. More specifically, as noted
earlier in this report, DOD is transitioning the investment from a
mature fielded system to a new service delivery model, which will
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become operational in 2014, and has moved the entire investment
back into planning and acquisition. Nonetheless, consistent with
our recommendation and as required by OMB policy, DOD plans
to conduct an OA on this investment once the department begins
to make it operational in 2014. DOD’s comments are reprinted in
appendix VI.

e In its written comments—which are reprinted in appendix VII—
DOE commented that it partially concurred with our
recommendation. DOE stated it was not required to perform an
OA on the Consolidated Infrastructure, Office Automation, and
Telecommunications Program because the investment no longer
exists. Specifically, DOE said it decided in 2012 to separate this
large investment into smaller, more manageable pieces—referred
to by DOE as deconsolidation—to better provide insight into its
departmentwide infrastructure, and that since the investment no
longer exists, there is no reason to perform an OA on it.

Nonetheless, consistent with our recommendation, DOE added
that it will ensure that OAs are conducted on the O&M
components of all current major IT investments in DOE’s IT
portfolio. DOE stated that it had already performed OAs on
applicable operational components that used to comprise the
Consolidated Infrastructure, Office Automation, and
Telecommunications Program. For example, DOE commented
that one of the investments created during deconsolidation—
called Consolidated Infrastructure—had already undergone an OA
most recently in August 2013.

While DOE reported this progress in its comments to us, it did not
provide us with documentation to support that this OA had been
performed and whether it addressed all the OMB assessment
factors. Consequently, we are revising our recommendation to
DOE that it ensure OAs are performed on the applicable
operational components that used to comprise the Consolidated
Infrastructure, Office Automation, and Telecommunications
Program, including the newly created Consolidated Infrastructure
investment.

With regard to HHS and Treasury,
e HHS, in comments provided via e-mail from its GAO Intake

Coordinator within the Office of the Assistant Secretary for
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Legislation, stated that it did not have any general comments on
this report, and

e Treasury in its written response said it had no comments on our
report; the department’s comments are reprinted in appendix VIII.

DHS and HHS also provided technical comments, which we incorporated
as appropriate.

We are sending copies of this report to interested congressional
committees; the Secretaries of the Departments of Defense, Energy,
Health and Human Services, Homeland Security, Treasury, and Veterans
Affairs; the Administrator of the National Aeronautics and Space
Administration; and the Commissioner of the Social Security
Administration. This report will also be available at no charge on our
website at http://www.gao.gov.

If you or your staffs have any questions on matters discussed in this
report, please contact me at (202) 512-9286 or pownerd@gao.gov.
Contact points for our Offices of Congressional Relations and Public
Affairs may be found on the last page of this report. GAO staff who made
major contributions to this report are listed in appendix IX.

B 7. 2

David A. Powner
Director
Information Technology Management Issues
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Appendix I: Objectives, Scope, Methodology

Our objectives were to (1) identify the federal IT O&M investments with
the largest budgets, including their responsible agencies and how each
investment supports its agency’s mission; (2) determine the extent to
which these investments have undergone OAs; and (3) assess whether
the responsible agency’s major IT investments are in development, mixed
life cycle, or steady state, and the extent to which funding for investments
in O&M have been used to finance investments in development.

To identify those federal IT O&M investments with the largest budgets, we
used data reported to the Office of Management and Budget (OMB) as
part of the budget process, and focused on the 10 largest reported
budgets in O&M and the responsible eight agencies (the Departments of
Defense, Energy, Homeland Security, Health and Human Services, the
Treasury, and Veteran Affairs; and the National Aeronautics and Space
Administration and Social Security Administration) that operate these
investments. In addition, to determine how these 10 investments support
their agencies’ missions, we reviewed OMB and agency documentation
(e.g., exhibit 300s, exhibit 53s) and interviewed agency officials.

To determine the extent to which OAs were conducted to manage these
investments in accordance with OMB guidance, we analyzed agency
documentation and interviewed responsible agency officials to determine
whether any operational analyses had been performed on these 10
investments during fiscal year 2012 because it was the last full year for
completing OAs. In those cases where an OA had been performed, we
compared it against OMB guidance on conducting them, including the 17
factors that are to be addressed as part of such assessments, to identify
any variances.! Where there were variances, we reviewed agency
documentation and interviewed agency officials responsible for the OA to
identify the cause of their occurrence. In those instances where an
analysis was not performed, we reviewed documentation and interviewed
agency officials to identify why it was not done.

To assess whether each of the eight agency’s major IT investments are in
development, mixed life cycle, or steady state, we analyzed agencies’
reported spending data provided to OMB as part of the budget process to
determine what phase the majority of the investments were in and where

'Capital Programming Guide, Supplement to OMB Circular A-11, Part 7 (July 2012); OMB
Memorandum M-10-27 (June 2010).
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Appendix I: Objectives, Scope, Methodology

the majority of funds were invested (i.e., development, mixed, or steady
state). To assess the reliability of the data we analyzed, we corroborated
them by interviewing investment and other agency officials to determine
whether the OMB information we used was consistent with that reported
by the agencies; based on this assessment, we determined the data were
reliable for the purposes of this report. Further, to assess the extent to
which these and other agency IT O&M investments involve development
activities, we analyzed agency data and evaluated whether the eight
agencies were using their O&M funds for development activities (i.e.,
through the reprogramming or reallocation of funds). Specifically, we
compared what agencies planned to spend on development and O&M
with what was reported to have been spent to identify any variances that
indicated O&M funds were reprogrammed and used for development
activities. In addition, we reviewed agencies’ documentation to determine
if agencies had any processes in place to manage investments
transitioning from development to O&M. Lastly, we reviewed agency
documentation and interviewed agency IT budget and investment officials
to verify whether any reprogramming occurred, its causes, and the extent
of which any reprogramming was subject to management oversight.

We conducted this performance audit from December 2012 to October
2013 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.
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Appendix II: Comments from the Department
of Homeland Security

U.S. Department of Homeland Sceurity
Washington, DC 20528
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QOctober 22, 2013

David A. Powner

Director, Information Technology Management Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Re:  Draft Report GAO-13-823, “INFORMATION TECHNOLOGY: Agencies Need to
Strengthen Oversight of Multibillion Dollar Investments in Operations and Maintenance”

Dear Mr. Powner:

Thank you for the opportunity to review and comment on this draft report. The U.S. Department
of Homeland Security (DHS) appreciates the U.S. Government Accountability Office’s (GAQ’s)
work in planning and conducting its review and issuing this report.

The Department is pleased to note GAO’s positive recognition that, out of 10 federal Information
Technology investments with the largest budgets in operations and maintenance (O&M)
reviewed; only DHS conducted an operational analysis (OA) on its investment. In addition,
GAO found that even though DHS’s OA policy was still under development, the OA for the U.S.
Customs and Border Protection (CBP) Infrastructure investment addressed 14 of 17 Office of
Management and Budget (OMB)-required factors.

The draft report contained one recommendation directed to DHS with which the Department
concurs. Specifically, GAO recommended that the Secretary of Homeland Security:

Recommendation: Direct the appropriate officials to ensure the Department’s OA for the
Customs and Border Protection Infrastructure is complete and assesses missing OMB factors
identified in this report.

Response: Concur. CBP’s Office of Information Technology (OIT) agrees with GAO’s
findings and, in the case of table 5, key factors 1 & 7 shown in the report, will work closely with
DHS’s Office of Information Technology (OCIO) during the next fiscal year (FY) to ensure the
CBP Infrastructure OA is (1) in compliance with the DHS OA guidance/template, and (2)
completed prior to the FY 2016 OMB Exhibit 300 submission.

The finalized structured schedule assessment guidance from DHS, per table 5, key factor 2, has
not yet been issued. Once received, CBP OIT will follow DHS CIO guidance and establish a
process to adequately collect, assess, track, and report the required data within the CBP
Infrastructure OA. Estimated Completion Date: September 30, 2014.
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Again, thank you for the opportunity to review and provide comments on this draft report.
Technical comments were previously provided under separate cover. Please feel free to contact
me if you have any questions. We look forward to working with you in the future.

Sincerely,

LJ(.‘ \ r A
Jim H. Crumpacker

Director
Departmental GAO-OIG Liaison Office

(8]
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Appendix III: Comments from the National
Aeronautics and Space Administration

Reply to Attn of:

National Aeronautics and Space Administration

Headquarters

i C 20546-0001 oo o
Washington, D SEP 27 4l

Office of the Chief Information Officer

Mr. David Powner

Director

Information Technology Management Issues
United States Government Accountability Office
Washington, DC 20548

Dear Mr. Powner:

The National Aeronautics and Space Administration (NASA) appreciates the
opportunity to review and comment on the Government Accountability Office (GAO)
draft report entitled, “Information Technology: Agencies Need to Strengthen Oversight
of Multibillion Dollar Investments in Operations and Maintenance” (GAO-13-823).

In the draft report, GAO addresses one recommendation to the NASA Administrator. To
ensure that the Jargest IT O&M investments are being adequately analyzed, GAO
recommends that the NASA Administrator direct the Chief Information Officer to take
the following action:

Recommendation 1: NASA Administrator direct appropriate officials to perform an OA
on the investment identified in this report, including ensuring the assessment includes all
OMB factors.

Management’s Response: Concur. An Operational Analysis will be conducted in
April 2014 to include all of the OMB factors.

Thank you for the opportunity to comment on this draft report. If you have any
questions or require additional information, please contact Valarie Burks at (202)
358-3716.

Lari"y Sweet
Chief Information Officer
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SOCIAL SECURITY

Office of the Commissioner

September 30, 2013

Mr. David Powner
Director, Information Technology
Management Issues
United States Government Accountability Office
441 G Street, NW
Washington, DC 20548

Dear Mr. Bertoni:

Thank you for the opportunity to review the draft report, “INFORMATION TECHNOLOGY:
Agencies Need to Strengthen Oversight of Multibillion Dollar Investments in Operations and
Maintenance” (GAO-13-823). Please see our enclosed response.

If you have any questions, please contact me at (410) 966-9014. Your staff may contact

Gary Hatcher, Senior Advisor for Records Management and Audit Liaison Staff, at

(410) 965-0680.

Sincerely,

K M\(/(l’jf —/

Katherine Thornton
Deputy Chief of Staff

Enclosure

SOCIAL SECURITY ADMINISTRATION  BALTIMORE, MD 21235-0001
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Security Administration

COMMENTS ON THE GOVERNMENT ACCOUNTABILITY OFFICE DRAFT
REPORT, “INFORMATION TECHNOLOGY: AGENCIES NEED TO STRENGTHEN
OVERSIGHT OF MULTIBILLION DOLLAR INVESTMENTS IN OPERATIONS AND
MAINTENANCE” (GAO-13-823)

Recommendation 1

Perform an OA on the investment identified in this report, including ensuring the assessment
includes all OMB factors.

Response

We agree. We currently have the framework in place to perform an operational analysis (OA) on
the operations and maintenance (O&M) portion of our major information technology (IT)
investments. In fiscal year (FY) 2008, we incorporated an OA for our steady-state IT
investments. As part of our Presidential Budget submission, we conduct (or update) an OA on
an annual basis or as appropriate.

In 2013, we expanded the OA process to include mixed life cycle IT investments that have a
significant O&M portion of the investment. We are updating our OA for our Financial
Accounting System and our disability determination services automation investments. We are
also completing an OA on the O&M portion of our infrastructure investments (i.e., Data Center,
Office Automation, and Telecommunications) and Interactive Video Tele-training. We plan to
complete all FY 2013 OAs by September 30, 2013.
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of Veterans Affairs

DEPARTMENT OF VETERANS AFFAIRS
Washington DC 20420

September 25, 2013

Mr. David A. Powner

Director, Information Technology
Management Issues

U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Powner:

The Department of Veterans Affairs (VA) has reviewed the Government
Accountability Office’s (GAO) draft report, “INFORMATION TECHNOLOGY: Agencies
Need to Strengthen Oversight of Multibillion Dollar Investments in Operations and
Maintenance” (GAO-13-823). VA generally agrees with GAO’s conclusions and
concurs with GAO’s recommendation to the Department.

The enclosure specifically addresses GAO'’s recommendation in the draft report.
VA appreciates the opportunity to comment on your draft report.

Sincerely,

Enclosure

Page 35 GAO-14-66 Information Technology



Appendix V: Comments from the Department
of Veterans Affairs

Enclosure

Department of Veterans Affairs (VA) Response to
Government Accountability Office (GAQ) Draft Report
“INFORMATION TECHNOLOGY: Agencies Need to Strengthen Oversight of
Multibillion Dollar Investments in Operations and Maintenance”
(GAO-13-823)

GAO Recommendation: To ensure that the largest IT O&M investments are being
adequately analyzed, GAO recommends that the Secretary of Veterans Affairs
direct appropriate officials to perform OAs on the two investments identified in
this report, including ensuring the assessments include all OMB factors.

VA Comment: Concur. The two investments referenced by GAO are sub-accounts of
VA's single Information Technology Appropriation. These two sub-accounts contain
operations and maintenance funding for multiple operational legacy systems and some
resources for enhancements to those systems. VA has scheduled the implementation
of operational assessments at the system level starting in the second half of

fiscal year 2014; to include the legacy systems funded by these two sub-accounts.
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Department of Defense

DEPARTMENT OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-6000

CHIEF INFORMATION DFFICER

0CT 038 2013

Mr. David A. Powner

Director, Information Technology Management
U.S. Government Accountability Office

441 G Street, NW, Washington, DC 20548

Dear Mr. Powner,

On behalf of the Department of Defense (DoD), DoD} CIO is forwarding the response to
the GAC draft report INFORMATION TECHNOLOGY: Agencies Need to Strengthen
Oversight of Multibillion Dollar Investuments in Operations and Maintenance, dated September
2013 (GAO Engagement 311283). The Department’s comments on the draft report are enclosed.
My point of contact is Mr. Craig Garant al craig.r.garani.civi@mail.mil or (703} 697-10629.

Sincerely,
‘-L-t-‘_ M~ \lub——-
Teresa M, Takai
Enclosure:
As Stated
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of Defense

GAO DRAFT REPORT DATED AUGUST 30, 2013
GAO-13-823 (GAO CODE 311283)

“INFORMATION TECHNOLOGY: AGENCIES NEED TO
STRENGTHEN OVERSIGHT OF MULTIBILLION DOLLAR
INVESTMENTS IN OPERATIONS AND MAINTENANCE”

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO RECOMMENDATIONS

RECOMMENDATION: To ensure that the largest IT O&M investments are being adequately
analyzed, GAO recommends that the Secretary of Defense direct appropriate officials to perform
OAs (operational analysis) on the two investments identified in this report, including ensuring
the assessments include all OMB factors.

DoD RESPONSE: The Department of Defense (DoD) partially concurs with GAO’s
recommendation.

The DoD concurs with GAO’s recommendation to ensure OA’s include all Office of
Management and Budget (OMB) factors. As noted in this report, GAO recommended that the
Secretaries of Defense direct appropriate officials to develop an OA policy, annually perform
OAs on all major investments in sustainment, and ensure OAs include all key factors!. DOD
concurred with that recommendation and is establishing an OA poliey in coordination with
OMB.

The DoD concurs with GAO’s recommendation to perform OA on the Defense Information
System Network investment identified in this report.

DoD non-concurs with the recommendation to perform OA on the Next Generation Enterprise
Network (NGEN) investment at this time. OMB policy requires OA be performed on
investments in the management in use life cycle phase. The NGEN investment remains in the
planning and acquisition stage.

! GAO, Information Technology: Agencies Need to Strengthen Oversight of Billions of Dollars in Operations and
Maintenance Investments, GAO-13-87 (Oct 2012)
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Department of Energy

Department of Energy
Washington, DC 20585

October 16, 2013

Mr. David A. Powner

Director, Information Technology Management [ssues
U.S. Government Accountability Office

441 G Street. NW

Washington, DC 20548

Dear Mr. Powner:

The Department of Energy’s (DOE) Office of the Chief Information Officer (OCIO)
appreciates the opportunity to provide comments to the General Accountability Office’s
(GAO) Draft Information Technology (IT) Report. Agencies Need 1o Strengthen
Oversight of Multibillion Dollar Investments in Operations and Maintenance, (GAO-13-
823). We understand this audit was conducted to review the Department’s processes for
overseeing and managing our major IT investments in operations and maintenance. The
focus of the review at the Department was on the former investment entitled
Consolidated Infrastructure, Office Automation, and Telecommunications. We offer the
following specific comments for your consideration.

Management Response to Audit Findings/Comments

As part of the Department’s IT Capital Planning and Investment Control Program. the
OCIO developed and issued an Operational Analysis (OA) guide for Program and Staff
Offices (PSOs) to use when assessing their investments. According to the guidance, all
major I'T investments with operational components are required to conduet an operational
analysis on an annual basis and provide a summary report to the OCIO with their annual
budget submission in August. The operational analysis process allows PSOs to evaluate
the actual performance of their major steady-state investments and to identify funding
requirements, based on the actual performance of the investments. The operational
analysis evaluates the financial performance, customer results, strategic and business
results, and innovation aspects of the investment.

At the time of this audit, the Consolidated Infrastructure, Office Automation, and
Telecommunications Program no longer existed in DOE's [T porttolio as a major IT
investment, and therefore, was not required to complete an operational analysis. The
investment was reported to the Office of Management and Budget (OMB) for the last
time in May 2012, as part of the final Budget Year (BY) 2013 Exhibit 53 submission.
The investment was deconsolidated into smaller infrastructure investments and reported
to OMB in September 2012, prior to the start of this audit in December 2012.

More than five years ago, OMB released guidance in Circular A-11, directing agencies to
report a single. major I'T investment for all infrastructure across the Department.

@ Printed with soy ink on recycled paper
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However, in the BY 2012 Circular A-11 budget guidance, OMB inserted the following
language, allowing for the deconsolidation of the infrastructure investments at the
bureau-level:

“Each agency may submit multiple Exhibits 300 encompassing office automation,
infirastructure, security, and telecommunications for the agency. These
investments may be defined at the bureau level and/or by functional components
of the infrastructure ... Agencies are encouraged to report these investments as
they are managed. If IT infrastructure is managed at both the agency and bureau
levels, agencies should report both agency and bureau-level infrastructure
investments.”

In addition to OMB’s published guidance in Circular A-11, OMB provided further
instruction for the level of granularity that the Department should report its IT
investments via the BY 2014 Budget Passback process. Last year DOE received
instructions to break-up the NNSA Consolidated Infrastructure investment to include
aggregating the smaller investments into larger investments. For the latest budget
submission, NNSA followed OMB’s instructions and further deconsolidated the annual
$500 million investment to report approximately $250 million.

As a result of this change in guidance, DOE deconsolidated the Consolidated
Infrastructure, Office Automation and Telecommunications Program in accordance with
OMB instructions. The Department believed it could achieve better insight into
Department-wide infrastructure spending by deconsolidating the investments to the level
where they were managed in the organization (i.e., having individual business cases
reported and managed at the PSO level). As part of the BY 2014 budget (submitted to
OMB in September 2012), the Consolidated Infrastructure, Office Automation, and
Telecommunications investment was deconsolidated. In place of the single $957 million
line item reported in the BY 2013 budget, DOE reported:

¢ NNSA Consolidated Infrastructure: NNSA reported a new Exhibit 300 that
aggregated their smaller infrastructure investments. An operational analysis
which we believe addressed all of the OMB factors for an operational analysis
was conducted for this investment in August 2012 and again most recently in
August 2013, as required by DOE’s IT Capital Planning and Investment Control
Program.

o Detailed Infrastructure Spending by PSO in Part 2 of Exhibit 53: PSOs provided
a detailed break-out of smaller, non-major IT infrastructure initiatives. Since they
did not meet the dollar threshold for a major investment, they were not required to
conduct an operational analysis. Instead, PSOs maintained oversight and
accountability through other internal project management processes applied to
smaller-dollar IT projects.
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Management Response to Energy Recommendation

Recommendation: Secretary of Energy direct appropriate officials to perform an
OA on the investment identified in this report, including ensuring the assessment
includes all OMB factors

The Department partially concurs with this recommendation.

Instead of conducting an operational analysis on the former investment. the Department
will ensure that operational analyses are conducted on the O&M components of all
current major T investments in the DOE IT portfolio on an annual basis.

Since the Consolidated Infrastructure. Office Automation, and Telecommunications
Program no longer exists as an investment in DOLE’s I'T portfolio, it is not possible to
conduct an operational analysis on the investment as defined in the report. The
investment has not been reported to OMB for two budget cycles (September 2012 and
2013 Exhibit 53 submissions). Therefore, the Department of Energy does not agree with
the action as currently stated.

DOE has already implemented various investment review processes to manage the cost,
schedule, and performance of O&M investments. The reviews include our annual IT
portfolio analysis, quarterly Control Reviews, monthly IT Dashboard reporting,
PortfolioStat process, and the Federal Data Center Consolidation Initiative (FDCCI).
Through these reviews, the Department has identified opportunities for cost savings and
cfficiencies: however, we realize additional opportunities exist for improving the
management of our [T investments. We will continue to analyze and oversee the
performance of our steady-state investments through our operational analysis process.

Thank you for the opportunity to review this report. If you have any questions related to
this letter, please feel free to contact me at (202) 586-0166.

Sincerely.

L o

Robert F. Brese
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Department of the Treasury

DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

SEP 25 2013

Mr. David A. Powner

Director

Information Technology Management Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Powner,

Thank you for the opportunity to provide comments on GAQ’s Draft Report, “Information Technology:
Agencies Need to Strengthen Oversight of Multibillion Dollar Investments in Operations and
Maintenance (GA0O-13-823).” The Department of the Treasury has no comments on the Report and
appreciates GAO’s efforts in its development.

Please contact me at 202-622-1200 if you need anything further.

Sincere

yn East
Deputy Assistant Secretary for Information Systems
and Chief Information Officer

Page 42 GAO-14-66 Information Technology




Appendix IX: GAO Contact and Staff

Acknowledgments

GAO Contact David A. Powner, (202) 512-9286 or pownerd@gao.gov

Staff In addition to the contact name above, individuals making contributions to
this report included Gary Mountjoy (Assistant Director), Gerard Aflague,

Acknowledgments Camille Chaires, Rebecca Eyler, and Lori Martinez.

(311283) Page 43 GAO-14-66 Information Technology


mailto:pownerd@gao.gov�

GAQO’s Mission

Obtaining Copies of
GAO Reports and
Testimony

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and
policies; and provides analyses, recommendations, and other assistance
to help Congress make informed oversight, policy, and funding decisions.
GAQ’s commitment to good government is reflected in its core values of
accountability, integrity, and reliability.

The fastest and easiest way to obtain copies of GAO documents at no
cost is through GAO’s website (http://www.gao.gov). Each weekday
afternoon, GAO posts on its website newly released reports, testimony,
and correspondence. To have GAO e-mail you a list of newly posted
products, go to http://www.gao.gov and select “E-mail Updates.”

Order by Phone

Connect with GAO

To Report Fraud,
Waste, and Abuse in
Federal Programs

Congressional
Relations

Public Affairs

The price of each GAO publication reflects GAQO’s actual cost of
production and distribution and depends on the number of pages in the
publication and whether the publication is printed in color or black and
white. Pricing and ordering information is posted on GAO’s website,
http://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card,
MasterCard, Visa, check, or money order. Call for additional information.

Connect with GAO on Facebook, Flickr, Twitter, and YouTube.
Subscribe to our RSS Feeds or E-mail Updates. Listen to our Podcasts.
Visit GAO on the web at www.gao.gov.

Contact:

Website: http://www.gao.gov/fraudnet/fraudnet.htm
E-mail: fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Katherine Siggerud, Managing Director, siggerudk@gao.gov, (202) 512-
4400, U.S. Government Accountability Office, 441 G Street NW, Room
7125, Washington, DC 20548

Chuck Young, Managing Director, youngc1@gao.gov, (202) 512-4800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

Y
%o

Please Print on Recycled Paper.


http://www.gao.gov/�
http://www.gao.gov/�
http://www.gao.gov/ordering.htm�
http://facebook.com/usgao�
http://flickr.com/usgao�
http://twitter.com/usgao�
http://youtube.com/usgao�
http://www.gao.gov/feeds.html�
http://www.gao.gov/subscribe/index.php�
http://www.gao.gov/podcast/watchdog.html�
http://www.gao.gov/�
http://www.gao.gov/fraudnet/fraudnet.htm�
mailto:fraudnet@gao.gov�
mailto:siggerudk@gao.gov�
mailto:youngc1@gao.gov�

	information technology
	Agencies Need to Strengthen Oversight of Multibillion Dollar Investments in Operations and Maintenance
	Contents
	 
	Background
	OMB’s Roles and Responsibilities for Overseeing IT Investments, Including Operations and Maintenance
	GAO Has Previously Reported on IT Investments in O&M

	The 10 O&M IT Investments with the Largest Budgets Support Agencies in a Variety of Ways and Represent a Significant Part of Overall Federal IT O&M Funding
	Most of the Largest O&M IT Investments Did Not Undergo Operational Analyses
	Majority of Agencies’ Investments Were Mixed Life Cycle and Use of O&M Funds for Development Activities Was Limited
	Conclusions
	Recommendations for Executive Action
	Agency Comments and Our Evaluation

	Appendix I: Objectives, Scope, Methodology
	Appendix II: Comments from the Department of Homeland Security
	Appendix III: Comments from the National Aeronautics and Space Administration
	Appendix IV: Comments from the Social Security Administration
	Appendix V: Comments from the Department of Veterans Affairs
	Appendix VI: Comments from the Department of Defense
	Appendix VII: Comments from the Department of Energy
	Appendix VIII: Comments from the Department of the Treasury
	Appendix IX: GAO Contact and Staff Acknowledgments
	GAO Contact
	Staff Acknowledgments


	d1466high.pdf
	INFORMATION TECHNOLOGY
	Agencies Need to Strengthen Oversight of Multibillion Dollar Investments in Operations and Maintenance
	Why GAO Did This Study
	What GAO Recommends
	What GAO Found



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



