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GAO United States 
General Accounting Office 
Washington, D.C. 20548 

General Government Division 

B-253300 

August lo,1993 

The Honorable Joseph R. Biden, Jr. 
Chairman, Committee on the Judiciary 
United States Senate 

Dear Mr. Chairman: 

Problems associated with federal criminal debt collection are 
long-standing. To address these problems, Congress has passed numerous 
laws pertaining to the imposition and collection of criminal fines and 
restitution. These laws not only provided for the imposition of monetary 
penalties in almost every case, they also dramatically increased the 
maximum level of criminal fines that may be imposed. As a result, federal 
courts have imposed fines and restitution in more criminal cases in greater 
amounts than ever before. 

A recurrent problem has been the absence of a centralized collection and 
management tracking system that could provide national-level statistics on 
debt collection and aid in coordinating debt collection efforts. This was 
illustrated in February 1992, for example, when the Department of Justice 
was unable to provide information to Congress on the amount of fmes and 
restitution that the federal government had collected in major bank and 
thrift fraud cases. Justice had recorded only collections received through 
the US. Attorneys Office, although offenders might have paid the fines or 
restitution somewhere else, such as to the court, Probation and Pretrial 
Services Division (probation office), or directly to the victim.’ 

The U.S. Courts National Fine Center (NFC) is designed, in part, to address 
such problems, It is being developed as a project within the Administrative 
Office of the U.S. Courts (AOUSC). NFC is expected to centralize and 
streamline the government’s processes for collecting, accounting, and b 
reporting criminal debts. It is also to centralize payment of restitution to 
crime victims and to generate national statistics on the results of its debt 
collection efforts. Eventually, NFC is to link with the automated systems of 
federal agencies involved in the collection process, further improving 
coordination among government agencies. 

As you requested, we examined the status of NFC’S development and 
operations. In particular, you asked that we (1) describe how NFC is to 

operate; (2) determine the status of NFC’S operations in its five pilot 

‘See Hearings Before the Subcommittee on Consumer and Regulatory Affairs of the Senate Committee 
on Banking, Housing and Urban Affairs, 102d Cong., 2d Sess. (1992). 
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districts, noting any changes from the original plan, including any 
problems being encountered; and (3) assess whether NFC is likely to fully 
meet its original objectives, as set by AOUSC. 

Results in Brief Although NFC is scheduled to be fully operational in all 94 judicial districts 
by late 1995, full implementation will probably be delayed. NFC originally 
scheduled five pilot districts to be integrated by December 1992; however, 
as of May 1993, only the first pilot district-the Eastern District of North 
Carolina-had been integrated with NFC. 

NFC has finished training district staff to use the new system and installed 
the system in all four remaining pilot districts. Two pilot districts have 
begun the reconciliation process whereby district agencies agree on 
debtor account balances. The other two pilot districts have not started to 
reconcile their accounts. Unexpected difficulties in reconciling debtor 
accounts, training staff, and implementing the system have slowed NFC'S 
progress and caused the project to miss target dates. Consequently, we 
expect that NFC will not be fully operational by the 1995 target date. 

NFC is working on developing its automated systems. Development and 
testing of NFC'S automated systems were to be completed by 
December 1992. NFC'S disbursement system is not operational, and NFC 

continues to test the system. Consequently, the Clerk of Court in the 
Eastern District of North Carolina, rather than NFC, continues to be the 
office responsible for receiving the district’s debtor payments and making 
disbursements. Additionally, NFC has not completed the design of the 
software that will link it with automated systems in several other federal 
agencies. 

We cannot determine whether NFC will meet all objectives set by AOUSC 

because NFC is still in its developmental stage. However, we did find that 
NFC is not meeting the objective that requires controlling unauthorized 
access to the database. NFC'S computer security plan is not in compliance 
with certain aspects of the Computer Security Act of 1987,2 which 
establishes minimum acceptable computer security practices for federal 
computer systems that contain sensitive information. Although limited to 
one district’s account information, the NFC database is operational, and 
debtor account information is vulnerable to fraud and misuse. For 
example, we believe that NFC'S current computer security plan is 
insufficient to guard against unauthorized access. 

2P.L. 100-236, 101 stat. 1724. 
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Our concern is tempered only by the fact that the NFC database is not yet 
the official system of record. That is, it continues to run in its test phase 
parallel to the official system, which is still manually kept by the Clerk of 
Court in the Eastern District of North Carolina. 

In written comments on this report (see app, III), AOUSC officials generally 
agreed with the information presented and said they would use it in a 
reassessment of the project’s direction and management. They recognized 
that NFC’S development is behind schedule and said that AOUSC has now 
applied a more formalized management process to ensure successful 
completion of the project. AOUSC also reported having taken other steps to 
enhance the project’s management and alleviate possible security threats. 

Background Approximately 45,000 criminal offenders are convicted in federal courts 
each year. Although a fine may not be imposed in every case, there is a 
potential financial obligation since the courts are required to impose a 
special assessment on each offender convicted of a crime. According to 
AOUSC, following enactment of numerous laws relating to the imposition 
and collection of monetary penalties during the 198Os, federal courts have 
imposed fmes3 and restitution4 in more criminal cases in greater amounts 
than ever before. Justice has reported, for example, that federal courts 
ordered $22.5 million in fines and $981.7 million in restitution just in major 
bank and thrift criminal fraud cases between fiscal years 1989 and 1992. As 
of early 1992, Justice estimated that the total amount of unpaid criminal 
debt exceeded $1.6 billion. That balance continues to grow. 

At present, criminal debtors make payments directly to victims or to the 
local offices of one of three different agencies: the U.S. Attorneys Office, 
probation office, or the Clerk of Court. According to Justice, this situation 
arises from court sentencing practices (e.g., courts may order defendants I, 
to pay restitution directly to victims or through one of those sources) and 

%iminal fines are punitive and may be ordered whether or not there is an identifiable victim. Fine 
amounts are determined in part by reference to the statute defining the offense for which the 
defendant is convicted. Most criminal fines are deposited to the Crime Victims Fund. 

The Victim and Witness Protection Act of 1982 (P.L. 97-291,96 Stat. 1248) provides for restitution 
when a defendant is convicted of an offense under Title 18 or certain air piracy statutes. The victim 
may be a federal agency, private corporation, bank, or an individual. Through this act, Congress sought 
to ensure that the government would do everything possible, within limits, to assist victims. In the case 
of a misdemeanor, restitution may be ordered in addition to or in lieu of any other penalty authorized 
by law. With a felony, restitution must be in addition to some other penalty. * 
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changes in the law.6 Justice concluded that these changes “resulted in 
confusion both in the monitoring of restitution orders and in the receipting 
and recording of payments made.” 

We have long reported that the multiplicity of agencies involved in 
criminal debt collection has led to a number of problems. For example, we 
reported in 1985 that some of the problems were a lack of standardized 
procedures, discrepancies among agency collection records, and 
duplication of effort, We concluded that because of the fragmentation of 
collection responsibility, the federal government could not ensure that 
debtors who did not pay were quickly identified and pursued. Thus, 
criminals partly escaped punishment, and the outstanding debt balance 
grew.6 

More recently, after having noted that several governmental agencies have 
responsibility for collecting fines and restitution, Justice reported 
problems in trying to generate accurate figures on the amount of fines and 
restitution collected in criminal bank and thrift fraud cases. Justice also 
wrote that the confusion over monitoring and receipting payments has 
impeded the government’s ability to collect restitution and criminal fines 
imposed by the courts. Until NFC becomes operational, Justice noted, there 
is no automated, centralized data collection system.7 Justice referred to NFC 

as a “giant leap forward both in standardization of collection methods and 
in generating data.” 

NF$ Is to Address 
Lorig-Standing Problems 

The Criminal Fine Improvements Act of 19878 addressed the need for a 
centralized collection system. The act centralized criminal debt collection 
responsibility within AOUSC. Congress contemplated that the director of the 
AOUSC would establish a single national center within the judicial branch 

I, 

“For example, prior to 1986, the Clerks of Courts were responsible for receipting payments made by 
defendants on criminal fines and restitution. However, the Criminal Fine Enforcement Act of 1984 
(P.L. g&696,98 Stat. 3134) made the Attorney General responsible for receiving payments on criminal 
fines imposed on or after January 1,1986. The act also provided that for restitution ordered on or after 
January 1,1986, offenders could pay restitution directly to victims or to victims through the Attorney 
General. Later, the Criminal Fine Improvements Act of 1987 (P.L. lOO-186,101 Stat. 1279), transferred 
responsibility for receiving criminal fine and assessment payments from Justice back to the courts. 

6After the Criminal Fine Enforcement Act of 198PSome Issues Still Need to be Resolved 
(GAOfGGD-86-02, Oct. 10,1986). 

‘Justice’s Report on Monetary Enforcement Efforts in Financial Institution Fraud Cases, March 1992. 

‘P.L. 100-186, 101 stat. 1279. 
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for processing fines, restitution, and special assessments9 NFC is the result 
of this directive. 

NM: is designed to streamline and centralize the criminal debt collection 
process, providing continuity of federal debt collection data and less 
duplication of effort. NFC is to track and collect criminal debts for all 94 
judicial districts. Local probation offices, Clerk of Courts, and U.S. 
Attorneys’ offices will no longer be responsible for receiving any debt 
payment or maint&ing any local record of payment or balance. NFC is to 
create one criminal debt database, which should improve the 
completeness and accuracy of federal debt collection data. If successful, 
the database will enable NFC to provide current information on the 
payment of all fines, restitution, forfeitures of bail bonds or collateral,1o 
and special assessments imposed by federal courts in all felony and some 
misdemeanor cases. NFC will also be able to generate reports and national 
statistics on debt collection efforts. 

At the heart of NFC is the automated Judgment and Commitment Order 
&@-the court’s official sentencing record. Automation will help 
standardize the language of sentences so that court-ordered money 
penalties will be easier to collect and enforce. Appendix I is an example of 
the new J&C. 

Since the J&c is the official record of sentence, many offices within the 
court and other government agencies require this information for their 
records and execution of sentence. Among other agencies, the US. 
Attorneys’ offices, Bureau of Prisons, probation office, and clerk’s office 
within the court use information from the J&C to either open or close cases 
on their respective automated systems. NM: will provide dial-in electronic 
access to information captured by the automated J&C for staff in those 
agencies. I, 

NFC officials project that NFC will be fully operational nationwide by late 
1996. The project plan described a pilot development and testing phase, 
beginning January 1991, to be followed by a 4-year expansion to all 94 
judicial districts. 

8Federal courts must order an assessment for each count of a conviction. The penalty for individual 
defendants is up to $26 for a misdemeanor conviction and $60 for a felony conviction. The penalties 
for defendants other than individuals (such as a corporation) are up to $126 and $200, respectively. 
Assessments are imposed to offset the cost of programs authorized under the Victims of Crime Act of 
1984 (P.L. Q&473,98 Stat 2170). 

loFailure to appear in court as directed may result in forfeiture of collateral or an appearance bond. 
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NFC is a unit of the clerk’s office in the Eastern District of North Carolina. 
NFC was originally assigned to an individual court for development 
because of a lack of resources and funding mechanism within AOUSC. AOUSC 

has recently drafted a plan for separating NFC from the Eastern District to 
operate as a regional office under the management and control of AOUSC. 

Scope and 
Methodology 

To obtain information on the status of NFC’S development and operations, 
we reviewed NFC’S legislative history, AOUSC status reports, and other 
planning documents and correspondence. We also interviewed cognizant 
officials in Washington and in the five federal judicial districts in which 
NFc is operating or planning pilot projects. 

In Washington, we discussed NFC operations with the project manager at 
AOUSC and with officials from the Executive Office for U.S. Attorneys, the 
probation office, and the Bureau of Prisons. In the first pilot district, the 
Eastern District of North Carolina, we interviewed NFC officials in their 
Raleigh, North Carolina, location. We also discussed NFC operations with 
officials in the Clerk of the Court’s Office, the probation office, and the 
U.S. Attorney’s Office in that district. 

NFC has started pilot programs in four other judicial districts. Those are the 
Western District of Missouri, Eastern District of Pennsylvania, Southern 
District of Texas, and Western District of Texas. In each of those districts, 
we contacted officials with the U.S. Attorney’s Office, probation office, 
and Clerk of Court’s Office to determine their progress towards integration 
With NFC. 

Finally, we met with officials of a commercial bank that operates the 
“lockbox”” system that is designed to process payments for NFC. We did 
our review from July 1992 to February 1993 in accordance with generally 
accepted government auditing standards. 

L 

HOW NFC Is Designed NFC operations are designed to activate at the time of sentencing. When a 

to Work 
court sentences a convicted defendant and imposes a fine, special 
assessment, or restitution, NFC systems will set up a debtor’s account and 
start tracking the payment record. How this process is intended to work is 
described below. 

“Several commercial banks contract with Treasury to provide services for agencies which process 
large collection payments. The banks maintain accounts through the use of post office boxes (or 
“lockboxes”) for the purpose of collecting and depositing funds. Services are tailored to meet 
individual agency needs. 
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Each district court is to establish debtor accounts at NFC electronically 
using the automated Judgment and Commitment Order System (JCS). For 
convicted offenders ordered to pay monetary penalties immediately, NFC is 
to send them pre-addressed envelopes and coupons for them to remit their 
payments. NFC is to send monthly account statements with payment 
coupons to debtors whom the court permits to make installment 
payments. 

NFC statements will include the debtor’s name, address, Social Security 
number, and the court docket number for easy identification. Statements 
will also include the total amount owed, amounts paid, any interest due or 
penalties, balance owed, payment schedule, due date, and amount of the 
next payment. Appendix II is an example of the Monthly Statement of 
Account and Payment Coupon. 

Debtors are to mail their payments with accompanying statements directly 
to NFC’S lockbox account at a commercial bank. The lockbox bank is to 
process all payments and electronically transmit a daily posting of 
payments received to NFC. 

The bank is to deposit payments into one of two NFC Treasury accounts 
and electronically notify NFC of each transaction. Fines, bond forfeitures, 
and special assessments are to be deposited to the Crime Victims Fund;12 
restitution payments will be deposited to a separate account for victims. 
NFC is to maintain payment records and instruct Treasury to disburse 
payments directly from the restitution account to appropriate victims (e.g., 
federal agencies, private corporations, banks, or individuals).13 Figure 1 
illustrates these aspects of NFC’S operations. 

, 

12The Crime Victims Fund was established by the Victims of Crime Act (P.L. Q&473,98 Stat 2170). 
Virtually ah criminal fines, special assessments, and bail bond forfeitures are deposited into this fund. 
The fund is administered by the Office for Victims of Crime in the Department of Justice. Ninety 
percent of the fund is distributed to states in the form of compensation or grants. Crime victims 
compensation programs administered by the states (e.g., rape crisis centers and child abuse centers) 
provide financial assistance to victims and survivors of victims of criminal violence. 

13J&Cs must specify how much and to whom an offender is to pay restitution. The automated J&C will 
establish an account at NFC and debtors will be instructed to send all payments to NFC. NFC officials 
have expressed concern that some judges may resist using a standardized J&C and continue to order 
restitution to be paid directly to victims. In those cases, payments would circumvent NFC, hampering 
its efforts to track all payments. While recognizing that judges have a certain degree of autonomy in 
their courtrooms, mC officials are taking steps to educate judges on the importance of NFC’s role as a 
central collection point. 
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Figure 1: Summary of NFC Operations 
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NFC is to generate reports that identify debtors whose payments are 
delinquent or in default. Monthly, NFC is to send notices to debtors who are 
30,60,90, or 120 days late making payments. It is to send these reports to b 
the appropriate probation office and US. Attorney’s Office that is 
responsible for taking legal action against debtors who do not make the 
payments required by their sentences. The U.S. Attorney’s Office can use 
enforcement techniques such as garnishment to collect payments due 
from debtors. All payments collected by a U.S. Attorney’s Office as a result 
of enforcement action are also to be recorded at NFC. 

NFC is to maintain the official records of all payments so it can provide 
complete and accurate information on criminal debts imposed, paid, and 
outstanding. NFc is to generate national statistics as well as specific 
reports as needed. 
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In addition, NFC is to link directly with automated systems in several 
federal agencies responsible for tracking criminal offenders through the 
judicial system and monitoring the payment of fines and restitution. These 
include the Clerk of Court’s Office, U.S. Attorneys’ offices, the Bureau of 
Prisons, and the probation office. 

The agencies are to be able to access NFC’S database through their own 
automated systems to obtain current payment records and modify or 
update accounts in the NFC database. For example, the link with the new 
Probation and Pretrial Services Automated Case Tracking System (PACTS)‘~ 

should allow probation officers to access payment information from the 
NFC database. This should help them monitor offenders’ compliance with 
conditions of probation and supervised release. PACTS is to electronically 
update the NFC database when probation officers learn of new information 
on offenders, such as changes in their addresses or approved payment 
schedules. NFC should also allow U.S. Attorneys’ offices and other users to 
have direct access to meet their own needs for current, accurate 
information. 

NFC’s Development Is Development of NFC is progressing, but much remains to be done before it 

Behind Schedule 
is operating in all 94 judicial districts. The project plan called for five pilot 
districts to be using NFC by December 1992 and all judicial districts to be 
integrated into NFC operations by late 1995. However, only one of five pilot 
districts had been integrated with NFC as of December 1992. Reconciling 
debtor accounts has delayed the integration process and JCS training and 
implementation has not been completed in the four remaining pilot 
districts. Since the pilot districts have not completed integration with NFC, 

the remaining 89 districts have yet to begin. In addition, NFC has not 
completed the design and development of automated systems integral to 
its operations, which it originally projected would be done by & 

December 1992. NFC continues to design and test those systems, including 
its disbursement system. 

Original Plan Called for 
Completion in 1995 

” 

NFC was originally scheduled to be operational nationwide by early 1995. 
The project plan provided for a pilot development and testing phase 
beginning January 1991, to be followed by a 4-year expansion to all 
districts. Five district courts were selected to help with the pilot-the 
Eastern District of North Carolina, the Western District of Missouri, the 
Eastern District of Pennsylvania, and the Southern and Western Districts 

14Like NFC, PACTS is still under development. Its installation is being expanded to all districts. 
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of Texas. After these pilot districts were integrated with NFC, plans were to 
expand operations to approximately 20 to 30 district courts per year until 
all 94 districts were integrated. NFC officials later revised the target for 
nationwide operations to late 1996. AOUSC now attaches no specific time 
frame to NFC'S becoming fully operational. 

Three steps are required before district court operations can be 
completely integrated with NFC. First, because NFC can accept only one 
outstanding balance for each debtor, district agencies must “reconcile” old 
debtor accounts (i.e., arrive at agreed-upon balances) before electronically 
transferring accounts into the NFC database. Second, NFC must provide 
training for employees who will use JCS. And third, the district must install 
and implement JCS into district court operations. 

Only the first pilot district-the Eastern District of North Carolina-had 
been integrated with NFC by the target date of December 1992. This was 
the original target date for integration of all five pilot districts with NFC. As 

of May 1993, the four remaining pilots were still not integrated with NFC 

and NFC officials do not know when they will be. 

NFC has also identified the 10 districts next scheduled for integration with 
NFC, but those districts have yet to begin any steps towards integration.16 

In comments to this report, AOUSC stated it has contracted for three studies 
that should assist it with developing a plan for computer hardware, space 
and facilities, and staffing and organizational management. These studies 
are designed to provide NFC with a strategy for nationwide expansion. 

Diff$ulty in Reconciling Debtor Since NFC can accept only one balance due for each debtor, the 
Accounts Has Slowed NFC reconciliation process is crucial to building the database. Time-consuming 
Progress and cumbersome, the process cannot be completed until all agencies 

b 

certify account balances for transfer to the NFC database. In the Eastern 
District of North Carolina, reconciliation took longer than expected 
because agencies could not agree on account balances, and crucial 
information (such as addresses and Social Security numbers) was missing 
for many debtor accounts. 

Reconciling individual debtor accounts is necessary because account 
balances have tended to differ. One reason may be because the three 
offices in each district usually responsible for criminal debt receipting 

‘“NFC plans to integrate new districts following PACTS expansion to ensure that NIV operations are 
compatible with other automated court systems. 
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functions (i.e., receiving payments and maintaining accounting records) do 
not balance or update their accounts at the same time. Another reason that 
accounts may not balance is that the U.S. Attorney’s Office is generally the 
only office that calculates and applies interest and penalties on accounts. 

To balance or reconcile accounts, each district will form a team with 
representatives from each of the three agencies-the U.S. Attorney’s 
Office, the Clerk’s Of&e, and the probation office. Among other things, 
the team will decide which agency’s records it will use to balance 
accounts, how accounts will be balanced, and how to arrive at allowable 
differences. After all accounts are reconciled, each agency is to sign off on 
a report listing each case and the balance established for each account. 

NFC has proposed that the US. Attorney’s Office in each district perform 
the receipting function during the reconciliation process until the accounts 
are merged with NFC. This would centralize the receipting function and 
keep accounts in balance until they can be loaded into the NFC database. 

To help with reconciliation and, afterwards, with the receipting process, 
NFC has offered to fund temporary administrative support positions in each 
district’s US. Attorney’s Office. Additional help was not needed in the 
Eastern District of North Carolina because NFC staff, located in the same 
building with the U.S. Attorney’s Office, reconciled the district’s debtor 
accounts. NFC officials are not certain how many districts will ask for 
temporary help. As of January 1993, only the reconciliation team for the 
Eastern District of Pennsylvania had requested temporary staff. 

The Eastern District of North Carolina is the only district that has 
reconciled old debtor accounts. With approximately 2,500 accounts to 
reconcile, the district’s reconciliation team started the process in the 
summer of 1991 and completed most reconciliation by late 1992. The team I, 
agreed that account balances differing by $500 or less would be 
considered reconciled because further reconciliation would not be 
cost-effective. They also agreed that differences remaining would be 
decided in favor of the debtor.16 That is, the agreed-upon balance would be 
that showing the debtor with the least amount outstanding. 

A separate but related problem involves the difficulty that district agencies 
face in resolving other conflicts in debtor account information. For 
example, in the Eastern District of North Carolina, an NFC official said the 

laAn NFC official and an Assistant U.S. Attorney said that this decision was also based on cost-benefit 
considerations and agreements among district officials. 
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reconciliation team eventually reconciled all account balances but found 
that many accounts lacked current addresses. Others did not have Social 
Security numbers and dates of birth. Such information is critical since NFC 

cannot bill debtors without correct addresses. 

Through February 1993, NFC had been unable to obtain current addresses 
for and bill about 900 of the Eastern District’s 2,600 
debtors-approximately 36 percent of the district’s accounts. According to 
an NFC official, those 900 accounts represent about $3 million of the 
district’s approximately $35 million in outstanding criminal debt. NFC is 
working with district agencies and has contracted with a commercial 
locator service to help obtain those addresses. An NFC official said that a 
lot of time has been spent on these accounts, many of which involve old 
cases, and the cases may soon be turned over to the U.S. Attorney’s Office 
to determine what additional efforts will be made to locate these debtors.17 

Two additional pilot districts-the Eastern District of Pennsylvania and 
the Western District of Missouri-had started the reconciliation process 
by January 1993, but an NFC official said he was uncertain how long the 
process will take. NFC planned to provide orientation for the last two pilot 
districts-the Southern District of Texas and the Western District of 
Texas-in February 1993. As of May 1993, neither district had started to 
reconcile debtor accounts. 

AOUSC has not set milestones for completing the reconciliation process 
because of the difficulties encountered in coordinating with the various 
participating agencies. Nevertheless, AOUSC has been working through the 
problems associated with the reconciliation process. A blueprint for the 
reconciliation of debtor accounts has been developed based on the 
experience gained in the pilot districts. AOUSC and the Executive Office for 
U.S. Attorneys have developed guidelines and a recommended approach 

b 

for conducting each reconciliation. AOUSC notes that the length of time to 
complete the reconciliation process will vary depending on the number of 
cases to be reconciled. 

17According to the U.S. Attorneys’ Manual, criminal bnes, assessments, interests, penalties, and court 
costs imposed for felony offenses may be placed “in suspense” if a current address is not avsilable for 
the defendant and the defendant cannot be located after reasonable diligence. This policy allows the 
U.S. Attorney’s OftIce to segregate uncollectible criminal fines and devote greater attention to active 
cases and those with a likelihood of collection. In general, the segregation policy does not apply to 
restitution, fines over 20 years old (which may be closed), fines imposed for offenses committed on or 
after November 1, 1987, or fines where the defendant is incarcerated and eligible to participate in the 
Bureau of Prisons Inmate Financial Responsibility Program. 
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JCS Training and 
Implementation Limited to 
Four Pilot Districts 

AOUSC officials expect reconciliation time to decrease as more districts are 
integrated using the blueprint plan. However, this process will still cause 
considerable delays in integrating all the districts. Consequently, AOUSC 

may reassess the decision to enter information about fines and restitution 
currently owed into the NFC database. One alternative would be to start 
with only two classes of cases in the database: new cases sentenced as of 
a particular date; and older cases in which all agencies’ records agree on 
the balances owed and the debtor is under active supervision of the 
probation office, or one of the agencies has a current address. The 
decision to adopt this alternative would require the approval of agency 
heads involved in the reconciliation process as well as the Judicial 
Conference of the United States. 

The automated JCS will establish debtor accounts at NFC at the time of 
sentencing. NFC is training district employees to use JCS and installing the 
system in the pilot districts as employees are trained. 

As of January 1993, employees from four of the five pilot districts had 
received some training on how to use JCS. Staff in the Eastern District of 
North Carolina and the Western District of Missouri had completed the 
training. As of May 1993, district employees from all five pilot districts had 
completed the training-both initial and the follow-up training-provided 
by NFC. 

Although NFC has installed JCS in all five pilot districts, only the first 
pilot-the Eastern District of North Carolina-has integrated JCS into court 
operations. This means that district staff are using JCS to establish new 
accounts with NFC. As district staff complete JCS training, JCS will be 
integrated into court operations in additional districtsl* 

‘The extent to which JCS is actually incorporated into courtroom operations may vary. AOUSC 
officials said that using the system “live” in courtrooms would be most efficient. Live use allows clerks 
to enter sentencing information directly into JCS and print copies of the J&C for the attorneys to 
review at the time of sentencing. Any mistakes can be corrected at that time, obviating the need to 
schedule another hearing. 

However, AOUSC officials expect that few judges will use JCS in this manner. So far, only one judge in 
the Eastern District of North Carolina is using the JCS live; the others have the deputy clerks enter the 
data into JCS outside of the courtroom, in the clerk’s office. 

AOUSC officials noted that some judges have expressed reservations about whether using JCS live 
would interfere with sentencing or even be workable with complex sentencing. Other judges may not 
accept the system at all. In those instances, NFC officials would later try to capture the sentencing 
data from a copy of the typewritten J&C. AOUSC officials warned, however, that NFC simply may not 
capture some judges’ sentencing data 
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------- 
NFC Is Still Developing ‘Its 
Automated Systems 

AOUSC documents earlier suggested that NFC'S automated systems would be 
designed and tested by the end of 1992, but systems development has not 
been completed. NFC continues to develop and test systems integral to its 
operations. For example, the disbursement function for paying restitution 
to victims from Treasury accounts is not yet operational. ln addition, NFC is 
still designing and developing software that will link NFC with automated 
systems from other agencies that use criminal debt information. 

According to the original plans, NFC was to have completed the design, 
programming, and testing for user systems by December 1992. All 
development and testing is being done by AOUSC staff. 

As of May 1993, NFC’S disbursement function for paying restitution to 
victims was not yet operational. NFC mailed the first batch of payment 
coupons to debtors in the Eastern District of North Carolina in 
August 1992. Although debtors are sending payments to the lockbox, NFC is 
depositing payments from debtors to the Clerk of Court’s account in the 
Eastern District of North Carolina. ln turn, NFC has also mailed restitution 
checks to victims from this account. AOUSC officials said they expected the 
disbursement function to be operational in March 1993. 

According to one NFC official, plans to link NFC with automated systems 
operated by the probation office, U.S. Attorneys’ offices, Clerk of Courts, 
and Bureau of Prisons have not progressed far beyond the initial planning 
stages. Original plans called for the design of such “user systems” to be 
completed by October 1992. The exact nature of these computer programs 
and design of the software will be developed further within the next year 
as NFC expands beyond the pilot districts. Until automated systems are 
operating, NFC plans to provide hard copy reports to agencies that request 
the information. 

In comments on this report, AOUSC informed us it is taking a new approach 
to the development of automated systems that is designed to ensure user 
satisfaction and provide more oversight at the highest levels of AOUSC and 
the judiciary. 

--- 
Full Implementation Will 
Probably Be Delayed 

NFC has already missed many of its milestones for integrating districts, and 
because the five pilot districts are behind schedule, the timetable to 
integrate the remaining 89 districts could also be delayed. 

NFC has missed milestones in several areas. For example: 
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. NFC had integrated only the Eastern District of North Carolina into its 
operations as of December 1992. This was the original target date for 
integration of all five pilot districts. 

. The remaining 89 districts were scheduled to have begun reconciling their 
accounts in September 1992. As of December 1992, none of these districts 
had begun the reconciliation process. 

l A review of NFC'S fiscal procedures projected to take place in early 1992 
did not begin until October 1992. 

Consequently, we expect that NFC will not be fully operational by the 1995 
target date. How long full implementation will take is difficult to estimate. 
Cohesive, effective operations will depend not just on the ability of 1 
organization’s staff to develop and maintain a complex computer system 
serving varied needs, but also on the ability of multiple agencies in 94 
judicial districts to complete development of their own systems and 
reconcile accounts. A more accurate estimate of when NFC will be fully 
implemented can be made after NFC has gained additional experience with 
integrating more districts. 

Too Early to Judge Because NFC is not fully operational, we cannot determine the extent to 

Whether NFC Will 
which it will meet all five objectives set by AOUSC in the project plan. We 
are concerned, however, that NFC is not meeting one crucial objective, 

Meet All Objectives, which relates to controlling access to the database. As a result, we believe 

but Database Security that the database is vulnerable to fraud and misuse. 

Al$eady a Concern The first objective calls for the Director of AOUSC to establish procedures 
and mechanisms for processing criminal monetary penalties. NFC has 
established procedures and mechanisms, but some are still being 
developed and tested (e.g., the disbursement function). 

A second objective calls for NFC to establish a central database of 
information on assessment, fine, and restitution payments. NFC is building 
a central database that will not be complete until all 94 districts are 
integrated. 

A third objective requires NFC to reduce the time and labor requirements of 
maintaining district agency accounts. NFC will not be able to do this until 
all districts are integrated into NFC operations. However, once operating in 
a district, NFC will assume the receipting functions from district agencies 
now performing them. District agencies devoting staff to receipting 
activities will be able to redirect them to other duties, Informal staff 
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surveys in the Eastern District of North Carolina indicated that NFC will 
save that district almost 1,000 staff hours (approximately 126 staff days) a 
year. An NFC official said that he anticipates comparable savings in 
additional districts as they are integrated with the system. 

That NFC will save the government time and labor collecting and 
processing criminal debts makes intuitive sense. But exactly how much 
time and labor NFC will save cannot be predicted with confidence until NFC 

is operational in more districts and a more rigorous assessment is made of 
staff years saved. 

To meet the fourth objective, NFC is to maintain its payments records in 
accordance with specific judicial accounting policies found in the Guide to 
Judicial Policies and Procedures, Chapter VII: Financial Management. To 
ensure this requirement will be met, AOUSC contracted with a private audit 
firm to survey and test the effectiveness of NFC'S automated system’s 
accounting procedures, audit trails, and internal controls. 

The audit firm completed its initial survey of NFC'S system design in 
November 1992. The survey objectives were to evaluate the internal 
controls and auditability of NFC'S accounting procedures. The survey 
report identified weaknesses in NFC'S proposed accounting procedures 
including inadequate documentation to support clear audit trails. The 
report also addressed concerns about the lack of controls over sensitive 
information and the lack of controls in place to protect the NFC database 
from unauthorized access and manipulation. The next phase will test the 
effectiveness of system operations and determine whether internal 
controls and operating systems are operating as designed. In comments on 
this report, AOUSC stated that it is making changes to enhance security, 
access controls, and audit trails as a result of this November 1992 study. 

The fifth and final objective calls for NFC to provide district offices and 
certain federal agencies with access to information in the database. As 
with two other objectives, NFC cannot meet this objective until all of the 
districts’ operations are integrated with NFC. District offices will not be 
able to access debtor payment information in the database until all data 
have been downloaded from district systems to NFC. 

This objective also requires NFC to control access to the database through 
the use of specific security features. We reviewed NFC'S computer security 
plans and found they did not comply with certain aspects of the Computer 
Security Act of 1987 and are inadequate to guard NFC'S database against 
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unauthorized access. Because the database is operational and will soon 
become the only system of record for the first pilot district,iQ we have 
serious concerns the system will be vulnerable to fraud and misuse. 

The Computer Security Act of 1987 establishes minimum requirements for 
security and for protecting the privacy of sensitive informationzO in federal 
computer systems. The act requires all federal agencies to identify 
computer systems, whether operational or under development, that 
contain sensitive data and develop security plans for protecting these 
computer systems. It also requires that they establish training programs to 
increase security awareness and knowledge of accepted security 
practices. The act requires each agency to establish a plan for security and 
privacy that is commensurate with the risk and magnitude of harm 
resulting from the loss, misuse, or unauthorized access to or modification 
of the information contained in such a system. To carry out these 
requirements effectively, agencies need to perform risk analyses and 
develop contingency plans for protecting access to, and ensuring the 
continuity of operations of, their sensitive computer systems. 

The Federal Information Resources Management Regulation (41 C.F.R. 
part 201-7) and Office of Management and Budget policies21 further require 
agencies to protect access to and operation of computer systems by 
(1) conducting risk analyses, (2) preparing and testing contingency plans, 
and (3) conducting security certifications and audits. 

NFC is not in compliance with certain aspects of the Computer Security Act 
of 1987. Specifically, AOUSC has not 

l identified whether NFC’S computer systems are sensitive systems; 
l established security awareness training programs or provided training on 

acceptable security practices; b 
l performed a risk analysis for NFC computer systems; or 
l performed a risk analysis for the NFC facility in Raleigh, North Carolina. 

“The Clerk of Court in the Eastern District of North Carolina is manually maintaining the official 
system of records while NFC system runs parallel in its test phase. The Clerks office will eventually 
discontinue this practice, leaving the NFC system a~ the only system of record. 

!@l’he definition of sensitive information as used in the act means information in which the loss, 
misuse, or unauthorized access or modification could adversely affect the national interest or conduct 
of a federal program or the privacy to which individuals are entitled under the Privacy Act. 

210ffice of Management and Budget Circular No. A-130, App. III, Management of Federal Information 
Resources, Dec. 12,1986. 
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Additionally, AOUSC has not developed and tested contingency plans to 
protect the NFC systems and the facility. 

Before the NFC system becomes the system of record in the first pilot 
district, and before it is expanded to additional districts, we believe it is 
essential that AOUSC develop and implement a computer security plan to 
protect its database from fraud and misuse. 

In comments on this report, AOUSC noted that it has already taken steps to 
address our concerns regarding computer security. AOUSC is planning to 
conduct a risk analysis to assess potential threats and vulnerabilities to the 
system. On the basis of those findings, AOLJSC plans to update security for 
the NFC systems and facility. AOUSC also stated that the Clerk’s Office for 
the Eastern District of North Carolina will continue to maintain a parallel, 
manual system of records for NFC until all security problems are rectified. 

Conclusions Once completed, NFC will address many problems that have long hampered 
federal efforts to collect criminal debts. We believe, however, that NFC may 
not be fully operational by its 1995 target date, largely because the 
integration of districts has fallen behind schedule. 

AOUSC is not complying with federal requirements to ensure that the NFC 
database is protected from unauthorized access. We have serious concerns 
that computer security weaknesses could pose significant risks to NFC'S 
computer systems and the sensitive data they contain. We felt these 
disturbing weaknesses in NFC'S computer security plan pose risks that 
could potentially threaten the entire NFC system. Our concern is tempered 
only by the fact that the NFC database is not yet the official system of 
record. 

Recommendations The Director of the Administrative Office of the United States Courts 
should establish and implement a computer security program for NFC that 
meets the requirements of the Computer Security Act of 1987. AOUSC 
should 

9 ensure that a computer security plan is developed and implemented to 
provide security and privacy for the NFC'S computer security systems that 
are identified as sensitive systems; 
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l establish computer security training programs for NFC and district 
employees to make them aware of federal and agency computer security 
requirements; and 

l ensure that risk analyses are conducted for both NFC'S computer systems 
and the National F’ine Center facility in Raleigh, North Carolina. 

Agency Comments 
and Our Evaluation 

AOUSC generally agreed with our conclusions and supported our 
recommendations for improving computer security for NFC (see app. III). 
AOUSC has also noted that it has taken steps to improve overall 
management of the NFC project. AOUSC noted the difficulties it has 
encountered when trying to coordinate the NFC project with a number of 
government offices and agencies that may have different interests. We 
recognize the magnitude of this undertaking and endorse AOUSC'S efforts to 
date in leading this project. 

As arranged with the Committee, unless you publicly announce its 
contents earlier, we plan no further distribution of this report until 30 days 
from its issue date. At that time, we will provide copies of this report to 
AOUSC and NFC officials and to others upon request. 

The major contributors to this report are listed in appendix IV. If you have 
any questions, please telephone me on (202) 666-0026. 

Sincerely yours, 

Henry R. Wray 
Director, Administration 

of Justice Issues 
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Appendix I 

Example of an Automated Judgment and 
Commitment Order 

ATES DISTRICT COURT 
UNITED STATES OF AMERICA 

V. 
JUDGMENT IN A CRIMINAL CASE 

(For Offense8 Committed On or After November 1,1987) 
Case Number: 

(Name of Defendant) Defendant’s Attorney 

THE DEFENDANT: 
[ ] pleaded guilty to count(s) 
[ ] pleaded nolo contendere to count(s) 

which (was) (were) accepted by the court. 
[ ] was found guilty on count(s) 

atIer a plea of not guilty. 

Titls/Eisct Nature 
Date Offense Count 

Conaluded lilumaa 

The defendant is sentenced as provided in pages 1 through - of this judgment. The sentence is 
imposed pursuant to the Sentencing Reform Act of 1984. 

[ ] The defendant has been found not guilty on count(s) 
and is discharged as to such count(s). 

[ ] Count(s) (is)@) dismissed on the motion of the United States. 

IT IS FURTHER ORDERED that the defendant shall notify the United States attorney for this district 
within 30 days of any change of name, residence, or mailing address until all fines, restitution, costs, 
and special assessments imposed by this judgment arc fully paid. 

Defendant'e Sot. Sec. No.: 
Defendant'e Date of Birth: 

Date of Imposition of Judgment 

Defendant's Mailing Address: 
Signature of Judicial Officer 

Defendant'e Residence Address: 
Name & Title of Judicial Officer 

Date 
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Appendix I 
Example of an Automated Judgment and 
Commitment Order 

DEPENDANT: 
CASE NUMBER: Judgment--Page - of - 

The defendant is hereby committed to the custody of the United States Bureau of Prisons to be 
imprisoned for a term of 

[ ] The court makes the following recommendations to the Bureau of Prisons: 

[ ] The defendant is remanded to the custody of the United States M~si$, 
[ ] r”;” ~fendant~$;o~der to the Umted States Marshal for this dlsmct. 

[ ] ?As notifibd by the Uniw’Marshal, 

[ ] F;t;endant shall surrmder for service of sentence at the institution designated by the Bureau of Prisons. 

[ ] before 290 p.m. on 
[ ] As notified by the UnitedStates’Marshal. 
[ ] As notified by the probation office. 

RETURN 

I have executed thIsJudgment as follows: 

Defendant dellvered on to at 

, with a certified copy of this]udgrnent. 

UNITED STATES MARSHAL 

BY 
Deputy Marshal 
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Appendix I 
Example of an Automated Judgment and 
Commitment Order 

DEFENDANT: 
CASE NUMBER Judgment--Page - of - 

SUPERVISED RELEASE 

Upon release from imprisonment, the defendant shall be on supervised release for a term ofz 

The defendant shall report to the probation office in the district to which the defendant is released 
within 72 hours of release from the custod of the Bureau of Prisons. While on supervised release, the 
defendant shall not commit another fede rat state, or local crime and shall not ille ally 
substance. The defendant shall not possesd a firearm or destructive device. The efen d 

ssess a controlled 
8% shall comply 

with the standard conditions that have been ado 
imposes a fine or a restitution obligation, it sh ap 

ted by this court 
1 be a condition o I 

set forth below). If this ‘ud 
Lf 

ment 
supervised release that t e efendant 

pa any such fine or restitution that remains unpaid at the commencement of the term of supervised 
re ease in accordance with the schedule of payments set forth in the financial obligation portion of this r 
Judgment. The defendant shall comply with the following additional conditions: 

STANDARD CONDITIONS OF SUPERVISION 

I) tho dofalant #hall not law the judicial diatkt without tho pormiuion of the mutt or probation oNicci; 
2) tlw d&ndwtt cNl mpon to the pmbntkn oftlcor u directed by the fowl or probation omGor md shall wbmlt l wthlul and compkte written repon within 

IIW fira flw &ym ofuch month; 
3) the d&ndutt shall ylwu authfIdly alI lnquiriu by the probation oflicw l d follow th+ inatrwtionr of tho probation OMw; 
4) the defmdmt shall support hk or ha dependmll and meat othu funilv tuwn8ihillliol: 
5) lb dtumdml shall WON r*gulul 

iI 
at. Iwful ocGupation unbu eD 

6) tb defmdm (&II n&y the pro uicn olliocr within 72 houn of my chug in raridonca or omploymmt; 
7) tba delmdant #hall refrain from olwulw use olalcol’ml md INI not purehue, po~w, !I?, dktribute. or dminkter 

cub-, or lay pu hemalla rdatod to such ~~KMw. sxcopt ” pW’X 
8) the dolmdmt shall not Y rwuont tdux.~ where controlled wbetmca w illosr 
9) the dehtdmt #hall net UI 

;mntad pmkdon to do 
IO) tha defmdMt WI Pwntil 

ibed by phyMm; 
lly sold, wed, dkttibuted ot administered; 

&iata’with nny peraoru en#r@ In criminal acti;ity. ettd shall not uuw’kta with my paaon wnvkti of l fdony Tudor 
IO by the probation oftiwa; 
l probation oliicor to vi& him or hsr at my time at home or clswA~cro md shall permit cmflscatbn of my cot%trAnd obwcd 

in +in view 0f th; pmb&n 0m0w; 

1 I) the defmdutt &all notify the probation offka within aovcnty-two hours of bolng ureated or qwtioncd by L kw mforwmmt offkar; 
12) the defmdutt rhall not mtof into my l ~fwmmt to act u m kformet or a ape&l agent of 6 Isw mforcammt agency without the pemtiukn of th4 court; 
13) Y dlndod by tbo probukn omcw, the dsrmdmtt shall notify third pttiw of risks that may be osurioncd by the d&ndnnt’r crbnhul reewd or pcrrolul 

hktoy or chametorirtics, and nhrll permit the probation ollicer to make bttch notifierlionr utd to c~nfimt the d&ndMt’# ~otttpllloc~ with such ttotiftcUkn 
rcquirmwtt. 
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Example of an Automated Judgment and 
Commitment Order 

DEFENDANT: 
CASE NUMBER 

PROBATION 

Judgment--Page - of- 

The defendant is hereby placed on probation for a term of: 

While on probation, the defendant shall not commit another Federal, state, or local crime, shall not 
illegally possess a controlled substance, and shall not possess a firearm or destructive device. The 
defendant also shall comply with the standard conditions that have been adopted by this court (set 
forth below). If this ‘ud 
probation that the de t’tf 

ment imposes a fine or a restitution obligation, it shall be a condition of 
en ant pay any such fine or restitution in accordance with the schedule of 

pa 
*x 

mmts set forth in the financial penalties portion of this judgment. The defendant shall comply 
WI the following additional condibons: 

STANDARD CONDITIONS OF SUPERVISION 

I) the &fdat~ elm0 not Iwe the judkkl dlllrkt wilhout tbe pwmiulon of ths corn or probation oflkar; 
2) thedhadMlehelI tt to the 

“p” R 
rob&m ofTlw u dlroasd by the cowt or probmion oflkor and rball wbmll I trvthfvl nnd ctampkte mlttm ropott wltbin 

!b #la five daya o each moat : 
3) ttm d&ndmtt &tall MWW ttutbfully alI lnquiricl by the probukn offkw and follow the instrudlon~ al tba pmbulon offka; 
4) tb dohdant &II eqpon hb or hot dopendmtta #nd meat Mhsr funily ruponslbilltir; 
9) tb dhtdmt dull wxk re~ululy at l lwful owtpation tttdus oxeuncd by the protmtion oilJeer lor rhoolIn& tmlnlng. or other wapublo nuotm: 
6) Lo Wmtdutt WI notify the pfobatian omocr within 72 how of any chmtp in raidonce 01 cmploymmtt; 
7) the defmtdant WI r&&t from orcorivr ttw of alcohol nnd ah&II nm purchue, pouw. use, dktribute, or ldminillcr my narwtk or 0th~ caatmlkd 

a&aanca. OT any puaplurtmlk mkted to m&h cub-, oxcopr u prewribed by phynkkn; 
I) tbw defendant Qlll not fwquefd placer whwe eontrolled aubunou am illegally mid, used. dktributed or dminktefed; 
9) the defendant #hall not umelyo wkb any pewma mtga9ad in criminal activity, nnd ahall not urockte whh any pewm coavimed of a fdoay uaka 

us vluim to do D by b pdtbn omcOr; 
10) the &kttdat til pormk L probation aflkcr to vklt him or hat at any time at home 01 okmvhore and ahall pcrmk confkcmion of any eommbmd abwved 

ia piein VkW Of the pt&tiOtt OmM; 
I I) the dekndmtt rhnll notify tba probation o&et witbin rventy-two hours of being utaUed 01 qwtioned by s Irw onfore&nl ofI!cor; 
12) t&d&t&at shall ac4 Q)W into any a9mwuat to act ” an infotmer or. apeckl a#ent of. law enforwmottt yoncr wlthwt Qr pwmkskn of tba awn: 
13) u dImcUd by the pmbuion omcer, ths delatdant MI notiw third pa&a of riti tbu may bc o~wltmd by the defmtdant’# almitml record of prnmml 

hi*oty of chuawktka. ud shall pmmit the probmlon oflku to m&c much netiflutiofm md to eanOmt ths d&mUttt’~ complknce wltlt mwh aotitikn 
f*(UlWlWA. 
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Appendix I 
Example of an Automated Judgment and 
Commitment Order 

DEPENDANT: 
CASE NUMBER: Judgment--Page - of - 

PINANCIAL OBLIGATIONS 

The defendant shall pay the following total financial penalties in accordance with the schedule of 
payments set out below: 

The fine includes an 
cr 

costs of incarceration and/or supervision. 
[ ] The court has ttcrmined that the defendant does not have the ability to pay interest in full. 

It is ordered that: 
[ ] The interest requirement is waived. 
[ ] The interest requirement is modified as follows: 

RJZSTITUTION 
Each restitution payment shall be divided proportionately among the payees named unless specified in the 
priority payment column below. Restitution shall be p;ud to the followmg persons in the following amounts: 

Theto 

i 

SCHEDULE OF PAYMENTS 
Payments shall be applied in the following order: (1) assessment; (2) restitution; (3) fine principal; 
(4) fine costs; (5) interest; (6) penalties. 

fine and other monetary penalties shall be paid as follows: 
] in full immediitely. 
] in full not later than 

All Ibmtmkl pmul 
t 

paymenU WI to be made to Clark of lbe Cam-t. Eutarn Dktrkt of North Cuolbm orcapt tbolo prymonta mdo tbrou&b tbo Bunru 
of Prkone’ Imute imekl Repotuibility Pro6mm. 

The dofmdat #ball pay inweu ott y\y tlnc of more than $2,500, unlsu the flnc ir p&id In full Wore the Mtecnth day rfkx tbe date of the jttd@nm% putmunt 
to I8 U.S.C. (36124). All oftho rbavo payment optlonr M subject to pmultiu for dcf6ult and dalbtquency pwmmttt to I8 U.&C. 43612(1). 

Ualov othetwke orderod b 
baknw to be 1 condition o f 

the cowt, any liwckl pm&y imposd by tbit ardu ahlll be due mtd payable during tbc period of laur~~mtion, wltb 
Y relour. Any finuwkl penaltka collffled while the defendant I@ lnurmti ahall be rqmrted by the Butuu 0 

ttttp@ld 
rylsrvlled F&tu 

to rho Clctk of the Cowt utd the prdwko offkw. The pmbmlon oVt shall notify rho United St&a Dktriet Court, the Ckxk of the Court, and Um Unhd 
Slum Attomey’# OlYke of the paymm rhcdulc and any modiflcatioa~ to that 8ehcdule. 
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Appendix I 
Example of an Automated Judgment aud 
Commitment Order 

CASE NUMBER: Judgment--Page - of - 

STATEMENT OF REASONS 

[ ] The Court adopts the factual findings and guideline application in the presentence report. 

OR 

[ ] The Court adopts the factual findings and guideline application in the presentence report except 
(see attachment, if necessary). 

v the Couck 

Total Offense Level: 

Criminal History Category: 

Imprisonment Range: - to - months 

Supervised Release Range: -to - Ye=S 

Fine Range: $ to $- 

[ ] Fine waived or imposed below the guideline range, because of inability to pay. 

Restitution: S 

[ ] Full restitution is not ordered for the following reason(s): 

[ ] The sentence is within the guideline range, that range does not exceed 24 months, and the court finds 
no reason to depart from the sentence called for by application of the guidelines. 

OR 

[ ] The sentence is within the guideline range, that range exceeds 24 months, and the sentence is imposed 
for the following reasons(s): 

OR 

[ ] The sentencede 
r 

s from the guideline range 
[ ] upon motion of e government, as a result of defendant’s substantial assistance. 
[ ] for the following reason(s): 
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Appendix I 
Example of an Automated Judgment and 
Commitment Order 

A0 213 s RW. 7’o?l stwn 1. oanu, Of !=Id,“l Bmmu 

DEFENDANT: 
CASE NUMBER: Judgment-Page - of - 

DENIAL OF FEDERAL BW 
(For Offenses Committed 00 or After November 18. 1988) 

FOR DRUG TRAFFICKERS PURSUANT TO 21 USC. @%2(a)(l) 

IT IS ORDERED that the defendant shall be: 

r 1 ineligible for all federal benefits for a period of 

[ 1 ineligible for the following fedenl benefits for a period of 

OR 

[ ] Having determined that this is the defendant’s third or subsequent conviction for distribution 
of controlled substances, IT IS ORDERED that the defendant shall be permanently ineligible 
for all federal benefits. 

FOR DRUG POSSESSORS PURSUANT TO 21 U.S.C. $862(b)(l) 

IT IS ORDERED that the defendant shak 

[ I be ineligible for all fedeml benefits for a period of . 

[ ] be ineligible for the following fedemJ benefits for a period of . 

[ ] sucecssfully complete a drug testing and treatment program. 

[ ] perform community service, as specikd in the probation or qervlsed nkase portion of this 
Judgment. 

[ ] Raving determined that this is the defendam’s second or sub ua~t conviction for posse&m of a 
colltnJllal substance, lT IS FURTHER ORDERED that the al dam shali complete Fy drugeyent 
pro@sam aad community service specified in this judgment as a requkment for the mmsfUm 
elipbility for federal benefita. 

Pummot to 21 U.S.C. 4862(dMMJS~, this denial of federal bendlta doa nat Wude nay retimmot, 
welfare, Social Security, health. dkability, vetenm bentfIt, public housing, or other shnilar benetlts, 
or soy other beoeflt for rhkh paymeots or servtca are requim-l for eligibility. 
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Appendix II 

~ Example of a Monthly Statement of Account 
and Payment Coupon 

Amsossmsnt 
CJA Coats 
Rsstitution 
Restit-USA 
Fiti* 
court Costa 
Intmrast 
Penalties 
R8turnmd chack 
Ovarp8yasnt 

Totalr $50.00 

U.S. COURTS FINES CENTER 
P.O. Box 191559 

ATLANTA. OA 30314 

MONTHLY STATEMENT OF ACCOUNT 

Acct Number: 
District: 
Bill Dater 

Total Amount Paid Ending 

%E 
so:00 
so, 00 
$0.00 

XEZ 
so: 00 

%S 
so:00 

$50.00 

Data of La& Paymontr 
Intormmt Aammsmd Since Last Billing: $0.00 
Pasalty Chargod Sinaa Last Billing: 
Amount of Last Paymsntr fo0% 
Amount OverdueI sso: 00 
Amount Dus This Month8 $50.00 
Nsxt Bill bat.08 January 20, 1993 

Please detach and return the coupon below when mailing payment. 
-----_----_______-I__________________ --------------------------------- 

U.S. COURTS FINES CENTER PAYMENT COUPON 
P.O. BOX 198559. ATLAKTA. GA 30364 

ACCOUNT NURBER DISTRICT 

TAX ID NU@RR / SSN 

-;, ,Y : 
,, : 1:‘:. 1,‘. ,,:. ;., ;,:i:;g;; Do not mark below this lina. ,’ ,, ,: .I,._ ’ .‘:;‘:!y’^,‘., .,$‘..:” ’ 
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Appendix III 

Comments From AOUSC 

Note: GAO comments 

See comment 1. 

See komment 2. 

supplementing those in the 
report text appear at the 
end of this appendix. 
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,WMINlSTRATWE OFFICE OF THE 
L. RUJ’U MECHAM 
uwcmi3 UNITED STATES COURTS 

ROBERT M, CHOWDER 
JAMES E. ,.,,WXUN. JR. LVASHINGTON, D.C. 20544 OPFKE OF 
OErlrrY LH"EcmH PROORAM ASSFSSMENT 

June 14, 1993 

Mr. Henry R. wray 
Director, Administration 

of Justice Issues 
U.S. General Accounting Office 
General Government Division 
Washington, D. C. 20548 

Dear Mr. Wray: 

This is in response to your May 20, 1993, letter asking for . * comments to the GAO draft report entitled -Fine Center. Hlqh 
sched!L& . On behalf of the 

Director of the Administrative Office of the United States Courts 
(AOUSC), we wish to thank GAO for its comprehensive and objective 
review of the current status of the National Fine Center (NFC) 
project. I apologize for the delay in responding to your request for 
comments, but as you may know, the AOUSC has been reaesessing at ite 
highest levels the direction, management, and future plans of the NFC 
project over the past ten weeks. The review by GAO will aid immensely 
in that reassessment. That said, delineated below are our conunente 
and suggested minor revisions to the GAO draft report. 

As the report notes, there have been several delays from the 
original project milestones. Because the NFC is a new entity that 
will consolidate functions currently being performed in various 
offices and agencies throughout the Federal Government, coordination 
of systems development and project management has been extremely time- 
consuming. The AOUSC1s internal assessment of the NFC project 
recognized that a more refined, formalized management process would be 
necessary to increase both the input and accountability of all 
interested parties, and to ensure the successful completion of the 
project. Accordingly, the AOUSC has applied its life cycle management 
paradigm for the development of automated systems to the WFC project. 

The life cycle program divides the NFC project into sight 
distinct phases, each with its own process, milestones, and oversight. 
These steps follow a more traditional and cautious approach to system 
development and are designed to ensure user and stakeholder 
satisfaction. Moreover, it provides for oversight at the very highest 
levels of the AOUSC and the judiciary. 

As part of the life cycle plan, the AOUSC has already begun to 
address GAO's main concern regarding the security of the information 
that will be contained in the NFC’s computer systems. The AOUSC 
recognizes that a thorough risk management plan is needed before the 
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See comment 3. 

See comment 4. 

See comment 5. 

See comment 6. 
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NFC becomee operational. A computer security risk analysis of the 
Fine Center facility is currently in the planning stages and will be 
completed In early 1994. The purpose of this analysis is to identify 
potential threat8 and vulnerabilities to the systems and facilities, 
determine the impact or consequences of those threats, and recommend 
Cost-effective safeguards to reduce the risk to an acceptable level. 
Based on the renultant findings, the existing security, emergency, and 
Contingency plans for the NFC will be updated. A statement of work 
will be mailed to vendor8 by July. 
completed by February 1994. 

The analysis is expected to be 

Moreover, a8 a result of the independent study that was conducted 
in November 1992, modules to the FCS that enhance security, access 
controls, and audit trails, are being completed even now, and will be 
in place prior to going operational. Also, the clerk's office for the 
Eastern District of North Carolina will continue to run a parallel, 
manual system until such time as all security problems are rectiiied. 
Bscauae of delays in syetems development, the Eastern District of 
North Carolina will not go into production phase until early 1995. 

In addition to last November's independent study, the AOUSC has 
contracted for three discrete studies that will assist in developing a 
plan for hardware, space and facilities, and staffing and 
organizational management. The first review, scheduled for completion 
in January 1994, is a methods improvements and work measurement study 
that will design efficiency standard8 and develop staffing algorithm8 
Sor the NFC. The second study, to be completed by tha end of 1993, 
will result in a space and facility plan based on work flow proceasQs, 
procedures, etarfing projections, and implementation schedule. 
Lastly, a computer hardware performance, alternatives, and capacity 
management study is scheduled for July 1993 through January 1994. 
This study will coneider the current database design, user 
requirements, expected number of transactions, and the various 
interfaces. These three ertudies are designed to provide the NFC with 
a tstrategy for growing incrementally with the nationwide expansion. 

The AOUSC believe8 that the above management enhancements are 
positive rtepe that wQre undertaken as a result of the internal review 
to address earlier problems with NFC project development and should be 
80 cited in the GAO report. However, we realize that these steps 
alone cannot en8urQ that the NFC project will become fully operational 
in any specific time-frame because the single biggest factor in 
projecting such a date is the process of reconciliation. Since the 
NFC can accapt only one balance due for each debtor, the 
reconciliation process is crucial to building the database. AS GAO 
notea throughout its report, this proceee is time-consuming and 
cumbersome and cannot be completed until all agencies certify account 
balances for transfer to the NFC database. 

One aspect of this issue that should be noted in the report is 
that coordinating such an endeavor among various agencies in different 
branchee OS government that don't necessarily have the same interests 
can be exceedingly difiicult. Nevertheless, we have been working 
through the problems associated with such an Undertaking. A blueprint 
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for the reconciliation of debtor accounts haQ been developed baaed on 
the expsrience gained in the pilot districts. As this process will 
require a joint effort in each dietrict, largely among the U.S. 
attorneys office, the clerk of court and the chief probation officer, 
the AOUSC and the Executive Office of the U.S. Attorneys have 
developed guideline8 and a recommended approach for conducting each 
reconciliation. Of course, the length of time to complets the 
reconciliation will vary depending upon the number of cases to be 
reconciled. 

As stated, the above agreement should decrease the amount of time 
consumed by the reconciliation process; however, this process will 
still cause considerable delay in bringing the NFC on-line in all 
districte. Conaequsntly, consideration is being given to revisit the 
decieion to enter information about fines and restitution currently 
owed. It is this dscision that requirss the reconciliation effort of 
the various agcrncies' data. Ons alternative would be to go on-line 
with only two classes of caseQ in the databaee: 1) new cases, 
sentenced beginning on a date certain; and 2) prior cases where the 
balances agree immediately among all agencies' records, and the debtor 
is under active supervision of the probation OfiiCQ, or ens of the 
agencies has a current address. All other caees could be handled in 
accordance with the U.S. A-W8 Hanual as cited in footnote 17, 
page 21, of the GAO report. Enactment of such an alternative would, 
of course, require the approval of agency heads, as well a8 the 
Judicial Conference oi the United States. 

On a final housskeepinq note, the GAO report makes repeated 
reference6 to the "Probation Divisional on pages 2, 6, 9, 14, and 24. 
The8e reference8 ehould be corrected to reflect the "probation 
office.11 

Again, the purpose of our comments is not to criticize any aspect 
oi! the GAO study; on the contrary, we believe that the report will be 
a useful tool in bringing this project to fruition. However, we also 
believe that the report Qhould credit the AOUSC for the steps it hae 
taksn to assist in the identification and correction of problems, and 
its proactive management in ensuring that the NFC will become the 
cornerstone ot the criminal debt collection process. 

Thank you for providing us with the opportunity to comment on 
your draft report. Should you have any questions concerning our 
response, or if you require any additional information, please call me 
at 273-1220. 

Sincnrelv, 

Robert M. Crowder 
Program A88QSSment Officer 

cc: L. Ralph Mecham 
William R. Burchill, Jr. 
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The following are GAO’S comments on AOUSC’S June 14,1993, letter. 

GAO Comments 1. We are encouraged that AOUSC has recognized the need to apply a more 
formalized management approach to the project. We supplemented the 
text to note this change. 

2. The text was supplemented to include steps taken to improve computer 
security. According to an AOUSC official, AOUSC anticipates updating its staff 
training to incorporate computer security training for district and NFC 

employees based on the results of this computer security risk analysis. 

3. According to an AOUSC official, these “modules to the FCS” refer to 
computer pro&r amming designed to enhance those aspects of the 
automated Fine Center system. We supplemented the text to note the 
actions AOUSC is taking based on the November 1992 study. 

4. The text was amended to note that the Eastern District of North 
Carolina will continue to operate a manual record system until all security 
problems are rectified. 

5. The text was supplemented to note the studies for developing plans for 
hardware, space and facilities, and staffing and organizational 
management. 

6. We believe it is significant that AOUSC has now recognized that the 
project may not be completed within a given time period. We also believe 
that AOUSC is taking reasonable steps to meet the project’s managerial 
challenges and have so noted in the text. 

7. Changes were made as suggested. 

Page 31 GAO/GGD-93-96 National Fine Center 



Appendix IV 

Major Contributors to This Report 

General Government Edward H. Stephenson, Jr., Assistant Director, Administration of 

Division, Washington, 
Justice Issues 

Steven C. Martin, Assignment Manager 

D.C. 

Office of the General Geoffrey R. Hamilton, Attorney/Advisor 

Counsel, Washington, 
DC. 

Information William D. Hadesty, Technical Assistant Director 

Management and 
Technology Division, 
Washington, D.C. 

Los Angeles Regional Kathleen H. Ebert, Evaluator-in-Charge 

Office 
Aleta L. Hancock, Senior Evaluator 
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