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UNITED STATES GENERALL ACCOUNTING OFFiCE
REGIONAL GFFICE

Room 1992, Federal Building
Seattle, Washington 68174

MAR 18 1983

Mr. Peter T. Johnson, Administrator ”

Bonnaville Power Administration

Departiment off Fnergy 122
P. C. Box 3621 958
portland, Oregon 97208

Dear Mr. Johnson:

Subject: Bonneville Power Administration Control
System's Computer Security--More Needs To
Be Done (B-211147).

As part of our recent review of automatic data processing
(ADT) management at Bonneville Power Administration {Becnneville),
w2 nada a limited review of couputer security at the control
syatem's Dittmer computer center in Vancouver, Washingtoa.
Altnhough Bonneville has made some strides towards developing and
implementing a computer security program, as required in Office
of Managament and Budget (0MB) Circular a-71, Transmitlal
Memorandum Number 1 1/ and Department of Eneugy (DOg) Order
1350.2, 2/ it needs to do more.

Recently Bonneville's Division of System Operations ap-
pointed & computer protection program manager (CPPM), identified
critical and sensitive data processing systems, and assessed
risks and threats to the Dittmer computer center's on-joing
operations. [lowever, during our review we found that:-

--Written computer security procedures for the Dittmer
compuatar center have not been developed or Laplemantad.
The CPPM 511d that he was drafting procedures, but would
not finalize them until hc ensuved their compatibility
with Bonneville's general-purpose computer secarity
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Memorandum Number 1, “Security of Federal Automated Iaformation

Systeins," July 27, 1973.

Z/Department of Energy Otder 1360.2, "Computer Security Program
For Unclassified Cowputer Systems," March 9, 1979.
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procedures which had not yet been completed. We believe
the lack of written computer security procedures provides
the potential for actions or activiities to take place
that could lead to data processing systein or computer
hardware misuse, abuse or loss.

-~An automatic fire suppression system in the Dittmer
computer conter has not been installed. Ever since 1977
Bonneville had discussed whether it should install an
automatic fire suppression system in the Dittmer computer
center, and if so what type it should install. Although
potential for a major fire is remote, the September 1982
risk assessment estimated that damages could range from
$20,000 to $4.1 million tfor the loss of one data proces-
sing system or about $24 million for the loss of the
entire Dittwer computer center. In November 1982, 5 years
after Bonneville began to discuss the need for an auto-
natic fire suppression system, an Office of @nginsecing
and Construction engineer responsible Jor the design of
the automatic fire suppression system stated he was
preparing the final drawings for the computer center's
automatic fire suppression system. If approved, the
automatic suppression system is scheduled for installa-
tion by June 19733, .

--Physical access to the Dittmer computer center has not
been appropriately restricted. Physical access to the

: control system's computer center is by card key, and com-

! bination lo~k. 1In September 1982, 112 persons from the

! Division of System Operations had access to the Dittuer

} puilding's basement area where the computer center i

: located. These personnel included the Director, secre-

; raries, clerk-typiste, electrical engineers, control

: systems monitors, systems dispatchers, and computer
specialists. In addition, 159 persons from outside the
Division of System Operations had access to the building's
basemant avea. Furthermore, in September 1932 tne aoim-
clated risk assassment reported that the combination locks
for the coaputer operations area had not been changed Loc
at least a vear, and nearly everyone in the Dittmec
Building knew the combination. In January 1983, the CPPM

‘ confirmed that the combination of the computer center door

| locks were still unchanged. In our opinion, access to a

computer operations arsa containing wore than $10 wmillion

of computer hacdware should be limited to only persons who

routinely work in the computer operations area. This

rastriction minimizes the opportunity for tamzecing,

misuse, thef:, and vandalism to the comnuter hardware and

data processing systems. Others using the conputer opera-~

tions area infrequently suould be escorted.
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~-A contingency plan for the Dittmer computer has noct been
fully developed. In November 1982 the CPPM said that he
was drafting coatingency plan procedures. The Sentenber
1982 risk analysis noted that if one of the primary com-
puter processors became nonoperational, most of the data
processing systems had a second computer processor avail-
able to ensure that contrcol system's operations could
continue., However, becauss primary and backup computer
processors sit side by side a major disaster (such as
fire, earthquake, or flood) at the computer center could
render the data processing system's dual computer proc-
essors nonoperational. If both computer processors
were inoperable, Bonneville would have to operate the data
systems manually. Revenues lost to Bonneville because of
manual operation for just 3 days can range from just a Low
dollars to $150,000, depending on the system that was not
operating. According to the CPPM, Bonneville will eval-
uate the feasability of making the contvnl systewn's
East2rn control computer center at Mouses Lake, Washington
the off-site computer backup location for the major Jata
processing systems.

Bonneville will have to correct these conditions at the
hittmer computer center before it can fully iastall a comsakter
security program. To ensure that progress continues, we recom-—
wnend that you:

--Develop a time phased action plan and feedback vrocedures
to (1) complete the Dittmer computer center security
procedures; (2) install a fire suppression system at the
ccmputer center; (3) evaluate Division of System
Operations policies and procedures regarding physical
access to the computer center; and (4) complete,imple-
ment, and test the computer center's contingency plan.

~=pAfter the computer secucity program is implementad, direct
the chief auditor to periodically rewview tue computer
centers security program's implementation and its compli-
ance with OB Circular A-71 fransmittal Memorandum Number
1 and DOX Order 1360.2.

We ave sending copies of this report to the Director, Office
of Managw=inent and Budget; and the Secretary of Energy. We appre-
ciate the courtesies and coopaeration extended to our representa-
tives daring our review.

Sincerely yours,
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walter H. hehson
Regional Manager





