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the heads of federal agencies report annually to the President and the Congress on the
condition of these systems and on their actions to correct the weaknesses identified.

This is GAO’s fourth governmentwide report on federal efforts to strengthen internal control
and accounting systems under the act. It illustrates the types and severity of the internal
control and accounting system problems that exist throughout the government and the need
for a vigorous program to correct these problems. These problems cost the taxpayer billions
of dollars, result in ineffective programs, and paint a picture of federal agencies unable to
manage their programs and fully account for their assets. The continuing existence of serious
internal control and accounting system weaknesses reinforces the need for intensified actions
to strengthen controls across the government and for comprehensive reform of the

government’s accounting systems.

This report recommends several actions by the Office of Management and Budget and the
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internal control and accounting systems throughout the government. It also discusses how
GAO will place greater emphasis on selected high risk areas within the government and
develop actions to correct the problems in those areas.

We are sending copies of this report to the Director of the Office of Management and Budget
and the heads of federal agencies. We call on them to emphasize the importance of strong
internal control and accounting systems and to take steps to improve implementation of the
act.
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Executive Summary

.
Purpose

This is the General Accounting Office’s (GA0) fourth overall report on
the implementation of the Federal Managers’ Financial Integrity Act of
1982. It discusses GAO’s views on the condition of internal control and
accounting systems within the government; the types of systems prob-
lems that agencies have faced and continue to face; and their efforts to
correct the system weaknesses identified and reduce the occurrence of
fraud, waste, abuse, and mismanagement in federal programs. Because
of the seriousness and continuing nature of the deficiencies noted in this
report and the lack of satisfactory progress in correcting them, this
report also contains recommendations to strengthen governmentwide
implementation of the act.

Background

Results in Brief

The Congress passed the Financial Integrity Act in an attempt to
improve the government'’s ability to manage its programs. It recognized
that strong internal control and accounting systems help ensure proper
use of funds and resources, compliance with laws and regulations, and
preparation of reliable financial reports for oversight and decision-
making.

The act requires the head of each agency to report annually to the Presi-
dent and the Congress on the condition of agency internal control and
accounting systems. The report must describe the material internal con-
trol weaknesses identified and agency plans for correcting them, and
state whether the agency’s accounting system conforms to the Comp-
troller General’s accounting principles, standards, and related require-
ments. The act holds agency managers publicly accountable for
correcting deficiencies noted.

The most pressing crisis facing the government today is the federal
budget deficit and the growing accumulation of debt. The burdens of the
government’s estimated $139 billion share of the savings and loan crisis
cleanup costs, Federal Housing Administration losses of $4.2 billion, and
the continuing growth of the $89 billion of uncollected delinquent debts
and taxes owed the federal government represent only a few of the dif-
ficulties facing the administration and the Congress in their efforts to
improve federal programs and stem the tide of red ink. Each of these
problems, with its attendant cost to the taxpayer, represents a failure
that could have been substantially reduced by a more effective system
of internal controls.
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Executive Summary

Principal Findings

While the government’s efforts to strengthen its programs and imple-
ment the act have evolved over time and agencies have reported achiev-
ing some success in identifying and correcting material internal control
and accounting system weaknesses, these efforts have clearly not pro-
duced the results intended by the Congress when passing the act. Seven
years after the Financial Integrity Act became law, it is evident that

the government does not currently have the internal control and
accounting systems necessary to effectively operate many of its pro-
grams and safeguard its assets;

many of the weaknesses are long-standing and have resulted in billions
of dollars of losses and wasteful spending;

major government scandals and system breakdowns serve to reinforce
the public’s perception that the federal government is poorly managed,
with little or no control over its activities; and

top-level officials must provide leadership if this situation is to ever
change.

Widespread Internal
Control and Accounting
System Problems Remain

The government continues to be plagued by serious breakdowns in its
internal control and accounting systems. Management deficiencies, pro-
gram abuses, and illegal activities cost the taxpayers billions of dollars
and undermine their confidence in the government. This situation is
unacceptable under any circumstance, but becomes even more serious in
light of overwhelming budget deficits. The scandal at the Department of
Housing and Urban Development (HUD), for example, has seriously
impacted several of the nation’s housing programs and the integrity of
government. HUD, however, is not alone. The Director of the Office of
Management and Budget (OMB) recently testified before the Senate Com-
mittee on Governmental Affairs that ‘“The recently-exposed HUD prob-
lems are not unique, not merely peculiar to a particular agency under
what some have described as absentee management. . . . There are anal-
ogous problems in other agencies.”

Other examples of deficiencies in federal programs follow.
Delinquent debts and taxes continue to grow and are now reported at

over $89 billion. The Internal Revenue Service, which has seen its
receivables increase to over $50 billion, a threefold increase since 1981,
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Executive Summary

has been plagued by the lack of accurate receivables information which
has inhibited its efforts to collect these debts. (See chapter 2.)

Federal agencies are spending billions of dollars developing and acquir-
ing automated systems and are experiencing massive problems in the
process. Design flaws, misjudgments in requirements, and poor program
management caused the Navy to halt installation of a new automated
management information system after spending an estimated $230 mil-
lion over 9 years to develop the system. Unfortunately, the Navy’s
experience is not an exception. (See chapter 2.)

The Department of Defense has historically had problems managing its
spare parts inventories. From 1980 to 1988, the value of unneeded sec-
ondary inventory items almost tripled, going from $10 billion to $29 bil-
lion. (See chapter 2.)

The federal government continues to rely on accounting systems that,
despite improvement efforts over many years, have serious problems.
Existing systems are antiquated; in a general state of disrepair; costly to
operate and maintain; and do not produce the complete, timely, and reli-
able financial data needed to help make policy and management deci-
sions. All but 1 of the 18 agencies GAO reviewed reported material
weaknesses in their accounting systems. (See chapter 2.)

Managers See Mixed
Results From Financial
Integrity Act Efforts

The Financial Integrity Act has had some results in focusing managers’
attention on agency problems. Senior agency executives and the mana-
gers responsible for day-to-day operations of programs, in responding to
a GAO questionnaire, perceived that internal controls have improved as a
result of the act and identified benefits that resulted from the evalua-
tions conducted. This is in sharp contrast to the early years of the act’s
implementation when managers were largely critical of the process,
which they characterized as a paper exercise.

At the same time, federal managers’ questionnaire responses identified a
number of areas where greater emphasis is needed. Almost one-half of
the federal managers responsible for implementing the act had received
no training concerning the conduct of risk assessments, internal control
evaluations and other functions essential to effective implementation of
the act. Also, managers reported that a significant number of agency
activities had received one or no evaluation of their control systems
since 1982. (See chapter 3.)
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Executive Summary

Greater Top-Level
Leadership Is Needed

Unless something more is done to correct agency internal control and
accounting system weaknesses, major losses of federal funds and the
collateral incidents of fraud and abuse will continue. Most of the prob-
lems are known and, in many instances, have been known for years, but
they remain uncorrected. Timely and effective corrective action has
been a problem. Agencies must increase their efforts to correct the
weaknesses, ensure proper control and accountability over their pro-
grams, and ensure the existence of the efficient and effective federal
programs that the American public expects and deserves.

In October 1989, oMB issued to each of the 16 largest agencies a critique
of agency reporting under the act, a listing of agency highest risk areas,
and a listing of key elements necessary to achieve early identification
and correction of problems. OMB’s actions respond to GAO’s primary con-
cern that major problems must receive high-level priority attention, and
they address several of the recommendations made by the Internal Con-
trol Interagency Coordination Council in its July 1989 report to the Pres-
ident’s Council on Management Improvement. A number of other
important recommendations in that report remain to be addressed,
including

linking the Financial Integrity Act internal control review and reporting
process to the budget;

providing for and promoting senior management involvement in the
internal control process;

identifying, in annual reports, agency actions to correct weaknesses; and
validating that corrective actions have been accomplished and were
effective. (See chapter 3 and appendix V.)

.~ -
Recommendations

GAO, which participated in the Council study, strongly endorses the rec-
ommendations of the Internal Control Interagency Coordination Council
and recommmends that oMB take prompt action to ensure that agencies
implement them,

GAO further recommends that OMB increase its oversight of agency inter-
nal control and accounting system evaluation, reporting, and corrective
action processes to ensure that the agencies are effectively implement-
ing the act.

GAO believes that the Congress can significantly contribute to effective
corrective action through its oversight role. GAo recommends that the
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Executive Summary ’ 4

Congress, through its authorizing, appropriations, and oversight com-
mittees, hold annual hearings using Financial Integrity Act reports,
plans for corrective actions, and agency financial statements as the focal
point in the process of reviewing agency actions to correct internal con-
trol and accounting system weaknesses. Such annual hearings could help
assure the Congress that corrective measures are actually implemented.

The widespread occurrence and significant dollar and programmatic
impact of the weaknesses in federal accounting systems, in particular,
highlights the need for a new approach to federal financial management.
GAO urges the Congress to enact legislation which would

establish a Chief Financial Officer of the United States with responsibil-
ity for, among other things, developing and implementing a long-range
financial management improvement plan for the government;

set up chief financial officers in each major agency; and

require the annual preparation and audit of agency financial statements.

GAO believes the above recommendations are critical for meaningful
financial reform to take place, and, if implemented, will help bring about
the purpose of the Congress when it passed the Financial Integrity Act.

For its part, GAO is intensifying its efforts to help the Congress and the
agencies identify those programs with critical weaknesses in their inter-
nal control and accounting systems that are most likely to result in
material losses. This program will initially include

identifying the major areas GAO believes to be most vulnerable;
focusing, in conjunction with efforts of agency management and the
inspectors general, on the root causes of serious long-standing weak-
nesses to develop approaches to solve the problems;

monitoring agency corrective actions and reporting the results to the
appropriate congressional committees; and

recommending the legislative action necessary to ensure that corrective
measures are implemented.

Agency Comments

This report primarily summarizes problems and actions previously iden-
tified in agency Financial Integrity Act or GAO reports. Therefore, GAO
did not obtain official comments from the 18 agencies included in this
report. GAO obtained comments from OMB officials, and they agreed with
the report’s thrust and recommendations to OMB.
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Chapter 1

Introduction

Requirements of the
Act

In 1982, the Congress passed the Federal Managers’ Financial Integrity
Act (Pub. L. No. 97-2565, 96 Stat. 814 (September 8, 1982)) to strengthen
internal control' and accounting systems throughout the federal govern-
ment and reduce fraud, waste, abuse, and misappropriation of federal
funds. (See appendix I.) At that time, audits of government programs
and media reports identified an almost never ending trail of serious
problems in areas cutting across all agencies and programs. That situa-
tion has changed little since 1982. Adding to these problems is the need
to manage the government’s rising debt of $2.8 trillion. Together, the
deficiencies'identified in federal programs and the massive debt con-
tinue to paint a picture of federal agencies that are unable to manage
their programs and properly control and fully account for their
resources.

This, our fourth report on the efforts of the 18 largest federal depart-
ments and agencies? to implement the act, illustrates the seriousness of
the internal control and accounting system problems encountered in
recent years and the need for a vigorous program to correct these prob-
lems. It also provides the perspectives of various levels of agency man-
agement on the effect of the act and the benefits and problems resulting
from their implementation of it.

The act is a brief, concise, straightforward document. Section 2 of the
act requires that agency systems of internal control comply with inter-
nal control standards prescribed by the Comptroller General and pro-
vide reasonable assurance that

obligations and costs are in compliance with applicable laws;

funds, property, and other assets are safeguarded against waste, loss,
unauthorized use, or misappropriation; and

revenues and expenditures applicable to agency operations are properly
recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain accountability
over the assets.

The act’s application is very broad and covers the programs, activities,
operations, and functions of federal agencies. The act addresses the

For purposes of the act, the terms internal controls, internal accounting and administrative controls,
and management controls are synonymous.

2The 18 agencies account for about 95 percent of the federal government’s expenditures.
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Chapter 1
Introduction

Brief History of the
Governmentwide
Efforts to Implement
the Act

entire range of policies and procedures (e.g., internal controls) that man-
agement employs to perform its mission efficiently and effectively and
to provide a full accountability to the taxpayer. In passing it, the Con-
gress took a major step forward by requiring that the head of each exec-
utive agency report annually, to the President and the Congress, on the
status of agency internal control systems, and by holding managers pub-
licly accountable for correcting weaknesses in those systems. The act
further required

the Comptroller General to establish internal control standards with
which executive agency systems of internal control shall comply, and
the Office of Management and Budget (OMB) to prepare guidelines for
agency use in developing the internal control review and evaluation pro-
grams needed to support the agency head’s annual report.

Section 4 of the act requires that the agency head’s annual Financial
Integrity Act report include a separate report on whether the agency’s
accounting system conforms to the Comptroller General’s accounting
principles, standards, and related requirements.? Here also, the act’s goal
is for agencies to recognize their accounting system problems and to cor-
rect them so that the government has first-rate systems.

Executive agencies faced a major challenge in implementing the act. The
first annual Financial Integrity Act reports were due by December 31,
1983. Between October 1982 and December 31, 1983, each agency had to
develop and implement an agencywide internal control evaluation and
reporting process that provided the information needed to support the
first agency head report to the President and the Congress.

Before developing their implementation procedures and beginning the
required evaluations, agencies needed some central, governmentwide
direction on how to implement the act and standards against which to
evaluate their control systems. OMB provided the implementation guid-
ance in December 1982 when it issued its “Internal Control Guidelines.”
This document provided agency management with guidance on the

3GAO’s Policy and Procedures Manual for Guidance of Federal Agencies contains the principles, stan-
dards, and related requirements to be observed by federal agencies. Specifically, Title 2 prescribes the
overall accounting principles and standards, while Titles 4, 5, 6, and 7 specify requirements gov-
erning claims; transportation; pay, leave, and allowances; and fiscal procedures, respectively. Agency
accounting systems must also comply with the Comptroller General’s internal control standards, as
well as requirements set forth in the Treasury Financial Manual and OMB circulars.
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Chapter 1
Introduction

Previous GAO
Financial Integrity Act
Reports and
Testimony

development of plans for evaluating, correcting, and reporting on its
internal control systems.

The General Accounting Office (GA0O) provided the second form of guid-
ance when it issued “Standards for Internal Controls in the Federal Gov-
ernment”’ in 1983. Like the act, these internal control standards apply to
program and general management as well as the traditional internal
accounting and administrative control areas.

In addition, each year since passage of the act, GAO, OMB, and the offices
of inspector general have provided assistance to aid federal agencies in
understanding internal controls, developing evaluation and reporting
systems, and preparing the annual reports.

We have monitored federal efforts to implement the act since 1983. Our
first overall report* characterized the initial agency efforts to assess and
report on the status of their internal control systems as a learning
experience. The need existed for more effective identification and cor-
rection of material internal control weaknesses and a more accurate
description of the status of the internal control systems. We recom-
mended that OMB improve its guidance to agencies on evaluating and
reporting on internal control systems.

Our second governmentwide report’ summarized many of the internal
control and accounting system problems facing the government and
noted that the internal control system assessment activities often did
not result in reliable and useful information to agency managers.
Agency personnel widely criticized the assessment processes as
paperwork exercises. The report reiterated the recommendations con-
tained in our first report.

In June 1986 testimony before the House Committee on Government
Operations, the Comptroller General reemphasized the seriousness of

“Implementation of the Federal Managers’ Financial Integrity Act: First Year (GAO/0CG-84-3,
August 24, 1984).

5Financial Integrity Act: The Government Faces Serious Internal Control and Accounting Systems
Problems (GAO/AFMD-86-14, December 23, 1985).
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Chapter 1
Introduction

the internal control weaknesses facing the government and the impor-
tance of correcting those problems in a more timely manner.s Specifi-
cally, he cited a need for

managers to focus on risks when identifying systems needing improve-
ment rather than waiting for major breakdowns to occur before taking
action,

strong central leadership and coordination of financial management
improvements,

a commitment of resources for such improvements, and

continued congressional support.

Our third governmentwide report’ provided an overall perspective on
the progress agencies had made since the act’s passage, the internal con-
trol and accounting systems problems that remained, and identified
some efforts under way to correct those problems. We pointed out that
long-standing problems needed sustained attention from agency manage-
ment and continued to plague federal programs.

We also discussed the poor condition of internal controls over federal
programs and the governmentwide impact this has had on efficient and
effective program operations in our recent transition series report on
financial management.® The report concluded that the administration
and the Congress need to clearly articulate priority and support for
internal control improvement initiatives. In addition, we called on the
new administration to

give priority to correcting known, long-standing internal control prob-
lems and

hold leadership at those agencies with internal control problems
accountable for improving internal controls.

In addition, the report discussed

64The Government Faces Serious Internal Control and Accounting Systems Problems,” Statement of
Charles A. Bowsher, Comptroller General of the United States, before the House Government Opera-
tions Committee, delivered on June 4, 1986.

?Financial Integrity Act: Continuing Efforts Needed to Improve Internal Control and Accounting Sys-
tems (GAO/AFMD-88-10, December 30, 1987).

8Financial Managerent Issues (GAO/OCG-89-7TR, November 1988).
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Chapter 1
Introduction

Objective, Scope, and
Methodology

the need for agency inspectors general to emphasize the review of inter-
nal control systems and make managers fully aware of the internal con-
trol implications of audit findings and

the need for a major accounting system reform initiative establishing a
chief financial officer structure in the government and a long-range,
governmentwide financial management improvement plan.

The objective of this review is to discuss the overall condition of internal
control and accounting systems within the federal government and to
recommend actions to strengthen and accelerate implementation of the
act. To accomplish this objective, we focused on four key questions.
First, what have the Financial Integrity Act activities of the 18 largest
federal agencies (see appendix II) accomplished since passage of the act?
Second, do any problems exist that reflect areas needing more attention
in order to make agency implementation of the act more effective?
Third, what is the current condition of internal controls over federal
programs and activities? Finally, what can the federal government do to
further strengthen internal controls and better meet the objectives of
the act?

To answer these questions, we

reviewed the information contained in the annual agency Financial
Integrity Act reports and in the three governmentwide GA0 Financial
Integrity Act reports that discussed the progress agencies had made
since the act’s passage, the internal control and accounting system prob-
lems remaining, and efforts under way to correct the problems;
obtained, through questionnaires and interviews, perceptions and his-
torical information concerning the act from several levels of agency
management (see appendix III for a description of the data collection
methodologies used);

discussed agency implementation and the effects of the act with the
inspector general or chief audit official in each agency included in our
review;

reviewed GAO audit and other audit organization reports that identified
internal control and accounting systems weaknesses in agency pro-
grams, activities, organizations, and functions; and

reviewed GAO testimony and speeches, OMB reports, and news media arti-
cles that discussed internal control and accounting system weaknesses
and corrective actions.
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obtained comments from omB, which oversees federal agency implemen-
tation of the act, and it concurred with the report’s contents. We did not
obtain comments from the 18 agencies included in our review because
this report addresses the governmentwide effort to strengthen internal
control systems. For illustrative purposes, the report discusses previ-
ously issued GAQ, inspector general, and agency reports which address
agency-specific problems and make recommendations for corrections.
This fourth governmentwide report also presents a compilation of
agency managers’ perceptions of the act and of the condition of internal
controls within their programs and activities.

In preparing this report, we did not independently evaluate the ade-
quacy of agency internal control and accounting systems and agency

reported correctlve actions. Instead, we analyzed the agencies’ reports
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internal control problems and agency corrective actions.

Federal agencies have 7 years of experience under the act in which to
evaluate and correct their internal control system problems. In chapter
2, we discuss the seriousness of the problems agencies are still experien-
cing and the need for effective initiatives to correct these problems. In
chapter 3, we discuss the perceptions of agency managers and audit offi-
cials about the impact that the act has had on program efficiency and
effectiveness and some problems encountered in implementing the act.
We also discuss agency and oMB efforts to strengthen implementation of
the act and to better focus on needed corrective actions. Chapter 4 con-
tains recommendations for actions needed by oMB and the Congress to
strengthen internal control and accounting systems in federal agency

programs and highlights GAO’s program for addressmg high rlsk areas in
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Chapter 2

Internal Controls: Agency Experiences and
Future Directions

Control Weaknesses
Span a Broad Range of
Activities

Since passage of the Financial Integrity Act in 1982, federal agencies
have conducted tens of thousands of assessments and other evaluations
of their internal control and accounting systems, developed and imple-
mented actions to correct weaknesses identified, and reported the
results to the President and the Congress. According to OMB statistics,
through 1988, the 18 agencies included in our review identified about
2,200 material weaknesses in their internal control systems.

Despite the reported correction of 1,800 material weaknesses, the condi-
tion of controls throughout the government remains poor. Agencies do
not currently have the internal controls necessary to effectively manage
their programs and safeguard their assets. Serious weaknesses exist in
each of the 18 agencies included in our review. There is a seemingly
never ending and costly trail of mismanagement, abuse, and illegal acts
involving federal programs. One need only look at the Department of
Housing and Urban Development to find an agency rocked by disclo-
sures of widespread instances of mismanagement, theft, favoritism, and
influence peddling involving billions of taxpayer dollars. Results of
these disclosures have been the Secretary’s suspension of three agency
housing programs and a discrediting of government.

In this chapter, we will look at the types of internal control and account-
ing system problems that agencies must resolve if they are to make the
goals of the Financial Integrity Act a reality. We highlight agency and
governmentwide initiatives to correct these weaknesses, and discuss
actions needed to strengthen internal control and accounting systems
over federal programs.

Agency self-evaluations of internal control and accounting systems and
GAO, 1G, and other audit organization reports have identified material
internal control system weaknesses in agency programs each year since
implementation of the act. These weaknesses cover a broad range of
functions and cut across all phases of the government’s operations.
They can have a serious impact on the ability of the programs involved
to meet their intended objectives and collectively put the government at
high risk.

Federal programs operate in an ever changing environment. Implemen-

tation of new programs, changes in existing program objectives, person-
nel turnover, and use of new technologies can all affect the condition of
controls over government programs. Therefore, to some extent, the con-
tinued identification of material internal control and accounting system
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Chapter 2
Internal Controls: Agency Experiences and
Future Directions

weaknesses is not unexpected. The Financial Integrity Act called for
ongoing agency self-evaluations of their internal control and accounting
systems to help ensure that the weaknesses that arise over time are
identified and corrected.

Table 2.1 summarizes the number of the 18 agencies included in our
review that have reported uncorrected material weaknesses in each cat-
egory as of the end of each of the first 6 years of the act. As in our three
previous governmentwide Financial Integrity Act reports, we separated
these weaknesses into eight broad categories which depict a wide range
of activities experiencing problems.:

Table 2.1: Comparison of the Number of
Agencies Reporting Material
Weaknesses by Category

Number of Agencies

Category 1983 1984 1985 1986 1987 1988
Procurement 14 14 13 13 11 10
Credit management 13 13 14 11 8 7
Eligibility and entitiement

determinations 9 10 9 8 5 4
Cash management 12 12 12 13 6 8
Automated data processing 10 14 17 17 13 13
Property management 14 15 16 16 9 10
Financial management and

accounting systems 17 17 17 17 15 172
Personnel and organizational

management 10 12 11 16 12 10

3Aithough NASA's 1988 Financial Integrity Act report identified no accounting system noncon-
formances, OMB recently identified financial systems as a high risk area within NASA.

These numbers do not tell a complete story, however, because they do
not provide insight into the seriousness of individual weaknesses
reported. In the remainder of this chapter, we will complete the picture
by discussing material weaknesses in each of the eight categories.

Procurement

The acquisition of goods and services involves substantial federal out-
lays. The government spends about $200 billion annually on 22 million
contracts for goods and services. It is important, therefore, to have
strong internal controls over agency procurement processes in order to
protect this large investment and to ensure that only needed goods and

'We renamed the category “Grants, Loans and Debt Collection Management” to “Credit Management”
to be compatible with discussions in the administration’s fiscal year 1990 Management of the United

States Government report.
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services are ordered, prices paid are reasonable, and goods delivered
meet quality standards.

Procurement problems cost the government billions of dollars annually,
but the cost is not restricted to dollars. Faulty procurement practices
and weak controls have resulted in the acceptance of defective or below
specification parts, cost overruns, and increased risk of injury and loss
of life.

The Department of Defense (DOD) procurement system is probably the
largest and most complex in the world and managing it has always been
formidable. In the area of the implementation of strong internal control
systems, the Department has tended to be reactive rather than proac-
tive. Common problems include cost growth, extremely long acquisition
time, and program stretchouts resulting in inefficient production rates.
Together with the disclosures resulting from procurement scandal inves-
tigations, these problems raise serious questions about pDOD’s ability to
effectively manage its acquisition programs. Examples of procurement
weaknesses within DoD follow.

The Air Force contracted for the production of a new strategic bomber,
the B-1B. A fast paced production schedule, driven by the need to meet
an early initial operational capability date, conflicted with the orderly
completion of B-1B development and flight testing. After spending over
$30 billion, however, the B-1Bs do not work as planned. (See Gaoy
NSIAD-88-13 and GAO/T-0CG-89-27.)

In July 1988 testimony before the Senate Armed Services Committee, we
cited a case in which the Commander of the Naval Security and Investi-
gative Command, in October 1987, reported instances of procurement
fraud, such as conflict of interest and bribery. He also indicated that
several of the Command’s ongoing and recently closed investigations
involved high-ranking Naval officers and high level Navy Department
civilians. The Navy official indicated that emphasis must continue to be
given to compliance with existing systems and assigning personnel
responsibility for proper operation of those systems. (See GAO/T-
NSIAD-88-38.)

The Department of Defense is not the only agency experiencing procure-
ment problems. The General Services Administration (GSA), which plays
a major leadership role in implementing procurement policy within the
federal government, has also experienced serious internal control weak-
nesses in the procurement area. The new federal telecommunications
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system, FTS 2000, is an example. This system is designed to make avail-
able a comprehensive range of advanced voice, data, and related tele-
communications services. In an August 1987 report, we noted that GSA’s
overall strategy for identifying and meeting the governmentwide tele-
communications requirements was based on inadequate knowledge of
the range of government needs and that Gsa gave insufficient considera-
tion to potentially attractive alternative technical strategies. Since GsA
did not conduct a complete analysis of the range of alternatives for sat-
isfying federal telecommunication requirements, questions arose as to
whether FTS 2000 was optimal either technically, economically, or con-
tractually. (See GAO/IMTEC-89-6, GAO/IMTEC-87-42, and GAO/IMTEC-88-24.)

The President’s fiscal year 1989 and 1990 Management of the United
States Government reports (Management Report) and a July 1989 Secre-
tary of Defense plan discuss initiatives to address weaknesses in pro-
curement practices. Many of the reform activities are based on
recommendations of the Blue Ribbon Commission on Defense Manage-
ment (the Packard Commission) and relate to underlying procurement
principles and policies as well as the procurement processes themselves.
Some of these initiatives include: (1) consolidating and simplifying the
statutory and regulatory base of federal procurement, (2) streamlining
the development of governmentwide procurement regulations,

(3) rescinding unnecessary regulations, (4) increasing competition in the
award of government contracts, (5) applying commercial techniques to
small purchases, (6) improving procurement data collection, (7) improv-
ing the competence and calibre of the procurement work force, and

(8) restoring the authority of contracting officers.

If the reform activities are implemented and result in improved controls
over the procurement process, federal agencies can better ensure that
what we buy meets our needs and that prices paid are reasonable with-
out large cost overruns or program stretchouts. However, these prob-
lems are long-standing and will require a sustained commitment to
convert plans and initiatives to solid actions that work to correct the
problems.

Credit Management

The management of federal credit programs and collection of amounts
owed the government by those participating in these programs is an
ever growing problem, Taxpayers, loan recipients, users of federal land
and resources, and others owe the government billions of dollars. Fed-
eral loan programs often extend credit on easier terms and conditions
than are available in the private sector in order to meet legislated policy
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objectives and accomplish a variety of social and economic goals.
According to the President’s fiscal year 1990 Management Report, total
1988 federal receivables were $316 billion, and about 28 percent, or
$89 billion, was classified as delinquent. Overdue taxes accounted for
about 64 percent of the delinquencies.

During the 1970s and 1980s, GAO emphasized the need for proper
accounting for receivables and greater use of commercial practices in an
effort to collect delinquent debts, but debt collection continues to be a
serious problem. Some examples of weaknesses encountered in the
credit management area follow.

We reported recently that the number of outstanding student loans
insured by the Department of Education has grown rapidly, increasing
by 100 percent from 1982 to 1987. During that same period, defaults
increased by 280 percent. Almost 20 percent of all students who
received their last loan in 1983 had defaulted by September 1987. We
have reported instances where (1) guaranty agencies (federal depart-
ments) fail to use available collection tools, such as the IrS tax refund
offset, the resources of state offices, and contract collection agencies,
(2) guaranty agencies have failed to follow their own collection stan-
dards and have not required lenders to do so, and (3) educational insti-
tutions admit students who have little chance of success and who are
highly likely to default on their loans. (See GAO/HRD-88-72 and GAO/OCG-89-
18TR.)

In 1987 and 1988, the IrS reported a material weakness related to
accounts receivable. The fiscal year 1987 report noted that IrS’ delin-
quent accounts receivable balance was about $51 billion—almost three-
fold the approximately $18 billion reported in fiscal year 1981. 1rs’
Internal Audit Division estimated that about $33 billion of the balance
was collectible, but Irs had little detailed information on how much of
the accounts receivable inventory could be collected and did not know
what collection tools would be most effective. As a result, IRS has been
unable to effectively reduce the growth of accounts receivable and col-
lect delinquent taxes. The IRS contracted with a consulting firm to iden-
tify why accounts receivable have grown so rapidly and to discuss the
changes that 1rs should make in monitoring and reporting on accounts
receivable. The consultant issued a final report in April 1988, and,
according to the IRS’ fiscal year 1988 Financial Integrity Act report, the
IRS was studying the report’s recommendations. (See GAO/GGD-89-1, GAO/
IMTEC-88-41, and GAO/0OCG-89-26TR.)
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The government has taken several actions to address the credit manage-
ment problems. The Reagan administration designated oMB as the focal
point for debt collection initiatives. In addition, the Congress passed the
Debt Collection Act of 1982, Treasury’s Financial Management Service
issued guidance on credit management and debt collection, OMB pre-
scribed policies and procedures for managing federal credit programs
and instructed agencies to follow a nine-point credit management pro-
gram,? and Treasury issued ‘“Managing Government Credit: A Supple-
ment to the Treasury Financial Manual.”

Agencies have also reported making progress in improving their credit
management. Examples of reported improvements follow.

Federal agencies have begun offsetting federal employees’ salaries to
collect delinquent loans. In 1987 and 1988, five major agencies—the
Departments of Agriculture, Education, Housing and Urban Develop-
ment (HUD), Veterans Affairs (vA), and the Small Business Administra-
tion—matched their delinquent accounts with federal employment
rosters. Over 140,000 federal employees were found to be delinquent on
federal debts valued at almost $500 million. The agencies sent the debt-
ors 30-day notice letters and implemented offset procedures. oMB
reported that, as of the end of November 1988, employees had repaid
$58 million, most of which ($55 million) was from debts owed to the VA
and the Department of Education.

A pilot program, which we recommended in the late 1970s, authorized
by the Deficit Reduction Act of 1984, allows delinguent debts owed to
the federal government to be offset against tax refunds due to the
debtor. The Congress has extended the authority for the program to
January 1994. Under the provisions of the act, federal agencies send
delinquent debtors notices of intent to offset any tax refund to which
the debtor may be entitled. Each year, agencies provide the IRS with a
list of those debts that are not repaid, renegotiated, or otherwise
resolved for matching against tax returns and subsequent offset of any
refund due. As of October 1989, Treasury reported that the offset pro-
gram had recovered over $1.2 billion in the past 3 years.

*The nine-point program focuses on credit management initiatives in each of the credit cycle
phases—Iloan origination, account servicing, loan collection, and write-offs. To the extent allowed by
agencies’ legislation, the nine-point program instructs agencies to implement initiatives under each
credit cycle phase.
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Despite these efforts, the government’s need to effectively manage its
credit programs has become acute, with delinquencies constantly grow-
ing. More emphasis must be placed on the use of available credit man-
agement tools, such as private collection agencies and reporting of
delinquent debtors to credit bureaus. Agencies must improve their
accounting systems to help ensure that management has the information
needed to collect the government’s delinquent debts. Independent audits
of debts owed the government are essential to properly manage debt col-
lection activities.

Eligibility and Entitlement
Determinations

Eligibility and entitlement determinations impact a large portion of
America’s citizens through programs which affect housing, education,
farming, and retirees’ lives. Historically, weaknesses in this area have
resulted from such factors as applicant fraud, lack of controls over key
information, and failure to effectively use management information sys-
tems to identify program abusers. The current environment of federal
deficits and funding reductions makes it even more imperative to ensure
that all decisions concerning eligibility and entitlements are sound. The
following section provides examples of weaknesses in this area and
actions taken to correct them.

The Health Care Financing Administration (HCFA), which is responsible
for administering the Medicare program, contracts with private firms,
often insurance companies, to pay hospital claims. In a January 1987
report (GAO/HRD-87-43), we discussed erroneous Medicare payments and
estimated that during 1985, Medicare paid at least $527 million in hospi-
tal costs that should have been paid by other insurers. In a November
1988 follow-up report, we noted that HCFA had not acted on our earlier
recommendations to strengthen internal controls. As a result, Medicare
contractors were still not using available information to collect on claims
that other insurers should have paid ahead of Medicare. In one case,
HCFA estimated that one of its largest contractors (and a major indepen-
dent health insurance company from the contractor’s state) had not
reimbursed Medicare for about $10 million in erroneous claims. We
found that the contractor’s private business should have paid these
claims before Medicare but had not done so. This problem continues in
1989. (See GAO/HRD-87-43 and GAO/HRD-89-19.)

The Department of Veterans Affairs has cited problems with the Civil-
ian Health and Medical Program (cHAMPVA) since 1983. This program
pays for hospital care and doctor visits for certain spouses and depen-
dents of members of the armed forces. The primary weakness concerns
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the need for reverification of CHAMPVA eligibility to ensure that only eli-
gible individuals receive benefits. The Department reported that it took
action and that the weakness was corrected in 1986; however, VA rees-
tablished it as a material weakness in 1987 after a review by the inspec-
tor general revealed that about 19 percent of those receiving benefits
were ineligible.

While serious problems remain, some agencies have reported improve-
ments in the eligibility and entitlement area. The President’s fiscal years
1989 and 1990 Management Reports noted the following improvements:

Agencies managing programs where creditworthiness is a criterion for
credit eligibility are purchasing credit bureau reports to aid in their
decision-making.

Loan application forms for federal financial assistance have been
revised and now include a question as to whether the applicant is delin-
quent or has defaulted on any federal debt. Furthermore, if a debt is
delinquent or in default, agencies cannot provide additional financial
assistance until payment is made in full or satisfactory repayment
arrangements are made with the agency to which the debt is owed.

These actions will improve the basic internal controls over the programs
affected, but they are not sufficiently responsive to the seriousness of
the eligibility and entitlement problems the government faces. Programs
in these areas are far-reaching and total outlays associated with them
are large. More internal control improvements are needed to reduce the
possibility of waste and abuse.

Cash Management

In a June 1988 report (see GAO/AFMD-88-52), we discussed the important
task of effectively managing the government’s $2 trillion annual cash
flow. Managing this amount of funds requires depositing collections
promptly as well as making government disbursements and paying bills
on time. Over the years, our work has shown that payments to vendors
were often made either too early or too late and that advances to grant-
ees were made well before they needed the funds. Legislative efforts to
make more timely payments resulted in passage of the Prompt Payment
Act.? Examples of cash management weaknesses follow.

3The Prompt Payment Act of 1982 (Public Law 97-177; 31 U.S.C. Chapter 39) provides specific crite-
ria to federal agencies for determining due dates on commercial invoices when related contracts do
not include payment-timing provisions and requires agencies to pay interest penalties when payments
are late.
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In its 1987 Financial Integrity Act report, the Department of Housing
and Urban Development reported that inadequate controls in the prop-
erty disposition process provided the potential for closing agents to
manipulate or otherwise take funds for their own use or to delay the
transfer of such funds to the Department. Corrective actions, which
were scheduled for completion by October 1989, included development
of an automated system to provide complete, accurate, and prompt
accounting for all properties and funds handled in the property disposi-
tion process. The system is designed to provide better control over the
management and disposition of properties and improvement of the
accounting function associated with the property disposition process.

This problem continues to exist and has, along with problems in several
other HUD programs, recently received widespread news media
attention.

In 1987, vA reported it had not fully complied with the Prompt Payment
Act’s provisions concerning timeliness and the payment of interest pen-
alties on late payments.* Its corrective actions have centered around
implementation of the Computer Assisted Payment Processing System
which matches vendor invoices with receiving reports. While va
reported progress in paying some bills processed through its system
prior to the grace period, it nevertheless continued to experience diffi-
culty in paying certified invoices. In 1988, vA reported further improve-
ments in complying with the Prompt Payment Act and noted that
interest penalties had declined from about $430,000 in fiscal year 1987
to about $360,000 in fiscal year 1988. Further, va stated that it no
longer considered the weakness material because these penalties were
projected to decline further in 1989 and they were below OMB’s thresh-
old for materiality.

In 1988, the Department of State reported that it was not consistently
complying with provisions of the Prompt Payment Act. It reported sig-
nificant problems throughout the Department involving late documenta-
tion and the correction and transmittal of purchase orders, invoices, and
receiving reports. In addition, the Department indicated it was still mak-
ing payments either early or late and, at times, without the proper inter-
est penalty payment. The Department reported taking initial steps to
address this weakness. However, it does not anticipate correcting it until

4In October 1988, the Congress passed the Prompt Payment Act amendments of 1988 to provide more
specific guidance on the timing of payments and related interest penalties to vendors, to increase the
amount of interest penalties agencies must pay to vendors if interest penalties are not made automati-
cally, and to eliminate the grace periods (e.g., a 15-day period after the payment due date during
which payments could be made without incurring interest penalties).
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fiscal year 1990, when its new Central Financial Management System is
fully implemented throughout the Department.

The Treasury Inspector General’s 1988 annual report noted that estab-
lished policies and procedures for controlling Customs collections,
serially-numbered forms, and Government Losses in Shipment Act
transmittals were not followed at the Los Angeles International Airport.
Consequently, a theft of over $800,000 was not detected for more than a
year. The Inspector General’s report further noted that on four previous
occasions, the internal audit staff had reported the procedural problems
which permitted the undetected theft but that corrective actions had not
been taken.

The federal government must set new goals and implement strategies
for achieving cash savings. Initiatives such as Treasury’s plan to have
all agencies use electronic certification technology for submitting pay-
ment requests to Treasury regional financial centers, and the processing
of all Form 1040 estimated tax payments to a lockbox system are help-
ful. However, agencies must continue to search for efficient cash man-
agement techniques and use current and emerging technology to better
process payments, collect receipts, and improve overall cash
management.

Automated Data
Processing

Technology is transforming how the government does business. Federal
agencies currently operate over 53,000 unclassified automated systems,
some with life cycle costs in the billions of dollars. According to the
President’s budget for 1989, by the year 2000, 75 percent of public
transactions will be handled electronically. Projected federal expendi-
tures for information technology and management in fiscal year 1989
total about $17 billion as compared to $9 billion in fiscal year 1982.
While spending these billions of dollars, federal agencies are experien-
cing massive problems in acquiring and developing the systems neces-
sary to manage government operations. Invariably, these systems do not
work as planned, have cost overruns in the millions and even hundreds
of millions of dollars, and are not developed on time. Congressional
interest in these matters has increased as the Congress is being asked to
fund more and more systems at higher and higher costs. (See Gaoy
0CG-89-6TR.)

In a 1989 report, we analyzed the ADP weaknesses reported by agencies
under the Financial Integrity Act. (See GAO/IMTEC-89-11.) We found that,
for the period 1983 through 1987, about 80 percent of the weaknesses
fell into 4 categories: (1) controls over computer applications, (2) ADP
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security, (3) ADP organization and management, and (4) methodology for
evaluating ADP controls and security. The following examples illustrate
some specific weaknesses occurring in the ADP area.

DOD spends in excess of $8 billion annually on automated information
systems to support military functions such as supply and maintenance,
technical data, and manpower management and an additional $22 billion
each year on systems for command, control, and communications. In
recent years, we have reported that many of these Defense systems far
exceeded their original cost estimates, became operational later than
scheduled, and fell significantly short of originally approved perform-
ance expectations because of design flaws, misjudgments in require-
ments, and poor program management. For example, in a September
1988 report, we noted that the project costs for the Standard Automated
Financial System, which the Navy initiated in 1980, had grown from an
estimated $33 million to $479 million, a staggering fifteenfold increase.
Although faced with dramatic cost increases to develop and implement
this system, the Navy did not adequately explore alternatives. In Janu-
ary 1989, after spending 9 years and an estimated $230 million on the
project and facing opposition from most users who doubted the system
could be successfully deployed, the Navy judged the system to be too
costly and halted its installation. (See GAO/IMTEC-88-47, GAO/T-IMTEC-88-7,
and GAO/T-0CG-89-27.)

In 1984, the IrS expanded its Automated Examination System for tax
returns. The expanded project was to be completed by 1989 at a cost of
$1 billion. Since the 1984 expansion, the cost estimates have risen by
$800 million, the schedule has been delayed by 6 years, and the Irs has
been unable to conclusively demonstrate benefits from the one portion
of the system that is operational. Because few benefits can be cited as a
result of already spending $187 million through 1988, the Irs has
requested no further development funds for fiscal year 1990.

The Department of State has reported multiple weaknesses relating to
ADP since 1984. These weaknesses include: (1) lack of alternate comput-
ing capability in the event that a disaster or terrorist act should close
the Department’s only main computer complex or its regional computer
sites, (2) inadequate security and control over automated information
systems, (3) poor environmental controls at the Department’s main com-
puter complex (inoperative humidity controls, water leakage through
the roof, frequent air conditioning failures, and failure by the General
Services Administration to maintain backup generators in the event of a
power outage), (4) environmental deficiencies at the regional adminis-
trative management centers in Paris, Bangkok, and Mexico City, and

(5) lack of documented contingency plans or procedures in the event of a
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long-term power outage. Although the Department has reported prog-
ress in correcting some of these weaknesses, most scheduled completion
dates range from 1989 to 1992.

These examples and others reported by agencies and GAO show that
agencies across the government have problems implementing automated
information systems. In June 1989 testimony, we noted that, for the
most part, these problems are not caused by a lack of regulations, poli-
cies, or procedures but are caused by some of the following. (See GAo/T-
IMTEC-89-9.)

Agency needs are not clearly identified, leading to inadequate definition
of requirements.

Alternative approaches are not considered; too frequently, agencies seek
unique solutions for common application needs.

Problems in software development or system configuration are often
deferred to the next development phase and are not addressed before
moving on.

Determinations of system needs and requirements continuously change,
leading to cost overruns and schedule delays.

Top managers and congressional leaders are not always provided with
accurate cost and schedule estimates.

Managers are frequently reluctant to make the tough decision to termi-
nate a poor development effort; instead, they choose to spend additional
funds in an attempt to solve the problem.

Program management responsibility frequently changes and is often
poorly defined.

Top agency management is not adequately involved in system
development.

Top agency management needs to become more involved in information
management decisions, to recognize the role and importance of strategic
planning in guiding information resource activities toward achieving the
agency’s mission, and to review these plans and update them periodi-
cally to-ensure their applicability and usefulness.

Managers at all levels must give increased attention to managing infor-
mation and information resources, but in order to do this, managers
must educate themselves in how to manage information and information
resources. Agency management needs to ensure that individual system
projects are developed in accordance with the strategic plans, that pro-
gram managers follow more strictly established system design and
acquisition procedures, and that strategic plans are consistent with

Page 29 GAO/AFMD-90-10 Financial Integrity Act



Chapter 2 .
Internal Controls: Agency Experiences and
Future Directions

budget requests and agency reprogramming actions. System require-
ments should be adequately defined, alternative solutions fully evalu-
ated, and the costs and benefits of alternatives assessed. Finally,
managers must be willing to look beyond familiar parameters—the pri-
vate sector has much that we can learn in the areas of information skills
and application.

Property Management

Property constitutes a large percentage of the government’s total assets.
At the end of fiscal year 1987, Treasury reported in the Consolidated
Financial Statements of the United States Government, Prototype, that
property, plant, and equipment (net of depreciation) was over $450 bil-
lion or about 40 percent of the government'’s total reported assets. To
ensure that the government’s investment in property is safeguarded and
maintained and that property is accounted for and properly used, sound
internal controls are necessary.

Over the past 7 years, DOD’s property management weaknesses have
involved areas such as property furnished to contractors, inventory
inaccuracies, materials-in-transit, and inventories of secondary items,
The following are examples of some of these weaknesses.

Since 1967, GAO has raised concerns about property furnished to
Defense contractors. In 1981, poD directed the services to establish man-
agement control activities to maintain control over access to government
furnished materials. However, a March 1988 GAO report indicated that,
while more than 6 years had passed since DOD required better controls
over contractor access to the oD supply system, poor controls were still
evident in the Army. In 1988, DOD estimated that, as of September 1986,
the amount of government furnished material in the possession of Army
contractors was about $2 billion. Ao found that the Army had made
little progress in implementing the management control and reporting
systems that DOD requires to adequately control government furnished
material provided to contractors. Also, the Army had not yet developed
an accounting system that would provide an independent means of iden-
tifying how much government furnished material the contractors had on
hand and received annually and how it was being used. These control
weaknesses offered the potential for fraud, waste, and abuse of govern-
ment furnished materials. DOD agreed with our findings and stated that
the Army had not been as aggressive as it should have been in imple-
menting existing DOD policies for instituting controls in this area. (See
GAO/NSIAD-88-98.)
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In a July 1988 report, GAo discussed the increase in the value of spare
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resulted from increased costs due to inflation and the need to support
weapon systems modern uwauuu, a sizable portion represented unneeded
inventories. The amount of unneeded secondary items increased from
approximately $10 billion in 1980 to about $29 biliion in 1988. More
efficient inventory management by the military services and defense
agencies could reduce these inventories, which could free defense dol-
lars for other areas without reducing readiness. (See GAO/NSIAD-88-189BR

and GAO/0CG-89-9TR.)

The Department of Defense is not the only agency experiencing weak-
nesses in property management. The following examples show that they
exist elsewhere in the government.

Since 1984, vA has reported that pharmaceuticals from its hospital ward
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rized use or loss Accordmg to va’s 1988 Financial Integrity Act report,
its Department of Medicine and S ourgery is in the process of implement-
ing a new medication disbursement system to reduce access to medica-
tions. In addition, vA reported that it has converted approximately 70
percent of the medical facilities to the new system and that its central
office pharmacy service monitors those facilities that have not yet been
converted. vA’s 1988 Financial Integrity Act report also included this
condition as an uncorrected material weakness. It further noted that
while no funds had been allocated to continue the conversion process in
fiscal year 1988, va would continue to monitor those facilities which had
not yet been converted.

Over the past 18 years, numerous reports by GAO, and more recently by
the State Department’s Inspector General have reported inadequate

internal controls over personal property located at about 260 foreign

nosts and 21 domestie cities. This condition occurred because the
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Department neither followed regulations nor took proper enforcement
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taken, corrective actions.

In a related example, GAO reported that, because of years of neglect,
serious maintenance problems now exist at a number of the govern-
ment’s owned and leased overseas properties. This occurred in part
because the responsibility for identifying maintenance needs typically
rests with foreign service generalists who do not have the technical
skills needed to assess maintenance problems. State officials have
acknowledged that a serious maintenance backlog exists and estimate
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that about $1 billion would be needed to provide necessary maintenance
and repairs. (See GAO/NSIAD-87-156, GAO/NSIAD-89-116, and GAO/0CG-89-19TR.)

While the government has a large investment in property, its problems
in this area have been particularly long-standing. Agencies must
improve the internal control and accounting systems designed to control
and manage federal property and reduce the potential for waste and
abuse of federal funds.

Financial Management and
Accounting Systems

The federal government faces a major fiscal crisis. Effective measures
must be taken to control the continuing budget deficits and reduce the
massive accumulated federal debt. Hard choices must be made; how-
ever, their effectiveness can be affected by the quality of the financial
information and ultimately the adequacy of the underlying financial
management systems. Many federal financial systems are weak, out-
dated and inefficient, and cannot routinely produce relevant, timely,
and comprehensive information. As a result, managers and the Congress
are denied the opportunity to know the real financial effects of past
decisions and the potential costs and benefits of alternative actions.

The basic structures of many present federal financial management sys-
tems were designed during World War II. The result is that financial
reports provide a flood of information but little reliable operational and
cost data that are essential to monitor programs, anticipate overruns,
and provide a basis for program and budget planning. The ongoing HUD
debacle underlines this problem. The systems could not provide basic
accountability and control. Our recent financial audit of the Federal
Housing Administration, for example, showed that while the administra-
tion’s system showed losses of about $860 million, in fact the losses
were $4.2 billion, or almost 5 times higher.

Hundreds of millions of dollars are spent each year on uncoordinated
efforts to upgrade these systems. Despite improvement efforts over
many years, the systems are still second rate. As the President’s fiscal
year 1989 Management Report states, “Once a leader in the early days
of automation, the Government’s financial systems and operations have
eroded to the point that they do not meet generally accepted standards.”

Conventional efforts to put the government’s financial house in order
have lacked the long-term, governmentwide approach that is necessary
to ensure that consistent data are available across agency and depart-
ment lines. The reform effort needs centralized leadership, which is
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tasked with developing a long-range plan to guide the reform activities
and corresponding financial management positions in the agencies.

In 1985, we issued a report entitled, Managing the Cost of Government,
which was the culmination of a major study of the government’s finan-
cial management practices. The report identified significant problems
affecting the federal financial management structure, proposed a con-
ceptual framework to guide improvement efforts, and provided an
implementation strategy. Since then, we have seen a growing consensus
as to the need to reform the government’s financial management sys-
tems and as to what needs to be done throughout the government to
accomplish meaningful and lasting improvements. (See GAO/AFMD-85-35
and 35A, and GAO/0CG-89-7TR.) Some examples of the continuing account-
ing system weaknesses that plague government programs follow.

GaAO first identified major accounting and internal control weaknesses
related to the Foreign Military Sales trust fund more than 10 years ago.
Because of a long-standing lack of accounting control over trust fund
cash and related bills to customer countries, the federal government
might have to refund millions of dollars to foreign governments. In
1982, after 6 years of largely unsuccessful efforts to improve accounting
in this program, poD established a Foreign Military Sales Financial Man-
agement Improvement Program under the defense comptroller through
which DoD developed a comprehensive plan to correct deficiencies. The
centerpiece of the plan was the Defense Security Assistance Agency’s
(DSAA) new central system. The plan also included the development of
interfacing systems in each military department. However, the plan
failed, and in July 1988, in an effort to redirect faltering system devel-
opment efforts, the Deputy Secretary of Defense reassigned responsibil-
ity for operating the existing system and developing an improved
system from DSAA to the Air Force. (See GAO/T-AFMD-88-9 and GAO/
AFMD-88-75.)

The United States Mint has accounting problems which need manage-
rment attention. In a 1989 report on the Mint’s financial management
system, GAQ identified several internal control weaknesses including
inadequate accountability for coin dies, outdated and incomplete policies
and procedures for cost accounting and budgetary funds control, and
inadequate training and supervision of accounting staff. In addition, the
Mint incorrectly accounted for costs in recording revenue and expense
information and used inappropriate methodologies to distribute certain
overhead costs between the businesslike numismatic, or collectors’ coin,
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programs and the appropriated domestic coin programs. As a result, cer-
tain numismatic coin program revenue and expense reports were unreli-
able, and the Mint cannot ensure that these programs operate at no net
cost to the government. Also, funds control reports contained errors and
did not show balances available for obligation, and the Mint cannot
ensure that obligations do not exceed authorized funding. (See Gaoy
AFMD-89-88 and GAO/T-AFMD-89-12.)

Key accounting and related internal control systems currently operated
by the Department of Health and Human Services (HHS) have serious
weaknesses. As discussed in a September 1988 GAO report and subse-
quently reported in HHS’ 1988 Financial Integrity Act report, differences
between the balances recorded in the HHS operating divisions’ accounting
systems and internal and external financial reports amounted to billions
of dollars. As a result, HHS did not know the amount of funds it had
available, the amount of advances made to grant recipients, and the
amount of property it was responsible for controlling. Also, efforts to
collect approximately $31 million in audit disallowances have been ham-
pered by inadequate documentation, untimely recording of accounts
receivable, and the lack of written debt collection procedures. Over the
past 10 years, HHS initiated two major departmentwide accounting sys-
tem enhancement efforts, but neither was successful. (See Gao/
AFMD-88-37.)

In 1987, the Department of Education identified two material weak-
nesses related to guaranteed student loan interest subsidy payments.
Supporting documentation for the report noted (1) interest subsidy bill-
ing errors of $121 million due to lenders’ overstatements of loan account
balances and incorrect classifications of loan and student status and

(2) missing documentation in lenders’ files for individual borrower
accounts associated with $417 million of payments. The program’s con-
trols (edit checks) were not sufficient to detect most lender errors. The
Department stated that it was upgrading the interest billing subsystem
by building stronger controls, and reported, in 1988, that it expected to
complete corrective actions by 1991.

In the past, successful completion of financial management improve-
ment efforts has often been elusive. Currently, there is an emerging con-
sensus within the Congress and the executive branch that effective and
lasting improvement must be sustained across administrations and
guided by a cohesive framework under centralized leadership.

The administration’s strategy for improving the government’s financial

management systems involves consolidating and standardizing the gov-
ernment’s many separate financial management systems by establishing
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a single, primary accounting system in each major agency. Agencies are
required to follow the minimum system standards set out in the Joint
Financial Management Improvement Project’s Core Financial System
Requirements, select off-the-shelf software, and eliminate redundant
systems through the use of cross-servicing arrangements whereby one
agency provides data processing and accounting services for one or
more other agencies.

In addition, in July 1987, the Director of oMB appointed a Chief Finan-
cial Officer (Cr0) of the United States to provide leadership, policy direc-
tion, and oversight for federal financial management, and, in November
1987, recommended that each of the major agencies create a chief finan-
cial officer position within its organization. Subsequently, OMB created a
council of these officers to provide advice and assistance to the cro of
the United States.

Over the past several years, interest in a legislatively established chief
financial officer position for the federal government has increased. Bills
introduced in the 99th and 100th Congresses called for a CFo, and the
President’s Management Report for fiscal years 1989 and 1990 pointed
to the need for a legisiatively mandated cro. GAO has called for the
establishment of a legislative cro that would develop a long-range,
governmentwide financial management plan and provide direction and
continuity when leadership changes occur in the administration as well
as at the agency level. (See GAO/T-AFMD-88-18.)

Experience has shown that management reforms are more likely to suc-
ceed if they have a legislative mandate. As noted in May 1986 testi-
mony, GAO studied centrally directed, governmentwide management
improvements conducted in the 1970s and found that few initiatives had
a lasting impact. For problems as complex and long-standing as those of
federal financial management, there are no magical solutions. The situa-
tion can be righted only through painstaking, long-term efforts. How-
ever, short term actions which are very productive can and should also
be taken. Legislation may not solve every facet of the problem, but it
will provide a permanence that is absent from administratively based
initiatives. Further, a statutorily mandated cro for the government and
corresponding positions in the agencies would give financial manage-
ment the prominence necessary to achieve reform. Such action will also
enable the federal government to better manage its financial affairs,
save billions of dollars, and help restore the accountability of managers
and the credibility of government.
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Personnel and
Organizational
Management

A key factor in the development, implementation, and maintenance of
strong internal control systems is the competence and motivation of the
federal workforce. Today, the federal government is challenged by a
number of personnel concerns. It needs to attract, motivate, and retain
committed people at all levels who can develop new ideas and innova-
tive approaches and see them through to effective implementation. Con-
cern is mounting over the impact that both the federal pay structure and
the turnover in leadership positions are having on the government’s
ability to acquire and retain top quality people to carry out its
programs.

The federal government’s pay structure has deteriorated. The result of
this deterioration has been that over half of all federal personnel
officers we surveyed in 1987 said that their ability to hire competitively
over the last b years had worsened. The Federal Aviation Administra-
tion, the Internal Revenue Service (IR$), and the Social Security Adminis-
tration have had substantial difficulty attracting or retaining air traffic
controllers, revenue agents, and computer specialists, respectively. Over
half of the government'’s senior career executives we surveyed said they
would likely accept a desirable position outside the federal government
if one became available. The following are some examples of weaknesses
in personnel and organizational management.

GAO has testified more than 20 times in the past 2 years on personnel
problems affecting the operation of the Federal Aviation Administra-
tion’s (FAA) air traffic control system. FAA does not have a recruitment
policy or a coordinated recruitment program and is finding it difficult to
attract and retain high quality personnel. Today, 8 years after the 1981
air traffic controllers’ strike, there are almost 4,000 fewer fully quali-
fied controllers than before the strike. Moreover, shortages of inspectors
and maintenance technicians are having an adverse impact on FAA’s abil-
ity to cope with increasing levels of air traffic.

In an October 1988 report, we noted that the Irs had recognized the need
to improve its ability to attract and retain a high quality financial man-
agement and accounting work force. For example, IrS-furnished statis-
tics for regional accounting section staffing showed turnover rates in
excess of 25 percent. The Irs identified several factors that hindered its
attempts to solve this problem, First, a large number of people living in
some of the communities where IRS has its service centers did not have
the needed accounting knowledge and experience for accounting techni-
cian positions. Second, in those localities where qualified peopie live, the
IRS was often at a disadvantage because the private sector paid higher
salaries. Finally, when accounting technicians reach the journeyman
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level, they face extremely limited prospects for continued advancement
in the accounting section. (See GAO/GGD-89-1 and GAO/OCG-89-26TR.)

In a July 1988 report, we discussed a DOD personnel problem concerning
the validation of physicians’ qualifications and the adequacy of docu-
mentation in credential files. Validation, which should be documented, is
an important step to ensure that practicing military physicians are qual-
ified. In July 1985, poD stated that by July 1988, it would require its
physicians to have a valid, current state medical license. However, as of
May 1988, many DoD physicians were still unlicensed.

Another example of personnel and organizational management weak-
nesses relates to the boD hospital quality assurance review of patient
records. This review identifies occurrences that deviate from normal
medical procedures or expected outcomes. Once identified, an occur-
rence is evaluated by physicians, who determine whether the care given
was appropriate and met acceptable medical standards. In a January
1989 report, we stated that DoOD’s initial screening process did not iden-
tify a substantial number of deviations which had occurred. We identi-
fied three factors that contributed to this situation: (1) oD and the
services had not provided sufficient guidance on what to do if more than
one deviation was found in a patient’s record, (2) in the Navy, corpsmen
reviewing patient records may not have had sufficient medical expertise
and training to identify all of the deviations, and (3) in the Army and
Air Force, physicians screen their own patient records. pob made policy
changes in 1986 and 1987 to improve the utility of occurrence screening
programs at the hospital level in order to achieve more positive accep-
tance of the program by the hospitals. The extent to which these
changes help will depend on how the hospitals and services design and
implement their programs within the revised policy framework.

The range of personnel and organizational management problems cited
thus far involve individuals’ recruitment, retention, or qualifications,
and organizational considerations such as separation of duties. How-
ever, differences in management philosophy can also affect how well an
agency fulfills its mission. The following example illustrates this point.

The Secretary of Energy recently pointed out significant personnel and
organization weaknesses within the Department of Energy (DOE) which
also impact such key departmental functions as environmental protec-
tion and waste management. The Secretary stated that he strongly dis-
agrees with the “...underlying operating philosophy and culture of DOE,
... that adequate production of defense nuclear materials and a healthy,
safe environmerit were not compatible objectives,” In 1988, DOE did
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report multiple weaknesses causing significant environmental problems
at its facilities which may take as many as 20 years and as much as

$95 billion to correct. Although these weaknesses have been identified
and corrective actions indicated, the newly appointed Secretary stated
that he will undertake his own assessment of all DOE operations and that
he *... will not be driven by previously set schedules or management
decisions which still do not answer emerging questions as to the sound-
ness of technical data or completeness of reviews.” The Secretary of
Energy has proposed ten initiatives intended “... to restore credibility to
the Department of Energy, and to provide the kind of environmentaily
responsible direction that is critical ...” to meet DOE’S mission.

The identification of new material weaknesses, continued existence of
previously reported weaknesses, and detrimental effect of internal con-
trol and accounting system weaknesses such as those discussed in this
chapter lend credibility to the concerns of the Congress and the Ameri-
can public that the federal government is not effectively and efficiently
managing its programs. They show a need for greater top-level manage-
ment emphasis on ensuring strong internal control and accounting sys-
tems in all federal programs and for actions to improve the
governmentwide efforts to implement the act. Later in this report, we
recommend several actions that the Congress and OMB can take to satisfy
these needs.
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At the time the Congress passed the Financial Integrity Act, federal
managers’ primary interests focused on achieving program goals, with
little interest in program efficiency and economy. As a result, we saw a
continual stream of reported incidences of fraud, waste, and abuse stem-
ming from weak internal control and accounting systems, Aithough
widespread serious weaknesses continue to exist in the internal control
and accounting systems throughout federal programs, the results of GA0
questionnaires and discussions with agency managers and audit officials
show that agencies have made progress since 1982 in establishing the
self-evaluation programs called for in the act. Federal managers gener-
ally perceive that the Financial Integrity Act has had a positive impact
on their activities, and that, overall, their internal control systems have
improved.

Nevertheless, implementation problems remain. The questionnaires
revealed that a significant number of components still had not received
the required evaluations of their internal control systems, and about

50 percent of the managers responsible for performing the internal con-
trol assessments and evaluations have not received any training con-
cerning the act and the work required to comply with its provisions.
Further, an Internal Control Interagency Coordination Council report
highlighted a number of actions to improve the governmentwide Finan-
cial Integrity Act efforts in the evaluation, reporting, and corrective
action areas.

In this chapter, we will present, on a governmentwide basis, historical
information on the internal control evaluation activities of the 18 major
federal agencies and the perceptions of managers and audit officials
within those agencies on the act in general and the benefits and prob-
lems encountered as a result of implementing it. Unless otherwise noted,
our analysis is based on the responses of over 1,400 component mana-
gers and senior agency executives' from the 18 agencies included in our
review.

We used two questionnaires and structured interviews to collect infor-
mation on agency efforts to implement the act. We distributed one ques-
tionnaire to a statistically representative sample of component
managers and the other to the senior executives in each agency. The

1Component managers are responsible for an agency component, which OMB defines as *a major
program, administrative activity, organization, or functional subdivision of an agency.” Agency
senior executives are assistant secretaries or executives of an equivalent level.

Page 39 GAO/AFMD-90-10 Financial Integrity Act



Chapter 3 :
Agency Management Perceptions of the
Financial Integrity Act -

Agency Knowledge of
the Condition of
Internal Controls
Before the Act

Managers Report
Significant Financial
Integrity Act Efforts

questionnaires focused on individual manager experience with and per-
ceptions of the act. In addition, we interviewed each agency’s inspector
general (I1G) or chief audit official and chief internal control official to
obtain their perceptions of the act. (See appendix III for a discussion of
the scope and methodology used in developing and administering these
data collection instruments and appendix IV for a copy of each question-
naire and summary of the responses received.)

Agency senior executive and component manager responses to the ques-
tionnaires show that, prior to 1983, most federal agencies had estab-
lished processes for evaluating their internal control systems. OQur
interviews with the 1Gs and chief internal control officials confirm the
existence of such processes. These officials, however, generally charac-
terized the processes as informal and limited in scope (usually to a loca-
tion such as a hospital, management center, military base, or function,
such as payments). Overall, they lacked the formal reporting procedures
needed to focus top management’s attention on the problems identified.
The Financial Integrity Act provided this structure.

The act requires ongoing evaluations of agency internal control systems.
The results of these evaluations form the basis of the agency head’s
annual report to the Congress and the President on the condition of con-
trols within each agency. The guidance developed by omB for agency use
in implementing the act provides for two evaluation activities—risk
assessments and internal control evaluations. Managers reported con-
ducting about 90,000 of these evaluations from 1983 through 1987.

Managers Perceive That
Risk Assessments Achieve
Their Intended Objectives

The first step in evaluating internal controls is the assessment of an
agency component’s risk or susceptibility to waste, loss, unauthorized
use, or misappropriation. Agency personnel accomplish this task by per-
forming risk assessments. We found that the number of risk assessments
conducted has steadily increased since 1983 and that managers gave
this process high marks in measuring the susceptibility of their
programs.

In conducting risk assessments, agencies may follow the procedures out-
lined in OMB’s Financial Integrity Act implementing guidelines or use
other systematic reviews that build on management’s knowledge, infor-
mation obtained from management reporting systems, previous risk
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assessments, audits, and other sources. The three basic steps in these
assessments are

analysis of the general control environment,
analysis of the component’s inherent risk, and
preliminary evaluation of the controls in the component.

Our questionnaire results show that, since passage of the act, the
number of units performing risk assessments has steadily risen each
year, from 6,443 (35 percent of the 18,319 total agency components) in
1983 to 10,656 (568 percent) in 1987. Ninety-three percent of the compo-
nent managers judged the most recent risk assessment as adequate or
better in rating their component’s susceptibility to waste, loss, unautho-
rized use, or misappropriation. In addition, as a preliminary internal
control system evaluation methodology, risk assessments are not
expected to identify material internal control weaknesses. However,
about 24 percent of the component managers indicated that the assess-
ments identified material internal control weaknesses, with about

13 percent saying that the process identified this type of weakness to a
great or very great extent.

Agencies Are Conducting
Internal Control System
Evaluations and
Identifying Material
System Weaknesses

The number of internal control evaluations conducted each year since
1983 has also increased. These evaluations are detailed reviews of an
agency component’s internal control systems to determine whether
those systems meet the control objectives established in the act. Mana-
gers almost unanimously viewed them in positive terms and report that
these evaluations have identified material internal control weaknesses
in their programs.

An internal control evaluation may consist of the procedures outlined in
oMB’s Financial Integrity Act guidelines or the alternative procedures
identified in oMB Circular A-123, “Internal Control Systems.” These
alternative procedures include reviews made under oMB Circulars A-76,
A-127, and A-130,2 inspector general and GAO audits, management stud-
ies, and consultant reviews.

Federal agencies have been very active in conducting internal control
evaluations. Questionnaire results show that the number of these

2These OMB circulars require agencies to report on in-house activities and acquisition of commercial
type products and services (Circular A-76), financial management systems (Circular A-127), and
information resources, including ADP and telecommunications (Circular A-130).
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detailed reviews performed has increased each year since 1983, going
from a low of 6,888 in 1983 to a high of 11,117 in 1987. Since implemen-
tation of the act, the 18 agencies included in our review have conducted
about 50,000 internal control evaluations. -

Managers gave these evaluations high marks. Ninety-four percent of the
component managers stated that the internal control evaluations did an
adequate or more than adequate job of portraying the condition of the
control systems in their programs. About half of the evaluations identi-
fied material internal control system weaknesses to at least some extent,
and 16 percent of the evaluations identified material weaknesses to a
great or very great extent.

Based on oMB guidance, agency managers should conduct internal con-
trol evaluations in areas judged to have a high or moderate risk of loss
based on the risk assessment results. However, our questionnaire results
showed that a component’s risk rating was not a factor in determining
which components had an internal control evaluation. Components with
high risk ratings were no more likely to have an internal control evalua-
tion than those with low or medium risk ratings.

However, a clear relationship exists between the number of risk assess-
ments an agency component had and the component’s involvement with
internal control evaluations. Those with two or more risk assessments
(group one) were significantly more likely to have had an internal con-
trol evaluation than those having one or none (group two). Almost

90 percent of the group one components received at least one internal
control evaluation during calendar years 1983-1987. In addition, group
one component managers were somewhat more directly involved in all
aspects of the Financial Integrity Act work in their components than
their group two counterparts. For example, nearly 71 percent of group
one managers conducted the last internal control evaluation in their
component as opposed to 62 percent of group two managers.

The underlying purpose of the act is to improve agency internal control
systems; prevent and detect fraud, abuse, waste and mismanagement;
and increase the efficiency and effectiveness of federal agency opera-
tions and programs. The identification of material internal control weak-
nesses is an important first step in this process, but, for the Financial
Integrity Act program to work, agencies must take the next step and
correct the weaknesses detected. This is the central problem facing gov-
ernment today. For the most part, we believe agencies are aware of their

Page 42 GAO/AFMD-90-10 Financial Integrity Act



Chapter 3
Agency Management Perceptions of the
Financial Integrity Act

major problems, HUD is a case in point. The problems that gave rise to
the infamous ‘“Robin HUD” case were identified and reported in HUD's
1987 Financial Integrity Act report. Where HUD fell down was in not
promptly and effectively correcting the problem. Management support
is critical in order for agencies to eliminate serious and oftentimes long-
standing internal control system weaknesses, such as those highlighted
in chapter 2.

Managers Perceive Agency
Support for Corrective
Actions

Senior agency executives and component managers generally believe
that their agencies have supported actions to correct identified internal
control weaknesses and that they are working to correct those problems.

About 90 percent of the senior executives said their agency supports
actions to correct identified material weaknesses from a moderate to
very great extent, and 79 percent felt that, from a great to a very great
extent, their agencies implemented corrective actions. About 80 and 60
percent of the component managers, respectively, responded the same
way.

Only 7 percent of the managers felt that their agencies took little or no
action to correct the weaknesses identified, and 7 percent indicated that
agency actions had little or no effect on resolving the weaknesses.

Managers identified the following as ways their agencies demonstrate
support for corrective actions.

Agency heads distribute memos/letters discussing the importance of
agency efforts to strengthen internal controls.

High-level agency management is directly involved in determining the
needed corrective actions.

High-level agency management is directly involved in implementing cor-
rective actions identified.

The agency has provided additional funds to make the needed changes.
The agency has increased staffing to implement and maintain improved
internal control systems.

Agency management is involved in follow-up procedures to determine
the timeliness and effectiveness of corrective actions.

The agency requires training in internal control system reviews and
methods to correct weaknesses identified.

We found a positive relationship between the number of risk assess-

ments conducted in a component and the level of management support
for the Financial Integrity Act program. Managers of components having
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two or more risk assessments were more likely to follow up to ensure
that the corrective actions taken resolved the weakness identified than

managers of components having one or no assessments. In addition,
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ness of corrective actions than was the case for the other group of man-
agers. In addition, they perceived that they obtained more resuits from
their efforts (i.e., their efforts resulted in improvements in the efficiency
of their program’s operations and controls) than those managers
involved in programs where one or no risk assessments had been
performed.

Twenty-nine and 43 percent of the senior executives and component
managers, respectively, many of whom also identified ways in which
their agencies supported corrective actions, cited areas where agency
support for correcting internal control system weaknesses was lacking.

These areas include the need for more staffing, more funding, and

improved training,

sliaprl UV URL Vi Raliiigy

While strong internal control systems are the cornerstone of effective
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be developed and implemented just for the sake of having them. Agency
management must compare the projected cost of evaluating existing con-
trol systems, and developing, implementing, and maintaining internal
control and accounting systems against the potential losses, financial

and other, that could result from not having those systems.

We asked the senior executives and component managers the extent to
which improvements resulting from the Financial Integrity Act evalua-
tions justified the costs to evaluate the internal control systems. Overall,
their response was positive. Eighty-six percent of the senior executives
rpcnnnrhno felt that the benefits obtained instified, to some or a Ureater
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efits resulting from the efforts to implement the act and evaluate agency
internal control systems. The benefits identified by both groups of
respondents follow.
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Management attention has been focused on solving long-standing
problems.

Efficiency and effectiveness in accomplishing program missions have
improved.

The Financial Integrity Act has helped identify actions to improve the
efficiency and effectiveness of operations.

Managers have better control over operations.

Internal control evaluation activities have helped managers set
priorities.

Program or activity personnel are more aware of the importance of
strong internal controls.

About one-third of those managers whose questionnaires indicated that
the benefits justified the cost to only some or no extent (about 10 per-
cent of the total respondents) cited one or more of the following reasons
for this perception.

Implementing the act required too much paperwork.

The work required the participation of too many staff.

Review efforts duplicated other work.

Program controls were already considered adequate.

The process did not identify any weaknesses not already known.
Financial Integrity Act efforts identified only insignificant weaknesses.

The first three of these items were serious concerns in the early years of
the act. In our second governmentwide report on the act’s implementa-
tion (GAO/AFMD-86-14, December 1985), we cited the widespread concern
that managers viewed the implementation of the Financial Integrity Act
as a meaningless paper exercise that accomplished little beyond adding
to their paperwork burden. There was a general perception that the
paper-intensive implementation processes used by agencies diluted the
act’s merits.

A 1985 report prepared by the President’s Council on Management
Improvement (pcMI) confirmed that, while agencies recognized the need
to strengthen their internal controls, they considered paperwork for risk
assessments and internal control evaluations to be excessive. The study
team recommended, among other things, that changes be made to reduce
the effort expended on risk assessments and internal control reviews
without compromising the act’s objectives.

OMB has, through revisions to Circular A-123 and other documents, pro-
vided agencies with the flexibility needed to reduce the paperwork,
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Identify Areas
Needing Improvement

staffing, and duplication problems. In revising Circular A-123 in 1986, it
amended the guidance for risk assessments and internal control evalua-
tions and permitted the use of alternative procedures, such as audit and
other reports in meeting the requirements of the act. So, while some
managers still see a paperwork burden, our survey results clearly show
a significant decrease in managers’ concerns in these areas since the
1986 pcMI study. We also believe this indicates that a cultural change
may be taking place and that managers better understand and accept

their management responsibility for internal controls.

In addition to the perceptions discussed in the preceding section of this
chapter, the questionnaires collected information on the involvement of
component managers in several areas instrumental to the act’s success.
Two such areas are involvement in risk assessments and internal control
evaluations and receipt of training in Financial Integrity Act areas. In
both areas, the component manager questionnaires identified problems
that could raise questions as to whether federal agencies are serious in
their efforts to implement the act and are somewhat counter to the per-
ceptions discussed earlier in this chapter. First, a significant number of
the components within the 18 agencies included in our review had
received too few risk assessments or internal control evaluations from
1983 through 1987. In the second area, only about 50 percent of compo-
nent managers had received training related to the evaluations required
under the act and their agency’s processes for implementing those
requirements.

Inadequate Number of
Internal Control System
Evaluations Conducted on
Agency Components

When passing the Financial Integrity Act, the Congress intended that
agencies conduct ongoing evaluations of all aspects of their internal con-
trol systems. While the numbers of evaluations conducted have steadily
increased each year, a significant percentage of agency components had
received an insufficient number of evaluations.

OMB prescribed timeframes within which agencies should conduct risk
assessments of their components. This guidance, as presented in oMB Cir-
cular A-123, initially required agencies to perform these assessments on
all components at least once every 2 years. In 1986, OMB revised A-123
and, among other things, changed the 2-year review cycle to a 5-year
cycle or earlier as major changes occur. GAO believes that each agency, if
serious about implementing the act, should have reviewed the controls
in each component at least twice during the 1983 through 1987 time
period.
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Based on the results of our questionnaires, we found that about 3,450,
or 19 percent, of the components received one or no evaluations from
1983 through 1987. More specifically, 2,408, or 13 percent, received no
evaluations, 377, or 2 percent, received one internal control evaluation
and no risk assessments, and 663, or 4 percent, received one risk assess-
ment and no internal control evaluations. Considering the importance of
internal controls to the efficient and economical operation of federal
programs and the congressional interest in strengthening these controls
throughout the government, the 19 percent represents an unacceptably
high number of components whose systems have received an insuffi-
cient number of reviews. This must be changed in the future to fully
gain the benefits the act has to offer.

More and Better Training
Are Needed in Financial
Integrity Act Issues

Another disappointing statistic coming from the questionnaire analysis
is that only a little more than half of the component managers had
received training on risk assessments and internal control evaluations.
The most common types of training received were formal classroom and
on-the-job training. The majority of those receiving this training felt that
it was adequate or better.

Despite the general satisfaction expressed by those who had received
training, about half of the component managers receiving training iden-
tified areas in which their agencies could improve that training in the
risk assessment and internal control evaluation areas. They cited one or
more of the following as needing improvement.

Defining the purpose and objective of internal control evaluations.
Identifying the methodology to be used in evaluating internal controls of
ADP systems.

Identifying the procedures required to perform evaluations.

Explaining how to analyze and evaluate the results.

Identifying the documentation needed to support the evaluations.

Managers’ perceived training needs varied depending upon the number
of assessments that their components had received under the Financial
Integrity Act. For example, managers of components having two or more
risk assessments cited the need for guidance in conceptual areas, such as
the definition of materiality or selection of weaknesses that should be
included in the agency report. Managers having one or no risk assess-
ments tended to identify training needs in areas dealing with the basic
implementation of the act. For example, they wanted answers to ques-
tions dealing with how to conduct risk assessments and internal control
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evaluations and information on who is responsible for conducting those
evaluations.

On January 25, 1988, the Internal Control Interagency Coordination
Council, an organization composed of representatives from all the major
agencies, OMB and GAO, wrote to the Director of the Office of Personnel
Management (oPM) citing the need for improvements in opM-offered
internal controls training for managers. The Council was concerned that
most available 0PM training did not adequately distinguish between pro-
gram controls and accounting system controls and, therefore, failed to
serve the needs of the majority of managers with responsibility for con-
trols in program areas. It is working with opM to develop a revised train-
ing course and has established a task force to study training needs,
evaluate current curricula, and make recommendations. Expedited
action in this area is needed as the Council first raised its concern over
the adequacy of training almost 2 years ago.

Federal agencies have recognized and reported on several other aspects
of Financial Integrity Act implementation needing improvement. In
1985, the President’s Council on Management Improvement conducted a
study designed to identify ways to improve and streamline the Financial
Integrity Act evaluation and reporting processes. As noted earlier in this
chapter, its report resulted in several changes in the governmentwide
efforts to implement the act.

In March 1989, the Internal Control Interagency Coordination Council
formed a subcommittee composed of representatives of seven agencies,
OMB, GAO, and the President’s Council on Integrity and Efficiency (PCIE)
to review aspects of the government’s Financial Integrity Act activities.
Specifically, the subcommittee examined the feasibility of integrating or
consolidating the review requirements of various OMB circulars, enhanc-
ing the usefulness and acceptability of the Financial Integrity Act’s
internal control review and reporting process to senior agency manage-
ment, and improving the effectiveness of the Annual Statement of
Assurance to the President and the Congress.

The subcommittee’s report highlighted the following seven issues:
linking the internal control review and reporting process with the

budget to assist the Congress and oMB in analyzing the impact of correc-
tive actions on agency resources,
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emphasizing the early warning capabilities of the internal control pro-
cess to ensure timely actions to correct weaknesses identified,
consolidating the review processes of various oMB circulars to eliminate
overlapping review requirements and improve staff utilization,
providing for and promoting senior management involvement in the
internal control process to ensure more effective and lasting oversight
and accountability in Financial Integrity Act activities,

highlighting the most critical internal control weaknesses included in the
Financial Integrity Act reports to increase the usefulness of the report
to the President and the Congress,

reporting on agency processes to validate actions taken to correct mate-
rial weaknesses, ascertain that desired results were achieved, and
reduce the likelihood of repeated occurrences of the same weaknesses,
and

improving management awareness and understanding of the act to pro-
vide for more consistent program manager interpretation and accep-
tance of the act.

(Appendix V contains a detailed discussion of each issue area.) The
Council forwarded the report to the President’s Council on Management
Improvement on July 6, 1989, and briefed the Chief Financial Officers’
Council on the report on July 19, 1989. Implementation of the recom-
mendations contained in the report, which we fully support, if taken
across the government, should have a significant impact on the condi-
tion of internal controls over federal programs.

We interviewed agency audit officials and chief internal control officials
to obtain their perceptions about the success of the act and any areas
where improvements might be made. While agency audit officials
(inspectors general and chief audit officials) have no legislative respon-
sibilities under the act, they have played an important role since the
outset. The results of our interviews with them indicate that they con-
tinue to be very involved in agency Financial Integrity Act programs.
For example, they typically

examine agency annual Financial Integrity Act work plans,

provide technical assistance to agency personnel implementing the act,
review risk assessment and internal control evaluation activities,
review agency year-end Financial Integrity Act reports for accuracy and
completeness, and

report to agency heads on the results of their examination of agency
implementation of the act.
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The audit officials generally stated that controls had improved from
1983 through 1987 and that their agencies had implemented logical,
cohesive, coordinated agencywide approaches to identifying and cor-
recting internal control problems. They noted moderate or better top
management support for a strong internal control review process and
for reporting weaknesses identified and making the needed improve-
ments. Audit officials generally rated their agency corrective actions as
adequate or slightly better in solving the problems identified. However,
some audit officials did not rank highly their agency’s timeliness in
implementing corrective actions. Furthermore, about half of the audit
officials indicated their agencies needed to make changes in both their
follow-up and training processes.

In addition to the chief audit officials, we also discussed the act with the
chief internal control official of each agency included in our review.
These officials, who are responsible for the Financial Integrity Act pro-
gram within their agencies, generally felt that internal control systems
had improved from 1983 through 1987. All of these individuals rated
the effectiveness of agency actions to correct the material weaknesses
identified as average or better. They also stated that their agencies
require periodic follow-up or have a system to monitor or test compo-
nent progress in taking planned corrective actions. Most of these offi-
cials also reported that their agency had some system to test or monitor
those actions reported as corrected. However, about half of these offi-
cials reported they do not have a system that validates the effectiveness
of the corrective action.

Federal managers generally perceive that positive impacts, such as
improved internal controls and program efficiency and effectiveness,
have resulted from the Federal Managers’ Financial Integrity Act. How-
ever, these managers also believe improvements can be made in the
areas of agency support for correcting weaknesses and in training mana-
gers to implement the act. GAO believes that opportunities for improve-
ment exist and that agency efforts in these areas will have a positive
impact on the condition of controls in the federal government.

In June 1989, the Director of oMB met with deputy and under secretaries
of the executive agencies and asked them to prepare a new assessment
of their internal control and audit follow-up processes and to report the
results to him by July 23, 1989. Resulting from this effort has been an
agreement between OMB and each agency as to a priority ranking of their
highest risk areas. OMB expects agencies to concentrate on these areas to
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correct long-standing problems and will fully support and closely over-
see the improvement efforts. Also, OMB is planning to increase its Finan-
cial Integrity Act staff from one to seven individuals. Continual oMB
oversight and the assignment of a high priority to efforts to strengthen
internal controls throughout the government are critical if we are going
to see needed improvements.

On July 21, 1989, the Director of oMB met with the heads or deputies of
52 independent agencies and requested a similar report on internal con-
trols. In addition, the President’s Management by Objectives system,
which is managed by OMB, includes an objective targeted at guaranteeing
the effectiveness and integrity of programs and services for the public
and the proper stewardship of public resources. Among the actions
planned under this objective are the following:

installation and operation of an integrated, governmentwide network of
financial management systems by 1992;

enhancement of top management’s decision-making capacity by develop-
ing quality data bases which integrate program results, budget, and
accounting data by 1993; and

increase in the priority of, and policy and program level attention to,
internal control and audit follow-up programs to reduce the risk of
unidentified fraud and waste.
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Conclusions

Internal controls are a primary contributing factor to the efficient and
economical operation of an organization’s programs, whether that
organization is in the public or private sector. By establishing specific
operational policies and procedures and checks and balances, internal
controls help provide assurance that programs accomplish their
intended objectives in an efficient and effective manner with full stew-
ardship and accountability for public funds. As such, it is incumbent
upon and a direct responsibility of managers at all levels within govern-
ment to ensure the existence and operation of strong internal control
systems within their programs.

Almost 7 years have passed since the Financial Integrity Act became
law. Governmentwide efforts to implement it have evolved over time,
and agencies have reported achieving some success in identifying and
correcting material internal control and accounting system weaknesses
in their programs. These efforts have not, however, produced the results
intended by the Congress when passing the act. The government does
not currently have the internal control systems necessary to effectively
operate its programs and safeguard its assets. In addition, its accounting
systems are antiquated and second rate. These problems span major
activities across the government and result in losses totaling billions of
dollars.

Disclosures of continued widespread problems in federal programs raise
serious questions about the government’s commitment to strong internal
control and accounting systems and to the achievement of the objectives
of the act. Their existence reinforces the need for intensified actions to
strengthen internal controls across the government and for comprehen-
sive reform of the government’s accounting systems. A clear need exists
for changes in agency internal control and accounting system evalua-
tion, reporting, and corrective action processes and, more importantly,
for changes in the management philosophies and the general environ-
ment under which federal programs operate. The development, imple-
mentation and maintenance of a strong Financial Integrity Act program
would help ensure that situations such as HUD do not occur or that the
problems that do surface are less severe in terms of the dollar magni-
tude of the losses and the number of programs with material weak-
nesses. The Congress, OMB, federal agencies, GAO and the federal audit
community each has a role in making the needed changes. Corrective
actions must be a priority, and agencies must ensure that those actions
taken are effective and get to the root cause of the problem.
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Conclusions and Recommendations

The Financial Integrity Act requires oMB to provide guidance for agency
use in implementing the internal control evaluation, reporting, and cor-
rective action processes required by the act. Action by the Director of
OMB to personally assert leadership in this area and to reach agreement
with the major agencies on the highest risk areas is an important step in
addressing long-standing problems. As a next step, we recommend that
OMB take prompt action to insure that agencies implement the recom-
mendations contained in the Internal Control Interagency Coordination
Council report. These recommendations include:

linking the Financial Integrity Act internal control review and reporting

nrocess to the hudget
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identifying, in annual reports, agency actions taken to correct weak-
nesses, and
validating that corrective actions are accomplished and are effective.

One Council recommendation focused on the establishment of senior
level policy committees at each agency to provide oversight of the inter-
nal control evaluation and reporting processes. We recommend that OMB
guidance on this point be expanded to include, as a responsibility of
these committees, oversight of agency evaluations of planned, in-
progress, and completed corrective actions.

To ensure the existence of a strong governmentwide Financial Integrity
Act effort, we also recommend that oMB annually review the internal
control and accounting system evaluation, reporting and corrective
action processes in each major agency to ensure that the agencies are
effectively implementing the act. We support 0MB’s plan to increase the
number of staff assigned to Financial Integrity Act activities.

Federal agency annual Financial Integrity Act reports are an important
mechanism for providing the Congress with information on serious
problem areas within agency programs and with information on agency
progress in correcting these problems. Additional congressional actions
are needed to help ensure continued agency emphasis on the develop-
ment, implementation, and maintenance of strong internal control and
accounting systems. We recommend that the Congress, through its
appropriation, authorization, and oversight committees, hold annual
hearings on the actions of each of the 18 major federal agencies to eval-
uate its systems, to correct the material weaknesses identified, and to
ensure that similar problems will not occur in the future. Agency Finan-
cial Integrity Act reports, plans for actions to correct material internal
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control and accounting system weaknesses, and financial statements
provide information that congressional committees can use when plan-
ning and conducting annual oversight hearings.

Further, we continue to believe that legislation to establish a permanent
financial management structure for the government is essential. We rec-
ommend that the Congress enact legislation which would, among other
things:

establish a Chief Financial Officer of the United States whose responsi-
bilities include developing a long-range financial management improve-
ment plan for the government,

set up corresponding chief financial officers in each major agency, and
require the annual preparation and audit of agency financial statements.

GAO is ready to work with the Congress in preparing this legislation.

Because of the sheer number of serious problems faced by the govern-
ment, an intensified effort to correct long-standing weaknesses is
needed, and urgent and effective corrective actions must be a priority.
In this context, we plan to intensify our efforts in examining and evalu-
ating internal control and accounting systems and in communicating to
the agencies and the Congress the significant deficiencies and the
needed short- and long-term corrective actions.

First, we plan to identify the most vulnerable federal programs or activ-
ities. Our past work has given us an understanding of the various inter-
nal control and accounting system problems facing agencies, and we
have specific knowledge of many areas where fraud, waste, and mis-
management might occur. By applying selected criteria to these problem
areas, we will target and prioritize specific areas for evaluation. The cri-
teria include:

the magnitude of the risk and the potential for the vulnerable area
becoming a reality;

our existing knowledge of the vulnerable area and the potential to
clearly define the root causes of the problem;

the probability that a meaningful solution to the problem can be devel-
oped and implemented, and

the likelihood of achieving short-term measurable financial savings,
meaning a payback for the effort and the cost of corrective measures.
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Second, in concert with the agencies and the inspectors general, we will
identify actions to correct the problems. Among such actions would be to

introduce new internal controls to help these officials deal with the
problem in a systematic manner;

develop a temporary solution to obtain immediate savings;
implement systems changes to permanently reduce or eliminate the
problem for the future; and

have the agency head, chief financial officer, or chief internal control
official closely monitor the problem area.

In some instances, legislation may be needed to help correct a problem.
If, in the process of identifying corrective actions, we determine that
legislative action is needed, we will recommend it.

Finally, we will undertake an ongoing monitoring role of the high risk
areas in the following context. The agency chief financial officer and/or
chief internal control official would have day-to-day responsibility for
overseeing corrective actions with concurrent review of progress by the
agency'’s inspector general. We will review progress reports, periodically
have follow-up discussions with agency personnel and alert the Con-
gress if the corrective action program adopted does not appear to be
effective, is seriously behind schedule, needs to be revised significantly,
or requires additional resources to be carried out effectively and
expeditiously.
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An Act

To amend the Accounting and Auditing Act of 1950 to require ongoing evaluations
and reports on the adequacy of the systems of internal accounting and administra-
tive control of each executive agency, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled,

SectioN 1. This Act may be cited as the “Federal Managers’
Financial Integrity Act of 1982".

Skc. 2. Section 113 of the Accounting and Auditing Act of 1950 (31
U.S.C. 66a) is amended by adding at the end thereof the following
new subsection:

‘“(dX1XA) To ensure compliance with the requirements of subsec-
tion (a)X3) of this section, internal accounting and administrative
controls of each executive agency shall be established in accordance
with standards prescribed by the Comptroller General, and shall
provide reasonable assurances that—

: “(i) obligations and costs are in compliance with applicable
aw;

“(ii) funds, property, and other assets are safeguarded against
waste, loss, unauthorized use, or misappropriation; and

“(iii) revenues and expenditures applicable to agency oper-
ations are properly recorded and accounted for to permit the
preparation of accounts and reliable financial and statistical
reports and to maintain accountability over the assets. .

‘“(B) The standards prescribed by the Comptroller General under
this paragraph shall include standards to ensure the prompt resolu-
tion of all audit findings.

“(2) By December 31, 1982, the Director of the Office of Manage-
ment and Budget, in consultation with the Comptroller General,
shall establish guidelines for the evaluation by agencies of their
systems of internal accounting and administrative control to deter-
mine such systems' compliance with the requirements of paragaph
(1) of this subsection. The Director, in consultation with the Comp-
troller General, may modify such guidelines from time to time as
deemed necessary.

“(3) By December 31, 1983, and by December 31 of each succeeding
year, the head of each executive agency shall, on the basis of an
evaluation conducted in accordance with guidelines prescribed
under paragraph (2) of this subsection, prepare a statement—

‘(A) that the agency’s systems of internal accounting and
administrative control fully comply with the requirements of
paragraph (1); or

“(B) that such systems do not fully comply with such
requirements.

“(4) In the event that the head of an agency prepares a statement
described in paragraph (3XB), the head of such agency shall include
with such statement a report in which any material weaknesses in
the agency's systems of internal accounting and administrative
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control are identified and the plans and schedule for correcting any
such weakness are described.

“(5) The statements and reports required by this subsection shall
be signed by the head of each executive agency and transmitted to
the President and the Congress. Such statements and reports shall
also be made available to the public, except that, in the case of any
such statement or report containing information which is—

f“(A) specifically prohibited from disclosure by any provision
of law; or
“(B) specifically required by Executive order to be kept secret
;x;f the interest of national defense or the conduct of foreign
airs,
such information shall be deleted Prior to the report or statement
being made available to the public.”.

Sec. 3. Section 201 of the Budget and Accounting Act, 1921 (31
U.S.C. 11), is amended by adding at the end thereof the following
new subsection:

“(kX1) The President shall include in the supporting detail accom-
panying each Budget submitted on or after January 1, 1983, a
separate statement, with respect to each department and establish-
ment, of the amounts of appropriations requested by the President
for the Office of Inspector General, if any, of each such establish-
ment or department.

“(2) At the request of a committee of the Congress, additional
information concerning the amount of appropriations originally
requested by any office of Inspector General, shall be submitted to
such committee.”.

Skc. 4. Section 113(b) of the Accounting and Auditing Act of 1950
(81 US.C. 66a()), is amended by adding at the end thereof the
following new sentence: “Each annual statement prepared pursuant
to subsection (d) of this section shall include a separate report on
whether the agency’s accounting system conforms to the principles,
standards, and related requirements prescribed by the Comptroller
General under section 112 of this Act.”.

Approved September 8, 1982.

Page 57 GAO/AFMD-90-10 Financial Integrity Act



Appendix I

Departments and Agencies Included in

the Review

Department of Agriculture

Department of Commerce

Department of Defense!

Department of Education

Department of Energy

Department of Health and Human Services
Department of Housing and Urban Development
Department of the Interior

Department of Justice

Department of Labor

Department of State

Department of Transportation

Department of the Treasury

Environmental Protection Agency

General Services Administration

National Aeronautics and Space Administration
Small Business Administration

Department of Veterans Affairs

1For Financial Integrity Act reporting purposes, the Department of Defense (DOD) reviews the
reports prepared by its component organizations (i.e., Army, Navy, Air Force, Defense Intelligence
Agency, Defense Communications Agency, and other offices) and prepares a single Financial Integrity
Act report for transmittal to the President and the Congress.

For the questionnaire phase of this assignment, we obtained DOD information from component mana-
gers and agency senior executives in Army, Navy, Air Force, and the Defense Logistics Agency
(DLA). For chief control official interview purposes, we added the Office of the Secretary of Defense
to the list of DOD organizations. We used the same universe for the inspector general (IG) or audit
official interviews except we excluded DLA, which does not have an auditor general or IG position
comparable to those in the other DOD organizations.
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In this appendix we discuss the sampling procedures used in our survey.
We address pretesting the instruments, selecting the universe and sam-
ple size, and validating the results. The instruments we used were: (1) a
component manager questionnaire, (2) a senior agency executive ques-
tionnaire, and (3) standardized interview documents for meetings with
agency inspectors general and chief internal control officials.

Pretesting

The purpose of our pretest was to ensure that each question had a com-
mon or uniform meaning, that the instrument was clear and easy to
understand, and that the instrument elicited standardized responses.
Except for the inspector general and chief internal control official uni-
verse, we did not include the responses to the pretest in our results. We
included their responses because of the small size of these universes and
potential difficulties in scheduling second interviews with these
officials.

The pretest of the questionnaire consisted of two phases. In phase one,
we asked several component managers and senior executives to com-
plete the questionnaire as if they had received it in the mail. GAO observ-
ers noted the length of time it took to complete the questionnaire and
any difficulties encountered. In phase two, we discussed each question
and the overall questionnaire content with the manager or senior execu-
tive. We also discussed the possible responses that their colleagues
might make to the questions in order to determine whether we should
revise any of them.

We did not conduct a similar pretest of the standardized interview docu-
ment. Rather, we used the responses of the first three inspector general
and chief internal control official interviews as a pretest. During the
interview, we noted any difficulties experienced by the individual being
interviewed and made adjustments as we deemed necessary. We
designed the interview questions to be consistent with the questions in
the questionnaires.

Selecting the Universe
and Sample Size

To determine the universe for the component manager questionnaire, we
used information that each of the 17 civilian agencies reported in the
Management Control Plan contained in their annual Federal Managers’
Financial Integrity Act report. For the defense agencies, we used infor-
mation provided by each organizational unit’s (i.e., Army, Navy, etc.)
internal control coordinator. We identified a total of 23,758 components
in our universe of 18 agencies.
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Validating the Survey
Results

We stratified the civil agency universe, by agency, into two groups:

(1) components that had conducted an internal control review (ICR) or an
alternative internal control review (AICR) of their systems and (2) com-
ponents that had not conducted such reviews. We then calculated a sam-
ple size for each agency.

We did not stratify the defense agencies into groups because we were
unable to identify those components that had conducted an ICR or AICR.
Rather, we considered each service and the Defense Logistics Agency to
be a separate agency strata.

The outcome of this process resulted in a component manager sample
size of 1,070, comprised of 886 civilian and 184 military components. Of
the 886 civilian components, 370 conducted ICRs and 516 did not. During
the verification process, we determined that nine civilian components
did not meet our selection criteria, so we reduced our sample size to
1061.

The universe for the senior agency executive questionnaire consisted of
all of the assistant secretaries or equivalent level officials identified by
each agency’s internal control coordinator. We excluded any senior exec-
utive who was also the agency’s chief internal control official. This pro-
cess identified 671 executives, but, upon further inquiry, we excluded
three from the universe because they did not meet our criteria. The final
senior executive universe consisted of 668 executives—509 from civil-
ian agencies and 159 from Defense agencies. We sent a questionnaire to
each of these individuals.

We conducted standardized interviews with 21 inspectors general, audi-
tors general, or internal auditors, and 22 assistant secretaries or equiva-
lent level officials. In some cases, the agency’s chief internal control
official also was an assistant secretary or equivalent level official. (See
appendix II for an agency listing.)

We used the interviews with the inspectors general and chief internal
control officials to validate the responses obtained from the question-
naires. Data were also validated by a cross comparison between the
senjor agency executive and component manager questionnaires. As an
additional validation procedure, we tested 59 hypotheses and perform-
ance variables and found consistency in all cases. In addition, as men-
tioned earlier, we conducted pretests to ensure the validity of the survey
instruments. Since the data collection methods involve self-reporting by

Page 60 GAO/AFMD-90-10 Financial Integrity Act



Appendix ITI
Technical Description of GAQ's Survey and
Sampling Methodology

the subject populations, we expect adverse findings to be somewhat
underreported.

Calculating the Sample
Response Rates

Our effective (real) sample size for the component manager question-
naires was 1,061. We received 857 responses to our questionnaire for a
response rate of 82 percent. We found that 704, or 80 percent, of the 877
civilian managers included in our sample responded. There was a simi-
larly high response rate of 83 percent for the 153 defense managers who
returned the questionnaire.

For the senior agency executive questionnaire, we had an effective or
real universe of 668 and a response rate of 81 percent. Civilian execu-
tives submitted responses to 418, or 82 percent, of the 509 question-
naires mailed. We found 126, or 79 percent, of the 159 defense managers
surveyed responded.

Calculating the
Nonresponse Rate and
Sampling Error

We estimate, based on the responses received from the component man-
ager questionnaire, that the overall response rate, when projected to the
universe, is 78 percent. Therefore, if we had mailed questionnaires to
the entire adjusted universe, we would have received 18,319 responses,
from the universe of 23,758 (plus or minus 888 responses). Since we did
not obtain a 100 percent response rate, our maximum sampling error
increased to about plus or minus 5 percent as compared to the originally
planned 4.4 percent rate.
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This appendix shows how the component managers and agency execu-
tives that responded to the survey answered each question. The percent-
age to the right of the question alternatives shows the percent or
proportion of managers answering the question that chose that particu-
lar alternative. In some cases, questions were preceded by a filter ques-
tion that screened out a proportion or percent of the population. The
reader is cautioned to account for these filter questions when comparing
the results of responses to specific questions back to the statistics cited
in the body of the report. Because there are instances where the respon-
dent could choose more than one alternative, the sum of the percentages
for each alternative need not necessarily total 100 percent. Also, in
questions where the respondent was asked to write in an amount (e.g.,
question nine of the component questionnaire), the average or mean of
reported amounts is presented. In matrix-type questions, the percentage
of respondents choosing a particular alternative are typed within the
appropriate matrix box or row-column space.

Percentages may not total 100 due to rounding and may not, in some
cases, appear to match those in the text. This is due to calculations made
with the raw data to provide more meaningful information in the report.
An example is calculating the percent of the entire population as
opposed to the percent of the filtered respondents. The “missing” data
category represents a ‘no response” to an individual question in this
questionnaire. These values were considered as nonresponses and were
not calculated into our evaluation. In most instances, this includes zero
to 5 percent of the responses. ‘
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c 01

United States General Accounting Office

Survey of Agency Actions to Evaluate and
Strengthen Control Systems in Agency
Components — Agency Executives

INSTRUCTIONS

The Federal Managers’ Financial Integrity Act of 1982
requires that federal agencies evaluate their systems of
internal/management coatrol and that each agency head
annually report on the adequacy of their agency’s
control systems. Through this survey, the General
Accounting Office is collecting agency senior official’s
perceptions of the agency actions to strengthen controls in
their programs and activities.

The questions in this survey can be answered easily either
by checking the boxes or filling in the blanks. You should
be able to answer the questions in under 15 minutes.

What you, as a senior federal agency official, have to say is
important to this study. So please give us your most frank
assessment. We cannot make a meaningful evaluation of
agency efforts to strengthen internal controls without your
assistance and participation.

It is important that you provide an answer to each
question. In answering this questionnaire, feel free to
seek assistance or counseasus from key staff or associates
on questions. We do realize that there may be some
instances where the information requested is difficuit to
obtain or not readily available, In these cases please
provide us with your best estimate, rather than delay or
fail to respond.

For your assistance, we have provided definitions of key
terms at relevant places throughout the questionnaire.

Please return the completed questions in the self-
addressed envelope within 7 days after receiving the
questionnaire. The return address on the envelope is:

U.S. General Accounting Office
Mr. Thomas Broderick

Room 6007

441 G Street, NW.
Washington, D.C. 20548

If you have any questions, please call Andy Killgore at
FTS 8-275-9557 or Tom Broderick at (202) 275-9512.

Respondent Information

(Your name)

3
(Organizational Unit)

Be-5m
(Title of person compieting form)

(50-88)
(Your phone aumber)

(69-80)

( )

GAO Supplied Data

(Questiounaire Number)

(Agency Code)
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CcD2 0|2
1. REVIEWS OF MANAGEMENT CONTROL 1. To what extent, if at all, have reviews of management
SYSTEMS control systems been completed in your organizational
unit within the past 3 years? (Check one.) ™
In this section, we are interested in obtaining your
perceptions of the effectiveness of the reviews of 1. O To a very great extent 26
qeucymmage:::‘tcontrdsymmwithmyour 2. O To s great exient 14
3. O To a moderate extent 19
4. (0 To some extent
For purposes of this questionnaire, a management .
control system is the organization structure, operating 5. O To liuke or no extent
procedures, and administrative practices adopted by 6. OO Not applicable — no reviews have been
all levels of management to provide reasonable completed — Go to question 4. 3
assurance that programs and administrative activities . .
are effectively carried out. Included within this Missing 1
definition are both management and accounting
control systems.
Reviews of management control systems (i.c.. an
internal control review or alternative internal
cootrol review) are deniled evaluations of program
or administrative activity control systems © determine
whether adequate safeguards exist o reasonably
ensure compliance with applicable laws; account-
ability over assets; protection against waste, loss,
tion and maintenance of reliable financial and
statistical reports. PLEASE GO TO NEXT PAGE
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3. To what extent, if at all, were you (or other senior

For purposes of this questionnaire, a material agency officials) aware of these management control
management control weakness is 2 weakness that weaknesses before the reviews of management control
would significantly impair the fulfillment of an systems in your organizational unit? (Enter response
organizatonal unit’s mission; deprive the public of aumber in the space provided.)
needed services; violate statutory or regulawry
requirements; significantly weaken safeguards against RESPONSE SCALE -
waste, loss, unauthorized use or misappropriation of | = To a very great extent 9 "“6”
) i -
qus. property, or other assets; or result in a conflict 2 = To a great cxient 21 17
of interest.
= To a moderate extent 15 27
For purposes of this questionnaire, a nonmaterial 4 = To some extent 14 27
waknm s any weakness tha is not sufﬁcm? 0 5 = To little or no extent 10 12
impair significantly the fulfillment of an organization
unit’s mission, etc. 6 = No weaknesses have been identified 30 11
RESPONSE
ACTION NUMBER
2. To what extent, if at all, have the reviews of
management control systems conducted in your 1. Material Weakness .
organizational unit identified material and/or -
nonmaterial management control system weaknesses? 2. Nonmatarial Weakness .

(Enter response number in the space provided.)

RESPONSE SCALE

| = To a very great extent M&l NM%’
2 = To a great extent 11 17
3 = To a moderate extent 15 30
4 = To some extent 24 29
5 = To little or no extent 46 21
RESPONSE
ACTION NUMBER
1. Material Weakness e o0

2. Nonmaterial Weakness ™ PLEASE GO TO NEXT PAGE
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. ACTIONS TO CORRECT MANAGEMENT « 0 Memo/leter from agency bead discussing na 67

CONTROL SYSTEMS the importance of ageacy efforts © strengthen
mansgement controls

In this section, we are interested Io obtaining your , .

perceptions of the effectiveness of agency efforts 1 3. O Direct highlevel ageocy managemeat o 63

eliminste mansgement control system weaknesses ivolvemeat i@ determining corrective

and the level of agency support for Improvement actions needed

activities. 6. (3 Direct high-level agency managemest = 59
involvement ia implementing corrective
actions identified

4. To what extent, if at all, does your agency support 7. O Agency management involved in follow-up om 11

aCHons o correct management control system procedures 0 determine the timeliness and

weaknesses? (Check ope.) ne effectiveness of cocrective actions

1. O To a very great axient 49 8. O Requires training in management contrdl = 33
system reviews and methods o correct

2. O To a great extem 41 weaknesses identified

3. O To a moderate extem 8 9. O Other (Specify.) o 13

4. ] To some exient 2

5. O 7o litde or no extem 1

6. (J Unknown 1

S. How, if &t all, has your agency demonstrated its support  10. (J Not applicable —~ organizatiosal unit has o~ s 9

in your organizational unit? (Check all that apply.) correcyve actons
1. O Requested/budgeted increased fundsto e 31 11. O Agency shows a0 support for correcting g
make the needed changes mansgement control system wesknesses
2. (J Provided funds 1o make the needed me 37
‘ changes
3. O Iocreased saffing © implement and ma 32
' mainfain improved management coatrol PLEASE GO TO NEXT PAGE
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6. What agency actions, if any, indicate your agency’s lack
of support for correcting management control system
weaknesses in your organizational unit?

(Check all that apply.)

1. T Verbal support for improvements @m 2
only

2. [J Inadequate increase in funds to make 0 6
needed changes

3. O Inadequate increase in staff to make wan 11

needed improvements

4. [ Agency priorities higher in improving w5
control systems in other areas or
activities within the agency

W

. O Agency appears willing to accept the risk w9 O
of fraud, waste, abuse, or mismanagement
that exists under the current management

control systems
6. [J Agency omits important management w9
control systems from the evaluation
process
7. (O Lack of meaningful training wsy g
8. O other (Specify.) sz

9. ] None of the above — agency's actions pasg 71
support corrective actions

10. (O Not applicable — organizational unit has  sse 14
no material weaknesses PLEASE GO 'IO NEXT PAGE
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CcD3 . 03
7. How, if at all, have you demonstrated your support for 8. How adequate or inadequate was your agency’s
correcting management control system weaknesses in discussion (in its annual report to the President and the
your organizational unit? (Check all that apply.) Congress — as required by the Federal Managers’

N Financial Integrity Act) of the material management
t. (J Programs and/or activities within my wram 14 control weaknesses identified in your organizational

organizational unit have no management unit? (Check one.) »
coutrol system weaknesses 0
1. adequate 32

2. O Requested funds o make needed war 26 Very adeq

changes 2. O Adequate 31
3. O Increased funds to make the needed wea 24 3. [ Marginally adequate

han,

Changes 4. O Inadequate
4. [J Requested an increase in staffing to wey 26 .

implement and maintain improved $. O Very inadequate

management control systems 6. (] No basis o judge ~ did not see the report 12
5.0 Increased suffing to implement and won 27 7. [ Not applicable ~ 0o material weaknesses were

maintain improved management identified 23

coutrol systems

6. [ Distributed memo/letter discussing the we 50
importance of agency efforts o strengthen
internal controls

7. O Direct involvement in determining w61
corrective actions needed

8. [0 Direct involvement in implementing nm 56
corrective actions identified

9. [J Direct involvement in follow-up mw 61
procedures to determine the timeliness and
effectiveness of corrective actions

10. CJ Required that personnel take training in ~ osm 31

management control systema evaluations
and methods w improve weaknesses identified

11. [ Other (Specify.) mw 11

PLEASE NEXT PAGE
12. (7 I have not demonstrated any support m 0 ¢o 10
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9. How adequate or inadequate was your opportunity for
input in your agency’s report to the President and the
Congress as required by the Federal Managers’
Financial Integrity Act?

(Check one.) 00
1. J Very adequate 45
2. O Adequate 36
3. [J Marginally adequate 2
4. (O Inadequate 2
S. [J Very inadequate 2
6. [J Not applicable — no weaknesses in my unit 12

Missing 1

To what extent, if at all, have actions been
implemented to correct management control system
weaknesses identified in your organizational unit, by
whatever means, during the past 3 years?

(Enter response number in the space provided.)

10.

RESPONSE SCALE oW
I = To a very great extent 23
2 = To a great extent 28
3 = To a moderate extent 9
4 = To some extent 3
S = To little or no extent 0
6 = This type weakness not identified in my unit 33
7 = No basis to0 judge 2
Missing 2
RESPONSE
ACTION NUMBER
1. Material Weakness m
2. Nonmaterial Weakness 2

1.

12.

NMW
19

40

16
6

1
13

3
2

To what extent, if at all, have the corrective actions
taken eliminated the management control system
weaknesses identified in your organizational unit’s
programs and/or activities, by whatever means, during
the past 3 years? (Enter response number in the
space provided.)

RESPONSE SCALE

MW NMy
1 = To a very great extent 15 13
2 = To a great extent 28 41
3 = To a moderate cxtent 14 20
4 = To some extent S 6
5 = To little or no extent 1 1
6 = This type weakness not identified in my unit 33 13
7 = No basis 1o judge 3 4
Missing 2 1
RESPONSE
ACTION NUMBER
1. Material Weakness e
2. Nonmaterial Weakness ™4

To what extent, if at all, has your agency followed up
1o determine that planned corrective actions were taken
on material weaknesses identified? (Enter response
number in the space provided.)

RESPONSE SCALE
1 = Not applicable — no weaknesses identified 22
2 = To a very great extent
3 = To a great extent 2
4 = To a moderate extent
5 = To some extent
6 = To little or no extent

7 = No basis w0 judge

N N & oW

RESPONSE

ACTION NUMBER

{. Corrective Action

PLEASE GO TO NEXT PAGE
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fI1. COST EFFECTIVENESS OF PROCESS OF 14. Why did the improvements not justfy the cost?
EVALUATING AND STRENGTHENING {Check all that spply.)
MANAGEMENT CONTROL SYSTEMS ) I
1. O Work required participation of wo om 40
In this section, we are (nterested fn coflecting many saff
agency officials’ perspectives of the costs and 2. O Length of time (calendar days) excessive o 26

benefits resulting from agency efforts to evajuate

and strengthen the management cootrol systems 3. O Work required 100 much paperwork ™ 65
within its programs, activities, organizations, and (documentation and reports)
fons. 4. [0 Control systems considered adequate before 20 S1
the process
s. O Process did not identify any weaknesses w49
13. Based on your best estimate, to what extent, if at all, not already known

did the improvements made and benefits obtained, :

justify the costs incurred (consider alf costs incurred 6. O Duplicated review efforts already conducted = 48

— personnel, paperwork, etc.) 1o review management by other organizations (i.c., Inspector

control systems in your organizational unit? (Check General, GAO, cic.)

one.) ” 12
7. [J Other (Specify.) @

1. O To a very great extent — Go o question 15. :

. O To a great extem — Go 10 question (5. 23

. O To 3 moderate extent — Go 1 question 1. 25

. O T some extent — Go o question 14. 17

. O To limle or 0o exteat — Go w question 4. 12

[- L T VI

. O Unknown — cost and other relevant data ot~ 16
available for analysis purposes —
Go 10 question 1S.

PLEASE GO TO NEXT PAGE
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1S. What, if any, are the most significant benefits resulting 10. [J Identified material problems for my and (s 30
from the agency’s action 10 strengthen the management other senior management officials
control systems in the programs and/or activities in consideration
your @ onal uni? (Check all that apply.) 11. [ Organizational unit personne! actively g 39
1. O Helped me better establish priorifies @en 25 ancmpt 1o idéntfy and improve management
within the organizational unit control system weaknesses
2. [J 1dentified activities/functions which amn 39 12. O Improved efficiency/effectiveness in ween 37
caused inefficieat or ineffective accomplishing the agency component’s
operations mission
3. (O Helped identify actions that could @ 98 13, [0 Focused atiention on solving long-standing ~ (waem 34
improve the efficiency and effectiveness problems
of the organtzational unk 14. O Other (Specify) s S
4. [ Bener conuol over operations o 48
S. O Bener ailocation of staff resources @ 22
6. [0 More accurate and timely information ~ @ea9 19

provided by ADP systems

7. O More accurate and timely information s 26
provided by accounting/financial 15. O No significant benefits observed s 7
management systems

8. O More effective or better controlled mm 26
ADP or accounting/financial management
systems were developed and implemented

. [ Organizational unit persoanel more aware wosn 67
of importance of strong management PLEASE GO TO NEXT PAGE
control systems

N -]
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16. What, if any, are the most significant problems in your
organizational unit as a result of your agency’s actions
to strengthen the management control systems within

17.

its programs, activities, organizations, and functions?

(Check all that apply.)

1
2

4

. (3 Program slippage

. O Management control system improvement
priorities inconsistent with meeting program

objectives

. [0 Control procedures too time consuming/

burdensome

. O Other (Specify.)

. O No significant problems observed

(84

L]

5]

(38)

To what extent, if at all, have management controls in

the programs and/or activities in your organizational unit

improved as a result of the Federal Managers’
Financial Integrity Act? (Check one.)

1. O To a very great extent

2
3
4
5
6

. O To a great extem

. 0 To a moderate extent
. [0 To some extent

. (0 To lie or no extent
. [J No basis o judge

2
20
30
24
13
11

[ ]

1
18. How successful or unsuccessful has your agency's
implementation of the Federal Managers’ Financial
Integrity Act program been in your organizational
unit? (Check one.) )
1. O Very successful 19
® 2 O Successful 58
9
3. O Marginally successful 11
4. OJ Unsuccessful 1
18 5 O Very unsuccessful 0
9 6. (J No basis o judge 12
67
PLEASE GO TO NEXT PAGE
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IV. ADDITIONAL COMMENTS

19. If you have any additional comments on any of the items in this questionnaire or related topics, please express your

views in the space below. (Attach additional sheets, If necessary.) Thank you for your cooperation. o
No Comments 7
Comments 23
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CD1 ol 1

United States General Accounting Office ‘

Survey of Agency Efforts To Evaluate and
Strengthen Control Systems in Agency Components

INSTRUCTIONS

The Federal Managers’ Financial Integrity Act of 1982
requires that federal agencies evaluate their systems of
internal/management control and that each agency head
annually report on the adequacy of their agency’s control
systems. Through this survey, the General Accounting Office
is collecting selected historical information on, and agency
managers’ perceptions of, agency actions to strengthen
controls in their programs and activities.

The questions in this survey can be answered easily either by
checking the boxes or filling in the blanks. You can answer
the questions in about 30 minutes.

What you, as the manager of a program and/or activity have
to say is important to this study. The ‘‘Respondent
Information'’ identifies the program and/or activity for which
we wish to obtain information. So please give us your most
frank assessment. We cannot make a meaningful evaluation of
agency efforts to strengthen controls without your assistance

and participation.

It is important that you provide an answer to each
question. In answering this questionnaire, feel free to seek
assistance or consensus from key staff or associates on
questions. This may be particularly true in answering
Questions concerning the performance and results of risk
assessments and management coatrol evaluations. We do
realize that there may be some instaaces where the
information requested is difficult to obtain or not readily
available. In these cases please provide us with your best
estimate, rather than delay or fail to respond.

For your assistance, we have provided definitions of key
terms at relevant places throughout the questionnaire.

¥

Please return the completed form in the self-addressed
envelope within 7 days after receiving the questionnaire.
The return address on the envelope is:

U.S. General Accounting Office
Mr. Thomas Broderick

Room 6007

441 G Street, N.W.
Washington, D.C. 20548

If you have any questions, piease call Andy Killgore at FTS
8-275-9557 or Tom Broderick at (202) 275-9512.

Respoodent [nformation
(Your name) 3%
(Program and/or activity) (3458
(Title of persom completing form) (o0
(Your phone aumber) (o8-80)
( )

GAO Supplied Duta

(Questioansire namber)
(Agency code)
(Rocent risk smessment rating)
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CcD2 0} 2
3. What was the fiscal year 1987 dollar budget of the
1. GENERAL INFORMATION : program and/or activity? (Check ope.) 1
We are interested in collecting general information on 1. 0 Under $500,000 26
the program and/or sctivity identified earlier.
2. O From $500,000 to under $1,000,000 8
1. How long have you been responsible for the program
and/or activity identified earlier in the questionnaire? 3. O From $1,000,000 to under $5,000,000 16
(Check one.) ]
4. O From $5,000,000 to under $10,000,000 3
1. O Under | year 15
5. O From $10,000,000 to under $50,000,000 8
2. (0 From 1 to under 2 years 18
6. O Over $50,000,000 12
3. O From 2 to under § years 43
7. O Unknown 25
4. (J 5 years or more 37 Missing 2
2. As of Ocwber 1, 1987, how many full-time staff worked
in the program and/or activity? (Check one.) ity GO TO NEXT PAGE
1. 0 None 8
2. (0 From 1 to 10 38
3. 0 From 11 10 25 17
4. J From 26 w0 50 16
5. O From 51 to0 100 11
6. O 101 or more 9
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4. What is the primary function performed by the program 5. Which ADP functions is the program and/or activity

and/or activity? (Check one.) (1213 responsible for performing in support of other programs or
activities? (Check all that apply.)
1. O ADP -~ Go w question 5. 8 ‘
1. O Procurement 20 (e
2. (J Program management h 37
2. O Security 39
3. O Procurement 11
3. O Data processing operations 58 08
4. O Grant management 2
4. (1 Systems design, development, 39 a
5. O Personnel and organizational 12 and/or maintenance
management
5. O Other (Specify.) 15
6. (0 Payment systems and cash s GO TO
management QUESTION 6
7. O Loan management and 0
debt collection 6. In carrying out its mission, to what extent, if at all, does
the program and/or activity use data generated from ADP
8. O Property and inventory 5 systems? (Check one.) )
management
1. O To a very great extent 23
9. O Accounting or financial 5
management R 2. O To a great extent 25
10. O Other (Specify.) 16 3. O To a moderate extent 20
4. O To some extent 15
Go 1o question 6. $. O To linle or no extent 13
6. O No basis to judge 4
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1. AGENCY EVALUATIONS OF 8. How adequate or inadequate was the process that existed
MANAGEMENT CONTROL SYSTEMS before 1983 for evaluating the program’s and/or activity's
management control systems? (Check one.) )
We are interested in collecting historical information
and program and/or activity managers’ perceptions of 1. {3 More than adequate 16
the risk assessment and management control evaluation
phases of the agency’s program for strengthening its 2. O Adequate 50

management countrol systems.
3. O Marginally adequate 22

For purposes of this questionnaire, an

internal/management control system is the 4. O Inadequate 5
organizational structure, operating procedures, and .

administrative practicas adopted by all levels of | 5. O Very inadequate 0
management to provide reasonable assurance that ) ]

programs and administrative activities are effectively 6. O No basis to judge 6

carried out. Included within this definition are both
management and accounting control systems.

7. Before 1983, 10 what extent, if at ail, did your agency
have a process for evaluating the management control GO TO NEXT PAGE
systems in its programs and/or activities? (Check one.) 2

1. O To a very great extent 6
2. O To a great extent 17
CONTINUE
3. OO To a moderate extent 27
4. O To some extent 18
S. O To little or no extent 7
Go o question 9.

6. J Unknown — Go to question 9. 25
Missing 1
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. ASSESSMENT OF RISK IN 10. Indicate the years in which a risk assessment was

THE PROGRAM AND/OR ACTIVITY conducted on the program and/or activity identified
earlier. (Check all that apply.)

A key clement in the process of examining agency

management control systems is a determination of 1. O None — Go to question 16. 22 “n
those programs and/or activities whose functions are 1
most vulnerable to error or improper acts. We are 2. Q1983 35 (-
interested in collecting information on the risk
assessments performed on these programs and/or 3.0 1984 45 (-
actlvities and on your perceptions of the assessments.
4. O 1985 CONTINUE 46 [0
For purposes of this questionnaire, a risk assessment
(also referred to as vulnerability assessment and/or 5. 0 1986 58 o
alternate procedures) is a documented review by
management of a program and/or activity's 6. U 1987 B 58 2
susceptibility to waste, loss, unauthorized use, or
misappropriations. 11. Who performed the most recent risk assessment of the
program and/or activity? (Check all that apply.)
9. How many risk assessments within your Department . .
(i.¢., Energy, Interior, etc.) did you conduct or 1. O Me (::rt)h:)rp::\ez; m :;’gr ’:;V;?;or 3
ici i i ) mana
partcipate in each year since 19837 (Enter number.) manager's) siaff 76"
ER : L 3 " 2. O Agency Inspector General or 9 ma
Z9= 1 or More audit organization personnel
. I ¥ ]
1. 1983 — 63 37 [F2%
2. 1984 57 43 o 3. O Orher agency management officials/ 37 =
personnel
3. 1985 —_— 53 47 == 4. O Consultant/contractor 2 =
4. 1986 — 44 56 @ s. O Other (Speciy.) 3 o
5. 1987 —_a 59 (4
6. O Unknown 0 oe
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12. How adequate or inadequate were the results of the most

13.

recent risk assessment of the program and/or activity in
reflecting its susceptibility to waste, loss, unauthorized
use, or misappropriations? (Check one.) -

1. O More than adequate — Go to question 14. 35

2. O Adequate — Go 0 question 14. 58
3. O Marginally adequate 4
4. O Inadequate CONTINUE 1
5. O Very inadequate 0
6. O Unknown — Go to question 14. 2

If less than ‘‘adequate;’ why?
(Check all that apply.)

1. O Guidance for performing risk assessments (o0
is vague and/or procedures are poorly defined 34

2. 00 Agency’s evaluation process is too o
judgmental 40
3. [J Agency’s evaluation process is based on factors wa
that arc not relevant to susceptibility 33
4. O Relevant management control systems «
are omitted from the assessments 21
5. O Other (Specify.) 3

For purposes of this questionnaire, a material
internal/management control weakness is a
weakness that would significantly impair the
fulfillment of a program and/or activity's mission;
deprive the public of needed services; violate
statutory or regulatory requirements; significantly
weaken safeguards against waste, loss, unauthorized
use or misappropriation of funds, property, or other
assets; or result in a conflict of interest.

For purposes of this questionnaire, a2 nonmaterial
weakness is any weakness that is not sufficient to
impair significantly the fulfillment of a program
and/or activity's mission, etc.

14. To what extent, if any, has the risk assessment work

conducted on the program and/or activity identified
material and/or nonmaterial management control system
weaknesses? (Enter response number in the space
provided.)

RESPONSE SCALE

MW NMW
1 = To a very great extent 2 2
2 = To a great extent 7 8
3 = To a moderate extent 7 9
4 = To some extent 7 19
§ = To little or no extent 44 33
6 = No basis to judge 8 6
N/A Missing 25 23
RESPONSE
ACTION NUMBER
1. Material Weakness —_— )
2. Not;;mtcrial Weakness )
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18.

16.

17.

To what extent, if at all, were you (or other program
and/or activity managers) aware of these weaknesses
before the risk assessment(s) were conducted? (Enter
response number in the space provided.)

RESPONSE SCALE MW NMW
1 = To a very great extent 7 7
2 = To a great extent 14 15
3 = To a moderate extent 7 9
4 = To some extent 9 16
S = To little or no extent 7 8
6 = No basis to judge 6 4

7 = No material/nonmaterial 27 18
v S
ACTION NUMBER

1. Material Weakness

2. Nonmaterial Weakness

on

Does your agency offer internal and/or external training
or other direct assistance in conducting risk assessments?

(Check one.)

1. O Yes — Continue 73

2. O No — Go to question 21. 27

Have you received internal and/or external training in
understanding and conducting risk assessments?
(Check one.)

1. O Yes — Continue 75

2. 00 No — Go to question 21. 25

18. What types of training have you had? (Check all that

apply.)

1. O Internal classroom
2. O External classroom
3. O Private consultant

4. O On the job training

5. O Other (Specify.)

53
13

8
69

11

m

74

. How adequate or inadequate is the current internal and/or

external training in meeting your needs in understanding

and performing risk assessments of programs and/or

activities? (Check one.)

1. O More than adequate
2. O Adequate

3. O Marginally adequate
4. O Inadequate

S. O Very inadequate

25
62
12

™

GO TO NEXT PAGE
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co3 03

20. In what areas, if any, does your agency's risk
assessment training need improvements? (Check all that

apply.)

1. O No improvements needed ™ S1

2. O Defining terms w9

3. O Defining the purpose and objectives of the m 16
assessments

4. O Identifying the procedures required to m 17

perform a risk assessment

S. O Explaining how to analyze and evaluate the (3 21
results of the risk assessment GO TO NEXT PAGE

6. O] Identifying the documentation needed to oq 16
support the risk assessment conclusions

7. [J Identifying the methodology to be used in o 15
assessing risk in ADP systems

8. (O Identfying methodology to be used in e 11
assessing risk in accounting/financial management
systems

9. O Other (Specify.) ) 6
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IV. EVALUATION OF MANAGEMENT CONTROL 22. Indicate the years in which 2 management control
SYSTEMS IN THE PROGRAM AND/OR ACTIVITY evaluation was conducted on the program and/or activity
identified earlier. (Check all that apply.)

The principal methodologies used to examine

management control systems are the management 1. O None — Go to question 29. 23 (<

control evaluations or alternative management control -

evaluations. We are interested in collecting 2. O 1987 61 e

information on these evaluations and your perceptions

on their effectiveness as evaluation tools. 3. 01986 57 48
As used in this questionnaire, an internal/ 4.0 1985 CONTINUE 50 .
management control evaluation (i.e., an internal
control review or alternative internal control 5. 0 1984 46 n
review) is a detailed evaluation of a program or
administrative activity (o determine whether adequate 6. O 1983 38 -
safeguards exist to reasonably ensure compliance -
with applicable laws; protection against waste, loss, 23. Who completed the most recent management coutrol
unauthorized use, and misappropriation; and preparation evaluation of the program and/or activity? (Check all
and maintenance of reliable financial and statistical that apply.)
reports and accountability over assets.

1. O Me (or the prior program and/or activity 68 (e

21. How many management control evaluations within your manager) or a member of my (or the prior

Department (i.e., Energy, Interior, etc.) did you conduct manager's) staff

::o pvaix:s?)azc in since 19837 (Enter number in spaces 20 m“:ﬂﬁw’;ﬂc‘:’rm ot andit 16 @
YEAR NUMBER ;i: 1 or‘nore 3. 3 Other agency management officials/ 41 oy

1. 1983 ——— 64 T3¢ ™= personnel

2. 1984 59 41 B0 4. (O Consultanv/contractor 2 s

3. 1985 50 5o @@ 5. O Other (Specify.) 4_ o

4. 1986 —_— a3 57 ®?

5. 1987 —_ 38 62 M2 6. O Unknown 1
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24. How adequate or inadequate is the condition of the 26. To what extent, if at all, did the management coatrol
management control systems in the program and/or evaluation identify management control weaknesses in
activity reflected by the results of the management the program and/or activity? (Enter response number in
coatrol evaluations conducted? (Check one.) (] the space provided.)

1. O More than adequate — Go to question 26. 32 RESPONSE SCALE MW NMW
2. O Adequate — Go 10 question 26. 62 1 = To a very great extent 3 3
2 = To 2 great extent 7 9
3. O Marginally adequate 5 3 = To a moderate exten 8 13
4 = To some extent 12 21
4. O Inadequate 1 S = To little or no extent 35 25
6 = No basis to judge 6 4
5. O Very inadequate 0 N/A / Missing 29
RESPONSE

25. If less than **adequate;’ why? (Check all ACTION NUMBER
that apply.)

1. Material Weakness —_— )
1. O Guidance for performing management )
control evaluations is vague and/or 47 2. Nonmaterial Weakness —_— )

procedures are poorly defined
27. To what extent, if at all, were you aware of program

2. O Evaluation process is too judgmental and lacks @n and/or activity management control weaknesses before a
objective valid criteria 38 management control evaluation was conducted? (Enter
response number in the space provided.)
3. O Evaluation based on factors that are not ]
relevant to control over the operation of the 43 RESPONSE SCALE
function/activity evaluated MW NMW
1 = To a very great extent 6 6
4. (J Personnel/organization performing evaluation oo 2 = To a great extent 11 12
did not adequately understand the activity/ 32 3 = To a moderate extent 8 16
function evaluated 4 = To some extent 12 16
15 5 = To litle or no extent 10 11
5. O Other (Specify.) ) 6 = No basis to judge 6 4
7 = No material/nonmaterial 19 9
weaknesses exist 28 26
N/A / Missing RESPONSE
ACTION NUMBER
1. Material Weakness - L]
2. Nonmaterial Weakness — (®4)
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;

28. To what extent, if at all, have the management control 31. What types of training have you had? (Check all

evaiuations identified materiai management controi that appiy.)
weaknesses in ADP systems that generate data used by
your program and/or activity? (Check one.) ) 1. O Internal classroom 53 .
1. O Unknown 16 2. O External classroom 16 .
2. O To a very great extent 2 3. O Private consultant 8 -
3. O To a great extent 2 4. 5 On the job training 71 Iy
4. O To a moderate extent 6 5. [ Other (Specify.) 10 i
S. O To some extent 12
6. O To licde or no extent 32
7. O Not applicable — data from ADP system not used 32. Have you conducted or worked on a2 management
by program and/or activity 29 control evaluation? (Check one.) I
Missing 1 )
29. Does your agency offer internal and/or external training 1. O Yes — Continue 87
or other direct assistance in conducting management )
control evaluations? (Check ope.) 8 2. O No ~ Go to question 35. 14
1. O Yes — Continue 69 33. How adequate or inadequate is your agency’s training in
meeting your needs in conducting management control
2. 0 No — Go to question 35. 31 evaluations? (Check one.) o
30. Have you received internal and/or external training in 1. O More than adequate 22
understanding and conducting management control
evaluations? (Check one.) o 2. O Adequate 61
1. 00 Yes — Continue 75 3. O Marginally adequate 15
2. O No — Go to question 35. 25 4. O Inadequate 1
S. O Very inadequate 1l

GO TO NEXT PAGE
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CD4

34. In what areas, if any, does your agency's management

control evaluation training need major improvement?

(Check all that apply.)

1.

2.

(O No major improvements needed

O Defining terms

. O Defining the purpose and objectives of

the evaluations

. O Identifying the procedures required to

perform a management control evaluation

. O Explaining how to analyze and evaluate

the results of the management control
evaluation

. O Identifying the documentation needed to

support the management control evaluation
conclusions

. O Identifying methodology to be used in

evaluating management controls of ADP
systems

. O Identifying methodology to be used in

evaluating management coutrols
of accounting/financial management systems

#1052
123 14

13149 15

w9 17

9. [ Quality of the presentation and training w9
materials

10. O Quality of the institutions providing the @
ining

11. O Other (Specify.) @ e

(1719 1 9

GO TO NEXT PAGE

o 18

A 16
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V.

3s.

ACTIONS TO CORRECT MANAGEMENT
CONTROL SYSTEMS

We are interested in coflecting program and/or activity
manager perceptions of the effectiveness of agency
efforts to eliminate management control system
weaknesses and the level of agency support for
improvement activities.

To what extent, if at all, have actions been implemented
to correct management control system weaknesses
identified, by whatever means, during the past 3 years?
(Enter response number in the space provided.)

RESPONSE SCALE

MW NMW
1 = To a very great extemt 14 14
2 = To a great extent 18 23
3 = To a moderaie extent 11 16
4 = To some extent 7 11
5 = To linle or no extent 4 5
6 = This type of weakness not 24 13
identified in the
program and/or activity
7 = No basis to judge 17 16
Missing 5 4
RESPONSE
ACTION NUMBER
1. Material Weakness — @
2. Nonmaterial Weakness S — o

36. To what extent, if at all, have the corrective actions taken

eliminated the management control system weaknesses
identified, by whatever means, during the past 3 years?
(Enter response number in the space provided.)

RESPONSE SCALE

MW NMW
1 = To a very great extent 11 13
2 = To a great extent 21 25
3 = To a moderate extznt 11 15
4 = To some extent 7 10
S = To litle or no extent 4 4
6 = This type of wealmness not 23 12
identified in the
program and/or activity
7 = No basis to judge 19 18
Missing 5 4
RESPONSE
ACTION NUMBER
1. Material Weakness an
2. Nonmaterial Weakness B

GO TO NEXT PAGE
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37. To what extent, if at all, has your agency followed up to 39. To what extent, if at all, have the corrective actions taken

determine that planned corrective actions were taken.
(Specify response number.)

eliminated the weaknesses in ADP systems that generate
data used by the program and/or activity?

{Check one.) on
RESPONSE SCALE
1. O Not applicable — ADP system contained no known
1 = Not applicable — weaknesses 13 weaknesses 39
were not identified in
the program and/or activity 2. O To a very great extent 7
2 = To a very great extent 24
3 = To a great extent 22 3. 00 To a great extent 14
4 = To a moderate extent 12
5 = To some cxtent 8 4. {0 To a moderate extent 10
6 = To lile or no extent 4
7 = No basis to judge 16 5. O To some extent 9
Missing 2
RESPONSE 6. ] To lice or no extent S
ACTION NUMBER
7. 0 No basis to judge 18

Corrective Action

. To what extent, if at all, does your agency support

38. Does your program and/or activity use ADP generated actions to correct management control system
data? (Check one.) o weaknesses? (Check one.) )

1. O Yes — Continue 80 1. O To a very great extent 33

2. O No — Go 10 question 40. 12 2. O To a great extent 32

3. O Unknown — Go to question 40. 8 3. O To a moderate extent 12

4. O To some extent 7

5. O To little or no extent 2

6. O Unknown 12

Missing 2

GO TO NEXT PAGE
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41. How, if at all, has your agency demonstrated its support 42. What agency actions and/or inactions indicate lack of

for correcting management control system weaknesses support for correcting management control system
in the program and/or activity?” (Check all that apply.) weaknesses? (Check all that apply.)

1. O Not applicable — program and/or activity e 1. O Not applicable — agency actively supports (o
has no management control systems needing corrections 69
corrective action 16

2. O Verbal support for improvements only 5 o

2. O Agency shows no support for correcting 2
management control system weaknesses 2 3. 0 Inadequate increase in funds to 9 sm
make needed changes

3. O Increased funds to make the needed (4344)
changes 10 4. O Inadequate increase in staff to 14 =
make needed improvements
4. O Increased staffing to implement and L]
maintain improved management control systems 10 5. O Agency priotities higher in improving 8 =
' control systems in other areas or activities
5. O Memo/letter from agency head discussing s within the agency
the importance of agency efforts to strengthen 42
management controls 6. O Agency appears willing to accept the 2 2
risk of fraud, waste, abuse, or mismanagement
6. O Direct high-level agency management {4940 that exists under the current management control
involvement in determining corrective actions 35 systems
needed
7. O Agency omits important management 1™
7. O Direct high-level agency management @142 control systems from the evaluation process
involvement in implementing corrective actions 33
identified 8. O Lack of meaningful training 9 @
8. O Agency management invoived in follow-up 50 9. O’ Other (Specify.) R
procedures to determine the timeliness and S0
effectiveness of corrective actions
9. O Required training in management control  zsse
system evaluations and methods 1o improve 19
weaknesses identified
10. O Other (Specify.) e
w
Page 88 GAO/AFMD-90-10 Financial Integrity Act



Appendix IV
Summary of Questionnaire Results

43. How adequate or inadequate were the results of the
management control evaluations of the program and/oc
activity reflected in your agency’s annual report to the
President and the Congress (as required by the Federal
Manager's Financial Integrity Act)? (Check one.) -

1. O More then adequate 11
2. OO Adequate 31
3. © Marginally adequate 2
4. O Inadequate 0
S. O Very inadequate 0
6. O No basis to judge — did not see the report
Missing 5?

GO TO NEXT PAGE

Page 89

GAO/AFMD-90-10 Financial Integrity Act



Appendix IV

Summary of Questionnaire Results

V1. COST EFFECTIVENESS OF PROCESS

OF EVALUATING AND STRENGTHENING
MANAGEMENT CONTROL SYSTEMS

We are interested in collecting program and/or activity
manager perspectives of the costs and benefits
resulting from agency efforts to review and evaluate
the management control systems within its programs,
activities, organizations, and functions.

. In your opinion to what extent, if at all, did the
improvements that resulted from the work performed to
evaluate and strengthen management control systems
(risk assessments and management control evaluations)
justify the costs to conduct that work? [Please consider
all costs incurred (personnel, paperwork, etc.) and your
knowledge of the management control systems in the
program and/or activity.] (Enter respouse number in
the space provided.)

RESPONSE SCALE
RA MCE
1 = To a very great extent S 5
2 = To a great extent 10 12
3 = To a moderate extent 21 21
4 = To some extent 18 18
5 = To little or no extent 22 22
6 = No basis to judge 2} 21
Missing 2 3
RESPONSE
ACTION NUMBER
1. Risk Assessment —_ (o0
2. Management Control Evaluation __________ o)

. Other (Specify.)

CDs

. Work required participation of too

many staff

. Length of time (calendar days)

excessive

. Work required too much

paperwork (documentation and
reports)

. Program controls considered

adequate before the process.

. Process did not identify any

weaknesses not already known

. Only insignificant weaknesses

identified

. Duplicated assessment or

evaluation efforts already
conducted by other organizations
(i.e., Inspector General, GAO,
etc.)

45. If less than ‘‘to a moderate extent,”” why? (Check all
that apply in each column.)

0]s
Mgt.
Risk Cont.
Asst. Eval.
(i 31}
37 (41
M2
32|34
s
59|60
(1518
55|55
0718
5855
(1
5253
@12
26| 24
8 7

{>2¢
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CDé 0|8
46. What are the most significant benefits, if any, to the .
program and/or activity as a result of the risk Risk Coat.
assessments and/or management control evaluations Asst. Eval.
conducted? (Check all that apply in each column.) 14y
9. Program and/or activity personnel
Mgt. more aware of importance of strong 41!l 50
Risk Cout. management control systems
Asst. Eval. (45t
®12 10. Identified material problems for top
1. No benefit 201 15 management consideration 1417
(1310 9957
2. Helped better establish priorities 11. Program and/or activity personnel
within the program and/or activity 25| 27 actively attempt to identify and
(17200 improve management contro} 21! 28
3. Identified activities/functions systern weaknesses
which caused inefficient or 28] 34 8358
incffective operations 12. Improved efficiency/effectiveness in
@124 accomplishing the program and/or 22| 31
4. Helped identfy actions that could activity’s mission
improve the efficiency and (s7800
effectivencss of the program 39| 48 13. Focused attention on solving long- 19} 24
and/or activity standing probiems
e X} ©180
5. Beuer control over operations 331 37 14. More effective or better controlled
I ) ADP or accounting/financial
6. Better allocation of staff resources 913 management systems were 21 9
: ) developed and implemented
7. More accurate and timely
information provided by ADP 15. Other (Specify.) 6 6 mes
systems 7110
(37400
8. More accurate and timely
information provided by
accounting/financial management 7% 10
systems

Page 91 GAO/AFMD-90-10 Financial Integrity Act



Appendix IV

Summary of Questionnaire Results

47. What, if any, are the most significant problems occurring
in the program and/or activity as a result of the
implementation of the Integrity Act? (Check all that
apply in each column.)

Mgt.
Risk Cont.
Asst, Eval,
(070
1. No significant problems observed 63 61
mra
2. Program slippage 3 3
a1
3. New management control
systems priorities inconsistent g s
with meeting program objectives
()
4. Control procedures too time 23 24
consuming/burdensome
Ul
5. Budget cuts hinder implementation 16 19
of control improvements
6. Oher (Specify.) 8 8 mw

co7 0j7

43. To what extent, if at all, does the process used in your
agency to conduct reviews of management control
systems assess the adequacy of the controls in effect in
your program and/or activity?

(Check oe.) ™

1. O To a very great extent 12

2. O To a great extent 31

3. O To a moderate extent 24

4. O To some extent 13

S. O To littde or no extent 4

6. O No basis to judge 14
Missing 2

49. To what extent, if at all, have management coatrols in
your program and/or activity improved as a result of the

Integrity Act? (Check one.) ]

1. O To a very great extent 2

2. O To a great extent 12

3. O To a moderate extent 21

4. O To some extent 21

$. O To little or no extent 1s

6. O No basis t0 judge 26
Missing 3
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50. What is your overall opinion of the Federal Managers’
Financial Integrity Act program in your
Agency/Department? (Check one.)

1

2

3

. O Very successful

. O Successful

. O Marginally successful
. O Unsuccessful

. O Very unsuccessful

. O No basis to judge
Missing

35
23

33

an

GO TO NEXT PAGE
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CDs 08

VIl. ADDITIONAL COMMENTS

51. If you have any additional comments on any of the items in this questionnaire or related topics, please express your views

in the space below. (Attach additional sheets, if necessary.) Thank you for your cooperation. (1900
No Comments 78
Comments 22

v

(WMC, PEMD, May 1988)

Page 94 GAO/AFMD-90-10 Financial Integrity Act




Appendix V

Excerpts of Issues and Recommendations From
the Internal Control Interagency Coordination
Council Report

'mhdnﬂdassistﬂminneedngtheirgoalsandobjecdvesin
an effective and efficient marmer., The Ammual Report provides
aganciaes with the oppartunity to disclose these material
wealknesses and their progress in correcting them. Correction of
scme material weaknesses may have considerable budget
implications, However, the current FMFIA reporting process does
mt].inkmactiveactimsarﬂthei:funﬂingmquimr:swith
the Ixxdget process. As a result, certain corrective actions may
go unfurded or furds earmarked for their correcticn may be
reprogrammed before the corrective is accomplished,

For each material weakness presently reported in the Armual

Repart, agencies identify the appropriation, compement, program
and decision unit to which it pertains. Bowever, there are no

identify requiremen
policy officials in the agency, OMB, and Congress cannot identify
or assess the megnitide of the cost of corrective acticns.

RECOMENORTION

Agencies should be required to identify and disclese the funding
implicaticns of material weaknesses and their corrective actions
in the formal budget process controlled by MB Circular A-11. We
uxierstand (MB is cansidering a revision to Circular A-1l which
would accomplish this cbhiective. The revision to Circular A-ll
should provide for disclosure of corrective action funding
identifying these corrective actions that require incremental
tmdingani/c:mjcr:spmgmmingmtheagmcybudget For
example, this disclosure should identify the material weakness
and the fiscal year it was first reported, the related corrective
acticn, the total incremental furnding and/or reprogramming
required, and a breakdown of the incremental funding and
reprogramming by budget years until the weakness is corrected.
Disclosure of corrective actions that do not require incremental
funding or reprogramming or the anticipated savings fram
corrective actions should be left to the discretion of the
agency.
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Coordination Council Report

ANTICIEATED BENEFIIS

Di:closingcazec:iveacﬁ.cnfmdingrequi:mtsmmal
bxiget requests should assist the President and Congressicnal
decision-makers in analyzing the impact of corrective actions on
agency resocurces. In linking the FMFIA management control
process with the budget process, agencies must recognizs the

to OMB, conducting the management control review process, and
issuing the Anmual Report, in addition to the difference in
fiscal years between the anmual budget request and Ammmal Report.
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Coordination Council Report

ma?mmmmmmt&?eﬂmwﬂu:mm
mde of existing management processes mechanisms that
anticipate, identify and resclve missicn critical issues. The

of senior menagement, internal should provide
for immadiate notification instead of waiting for the normel
of the wealness in the Amrmal . This

Agency management directives cn the management control review and
reporting process and FMFIA implementing guidance should exphasize
the inherent early warmning capabilities of this process.

menagement should effectively incorporate the results of the
menagement contxol review and reparting process into the agency
decision-making process, if they have not already dene so, in oxder
to ensure that mission critical issues are identified and elevatad
t0 senicr agency menagement in a timely marmer.

reporting
related training curriculums should emphasize the early warning
capability and the actual and potential uses of the results of
management oxtrol assessments and evaluations,

ANTICIPATED EENEFITS
This will greatly improve the cverall effectiveness of the EMFIA

review ard reporting axe affectively utilized., It will
enhance ‘s of the purpose and
usefulness of the cantxol review and process
and increase senior avareness of, and attention to,
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Coordination Council Report

Most agencies do not employ a consolidated review approach to
fulfill the review requirements of OMB A-123, A~127 and A-130.
There are several ingtances whare the subject matter and
methcdologies used for these reviews are virtually identical.
a consolidatsd review approach could eliminatas
duplicative ard overlarping procedures, reduce the paper-flow
asscciated with agency review quidance and documentation, and
for nore effective utilization of agency review
rescurces. The Department of Agricultare has piloted and
a consolidated review program which has resulted in
mre cost-effective, less paper intensive, and more
reviews processes under OMB A-123, A~127 and A-130.

RECOMENDATION

Agencies should be referred to the consolidated review pllot
program at the Department of 2griculture to determine if they
want to implement a similar process. If so, agencies should be
exccuragedtodevelcpcradoptappmpnatamplmdng
guidelines. This recamerdation cnly pertains to the
consolidation of review processes and not agency crganizaticnal
respensible for the review processes. Inthengx:

:epetiﬁ.vereviedreqzdmtsaﬁmmgeagamiatoadopta
consolidated review approach.

ANTICIPATED BENEFTTS

Aopting a consolidated review approach for these circulars
should result in a more streamlined review process. It should
eliminate overlapping review requirements and provide for
improved utilization of persarmel involved in the review

pxocesses, It should facilitate the targeting of limited
rescurces and improve the overall quality and utility of the
reviews. It should also result in a less "paper intensive®

review process by enabling agencies to camsolidate anmual review
guidance and documentaticn.
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In recent testimcny before Congress and pronouncements from OMB,
it has been stated that the participation of senicr-level
management officials in the FMFIA management control review and
repcrting process is essentizl. It is extremely difficult o
implement management control programs in those instances where
senicr-level management support is lacking, or is perceived to be

It is often difficult to get senicr-level management involved in
mmwmmlmiwm:epordnggrmsma

precess
Report. Other agencies have resclved this dilemma through more
infomml menagement processes. The policy committee concept has
oven to be successful in stimlating senior-level management
participation and has been widely credited for improving the
-scope and quality of agency FMFIA management cantrol review and
processes arnd related FMFIA activities,

FECOMMENDATICN

Mgencies not currently having senior-level management involvement
in the PMFIA management contxoel review and reporting process
should be encouraged to establish senior-level policy committees
o provide oversight on this process and related FMFIA
activities. In additien, the POMI, CFCOC, and PCIE should
ectively promote senior-level management participation in this
pxecess.

ANIICIPATED BENEFIIS

The establishment of senior-level menagement policy camittees is
cnsistent with the goal of providing for more effective
administration of the FIMFIA management contyol review and
repcrting process. It should provide for more consistent and
lasting and accountability in this process and related
M™MPIA activities. It should also enhance senicr-level
awereness of the interrelaticnship of and support provided by
this process to essential menagement functions like long-range
plaming, accounting and budget formulation.
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The Administration has expressed a desire to better utilize
existing management processes and reporting mechanisms to improve
strategic plaming and better anticipate mission critical issues
ard problems. The Anmual Report has the potential to functien in
this capacity, but the reporting requirements are not structured
to specifically ideptify the mcst cxitical wealmesses or areas of
weakness detected in: the FMFIA management control review and
process. Presently, all material weaknesses are listed
vidually in Section 2 of the Arrmal Report without regard to
their significance or priority. Weaknesses that may be most
critical and warrant the special consideration of OB, the
President and Congress are not identified in this marmer in the
Anmal Report. They remain buried aleng with other material
weaknesses in Section 2.

RECOMMENDATICN

gencies should be required to specifically identify to OMB, the
Presicdent and Congress the mest critical intemnal control
weaknesses cr areas of weakness affecting their missicns.
Agencies should highlight those weaknesses which, in the opinion
of agency management, warrants the special attention of the
President and . The agency head should have discretion
in determining how to best accamplish this dbjective. Three
opticns are (1) highlighting the most critical weaknesses in the
amual FMFIA assurance letter, (2) pricritizing the material
weaknesses listed in Section 2 of the Anmmal Report, and (3).
barding the most critical weaknesses in the Armual Report.

ANTICIPATED BENEFITS

missions. It should also emphasize to cognizant agency managers
which issues are of primary concem to senicr-level management

and identify the need for special funding requirements for
coxrective actions.
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6. VALIDATING CORRECTIVE ACTICNS

ASSUE

e Administraticn has indicated that it is focusing cn the
"results" to be cbtained fram programs and management processes.
It is essential that menagement controls be in place, appropriate,
ard functioning as intended. Therefore, the results an agency
expects from the corrective actions it proposes should be clearly
defined. This involves going beyond the reporting' of milestones
for corrective actions to a clear and definitive statement of
expected results. Once corrective actions are campleted, they
should be reviewed to ascertain that the desired results were
achieved. The Anmual Report does not address the validation by
ﬁ%ﬁ&t@ﬁm&mm@@ummm
ective.

RECCMMENDATTON

Agencies should be encouraged to include a narrative statement in
the Ammual Report explaining what processes were used to assure
themselves that campleted corrective acticns were effective.
should maintain aporopriate decumentation that indicates
that corrective actions have been accomplished and were effective.
The participation of the agency Inspector General in validating
that corrective actions have been taken and were effective should

also be stxongly encouraged.

ANTICIPATED BENEFTTS
Validating corrective acticns in the Anmual Report will not

systemns

the likelihoed of repeated ccouxrrences of the same weakness, It
should also establish a system that can be reviewed by aundit
crganizations both within and cutside the agency.
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The requirements of the FMFIA are designed to assist Federal
management in protecting Federal assets and furnds fran waste,
loss, fnudandm.sappmpna.timandtoassistinadﬂeving

both administrative and financial programs and functions. There
have been several canmmications fram the Camptrolier General and
the Director of OMB which have stated clearly that the internal
control process applies to program, administrative and financial
management areas. However, sane Federal managers still perceive
ard interpret the internal contxol aspects of the FMFIA and
ralated OMB and GRO guidelines as being restricted to
administrative and financial management areas. The resources
allocated to programmatic functions constituts the dominant part
of the Federal budget; thus, it is imperative that program
managers taks a leading role in carrying cut FMFIA
respamsibilities.

'nmamammberofposszblecausaformnagem:percepucns
and interpretations about the scope of the IMFIA; however, two
primary causes appear to be the training provided Federal program
managers and the terminology used in the FMFIA and related (MB
and GO implementation guidance.

RECOMENDATTON

A. B should request that the Office of Persamnel Management
establish cost-effective FMFIA training aimed at improving
program menpagement awareness and acceptance of FMFIA

ties., Other pxoviders of FMFIA training (USDA
Gracate School, individual departments, contractors, etc.)
should be fully aware of evolving activities and policy in this
area and effectively commmicate this information to trainees.

B. When (MB A-123 is next revised, it should provide for a more
wmiform and consistent interpretation of the scope and intent of
the IMFIA by eliminating terminology like “intermal controls*, a
term generally asscciated with acoounting and fiscal functions,
ard substituting more all-encompassing terms like "management
controls”. Agencies should make a concentrated effoxt to revise
their own guidance to emhasize that menagement contzols
encampass all aspects of the agency’s operation, and not just the
financial and administrative management fimcticns.
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Appendix V

Excerpts of Issues and Recommendations
From the Internal Control Interagency
Coordination Council Report

ANTICIPRIED BENCFITS

This should provide for more consistent interpretation and
acceptance of FMFIA responsibilities cn the part of Federal
program managers. It should also provide a more cost-effective
ard efficient means of providing camprehensive FMFIA training.
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Appendix VI

Major Contributors to This Report

e -
f : Jeffrey C. Steinhoff, Director, Financial Management Systems Issues,
Accounting and (202) 275.9454
Financial Management ponald R. Wurtz, Special Assistant to the Assistant Comptroller
Division General, Accounting and Financial Manageraent
Thomas R. Broderick, Assistant Director
Andrew N. Killgore, Accountant-in-Charge
Judith B. Czarsty, Accountant-in-Charge
James F. Loschiavo, Evaluator

. Brian Keenan, Assistant Director, Survey Methodology
Pr Ogr am Evaluation Wallace M. Cohen, Assistant Director

and Methodology Harry M. Conley, Assistant Director, Sampling Methodology
Division
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