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‘CRITICAL CONSIDERATIONS 
IN DEVELOPING IMPROVED 
CAPABILITY TO IDENTIFY 
AIRCRAFT AS FRIEND OR FOE,j 

DIGEST f-p+- 

Systems to identify friendly or enemy,,air 
targets are installed on various types of 
weapons to avoid the risk of. mistakenly at- 
tacking friendly aircraft. Identification 
systems can be categorized as 

--coopezative, which depend on the deliberate 
participation of the target aircraft to pro- 
vide information that can be used for-identi-’ 
fication or 

---noncooperative, which do not require the overt 
participation of targets to obtain identifica- 
tion data. . 

Primary users of these systems are tactical 
aircraft with an air-to-air mission, air 
defense surface-to-air missiles, ships, and 
certain elements of the command and control 
system. (See ppa 1 and 2.) 

GAO conducted this review to provide the 
Congress with information on the Department of 
Defense programs to improve U.S. capabilities 
to identify aircraft as friend or foe. These 
programs, for which the Congress will be asked 
to provide funds, could potentially involve 
signif icant expenditures. 

LIMITATIONS OF EXIST& 
COOPERATIVE IDENTIFICATION 
SYSTEMS 

The primary systems in use today by the United 
States and some other forces in the North 
Atlantic Treaty Organizat.ion (NATO) are the 
Mark (MK) X and XII-cooperative sy.s_tems,- Cur- 
rent U.S. capability to identify aircraft is 
limited. \ 

Consequently, missiles with capabilities of 
attacking targets beyond visua’l, range cannot 
be used to their full potential-. - Aircraft, 
for *exa;nple, that could ordinarily stand off 
at relatively safs distances to fire these 
missiles, frequently have to close within 
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visual range to positively identify air targets. 
Not only is some of the missile's effectiveness 
1ost;but the Munch aircraft are rendered more 
vulnerable to enemy ‘fire. Better identification 
would permit relaxing current restrictive rules 
of engagement which have been instituted to 
minimize the risks of mistakenly attacking 
friendly aircraft. (See pp. 5 to 7.) 

PLAMS TO IMPROVE EXISTING. 
CAPABILXTY 

I There are plans to improve the MK XII. The im- 
provements are in two categories--those involv- 
ing minor chehngpls and others expected to provide 
considerable enhancement. (See pp. 7 and 8.) , 

DEVELOPING NEW SYSTEMS . 

Also under consideration is the development of 
the next generation identification system, the 
MM xv. There are 5everal matters to resolve, 
the principal one being the frequency band in 
which the MK XV should operate. Other NATO 
countries are working on a new identification 
system and are coordinating their efforts with 
the Department of Defense. Up to now, however., 
the NATO countries have been unable to agree on 
a common frequency band. 

There are problems -of interference with existing 
telecommunications and traffic control systems 
to consider8 as well as questions of affordabil- 
ity. (See pp. 8 to 14.) . 
In addition the MX XV, certain other technologies 
appear to have the potential of contributing to 
the overall improvement of U.S. identification 
capability. 

However, several of these technologies are in 
the early stages of development and have not 
been tested to determine their performance. 
Overall, progress has been, slow. (See pp. 15 
to 19.) .-w - - 

The total investment in identification systems 
is difficult to calculate because several are _ ' 
in the early stages of development and costs 
are spread over numerous account3,, The invest- 
ment will be substantial, however, as evidenced .- 
by the MK XV program whose Ifi-year life-cycle 
costs are estimated to approach $4 to $5 billion. 
The Department of Defense plans to spend about 
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$48 millio~n for researching and-developing .' . 11 ” - 
~ identification technalogi+s in riscal year 

1982. . . 

CONCtLWS1IONS 

There are severral major issues to be considered. 
A key consideration is the time it will take to 
develop and deploy the next generation MK.XV 
system &s it rerlates to MK XII improvements. 
If the MK XV will not-be available for another 
deoade, it cou1.d justify'* iIS impiovemetits. 
On tbet othsr.Aand, if a M$ XII improvement pro- 
gram could not be completed until shortly before 
the M% XV can be made available, a major invest- 
ment in MK XII improvements--such as tyfk B il 
modifications-is of a doubtful value. 

There is also the difficult; up to now of ob- 
taining agreement among the NATO governments 
on a common frequency band allocation to pro- 
mote effec.tivc military operations. The diver- 
gent requirmwnts of the United States and its 
NATO allies and other influencing factors, such 
as affordability and interference with other 
systams-both military and civilian--are diffi- 
cult to reconcile. 

RECOMMENDATIONS 

GAO recommends that the Secretary of Defense 
should make the amount to be invested in 
i!4X XII improvements contingent on how sodn --- 
the MX XV can reasonably be expected to become 
available. We also recommend that the Secretary 
determine the priority that the MX XV interoper- 
ability with other identification systems in 
NATO should have relative to the other factors 
to be considered in selecting the frequency 
allocation band in which the MK XV is to operate. 

. 
VIEWS OF PROGRAM OFFICIALS 

GAO did not request official comments on this 
repart because of the need to issue the report 
in time for congressional consideration of the -. . . 
fiscal year 1983 defense budget request. GAO 
did, howei?ver, discuss a draft of the report * . 

-.with tilTh level of'f'iGial‘S'--Associate-d with the -- 
management of the program and they agreed with 
the facts presented. Their vieti:-are incor- .- 

porated as appropriate. * 
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