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Fraud against Government programs is wide- 
spread. It undermines the integrity of Federal 
programs and makes people lose confidence in 
public institutions. 

Good systems of internal controls would pre- 
vent much of the fraud, or at least detect it 
sooner. However, controls over Federal pro- 
grams are often inadequate, nonexistent, or 
ignored. 

Most fraud is undetected. For those who are 
caught committing fraud, the chances of being 
prosecuted and eventually going to jail are 
slim. Further, agencies do not always use the 
administrative actions available to deter per- 
sons from committing fraud. The sad truth is 
that crime against the Government often does 
pay. 

Agency inspectors general and the Department 
of Justice are making progress in the fight 
against fraud. However, more needs to be done 
to prevent fraud and to punish those who com- 
mit fraud. 
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COMPTROLLER GENERAL OF THE UNITED STATES 

WASHINGTON D.C. 2054 

B-201976 

To The President of the Senate and the 
Speaker of the House of Representatives 

This is the first volume of a three-volume report which dis- 
cusses the results of a statistical analysis of fraud and other 
illegal activities affecting 21 Federal agencies. The analysis 
was undertaken by our Fraud Prevention Task Force which was estab- 
lished to respond to growing public concern over abuses and mis- 
uses of taxpayers' money. 

Copies of this report are being sent today to the Director 
of the Office of Management and Budget and to the heads of the 
agencies covered in the study. 

of the United States 





COMPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

FRAUD IN GOVERNMENT PROGRAMS: 
--HOW EXTENSIVE IS IT? 
--HOW CAN IT BE CONTROLLED? 

Volume I 

DIGEST ------ 

.8",, i, ! 

Fraud is willful wrongdoing by individuals or 
public and private organizations that affects 
the Government's interests. Despite the fact 
that so much has been written and discussed about 
fraud in Government programs, there is little 
concrete information as to its extent and charac- 
teristics. Without such data, it is hard to ef- 
fectively detect and revent wrongdoing. To rec- 
tify that situation, t GAO made a statistical 
analysis of over 77,000 cases of fraud and other 
illegal activities reported in 21 Federal agen- 
cies during the 2-l/2 year period, October 1, 
1976, through March 31, 197933) 

FRAUD IS COSTLY 

A statistical projection by GAO indicates that 
ithe loss to the Government on the 77,000 cases 

would total between $150 and $220 million. These 
losses are only what is attributable to known 
fraud and other illegal activities investigated 
by the Federal agencies in this study. It does 
not include, of course, the cost of undetected 
fraud which is probably much higher because weak 
internal controls allow fraud to flourish. Also, 
this estimate does not include cases involving 
Federal funds where State and local jurisdictions 
had primary investigatory resporqibility. Some 
of those losses were substantial._,, 

!'Losses due to fraud and related illegal activi- 
ties are seldom recovered4 Although agencies 
planned to recover between 20 and 29 percent of 
their losses either through court ordered resti- 
tutions or administrative actions, GAO believes 
that actual recoveries are probably much lower. 
GAO plans, in another study, to address how agen- 
cies can increase the recovery of fraud losses. 
(See pp. 4-5.) 

The cost of fraud and illegal activities cannot 
always be measured in dollars and cents. CFraud 
erodes public confidence 'in the Government's 
ability to efficiently and effectively manage 
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its programs. In addition, fraud undermines pro- 
gram effectiveness. In some instances illegal 
activities have adversely affected public health 
and safety;> (See p. 15.) 

FRAUD IS WIDESPREAD 

iMany types of individuals and organizations com- 
mit fraud against the Government. Government em- 
ployees committed about.29 percent of the frauds 
included in GAO's study;These employees repre- 
sented four-tenths of one percent of the total 
Federal work for e 
viewed by GAO. 
tions e 

in the 21 Federal agencies re- 
Other individuals and organiza- 

committed about 40 percent. In the rest of 
the cases, suspects were never identified. Fed- 
eral employee detected the majority of the re- 
ported frauds. 3 (See pp. 6-7.) 

Federal agencies were susceptible to hundreds of 
different types of fraudulent activities in a 
wide range of areas. However,[.-four areas were 
especially prone to fraud: - 

--Financial assistance to individuals. 
--Inventory control and property management. 
--Mail service. 
--Personal property managementl:, 

The types of illegal activities which occurred 
most often were false statements and theft. 
(See pp. 8-15.) 

CONTROLS TO PREVENT FRAUD 
ARE OFTEN WEAK 

Internal controls are checks and balances over 
all fiscal and managerial activities of an organi- 
zation. The controls are designed to prevent the 
misuse or abuse of money or property. $A0 found 
that weak internal controls often contributed to 
cases of fraud and other illegal activities. GAO 
analyzed the adequacy of internal controls for 
selected cases and found many instances where con- 
trols were either inadequate, not followed, or 
nonexistent.-t,,(Sei pp. 16-19.) 

."J 
MANY CASES ARE NOT PROSECUTED 

For a variety of reasons, the Justice Department 
ldeclined to prosecute 61 percent ofcthe over 12,900 

cases referred by Federal agencies. "Although 
Justice got a conviction or guilty plea in the 
majority of cases it did prosecute,r"the courts km 
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often suspended large portions of the sentences 
or granted probation. About one-third of those 
sentenced actually spent time in prison. c.' 
Fifty-seven percent of those who went.to prison 
were sentenced to 6 months or less. At the other 
end of the spectrum, over a quarter of those who 
went to prison were sentenced to serve over 2 
years. Information on how much time the individ- 
uals actually spent in prison before parole was 
not readily available. (See pp. 28-32.) 

In addition to criminal prosecutions, the Depart- 
ment of Justice can take civil legal action 
against persons who defraud the Government. The 
primary civil fraud statute, the False Claims Act, 
allows the Federal Government to recover double 
damages from those who make false claims for such 
things as reimbursement under Government contracts 
or false statements in applying for benefit pro- 
grams. It also allows the Government to recover 
one $2,000 forfeiture for each false claim made. 

I Justice took civil action in 28 of the 393 fraud 
'cases Federal agencies referred for such action 

during the period of GAO's review.i 

Following an October 1979 GAO report which con- 
cluded that Justice had not emphasized the civil 
aspects of fraud cases and needed to better coor- 
dinate criminal and civil actions, Justice put 
greater emphasis on coordinated criminal and 
civil prosecutions of Government fraud cases. 
(See pp. 32-34.) 

AGENCIES DO NOT ALWAYS TAKE 
EFFECTIVE ADMINISTRATIVE ACTIONS 

)-Agencies did not always take administrative ac- 
tion against individuals who committed fraud.; 
When the agencies did act it was not always in a 
way that would deter others from defrauding the 
Government. For example,bne of the major actions 
against individuals defrauding the Government was 
declaring them ineligib1.e to participate in the 
programs they defrauded.nB,L1 This can be an effec- 
tive deterrent in those cases where eligible 
program participants are seeking excessive bene- 
fits. However, &he deterrent effect of this 
action is nil in those instances where the indi- 
viduals never were eligible for the programs.". 
(See pp. 34-38.) ./ 
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1 PROGRESS IS BEING MADE IN 
'-.COMBATING FRAUD. f _a 

In 1978 GAO reported that Federal agencies were 
not aggressive in detecting fraud and had not 
fixed responsibility for identifying fraud in 
agency programs. GAO also reported that the 
Department of Justice had been slow to assist, 
coordinate, and monitor antifraud efforts of Fed- 
eral agencies. Since then, progress has been 
made in these areas. 

/-Congressional establishment of offices of inspec- 
tors general in 15 Federal agencies has provided 
an independent-,-focal point for fraud detection 
and prevention. Among other things, inspectors 
general have wo??ked together to address common 
problems, have undertaken joint audits and inves- 
tigations, and have taken more active approaches 
in dealing with fraud and other illegal activities. 
(See pp. 40-43.) 

-.The Department of Justice has also tried to up- 
grade Federal antifraud activities by (1) reor- 
ganizing certain Justice components to offer 
better services to agencies and allow Justice 
headquarters to work more efficiently with U.S. 
attorneys, (2) increasing specialized fraud 
training for Justice and agency personnel, and 
(3) working closely with the inspectors general 
through the Executive Group to Combat Fraud and 
Waste in the Government--an organization set up 
by the President in 1979Las a communication net- 
work for the.,inspectors general to share ideas 
and problems. (See pp. 43-45.) . . 
CONCLUSIONS 

Fraud and illegal acts against the Federal Gov- 
ernment are a widespread problem. Once they are 
allowed to occur, the Government fights a losing 
battle because losses are seldom recovered and 
the perpetrators are seldom punished. 

Weaknesses in internal controls often allow fraud 
to occur. Given the poor state of controls in 
many programs, it is probable that most fraud 
remains undetected. 

GAO believes that the key to fighting fraud is to 
improve internal controls so that fraud and re- 
lated illegal acts are more difficult to commit. 
Internal controls in Government are often inef- 
fective and fraud and related illegal acts are 
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easy to commit. Federal managers must ensure 
that controls are understood, encouraged, and 
enforced. 

Each Federal agency is required by the Budget 
and Accounting Procedures Act of 1950 to main- 
tain adequate systems of internal control. GAO 
believes that internal controls can be made more 
effective by strengthening existing law. The 
Congress is considering legislation which would 
require greater accountability by the heads of 
agencies for the effectiveness of their organi- 
zations' internal control systems. The Federal 
Managers' Accountability Act of 1981 (H.R. 1526) 
would, among other things, require agency heads 
to periodically evaluate controls and report the 
results to the Congress and the President. GAO 
believes this legislation would contribute to the 
development of adequate internal control systems 
in the Federal Government. 

Auditors have an important role in assisting man- 
agement by testing internal control systems and 
recommending needed improvements. Auditors can 
help prevent fraud by keeping surveillance over 
the effectiveness of internal controls. 

GAO believes that the prevention of fraud and re- 
lated acts through effective systems of internal 
control is top priority. It also recognizes the 
deterrent effects of punishing perpetrators. Be- 
cause the number of cases makes it impossible for 
the Department of Justice to prosecute every case 
of fraud referred to it by Federal agencies, it 
is even more important that Federal agencies take 
effective administrative actions when warranted. 
In addition, GAO believes that civil fine author- 
ity could be a useful enforcement tool for agen- 
cies whose cases the Department of Justice de- 
clines to act on. 

The Department of Justice is now completing draft 
legislation which would allow agencies to levy 
civil monetary penalties. This legislation would 
authorize Federal agencies to institute adminis- 
trative proceedings and to levy civil penalties 
and assessments against persons who defraud the 
Government. The authority would be triggered 
when Justice declines to take action but recom- 
mends that the agency levy a fine. GAO has not 
had the opportunity to comment on the specific 
legislation being developed by Justice. How- 
ever, GAO endorses the concept of allowing 
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agencies to levy civil monetary penalties against 
those who defraud their programs. 

RECOMMENDATION TO THE CONGRESS 

iGA0 recommends that the Congress enact the Fed- 
eral Managers' Accountability Act of 1981,-; ,.~ ," 
MATTERS FOR THE CONGRESS TO CONSIDER 

The Congress should consider the merits of enact- 
ing legislation to allow agencies to assess 
civil monetary penalties against persons who de- 
fraud Federal programs. The authority to assess 
such a penalty should be effective when the De- 
partment of Justice declines to take criminal or 
civil action on a case. 

RECOMMENDATION TO 
"I THE DEPARTMENT OF JUSTICE 

, 
-le Department of Justice should expedite comple- 

tion of its draft legislation to give agencies 
the authority to levy civil monetary penalties 
and should submit the legislation to the Congress 
for its consideration. 3 

,.,-I 
AGENCY COMMENTS 

GAO gave each of the agencies covered in the 
review a chance to comment on a draft of this 
report. Ten agencies commented--nine generally 
agreed with the findings, conclusions, and rec- 
ommendations; the Department of Transportation 
disagreed. Chapter 7 is an analysis of the com- 
ments. The text of each agency's comments is 
presented in appendixes II through XIV. 

The Office of Management and Budget stated that 
fraud and abuse in the Federal Government must 
be controlled as quickly as possible and agreed 
that improved control systems can contribute 
significantly to solving the problem. The Office 
stated that it is reviewing the proposed legisla- 
tion and is also considering administrative re- 
quirements for adopting and maintaining more ef- 
fective internal control systems. (See pp. 61-62.) 

The Department of Justice stated that this report 
reflects a balanced understanding of the Govern- 
ment actions required to effectively respond to 
the problem of fraud and abuse in Federal pro- 
grams. In terms of the overall message, the 
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Department agreed that the cost of fraud and re- 
lated illegal activities is substantial and that 
prevention of such activities through effective 
systems of internal control should be a top pri- 
ority. The Department plans to continue pursuing 
this objective in its work with other.departments 
and agencies. The Department believes that the 
report focused primarily on the efforts of other 
agencies, and provided a number of comments on 
some of its own more recent efforts as well as 
on what it perceived to be some inaccuracies and 
omissions. (See pp. 70-78.) 

The Department of Transportation believes the 
report oversimplifies the solution to combating 
fraud by claiming that sound internal control 
systems are the answer to fraud and illegal ac- 
tivities. The Department also believes additional 
legislation to improve controls is unnecessary. 
GAO recognizes that internal controls cannot pre- 
vent all fraud, but believes that good systems of 
control can prevent much of it. GAO believes that 
the Federal Managers' Accountability Act of 1981 
would further encourage agency heads to develop 
and enforce adequate internal control systems. 
(See p. 83.) 
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CHAPTER 1 

INTRODUCTION 

l Three individuals are accused of stealing more than $10 mil- 
lion from the Small Business Administration and banks in 
New York and Colorado by getting loans and then defaulting 
on them. 

0 A Federal worker uses a Government computer to issue more 
than half a million dollars in fraudulent welfare checks 
and then programs the computer to erase all records of the 
bogus checks. 

a A Federal transportation clerk embezzles $856,000 of funds 
earmarked for mass transit improvements. 

News stories involving fraud against the Government are too 
common. Even though the Congress, the administration, and the pub- 
lic have recognized that more needs to be done to stop these evils, 
effective action has often been hampered by a lack of information 
about the problem. 

In September 1978, we reported on fraud detection activities 
in seven Federal agencies. l/ We concluded that agencies did not 
have the management informaTion systems needed to deal with fraud 
and had not made fraud detection a high priority. As a follow-on 
to our September 1978 report, we have gathered and analyzed infor- 
mation on fraud in 21 Federal agencies. The major purpose of the 
review was to determine the extent and characteristics of identi- 
fied fraud in Federal agencies and to provide a better basis for 
detection and prevention of fraud and illegal activities. This is 
the first volume of a three-volume report. 

This volume discusses, in general terms, the results of our 
work on a Government-wide basis. Volume II will provide a more 
detailed discussion and statistical analysis of the data. Volume 
III will contain fraud profiles for each agency. 

WHAT IS FRAUD? 

There is no standard definition of fraud. During our review 
we found that the Department of Justice and each Federal agency 
had its own list of activities which it considered to be fraud. 
The term fraud has never been precisely defined because of the 
difficulty in establishing a definition that encompasses all the 
potential types of fraud. 

L/"Federal Agencies Can, and Should, Do More to Combat Fraud in 
Government Programs," GGD-78-62, Sept. 19, 1978. 
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In order to collect comparable data consistently from each 
agency covered in our overview, we adopted the Department of 
Defense (DOD) definition of fraud and illegal activities, which is 

'* * * any willful or conscious wrongdoing that adversely 
affects the Government's interests. It includes, but 
is not limited to, acts of dishonesty which contribute 
to a loss or injury to the Government. The following 
are some examples of fraud or other unlawful activity: 
falsification of documents, such as time cards or pur- 
chase orders: charging personal expenses to Government 
contracts: diversion of Government property or funds 
for unauthorized uses; submission of false claims, such 
as invoices for services not performed or materials not 
delivered: intentional mischarging or misallocation of 
contract costs; deceit by suppression of the truth: 
regulatory or statutory violations, such as bribery, 
theft of Government property, graft, conflict of inter- 
est, and gratuities: and any attempt or conspiracy to 
engage in or use the above devices." 

OBJECTIVES. SCOPE, AND METHODOLOGY 

While our main objective was to determine the extent and 
characteristics of identified fraud in Federal agencies, we also 
wanted to evaluate selected cases to determine if internal control 
failures had allowed fraud to occur. At each of the 21 Federal 
departments and agencies covered in our review (see p. 9) we ob- 
tained lists of cases of suspected fraud or other illegal activi- 
ties, hereafter referred to as frauds, opened from October 1, 1976, 
through March 31, 1979. The lists contained both closed and open 
cases. 

Based on information from agency officials responsible for 
investigations, we initially identified a total universe of about 
134,000 cases of alleged fraud. In the course of our review, we 
found that the agencies' lists had included about 27,000 cases 
which did not fit our definition of fraud or were outside the 
period of our review. For report discussion purposes we deleted 
(1) about 21,000 other cases where agencies investigated and 
found no fraud and (2) a little over 9,000 open cases where in- 
vestigations were still underway or actions on the cases were 
pending. Therefore, unless otherwise indicated, the analysis in 
our report is based on a total of 77,211 cases which consists of 
72,797 closed cases and 4,414 open cases where some administra- 
tive or legal action was taken, or no action was taken because 
no suspects could be identified. Thus, in places where we refer 
to "fraud cases" we mean those cases of actual fraud within the 
meaning of the above definition, as well as suspected fraud. 

Using statistical sampling we selected about 5,000 cases 
for review. We developed a data collection instrument (app. I) 
to obtain comparable data on sample cases and used a computer to 
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analyze the data. We based the sample size on characteristics of 
the universe in each agency and a need to achieve a 95-percent con- 
fidence level and an overall reliability factor of + 12 percent. 
Since all cases reviewed were selected based on specific statisti- 
cal criteria, our results can be projected to the universe of cases. 

Our universe does not cover all fraud involving Federal funds-- 
only cases investigated by Federal agencies. We did not include 
cases where State or local jurisdictions had primary investigatory 
responsibility. These include most Medicaid and Aid to Families 
with Dependent Children cases, as well as cases involving individ- 
ual recipients of food stamps. Our universe of cases does include 
food stamp frauds involving grocery stores and illegal trafficking 
in food stamps because these types of cases are investigated by the 
Department of Agriculture. The vast majority of Medicare fraud 
cases is excluded from our universe. The only Medicare cases in- 
cluded are those that were investigated by the Health, Education 
and Welfare (HEW) 1/ Inspector General. 

We did most of our work at the agency offices of inspector 
general. In those instances where agencies had no inspector gen- 
eral, we did the work at the comparable investigative units within 
the agencies. A major part of our work involved reviewing agency 
investigative files on sample fraud cases and recording the infor- 
mation in the files on our data collection instrument. In addi- 
tion to collecting statistical data, we followed up on selected 
cases to determine what internal control deficiencies had allowed 
fraud to occur. In doing this we discussed the cases with agency 
program officials responsible for the areas where fraud occurred, 
and reviewed documentation on agency policies and program proce- 
dures at 21 agencies. We did our review at the headquarters of 
each agency as well as numerous agency field offices. 

&/Since the period covered by our review, HEW has been reorganized. 
Its functions have been transferred to two new agencies--the 
Department of Education and the Department of Health and Human 
Services. 



CHAPTER 2 

FRAUD AND RELATED ILLEGAL ACTIVITIES 

ARE WIDESPREAD 

Fraud and related illegal activities against the Federal 
Government are a widespread problem. Fraud has been detected in 
every agency in our review and in all types of activities within 
these agencies. Actual losses due to fraud and other illegal ac- 
tivities will never be known because most go undetected. 

DIRECT DOLLAR LOSSES DUE 
TO FRAUD ARE SUBSTANTIAL 

Based on statistical projections of the data compiled, we 
identified actual or estimated dollar losses in about 48,800 fraud 
cases. Using the available data we were able to project that known 
losses due to fraud in the 2-l/2 year period reviewed were between 
$150 and $220 million. As indicated earlier, this figure includes 
only those fraud cases investigated by Federal agencies. Our esti- 
mated dollar loss does not include cases where State or local juris- 
dictions had primary investigative responsibility. Some of those 
losses are substantial. For example, in 1977 we reported that the 
Federal Government was losing close to $600 million a year in the 
food stamp program because of overissued benefits. l/ Complete and 
accurate nationwide data was not available on the percentage of 
these losses due to fraud, but at five food stamp projects we 
visited, available data showed that about half of the overissuances 
were classified as suspected fraud. 

Agencies planned to recover only 
a small percentage of their losses 

Overall planned recoveries were between 20 and 29 percent of 
total losses due to fraud. Courts ordered defendants to repay the 
Federal Government a total of nearly $14 million in about 1,500 
cases. In about 13,000 cases, agencies planned to recover about 
$29 million through administrative actions, such as working out a 
repayment agreement with the culprit or taking it out of the cul- 
prit's retirement fund. However, the total planned recoveries of 
about $43 million were small compared to total losses of between 
$150 and $220 million. 

Moreover, the fact that a court orders restitution does not 
necessarily mean the money is actually recovered. In one case we 
became aware of during our review, a General Services Administra- 
tion (GSA) building management specialist took advantage of in- 
adequate controls to establish a fictitious company which received 

l/"The Food Stamp Program-- Overissued Benefits Not Recovered and - 
Fraud Not Punished," CED-77-112, July 18, 1977. 
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about $300,000 in payments for services never performed. In a 
criminal proceeding the defendant pleaded guilty to embezzlement. 
In a later civil proceeding in August 1978, the Federal Government 
was awarded almost $613,000 under the Federal False Claims Act. 
The amount awarded included double damages and penalties for false 
statements. At the time of this report, the-Department of Justice 
had been unsuccessful in its attempts to obtain payment of the 
award. 

In another case, an individual embezzled nearly $16,000 in 
Law Enforcement Assistance Administration grant funds. The indi- 
vidual was sentenced to 3 years probation, required to perform 200 
hours of community service, and required to repay the stolen money. 
However, it is doubtful that full restitution will ever be made 
because, under terms agreed to by the Office of Probation of the 
Federal district court handling the case, the individual is repay- 
ing the Government at the rate of $20 a month. Thus, it will take 
her about 65 years to repay the $16,000. 

Although we did not attempt to determine the amounts agencies 
recovered through administrative actions, we believe that actual 
recoveries are much lower than planned recoveries. For example, 
agencies often set up repayment schedules which are not adhered 
to by the culprit. All too typical is the case where a welfare 
recipient obtained excess payments of over $8,000 from Social Se- 
curity's Supplemental Security Income program. The individual 
agreed to repay the agency $3,000 to avoid prosecution, but agency 
officials told us they actually recovered only $50. 

We did not, as part of this study, evaluate the problems 
agencies face in recovering losses due to fraud. However, we plan 
to do another study which will address how agencies can increase 
the recovery of fraud losses. 

Small dollar frauds may 
indicate big problems 

While the public is usually aware of highly publicized cases 
with large dollar losses, smaller dollar frauds must not be writ- 
ten off as immaterial because they may be the first symptom of 
serious internal control problems. 

An example of such a case is a payroll fraud committed by a 
clerk at the Military District of Washington Finance and Account- 
ing Office which disburses $1.5 billion a year. 

The employee used her official position to have 12 fraudu- 
lent payroll checks totaling about $17,000 issued to two accom- 
plices. She was able to commit the fraud because there was no 
separation of duties and no matching of persons paid with persons 
employed. Clerks had complete control over entering names on the 
payroll, issuing time and attendance cards, and removing names 
from the payroll. 

5 



As a result of a subsequent review, three more employees 
confessed or were found guilty of defrauding the same office of 
over $16,000. Two others in the office were also arrested for 
suspected fraud involving $95,000. 

In an audit following the fraud discovery, we found that at 
least $308,000 in overpayments and erroneous payments had been 
made by the Finance and Accounting Office in question. We also 
found that payroll office personnel had made over $531 million in 
unsupported adjustments to accounting records to make them agree 
with figures reported to the Treasury Department. A/ 

MANY DIFFERENT TYPES OF INDIVIDUALS 
AND ORGANIZATIONS COMMIT FRAUD 

About 29 percent of the cases of fraud against the Government 
were committed by Federal employees. Consequently, the integrity 
of Federal employees is being closely scrutinized. The number of 
cases involving Federal employees is large. Even so, the Federal 
employees involved represent only about four-tenths of one percent 
of the Federal civilian and military personnel at the agencies 
covered by our review. In about one-quarter of the cases, indi- 
vidual citizens committed the fraud. Another 15 percent of the 
cases involved non-Federal organizations such as contractors, 
grantees, corporate recipients of financial assistance, and other 
business entities. In the remaining cases, the Federal agency was 
unable to identify the suspects. 

Most of the cases where the Federal agencies were unable to 
identify the participants were theft cases. In some instances, 
noncompliance with established procedures or inadequate controls 
hampered agency attempts to identify suspects. For example, dur- 
ing a Department of Energy (DOE) audit 15 radios worth almost 
$8,000 were missing and were thought to have been stolen. An in- 
vestigation could not identify any suspects because too many people 
had an opportunity to steal the items and two years had elapsed 
since the last inventory. Our review of controls revealed that 
keys to the storage area were accessible to many employees. 

The chart on page 7 shows the participants in the fraud 
cases identified in the 21 agencies reviewed. 

l/"Major Deficiencies in Army's Washington, D.C., Finance and Ac- - 
counting Operations," FGMSD-80-53, June 5, 1980. 
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WHO COMMlTTED FRAUD 7 
(NOTE Al 

a/Cases total 77,208 rather than 77,211 due to rounding and weight- - 
ing of the data. Percentages on chart total 101 percent due to 
rounding. 

b/Percentage of cases involving Federal employees totals 30 percent, 
rather than 29 percent, because of rounding. 

FEDERAL AGENCIES HAVE BEEN SUSCEPTIBLE 
TO MANY TYPES OF FRAUD 

As noted in our report'"Federa1 Agencies Can, And Should, Do 
More To Combat Fraud In Government Programs" one of the prereq- 
uisites to controlling fraud is knowing where fraud has occurred 
and its extent. Our review was done, in part, to develop this 
information Government-wide. 

Fraud occurred in all 21 departments and agencies included 
in our review. Agencies were susceptible to literally hundreds 
of different types of fraud in a wide range of functional areas. 
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Statistical summary of cases by agency, 
functional area, and type of fraud 

The following graphs present statistically developed numbers 
of fraud cases for each Federal agency we reviewed, and for the 
functional areas and types of fraud identified in these cases. 

Analyses and conclusions based on the data presented must be 
carefully made. Several points should be kept in mind. We did 
not attempt to evaluate the investigative procedures used or the 
evidence developed, nor did we independently develop lists of 
fraud cases, or verify lists provided by each agency. As a result, 
conclusions that one agency has better fraud detection systems than 
another because it discovered more cases are not necessarily valid. 
It would also be incorrect to conclude that because one agency has 
identified more fraud than another it is more prone to fraud, less 
well managed, or otherwise not fulfilling its responsibilities. 

As shown in the chart below, 66,620 cases or 86 percent of 
the detected fraud occurred in five agencies (Social Security Ad- 
ministration (SSA), U.S. Postal Service, Department of Agriculture, 
Department of the Army, and Department of the Navy). Theft was 
the most common type of fraud in the Postal Service, Army, and 
Navy. False statements were the most frequent fraudulent acts 
against SSA, and food stamp irregularities accounted for a ma- 
jority of the cases in the Department of Agriculture. 
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FRAUD CASES BY AGENCY 

AGRICULTURE 1-1 6,672 CASES 

COMMERCE 164 CASES 

COMMUNlTY SERVICES ADMINISTRATION 70 CASES 

DEFENSE (OTHERI 

DEFENSE LDGISTICS AGENCY 

ARMY (NOTE A) 

NAVY INOTE 6) 

ENERGY 

ENVIRONMENTAL PROTECTION AGENCY 

GENERAL SERVICES ADMINISTRATION 

HEALTH, EDUCATION, AND y;;;;“c: 

HOUSING AND URBAN DEVELOPMENT 

INTERIOR 

LAW ENFORCEMENT ASSISTANCE 
ADMINISTRATION 

LABOR 

POSTAL SERVICE (NOTE D) 

SMALL BUSINESS ADMINISTRATION 

SOCIAL SECURITY ADMINISTRATION 
(NOTE E) 

TRANSPORTATION 

11.161 CASES 

13.147 CASES 

TREASURY (INTERNAL REVENUE SERVICE 
AND CUSTOMS ONLY1 1,664 CASES 

VETERANS ADMINISTRATION 1,666 CASES 

+dude8 307 Army-Air Fbrce Exchange Service cases. 

~/Includes ths Depmtmmt of the Navy and the Marine Cbrpe. 

+ince the period cnveredbycur review, HEMhaskeenrexganized. Its functions have been transferred to 2 
nswagemiea-ths Department of Education ark3 the De-t of Health am3 Mrman Services. 

g/Tba cases in w Eb8tal Service miverse only represent a portion of the cases investigated by the Pasta1 
Serviceduring the pericd of our review. Moatofthecaseswe inclwledinour universeweremailtheft 
cases involving pOetalemployee8 or cccrtractors. Other types of cases includad such things as cash slmrt- 
ages at post offices, theft of s-lies am3 equipnent, fraudulent lo88 claim3 filed by Fwtal patrons, 
muxy order thefts, tims amI attemdance abuses, and insufficient fur&i checks tiere there appeared to be 
intsnttodefraud the Service. We did mt include cases involving the theft of mail once it ws properly 
delivered to an addre8s because there is usually r-m liability to the Festal Service in these cases. We 
alsodid rwt includeturglaries andhold-ups. While we believe the cases wz selected are the bulk of the 
cases that are of interest in this study they represent only a part of the cases investigated by Postal 
inspectors ea& year. Ebr exmple, the vast majority of mail thefts occur after the mail is properly 
delivered, arid cwer 90 parcent of the persons arrested for the theft of mail in fiscal 1980 were non- 
Fcetal atployeefl. According to Festal officials, the Service psrformd abut 45,030 criminal investiga- 
tions in fiscal 1980 tiich resulted in abmt 9,600 amvictiona for R&al offenses. 

+tih Wss fOlXlldy part Of m afXd i8 IIW part Of th8 lXpwdrmt of Health and Humn Services. For the 
purposes of our review, we treated SSAas a sewate agencybecause it investigated andhandled almstall 
thecases inMlvingtheSocialSecwity~ir~tandSu~plementalSecurityInmneprograms. 
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About 93 percent of the cases involved theft, false state- 
ments, food stamp irregularities, and a wide variety of miscel- 
laneous frauds. Destruction of Government property and insuf- 
ficient funds checks were the most common types of miscellaneous 
fraud detected. 

TYPES OF FRAUD COMMITTED AGAINST THE GOVERNMENT (NOTE Al 

THEFT 

FALSE STATEMENTS 

MISCELLANEOUS FRAUD 

MISUSE OF FOCI0 STAMPS 

FORGERY 

WORK - HOUR ABUSES 

KICKBACK OR BRIBE 

PRIVATE USE OF 
GOVERNMENT PROPERTY 

EXTORTION 

CONTRACT TERMS 
NOT MET 

a/Cases total 77,212 rather than 77,211 due to rounding and 
weighting of the data. 

As previously noted in the DOD definition (p. 2), theft is 
considered a type of fraud or illegal activity. It is viewed as 
a willful or conscious wrongdoing that adversely affects the Gov- 
ernment's interests. As the above chart shows, theft accounted 
for almost half the cases identified by the agencies. In many 
theft cases we found that Federal agencies failed to adequately 
control and safeguard Government equipment and supplies. For ex- 
ample, at one DOE facility we evaluated 43 cases, most of which 
involved theft, and found internal control deficiencies to be a 
contributing factor in the majority. In one case, $327 worth of 
paper disappeared from a contractor's delivery drop point--an un- 
secured stairwell --at the facility. Although the amount of money 
involved was relatively small, officials said that they had a con- 
tinual problem with items being stolen from this drop point. One 
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contractor official said the contractor was lucky to get half of 
the items delivered to the stairwell. We found that the contrac- 
tor did not require signed receipts for supply items and that these 
items were often left unsecured at delivery points making them 
highly susceptible to theft. 

The next chart shows that 58,470 cases--about 76 percent of 
the total cases --occurred in four functional areas. The types of 
fraud most often associated with these functional areas were false 
statements and theft. 

MAJOR FUNCTIONAL AREAS AFFECTED BY FRAUD (NOTE A) 

INVENTORY CONTROL 

PERSONAL PROPERTY 
MANAGEMENT 

MAIL SERVICE 

PERSONNEL 

CASH CONTROL 

LOAN GUARANTEES 
AND LOANS 

PAY ROLL 

OTHER MISCELLANEOUS 
AREAS 

a/Cases total 77,214 rather than 77,211 due to rounding and 
weighting of the data. 

Examples of fraud cases in 
malor functlonal areas 

fraud 
The cases presented in this section are typical types of 

in the various functional areas. Dollar amounts identified 
do not, however, represent the normal or average loss. We in- 
cluded both large and small losses. 
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Financial assistance to individuals 

Financial assistance to individuals is the most fraud-prone 
functional area identifi/ed. A typical case involved an individ- 
ual who properly applieia for and received mother and daughter sur- 
vivors benefits after the death of her husband, a wage earner 
covered under Social Security. As part of the application, the 
individual agreed to notify the SSA when her daughter no longer 
qualified as a dependent. Under the program, the daughter would 
be ineligible if she married, and the payments received by the 
mother would be reduced accordingly. 

The daughter married within 6 months after her mother filed 
for benefits. The mother did not notify SSA of the change in sta- 
tus and received over $4,300 in excess benefits. After pleading 
guilty to one count of fraud, she was sentenced to 6 months proba- 
tion and ordered to repay the money to the agency. 

Inventory control and property management 

Inventory control cases involve the theft or misuse of Gov- 
ernment property such as equipment, parts, vehicles, and supplies. 

An example of a case affecting this function is one where a 
DOE research facility lost Government property costing about 
$130,000. Officials at the facility certified that the equipment 
was worthless and that it had been scrapped. However, a DOE in- 
spector general investigator found no basis for the certification. 
About $68,000 worth of the equipment was later found and put back 
in the property inventory. The rest of the equipment was still 
missing at the time of our review. 

Control over Government property at the facility was weak. 
At the time of our review, over $10 million in Government property 
at the facility had not been inventoried for 2-l/2 years. 

Personal property management 

The Department of Defense and other Federal agencies have 
general authority to reimburse their personnel for personal prop- 
erty stolen from, or damaged in, living quarters assigned by the 
Government up to a maximum of $15,000. The losses must be inci- 
dent to the individual's service. A significant number of cases 
detected in the Departments of the Army and Navy involve the theft 
of personal property from .military barracks. 

The Department of the Army paid about $1.6 million in fiscal 
1979 to claimants who had personal property stolen. Although 
statistics are not available for total claims paid by the Depart- 
ment of the Navy, we believe that the total, based on the number 
of cases detected, is probably substantial. 
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Mail service -**---- 

The mail service cases we looked at consisted primarily of 
the theft of registered and insured mail. As indicated earlier 
(p. 9), we did not include the theft of mail-after it was prop- 
erly delivered because there is usually no liability to the Postal 
Service. 

In one incident, Postal investigators suspected a clerk of 
stealing five mail pouches containing cash, coins, and jewelry. 
The individual was put under surveillance. He was subsequently 
tr i.e(l, c(>nvicted, and sentenced to 3 years (with all bllt 3 months 
cjclspended) for thefts committed during the surveillance. The to- 
tal loss to the Postal Service was about $112,000. 

Personnel 

The personnel cases involve the operations and activities of 
a department's personnel section such as irrlproper hiring, firing, 
and promoting. False statements on employment applications are 
the most frequently encountered problem. For example, several DOD 
cases involved the fraudulent enlistment of illegal aliens into 
the Marine Corps. The aliens enlisted by presenting false birth 
certificates or other false proof of U.S. citizenship. In another 
typical case an Army recruiter, under pressure to fill his quota 
of enlistments, allegedly encouraged a recruit not to disclose his 
police record. 

Cash control 

The cash control functional area includes the use and control 
of Federal funds. Theft or embezzlement is the most frequent type 
of fraud in this area. 

In one case a purchasing agent at a Veterans Administration 
(VA) medical center allegedly embezzled more than $60,000 from an 
imprest fund over a period of about 5 years. Imprest funds are 
cash on hand for the day-to-day miscellaneous financial needs of 
an agency. The agent allegedly covered the losses from the fund 
with fraudulent purchase orders for goods never delivered. Pur- 
chases made from the fund were supposed to be confirmed by certain 
other employees. However, the agent either got the individuals 
to verify that goods had been delivered without actually seeing 
them, or forged their signatures on receiving documents. The docu- 
mentation he maintained to support purchases from the fund did not 
include vendor receipts as required by Federal Procurement Regula- 
tions. However, the lack of adequate documentation was not ques- 
tioned during audits and management reviews of the fund over the 
S-year period during which the fraud occurred. 

The agent was finally caught because the medical center im- 
plemented a centralized accounting and management system. Shortly 
after the system was implemented, a pharmacist discovered that the 
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pharmacy account was being charged for drugs never received, and 
reported the matter to the appropriate VA officials. 

Loans and loan guarantees 

Many Federal agencies administer programs which provide di- 
rect loans or loan guarantees to individuals and organizations who 
meet certain criteria. For example, the Small Business Administra- 
tion (SBA) makes loans to small businesses. VA and the Department 
of Housing and Urban Development (HUD) guarantee home mortgage 
loans for qualified home buyers. 

A typical case in this area is one where an individual bor- 
rowed $30,000 from SBA to buy a business. The borrower actually 
only paid $12,000 for the business. He allegedly used the rest 
of the money for purposes other than those allowed in his loan 
agreement. 

Another example of problems in this area is the case of loan 
guarantees that were issued to nonveterans and ineligible vete- 
rans because of collusion between a real estate broker and a VA 
eligibility clerk. The eligibility clerk allegedly accepted nu- 
merous bribes from the real estate broker to issue phony certifi- 
cates of eligibility for veterans benefits. These certificates 
were then used to obtain over 100 home loan guarantees for ineli- 
gible individuals. A VA investigation of one lending institution 
which provided loans to 47 individuals purchasing homes through 
the broker showed that over half the borrowers receiving VA guar- 
anteed loans were not actually veterans. 

Payroll 

Payroll preparation, processing, distribution, and related 
activities are common areas of fraud, waste, and abuse. Working 
hour abuses and false statements on time and attendance documents 
are the most frequent problems. 

In one case, a Government employee assigned to a Social Se- 
curity Administration branch office was responsible for maintain- 
ing time and leave records and sending the information to HEW's 
central payroll office. The individual added fraudulent overtime 
hours to her own payroll data before sending it. This same indi- 
vidual also distributed the payroll checks. The fraud was only 
detected because the timekeeper was absent on a day when the pay- 
roll checks were received for distribution. Her supervisor dis- 
tributed the checks and noticed the timekeeper was receiving 
excess pay. The individual received $3,200 in fraudulent over- 
payments before being caught. 

Miscellaneous areas 

A large number of cases fell into a wide range of other func- 
tional areas. For example, about 2 percent were in law enforcement 
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and in travel. About 1 percent were in procurement and disposal 
of surplus property. All the rest of the functional areas affected 
represented less than 1 percent of the total cases. 

THE NONMONETARY EFFECTS 
OF FRAUD ARE SUBSTANTIAL 

The cost of fraud and other illegal activities cannot always 
be measured in dollars. Nonmonetary effects must also be consid- 
ered in evaluating the seriousness of incidents of fraud against 
the Government. 

Possibly the most serious nonmonetary effect is the loss of 
confidence in the Government's ability to efficiently and effec- 
tively manage its programs. This occurs when members of the pub- 
lic believe that individuals can commit illegal acts without fear 
of prompt, or possibly any, Federal action. Such perceptions, 
whether valid or not, can result in the view that such activities 
are the norm. 

In over 14,000 cases where no money was lost, individuals did 
not receive the benefits intended or they received benefits for 
which they were not eligible. An example is the case where a gro- 
cery store accepts food stamps for ineligible items such as beer, 
wine, and cigarettes. In other cases, veterans sometimes act 
as "straw buyers" and obtain VA guaranteed home loans for nonvet- 
erans. Under this scheme, a veteran purchases a house using his 
or her VA benefits and then turns the property over to the real 
buyer. In many of these cases it is difficult to pinpoint a direct 
dollar loss, but individuals or organizations are clearly receiv- 
ing benefits to which they are not entitled. Violations such as 
these threaten program integrity and could lead to the eventual 
cancellation of the programs involved and loss of benefits for the 
program participants who obey the rules. 

Fraud also has other serious effects which more directly af- 
fect people's lives. In about 630 cases the fraud had a poten- 
tially harmful effect on public health and safety. A good example 
is the case where the superintendent of a municipal wastewater 
treatment plant and at least three other people were involved in 
a scheme to falsify discharge reports required by Federal law. The 
individuals intentionally dumped raw sewage into a river and then 
falsified reports to the Environmental Protection Agency (EPA) on 
the amount of sewage released. 
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CHAPTER 3 

CONTROL WEAKNESSES ALLOW -- - . - - - 

FRAUD AND OTHER 

ILLEGAL ACTIVITIES TO OCCUR 

The Federal Government spends more than $500 billion and pro- 
vides a multitude of services annually. Every Federal manager has 
an obligation to see to it that his or her program's assets are 
safeguarded against improper use. Strong systems of internal con- 
trols designed into each Federal program or operation are the pri- 
mary mechanism managers have to protect public funds. Internal 
controls are the first line of defense against fraud. In addition 
to reducing the amount of fraud, internal controls also aid in 
earlier detection of questionable activities when they do occur. 
However, internal controls alone are not enough to prevent fraud. 
Management has to establish an environment where controls are un- 
derstood, encouraged, and enforced if the controls are to be effec- 
tive. 

During our review we found many instances where controls were 
either inadequate, not followed, or nonexistent. In many cases, we 
believe this was due to a lack of management concern about adequate 
controls. 

STRONG SYSTEMS OF CONTROLS ARE NEEDED 
TO PROTECT PROGRAMS FROM FRAUD --. ---v-e-.- 

Strong internal control systems help ensure that specific 
transactions are carried out correctly. Quite simply, internal 
controls are checks and balances over all activities of an organ- 
ization (both fiscal and managerial). Examples of internal con- 
trols are separation of duties so that one individual does not 
completely control a financial transaction: physical security 
measures that protect Government property, funds, and records: 
and verification and reconciliation procedures built into an 
activity to assure that transactions are handled properly. 

A recent GAO report concluded that, because of inadequate 
internal controls, most Federal agencies operate systems that are 
vulnerable to fraud, physical losses, and waste. l/ The report 
summarized conditions noted in a series of GAO reports issued be- 
tween December 1976 and October 1979 and covered financial and 
accounting operations at 15.7 fiscal offices in 11 Federal agen- 
cies. We reported on numerous internal control weaknesses that 
made Government operations vulnerable to fraud and other illegal 
activities. For example: 

l/"Continuing and Widespread Weaknesses in Internal Controls 
Result in Losses Through Fraud, Waste, and Abuse," FGMSD-80-65, 
Aug. 28, 1980. 
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--Money collected at many fiscal offices was subject to loss 
or misuse because of inadequate controls over recording, 
depositing, and safeguarding funds, and failure to segre- 
gate duties. One office lost $12,000 because it allowed 
funds to accumulate for several weeks@ and in some cases 
months, before depositing them. This was against Treasury 
Department requirements which state that agencies should 
deposit large collections daily and smaller collections at 
least weekly. 

--Expenditures at many offices were subject to diversion and 
misuse because of inadequate checks on the propriety, ac- 
curacy, and legality of payments. At one location a finan- 
cial clerk was able to embezzle over $856,000 because the 
office did not adequately audit vouchers before payments 
were made. 

--Government Transportation Requests in many locations were 
susceptible to conversion for personal use because of in- 
adequate safeguards and controls. These documents are 
issued to Federal employees to be used in place of cash or 
checks to pay for travel on official business. An employee 
at one location converted Government Transportation Requests 
amounting to more than $30,000 over a 2-year period. He 
was able to do so because he had total control over acquir- 
ing, maintaining, issuing, and accounting for the easily 
convertible documents. This illegal activity was discovered 
only when other improper activities by this employee were 
investigated. 

-1mprest funds were often exposed to the risk of loss, theft, 
or misuse because not all agencies were adequately controll- 
ing , safeguarding, or managing millions of dollars in such 
funds. One fiscal office that was not following GAO and 
Treasury requirements that funds be adequately safeguarded 
lost about $209,000. The office kept its imprest funds in 
an unlocked cashbox stored in a safe which was accessible 
to several people other than the cashier. 

CONTROLS WERE INADEQUATE, NOT FOLLOWED, 
OR NONEXISTENT 

During our review we found many instances where controls were 
either inadequate, not followed, or nonexistent. While internal 
controls cannot put an end.to all fraud, we believe many frauds 
might have been prevented if good control systems had been in 
place. The following cases illustrate these problems. 

Inadequate controls--embezzlement 
of funds 

The alleged embezzlement of almost $2 million over a 3-year 
period from the Department of Defense's Civilian Health and Medical 
Program of the Uniformed Services shows what can happen without 
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good controls. The program pays non-Government hospitals and 
doctors for the medical care of eligible military personnel and 
their dependents. Because of poor controls, a civilian program 
administrator in Korea was allegedly able to embezzle funds by 
preparing and certifying over 3,300 phony medical claims. 

The major inadequate control was a lack of separation of 
duties. One person was responsible for processing and approving 
all claims received under this program in Korea. Because of this 
broad responsibility, the administrator was allegedly able to 
falsify claim forms and later certify the fraudulent claims for 
payment. 

According to DOD investigative files, the administrator in- 
structed hospitals to submit claim forms with the address, cost, 
and sometimes the authorized provider's signature spaces left blank. 
He filled in the blanks with inflated amounts and mailing addresses 
which he controlled. In his role as sole certifying officer, he 
then prepared another standard form certifying the correctness of 
the claim, and forwarded both forms to an Army finance and account- 
ing office. The finance and accounting office would mail a Gov- 
ernment check made out to the hospital to the address shown on the 
form. The files indicated that once the checks were delivered to 
his mailboxes, the administrator allegedly forged the hospital en- 
dorsement, cashed the checks, paid the hospitals the actual costs, 
and kept the difference. 

Besides poor internal controls, management supervision was 
weak. While the administrator was supposed to receive general 
supervision from the Army Comptroller, we were told that no one 
ever questioned his activities. Further, we found there had never 
been an on-site audit to determine if the administrator was fol- 
lowing proper procedures. 

The alleged fraud was detected by a Defense Audit Service 
DOD-wide survey of the validity of claims filed under the Civil- 
ian Health and Medical Program of the Uniform Services. During 
the survey, the audit service questioned a claim totaling $1,424 
from a Korean hospital. A follow-on investigation by the Army's 
Criminal Investigation Command found that the claim should have 
been for $294. After investigators started asking more questions 
about claims in Korea, the administrator resigned and left the 
country. A Federal grand jury indicted the administrator on No- 
vember 7, 1979, but by that time the individual had disappeared. 
The suspect has since been captured and is awaiting trial. Only 
about $200,000 has been recovered. 

Controls were not followed-- 
FAA inventory theft case 

Government equipment worth $3,390 was apparently stolen from 
two Guam Federal Aviation Administration (FAA) facilities sometime 
between February and July 1978. When the theft occurred, formal 
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control procedures for building security and inventories included 
(1) locks on all facilities and (2) property custodians responsible 
for protecting and safeguarding assets. Although both facilities 
were equipped with locks, 
did not work, 

the locks at one site were damaged and 
and FAA officials left the doors open at the other 

site. As a result, unauthorized people could enter the facilities 
and steal equipment without being detected. 

Physical control and accountability for inventories was also 
poor. FAA officials did not adequately safeguard equipment shipped 
or received. For example, equipment returned for repair was left 
unsecured in an administrative office. The office was accessible 
to many people. 

Inventory control problems were not new at these locations. 
In an evaluation performed in March 1977, an FAA official reported 
that inventory accuracy could not be determined because property 
records had been improperly maintained since 1975. Also, he could 
not determine if property receipts and transfers were properly 
documented. 

Our review revealed that weaknesses at the time of the theft 
still continue. Because of poor control procedures FAA is still 
unable to account for significant inventory amounts at the facil- 
ities where the thefts occurred. We determined that it was unable 
to account for at least 40 percent of the equipment on its inven- 
tory records at these locations. 

Controls did not exist-- 
DOD procurement case 

One of our sample cases involved crude oil deliveries to a 
Navy facility under a Defense Logistics Agency (DLA) contract. 
DLA purchases billions of dollars of fuel a year for DOD and cer- 
tain civilian agencies. Former contractor employees alleged that 
a private company was shorting the Government on shipments to a 
Navy facility. The Naval Investigative Service and the Federal 
Bureau of Investigation investigated but could not determine the 
dollar loss or identify any suspects because contractor shipments 
were not adequately measured. 

The company made the shipments under a standard contract ne- 
gotiated by DLA's Defense Fuel Supply Center. Contract specifica- 
tions did not spell out controls to assure that the amount of fuel 
the Government paid for was received. The contract merely stated 
that quantities must be verified by receiving shore tank measure- 
ments. We found that controls in this instance were virtually 
nonexistent. Navy personnel did not measure the tank either before 
or after the receipt of fuel. Using a dipstick, Navy personnel 
did check the contents of the tank every 24 hours. However, the 
storage tank at this facility has a 2-million-gallon capacity and 
an inaccuracy of as little as one-quarter inch in the dipstick 
measurement would result in a variance in oil quantities on hand 
of between 7,000 and 15,000 gallons. 
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GOOD CONTROLS MEAN 
QUICKER DETECTION OF FRAUD 

Good systems of internal control will usually prevent fraud. 
If fraud occurs, the systems will normally enable early detection. 
However, as indicated earlier, we found agency control systems were 
inadequate in many cases. This is evidenced by the fact that (1) 
much of the fraud was found by sources other than internal controls 
and (2) a significant number of frauds were detected long after 
they were committed. 

Fraud was often detected 
by means other than controls 

Federal employees detected about 34 percent of the fraud cases 
during the normal course of their day-to-day activities. In most 
cases employees discovered fraud by chance. An example is the case 
of a college professor who certified that he had provided individ- 
ual tutoring to veterans when he actually had not. In some instan- 
ces the professor and the veterans split the payments, while in 
others the professor forged the veterans' signatures and kept the 
entire amount. 

One night two VA employees responsible for processing educa- 
tional benefits claims were riding home together on the bus. One 
mentioned that he was receiving a lot of benefits claims from stu- 
dents tutored by the professor. The other VA employee responded 
that he had also processed a lot of claims for the same man's serv- 
ices. A subsequent investigation based on the large number of 
claims disclosed the fraud. 

In another case a Federal supervisor was driving down a high- 
way when he saw one of his employees in another car. The employee 
was supposed to be on a business trip over 200 miles away. The 
employee later submitted a false travel voucher claiming expenses 
for the business trip. An investigation showed that the employee 
had been making false travel claims for almost 3 years. 

About 20 percent of the cases not spotted by controls were 
detected by compliance or eligibility reviews. Certain agencies 
do these reviews periodically to make sure program participants 
are eligible for benefits and are complying with program regula- 
tions. About 90 percent of the cases detected by such reviews 
involved Federal financial assistance to individuals. An example 
is the educational compliance surveys done by VA. As part of the 
surveys, VA employees spot check records at educational and train- 
ing institutions to make sure persons receiving veterans education 
benefits are eligible. VA does an annual compliance survey of 
each institution of higher education where 300 or more students 
receive VA benefits. Its employees also do annual compliance 
surveys at vocational training schools. If a spot check of en- 
rollment records reveals a large number of discrepancies, a more 
extensive review is done. Between July 1, 1977, and March 30, 
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1979, VA did over 28,000 compliance surveys. Compliance investi- 
gators found discrepancies at close to 15,000 educational and 
training facilities. 

Compliance and eligibility reviews have been effective in de- 
tecting fraud. However, they are after-the-fact checks that can 
only detect fraud once it has occurred. They are not internal con- 
trols because they cannot prevent fraud from happening. In fact, 
in about 37 percent of the cases, the fraud was not detected by 
compliance or eligibility reviews until one or more years after it 
was committed. 

Even so, compliance and eligibility reviews are important tools 
for detecting fraud in programs where it is difficult to establish 
internal controls. This is especially true in programs such as 
food stamps and Aid to Families With Dependent Children where third 
parties are responsible for administering the disbursement of bene- 
fits and the Federal Government has no direct control over day-to- 
day program activities. For example, it is not possible to estab- 
lish cost effective controls to prevent grocery stores from redeeming 
food stamps for ineligible items such as beer and cigarettes. The 
Department of Agriculture uses a computer to generate quarterly 
reports which identify stores with statistically excessive food 
stamp redemptions. Agriculture's compliance personnel then visit 
those stores to determine if the food stamp redemptions are rea- 
sonable. If the Department determines that a store's redemptions 
are unreasonable, undercover investigators visit the store and at- 
tempt to catch the owners or employees in an illegal act--either 
purchasing food stamps at a discount or selling ineligible items. 

The rest of the fraud cases were detected through a wide va- 
riety of means. 

21 



HOW FRAUD WAS DETECTED (NOTE A) 

INTERNAL COMPLIANCE OR 
ELlGlBlLlTY REVIEW 

ALLEGED VICTIM 

PRIVATE INDIVIDUAL 

INVESTIGATION 

INFORMANT (ANONYMOUS 
OR PAID1 

MISCELLANEOUS 

STATE OR LOCAL GOVERNMENT 
EMPLOYEE 

UNKNOWN 

AUDIT 

CONTRACTOR PERSONNEL 

tNSPECTION 

CONFESSION BY PERPETRATOR 

LAW ENFORCEMENT INVEST- 
IGATION - STATE & LOCAL 

GRANTEE PERSONNEL 

a/Cases total 77,201 rather than 77,211 due to rounding and - 
weighting of the data. 

Much fraud went undetected 
for a long time 

Where the information was available, we found that almost a 
quarter of the fraud in the 21 agencies went undetected for 6 months 
or more after it first occurred. In 17 percent of the cases, the 
fraud went undetected for over a year. Moreover, the cases which 
took longer to discover accounted for a proportionately larger per- 
centage of dollar losses. Half the cases involving losses over 
$10,000 took over a year to detect, but only about a quarter of the 
cases under $10,000 took more than a year to detect. Adequate con- 
trols would have prevented many of these frauds. In a quarter of 
the cases, the fraudulent acts were committed more than once. In 
some of these cases where controls did not prevent fraud, they 
might have at least led to its earlier detection. 

An example of inadequate internal controls allowing fraudu- 
lent activity to continue undetected for an extended period in- 
volves a Customs mail specialist who was responsible for inspect- 
ing packages mailed into the United States from foreign countries. 
The mail specialist stole jewelry and other valuable items at the 
rate of $1,000 a day for at least 3-l/2 years. 
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Total losses in this case were estimated between $500,000 and 
$l,OOO,OOO of which goods valued at $450,000 were recovered. After 
arrest, the mail specialist's description of how the items were 
stolen clearly showed the lack of adequate supervision and inter- 
nal controls: 

--He placed mailing labels for a business owned by his wife 
over the correct address. 

--He carried out small registered packages of jewelry in his 
apron pocket, his jacket, or lunch box. 

--After stealing the contents of a package, he cut up the 
wrappings and placed the pieces in other packages that were 
sent out. 

--When he stole the contents of a wooden box, he rewrapped 
the box and labeled it with a false address and false re- 
turn address. Thus the empty box could not be delivered or 
returned to the sender. 

Since the thefts, Customs has implemented controls to make it 
more difficult to steal from packages being inspected by its mail 
specialists. Among other things, Customs procedures now require 
greater separation of duties. 

GREATER MANAGEMENT SUPPORT 
OF CONTROLS IS NEEDED 

In 1978, we reported that a major cause of fraud was the lack 
of interest by Federal agencies in protecting their programs from 
fraud. In this review, we found a much higher awareness of the 
need to protect programs from fraud but this awareness was often 
not acted upon. Program management is frequently unconcerned with 
enforcing the controls needed to prevent fraud. Managers are rated 
on such things as how much money they spend, how many program par- 
ticipants they sign up, and how many claims they process. These 
concerns often override concern over whether the money is actually 
spent properly, and, as a result, controls are often neglected. 

In many of the cases we looked at, control procedures had 
been established but had not been implemented. For example, in 
the previously mentioned case of the $17,000 payroll fraud at the 
Military District of Washington Finance and Accounting Office (see 
PP. 5-6) separation of payroll duties was required by the Standard 
Army Civilian Payroll System. This requirement for separation of 
duties, however, had not been implemented by management. At the 
time the fraud occurred, managers at the Military District and the 
Department of the Army had been aware of deficiencies in the pay- 
roll operations at the Finance and Accounting Office for several 
years. 

We believe top Federal managers need to be more concerned 
with ensuring that effective internal controls are operating. Top 
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managers must insist that middle managers make sure that all op- 
erations for which they are responsible contain controls to mini- 
mize fraud, waste, and abuse and to ensure effective performance 
of tasks. When middle managers and employees sense the concern 
for strong controls they will be more likely to make sure that ef- 
fective controls are followed. 

Proposed legislation could strengthen 
accountability for controls 

Recognizing the need for strong internal controls over Gov- 
ernment operations, the Congress enacted the Budget and Accounting 
Procedures Act of 1950. The act, among other things, placed the 
responsibility for establishing and maintaining adequate systems 
of accounting and internal controls upon the head of each executive 
agency. More recently, the Congress passed legislation establish- 
ing inspectors general in many executive departments and agencies. 
The Congress is currently considering legislation which would re- 
quire greater accountability by heads of Federal agencies for the 
effectiveness of their organizations' systems of internal finan- 
cial control. The Federal Managers Accountability Act of 1981 
(H.R. 1526) would encourage agency heads to establish and maintain 
effective internal control systems. 

The proposed legislation would place greater accountability 
on Federal managers for their organizations' financial affairs by 
requiring agency heads to undertake annual evaluations of the ade- 
quacy of their organizations' internal control systems. Such 
evaluations are essential to identifying areas needing remedial 
action. The legislation would also require agency heads to report 
the results of such evaluations to the Congress and the President. 
Agency heads would be required to identify material weaknesses in 
controls and describe in detail their plans and schedules for 
remedying those weaknesses. 

The requirement for the annual evaluations and reports rec- 
ognizes the dynamic nature of the internal control environment. 
Federal agencies are inherently subject to a number of changing 
conditions which, over time, affect the effectiveness of the 
agencies' control systems. These conditions include such things 
as normal personnel turnover, changes in agencies' missions and 
responsibilities, agency reorganizations, and technological and 
data processing advances. Regular evaluations are essential to 
assess the impact of changing environments on internal control 
systems. If the proposed.legislation is enacted, GAO would parti- 
cipate in the evaluation and reporting process by providing guid- 
ance for conducting the examinations and by reviewing the results. 

THE CONCEPTS OF CONTROL ARE SOUND 
BUT IMPLEMENTATION IS OFTEN POOR 

Another aspect of our review was an attempt to determine 
whether existing systems of internal control were effective deter- 
rents to fraud and illegal acts or whether new systems need to be 
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devised to provide better protection. Our review dealt only with 
discovered cases of fraud and related illegal acts: consequently, 
we could not consider frauds and illegal acts that had not been 
detected. However, many cases were not discovered through inter- 
nal control procedures. Accordingly, we believe useful conclusions 
can be drawn from a study of these cases. 

Our analysis of these cases, reinforced by our other reviews 
of internal controls in Federal agencies, leads us to the conclu- 
sion that the concepts of internal control currently followed in 
the Federal Government are reasonably effective. At the same time, 
we believe that effective use of such controls generally is not 
high. The reason is that while conceptually the internal controls 
are generally sound, the concepts frequently are not followed. r/ 

As noted earlier, management is often lax in enforcing exist- 
ing controls. Furthermore, controls designed into accounting sys- 
tems are often dropped during the implementation of the system or 
are eliminated while the system is being operated. There are many 
reasons for this. Some are: 

--In computer systems, controls often are eliminated to gain 
computer memory necessary for other purposes. 

--Changes of employees occur and new employees are not 
thoroughly instructed. 

--Controls are eliminated to improve operating efficiency of 
computer systems without consideration of the loss of con- 
trol that results. 

--Reduction in employees results in doubling up on jobs that 
originally were assigned to different people for control 
purposes. 

Based on the preceding, we believe the Federal Government's prob- 
lem is finding ways to get its internal control systems operating 
effectively rather than devising new controls. 

l/An exception to this statement would be the current practice of - 
having certifying officers approve the payment of Government 
funds. The certifying officers are responsible for assuring that 
the payments are proper and legal. Both we and the Joint Finan- 
cial Management Improvement Program have reported that the method 
used by the Federal Government of having certifying officers at- 
test to the validity and legality of proposed payments has not 
worked well since the computer became the Government's primary 
tool for processing payments. We do believe that the certifying 
officer has a role, but the internal controls of the computer 
payment systems need to be reviewed periodically. Otherwise the 
certifying officer does not have sufficient assurance to make 
meaningful certifications regarding the accuracy and legality 
of payments. 
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AUDITORS NEED TO BE MORE ALERT TO FRAUD 

Management has the overall responsibility for ensuring that 
effective controls are in place and are operating. The auditor, 
on the other hand, performs the very important functions of test- 
ing the systems of internal controls in place and making recommen- 
dations to management to strengthen those controls. The auditor 
also serves a deterrent function in that a person is less likely 
to commit a fraud if he or she knows that the fraud may be detected 
in an audit. 

Despite the auditor's important role as a deterrent, only 
about 3 percent of the cases in our universe were detected by au- 
dit. A little over 20 percent of the frauds detected by audit in- 
volved the handling of cash. The typical example would be where 
auditors counted the cash on hand and discovered the cashier had 
embezzled some of the money. 

The role of the independent auditor in detecting fraud is 
stated by the American Institute of Certified Public Accountants 
in section 327.05 of the "Codification of Statements on Auditing 
Standards" issued in 1980. This section states: 

"The independent auditor's objective in making an ex- 
amination of financial statements in accordance with 
generally accepted auditing standards is to form an 
opinion on whether the financial statements present 
fairly financial position, results of operations, and 
changes in financial position in conformity with gen- 
erally accepted accounting principles consistently ap- 
plied. Consequently, under generally accepted auditing 
standards the independent auditor has the responsi- 
bility, within the inherent limitations of the auditing 
process, to plan his examination to search for errors 
or irregularities that would have a material effect on 
the financial statements, and to exercise due skill and 
care in the conduct of that examination. The auditor's 
search for material errors or irregularities ordinarily 
is accomplished by the performance of those auditing 
procedures that in his judgment are appropriate in the 
circumstances to form an opinion on the financial state- 
ments; extended auditing procedures are required if the 
auditor's examination indicates that material errors or 
irregularities may exist. An independent auditor's 
standard report implicitly indicates his belief that the 
financial statements 'taken as a whole are not materially 
misstated as a result of errors or irregularities." 

An example of where auditors were not alert to the potential 
for fraud is the case of a Head Start grantee who was funded by 
HEW and the Community Services Administration. The former execu- 
tive director and other employees of the grantee were accused of 
numerous fiscal irregularities including receiving unauthorized 
payments. Although the significant weaknesses in this grantee's 
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fiscal procedures had existed for years, the certified public ac- 
counting firm auditing the grantee always certified that the grant- 
ee's accounting and financial system was satisfactory and met HEW 
guidelines. Further, the auditors did not report control weak- 
nesses even though the executive director maintained almost total 
control over fiscal matters with virtually no checks and balances. 

We recognize the fact that auditors cannot be insurers against 
fraud. Because of his or her internal control review responsibili- 
ties, however, fraud prevention must be considered one of an audi- 
tor's most important roles. The auditors' recommendations for 
control system improvements are often relied on by management, and 
form the basis for the development and implementation of improved 
procedures and control systems. In spite of the significance of 
the prevention role, we believe auditors should devote more effort 
to detecting fraud. As part of our responsibility for prescribing 
audit standards for the Federal Government, we recently established 
standards to make more specific the auditor's role in the detection 
of fraud and abuse in Government programs and operations. The new 
standard requires auditors to be alert to situations or transac- 
tions that could indicate fraud, abuse, and improper or illegal 
expenditures. 

"Auditors shall: (1) be alert to situations or trans- 
actions that could be indicative of fraud, abuse, and 
illegal acts and (2) if such evidence exists extend au- 
dit steps and procedures to identify the effect on opera- 
tions and programs." 

We have also established a standard that auditors should 
promptly notify the top official of an organization being audited 
when they become aware of fraud, abuse, or illegal acts or indica- 
tions of such acts. A/ 

l/"Standards for Audit of Governmental Organizations, Programs, - 
Activities, and Functions," U.S. General Accounting Office, 
1981 Revision, Feb. 27, 1981. 
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CHAPTER 4 

EFFECTIVE PUNITIVE ACTIONS 

ARE NOT ALWAYS TAKEN AGAINST 

THOSE WHO COMMIT FRAUD 

It is highly likely that many who commit fraud go unpunished. 
There are three reasons for this: 

--Criminal prosecutions by the Department of Justice are not 
always possible or desirable. 

--Justice may not fully pursue civil remedies against those 
who commit fraud. 

--Federal agency officials do not always take effective ad- 
ministrative actions to punish offenders. 

The statistics contained in this chapter are based on 72,797 
closed cases where there was some evidence that fraud had occurred 
and the action taken was the total and final action. 

MANY CRIMINAL CASES ARE NOT PROSECUTED 

Every year about 200,000 cases of all types of Federal crime 
including fraud are referred to the Department of Justice for prose- 
cution. With only about 1,600 prosecutors, fewer than those em- 
ployed in either the State of New York or the State of California, 
the Department cannot possibly prosecute all the cases referred. 
Even if the Department could handle all the cases referred, the 
already overloaded court system would be swamped. Also, more prose- 
cutions would provide an additional burden on the Federal prisons 
and correctional institutions. Given its limited resources, Jus- 
tice usually attempts to concentrate on cases which it perceives 
to have maximum impact and deterrent value. According to our pro- 
jections, the Department of Justice declined to prosecute about 
7,000 cases, or 61 percent, of the nearly 12,900 fraud cases agen- 
cies referred for prosecution over the 2-l/2 year period covered 
by our review. 

Reasons given by Justice 
for declininq cases 

As shown below the reasons most frequently given by Justice 
for declining cases were related to the adequacy of evidence, the 
case's prosecutive merit or jury appeal, and the financial loss 
resulting from the alleged fraud. 
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WHY THE JUSTICE DEPARTMENT HAS 
DECLINED TO PROSECUTE CASES 

17,843 CASESI 

,NOTE A, 

a/Percentage of cases totals 99 percent due to rounding. 

Almost a quarter of the cases were rejected for lack of suf- 
ficient evidence. We did not attempt to evaluate the adequacy of 
the investigations of these cases, or the reasonableness of the 
declination justification. 

About 16 percent of the cases were rejected because they 
lacked prosecutive merit or jury appeal. "Prosecutive merit" and 
lljury appeal" have no precise definitions. In these cases U.S. 
attorneys concluded that, .for overriding reasons, prosecution 
should not be initiated. 

U.S. attorneys or Department of Justice headquarters declined 
to prosecute about 14 percent of the cases because they considered 
the dollar loss insignificant or there was no loss to the Govern- 
ment. Also, the amount of financial loss to the Government was 
often a consideration in declining other cases even when it was 
not the primary reason. 
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U.S. attorneys and Justice headquarters declined about 8 per- 
cent of the cases because they thought agency administrative puni- 
tive actions would be more appropriate than legal action. Agen- 
cies eventually took administrative action in over 94 percent of 
the cases declined for this reason. (See pp. 34-38 for a discus- 
sion of the administrative actions taken.) 

JUSTICE HAS ESTABLISHED PRIORITIES 
FOR PROSECUTING WHITE COLLAR CRIME 

In August 1980, the Department published national white collar 
crime law enforcement priorities. Among other things, the prio- 
rities are intended to improve the coordination and allocation of 
limited Federal resources for investigating and prosecuting white 
collar crime, including fraud against the Government, and to make 
Federal law enforcement more consistent. Justice intends that the 
national priorities should be viewed by Federal investigators and 
prosecutors as indicators of the types of white collar crime that 
deserve special emphasis. 

With respect to fraud against the Government, the new Justice 
Department priorities emphasize prosecuting fraud cases involving 
corruption of Federal officials and those fraud cases involving 
private citizens, acting alone or as part of an organization, which 
resulted in losses of $25,000 or more. It appears that at least 
a quarter of the total prosecuted cases in our review might not 
have been prosecuted had the new guidelines been in effect. These 
were cases which involved private citizens, and resulted in losses 
of less than $25,000. 

In commenting on a draft of this report, the Department of 
Justice pointed out that the white collar crime priorities are not 
intended to be guidelines for declining cases. According to the 
Department, it has emphasized to Federal prosecutors and Federal 
investigators that the white collar crime priorities describe the 
types and magnitude of cases that should receive special atten- 
tion, that priority cases may be few in number, and that cases 
which may not fall strictly within the priority specifications may 
nevertheless be very important. In addition, the Department is 
having each U.S. attorney develop additional priorities to meet 
the specific needs of his or her own district. According to Jus- 
tice, as U.S. attorneys define their respective districts' white 
collar crime priorities, they may, with the Department's approval, 
deviate somewhat from the.national priorities. Therefore, the De- 
partment of Justice believes it is not possible to precisely pre- 
dict the effect of the national and district priorities on the 
types of cases accepted or declined for prosecution. However, the 
Department does agree that the priorities will probably mean it 
will prosecute fewer small dollar fraud cases. We believe, and 
Justice agrees, that this makes it even more important for agen- 
cies to take effective administrative actions against those who 
defraud agency programs. 
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JUSTICE IS VERY SUCCESSFUL IN 
PROSECUTING CASES 

In our sample, Justice got a conviction or guilty plea in 
95 percent of the over 4,300 criminal cases it decided to prose- 
cute. In addition, Justice handled about 680 cases through pre- 
trial diversion. Pretrial diversion is a voluntary program which 
removes suspects from the criminal justice process before trial 
and places them in a program of supervision, generally by the Fed- 
eral Probation Service, for a specified period. Successful partic- 
ipants have the charges against them dismissed. We did not ob- 
tain information on the number of individuals who successfully 
completed pretrial diversion. 

The Government relies on specific criminal fraud statutes 
which are suited to a particular fraud, and three general crimi- 
nal fraud statutes. The three general fraud statutes are the con- 
spiracy to defraud statute (18 U.S.C. 371), the false claims 
statute (18 U.S.C. 287), and the false statement statute 
(18 U.S.C. 1001). Fines and sentences vary, but generally the 
maximum is a $10,000 fine and a jail term of not more than 5 years. 
Although most cases are prosecuted under these general statutes, 
we did not collect data on the statutes under which each case in 
our sample was prosecuted. 

In over 90 percent of the 4,100 cases the Justice Department 
successfully prosecuted, the courts handed down prison sentences. 
Some cases involved more than one defendant, and a total of about 
4,200 persons were sentenced to prison. The courts often suspended 
large portions of the sentences or granted probation. About a 
third of those sentenced actually spent time in prison. The fol- 
lowing table shows the time individuals were sentenced to serve in 
prison. Information on how much time the individuals actually 
spent in prison before parole was not readily available. 

Length of Number of Percentage of 
sentences (note a) individuals (note b) total cases 

6 months or less 485 57 
7 months to 1 year 39 5 
13 months to 2 years 74 9 
25 months to 3 years 129 15 
More than 3 years 122 14 - 

(note c) 

Total 849 100 

a/Excludes portions of sentences suspended or to be served on - 
probation. 

b/Data on the length of sentences was only available on 849 of the 
- 1,337 cases where individuals were sentenced to prison. 

c/The longest sentence was 13 years. - 
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In about 1,200 cases the courts fined defendants as shown 
below. 

Amount of 
fines 

$1,000 or less 

Number of Percentage of 
cases (note a) total cases 

631 65 

$1,001 to $5,000 198 20 

More than $5,000 
(note b) 

Total 968 99 (note c) - - 
a/Data on the amount of fine was only available in 968 of the - 

1,158 cases in which courts levied fines. 

k/The largest fine was $200,000. 

c/Does not total 100 percent due to rounding. 

JUSTICE MAY NOT FULLY 
PURSUE CIVIL REMEDIES 

In some instances, civil remedies may be a greater deterrent 
than criminal prosecutions because civil remedies may be more com- 
mensurate with the damage caused by the fraud. Civil remedies are 
available both in statute and in common law. The principal civil 
fraud statute is the False Claims Act. The False Claims Act em- 
powers the United States to recover double damages from those who 
knowingly make false claims for money or property upon the United 
States, or who submit false information in support of claims. In 
addition, the United States may recover one $2,000 forfeiture for 
each false claim submitted or for each false document submitted 
in support of a claim. The Department of Justice has proposed 
changes to the False Claims Act to make it easier to prosecute 
cases under the act and to provide for stiffer penalties. 

In 1979 we completed a study of the Department of Justice's 
handling of fraud cases with emphasis on the civil aspects of pro- 
gram fraud. l/ We did the review at nine judicial districts and 
Justice Department's Civil Division. We found that the Department 
had not emphasized the civil aspects of fraud cases. Our current 
study provides additional support for this conclusion. During our 
2-l/2 year review period the Department of Justice only filed 28 
civil actions out of a total of 393 fraud cases in our universe 
referred by agencies for civil legal action. 

l/"Department of Justice Should Coordinate Criminal and Civil - 
Remedies to Effectively Pursue Fraud in Federal Programs," 
GGD-80-7, Oct. 25, 1979. 
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In 1979 we reported that in many fraud cases little consider- 
ation, if any, was given to potential civil remedies until after 
a criminal case was completed. As a result, civil remedies often 
were not timely, making the total prosecutive effort less efficient 
and reducing the chance for recovering losses. 

We further reported in 1979 that Justice's tradition of giving 
preeminence to criminal sanctions continued to be implemented in 
such a manner that the decision to proceed against fraud was made 
without early consideration of available civil remedies. We also 
reported that Justice had not provided adequate guidance to address 
attorneys' concerns about legal barriers to early consideration of 
civil sanctions, nor had Justice developed an effective referral 
system to help ensure that fraud cases were reviewed for civil 
prosecution at an early stage. 

In commenting on a draft of this report, the Department of 
Justice pointed out recent developments in civil and criminal co- 
ordination of fraud cases. Justice stated that in recognition of 
the fact that the investigators and auditors who develop the evi- 
dence necessary to bring a civil or a criminal action are a key 
factor, the Department's Civil Division attorneys have been present- 
ing two to four seminars each month for agency personnel for over 
a year. Most often, these seminars are given in connection with 
presentations by Justice criminal attorneys. Justice also noted 
that it plans to give an indepth course in civil litigation to U.S. 
attorney personnel this year. 

According to the Department, the chiefs of various Civil Di- 
visions of United States attorneys' offices have exchanged plans 
for the coordination of civil and criminal fraud cases. The Depart- 
ment stated that many of these plans are now functioning and involve 
early consideration of civil remedies. Justice also said a civil 
fraud course is being added to the Law Enforcement Training Center's 
seminar on white collar crime. L/ 

According to the Department, a reorganization of the Civil Di- 
vision has improved anti-fraud activities. The Department stated 
that more civil attorneys are handling fraud cases and the number 
of persons screening incoming reports on fraud has quadrupled. 

We have not verified the accuracy of these statements. How- 
ever, we plan to initiate a review of Federal agency efforts to 

l/The Federal Law Enforcement Training Center in Glynco, Georgia, - 
is run by the Department of the Treasury. Since December 1978, 
the Center, in concert with a number of Federal organizations 
has sponsored a 2-week seminar on white collar crime. The pro- 
gram was developed specifically for experienced investigators, 
auditors, and others actively combating fraud, waste, and abuse 
in Government programs. To date, over 1,100 people from over 
50 organizations have graduated from this program. 
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recover losses due to fraud which will include agency actions to 
take civil remedies against those who defraud their programs. As 
part of this review, we will examine the improvements that the De- 
partment of Justice has made in coordinating civil and criminal 
prosecutions. 

AGENCIES DO NOT ALWAYS TAKE 
EFFECTIVE ADMINISTRATIVE ACTIONS 

In about 27 percent of the over 47,000 cases where agencies 
were able to identify suspects, they did not take any administra- 
tive action. 1/ However, in about 2,000 of the cases where no 
administrative action was taken, individuals were prosecuted. In 
the remaining 11,000, or 22 percent, of the cases no action at all 
was taken. 

In about a third of the cases where the information was avail- 
able, the reason most often given by agencies for not taking ad- 
ministrative action was that they did not believe they had adequate 
evidence. In another 10 percent of the cases, the suspect employees 
resigned and the agencies felt the cases were not worth pursuing. 
Agencies gave a wide variety of reasons for failing to act in the 
remaining cases. 

Administrative action against 
Federal employees 

Agencies took some administrative action in about 74 percent 
of the cases involving fraud by Federal employees. In many cases 
agencies took more than one type of action. In about 23 percent 
of the cases, agencies either fired employees or employees resigned 
when notified they were being dismissed. In a little over a quarter 
of the total cases, agencies took administrative action to recover 
all or part of the loss. The chart on page 35 shows the types of 
actions taken. 

L/In 3,148 cases where suspects were identified we were unable 
to determine if any action was taken. 
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ADMINISTRATIVE ACTIONS AGAINST 
FEDERAL EMPLOYEES 

G!O,582 CASES) (NOTE A) 

FORMAL LOSS 
RECOVERY PLAN 

NOACTlON(NOTEB 1 

5,466 CASES 
(27%) 

5,436 CASES 
(26%) 

EMPLOYEE DISMISSED/ 
RESIGNED PENDING 

4,736 CASES 

DISMISSAL (23%) 

UNKNOWN 

EMPLOYEE SUSPENDE 

EMPLOYEE DEMOTED 

WRITTEN REPRIMAND 

OTHER 

ORAL REPRIMAND 

EXTRA DUTY 
(MILITARY) 

EMPLOYEE 
TRANSFERRED 

LEll-ER OF 
COUNSELING 

a/The percentage of actions taken total over 100 percent of the 
- 20,582 cases because in 4,345 instances agencies took more than 

one administrative action. For example, in 580 cases, agencies 
fired employees and also took action to recover losses. 

b/In 413 of these cases, legal action was taken. 
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Administrative actions against 
individuals and organizations 
outside the Federal Government 

The Federal Government can also take administrative action 
against outside individuals and organizations. These remedies 
are, however, often less effective than those available against 
Federal employees. 

Overall, Federal agencies took administrative actions against 
individuals and organizations about 71 percent of the time. Most 
of these actions were to correct a specific situation and would 
probably not deter others from committing fraud against the Gov- 
ernment. For example, in about 36 percent of the cases involving 
individuals, the agencies affected took action to recover funds. 
We agree that agencies should take aggressive actions to recover 
funds, but such recoveries in themselves provide little deterrence 
for others considering fraud. 

Next to recovering losses, declaring persons ineligible for 
program participation was the second major type of administrative 
action taken against individual citizens. Individuals were de- 
clared ineligible for program participation in about 15 percent 
of the cases. The deterrent effect of this action is question- 
able, since many of the individuals were not eligible for the pro- 
grams in the first place. 

ADMINISTRATIVE ACTIONS 
AGAINST INDIVIDUALS 

(17,5% CASES) (NOTE Al 

;O$;AL LOSS RECOVERY 6,325 CASES 
(36561 

NO ACTION (NOTE B) 

DECLARED INELIGIBLE 
FOR PROGRAM PARTICIPATION 

UNKNOWN 

NEGOTIATING 
REIMBURSEMENT 

OTHER 

WARNING LE-ITER ISSUED 

;MPL&YMENT/ENLlSTMENT 

a/The percentage of actions taken total over 100 percent of the 
- 17,536 cases because in 2,051 instances agencies took more than 

one administrative action. 

b/In 1,177 of these cases, legal action was taken. 
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When Federal contractors, grantees, or State and local gov- 
ernments were involved, agencies attempted to recover the losses 
in about 34 percent of the cases. In about 22 percent of the 
cases they sent the organization a warning letter. Agencies can- 
celled contracts and grants in only 8 percent of the cases. In 
another 6 percent of the cases, organizations were suspended, de- 
barred, or declared ineligible for program participation. 

ADMINISTRATIVE ACTIONS AGAINST 
CONTRACTORS, GRANTEES, OR STATE 

AND LOCAL GOVERNMENTS 
(1,738 CASES) (NOTE A) 

FORMAL LOSS RECOVERY PlANI 
NEGOTIATING REIMBURSEMENT 

NO ACTION (NOTE B) 

WARNING LETTER ISSUED 

CONTRACT/GRANT CANCELLED 

UNKNOWN 

DEBARREl$NELIGIBLE FOR 
PROGRAM PARTICIPATION 

OTHER 
SUSPENDED FROM DOING 
BUSINESS WITH FEDERAL 
GOVERNMENT 

a/The percentages of actions taken total over 100 percent of the 
1,735 cases because in 179 instances agencies took more than one 
administrative action. 

b/In 132 of these cases legal action was taken. 

Many businesses other than contractors were involved in the 
frauds. Examples include grocery stores selling ineligible items 
for food stamps, pharmacies overcharging on medicaid prescriptions, 
and lending institutions falsifying applications for federally 
guaranteed loans. In a little over a quarter of these cases, the 
organizations were suspended from doing business with the Federal 
Government. In another quarter of the cases, agencies sent the 
businesses warning letters. 
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ADMINISTRATIVE ACTIONS AGAINST 
BUSINESSES OTHER THAN CONTRACTORS 

(7,200 CASES) (NOTE Al 

SUSPENDED FROM 
DOING BUSINESS 
WITH FEDERAL GOVERNMENT 

WARNING LE-I-T-ER ISSUED 

NO ACTION TAKEN (NOTE B) 

UNKNOWN 

FORMAL LOSS RECOVERY PLAN/ 
NEGOTIATING REIMBURSEMENT 

OTHER 154 CASES 
(2%) 

DECLARED INELIGIBLE FOR 
PROGRAltl PARTICIPATION/ 

F 
72 CASES 

DEBARRED (1 %I 

a/The percentages of actions total over 100 percent of the 7,200 
cases because in 148 instances agencies took more than one 
administrative action. 

k/In 256 of these cases, legal action was taken. 

Civil monetary penalties may be 
an alternative to prosecution 

We believe that Federal agencies should aggressively use 
available administrative remedies against perpetrators of fraud. 
In addition, we believe that civil fine authority could be a use- 
ful enforcement tool for agencies in those cases where the Depart- 
ment of Justice declines to initiate criminal prosecution or civil 
suits. Giving certain agencies the authority to levy civil mone- 
tary penalties against those who defraud their programs could serve 
as a strong deterrent against would-be perpetrators of fraud 
against the Government. 

Legislation has been introduced to provide this authority to 
certain agencies. The Civil Money Penalty Bill (H.R. 4106), which 
was introduced in the Congress in 1978, would have permitted the 
Secretary of the former HEW to apply a penalty of up to $2,000 for 
each fraudulent claim submitted to the medicaid or medicare pro- 
grams, and to impose a fine double the amount of such claim. The 
Secretary could apply the penalties in situations where criminal 
prosecution was unwarranted or impractical. 
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More recently, the Federal Property and Administrative Serv- 
ices Act Amendments of 1980 was introduced in the 96th Congress to 
reform GSA contracting procedures and contract supervisory prac- 
tices. Among other things, the legislation would have required 
GSA contractors to certify the truth and completeness of informa- 
tion required to be furnished to the Government. The contractor 
would be required to certify that 

--all material information has and will be furnished: 

--the material information furnished is not false, misleading, 
or incomplete: and, 

--the contractor will not furnish false information or fail 
to furnish revisions of prior submissions to maintain their 
validity and completeness. 

The legislation would have allowed the GSA Administrator to assess 
a penalty against any person violating the certification. The pen- 
alty could range from $1,000 to double the contract price, depending 
upon the severity of the miscertification. 

Neither bill was passed. However, they illustrate the types 
of civil monetary penalties that could be imposed by agencies. 

The Department of Justice is now completing draft legislation 
which would allow agencies to levy civil monetary penalties in 
cases under $50,000. Under the legislative proposal being con- 
sidered, the authority would be triggered when the Department of 
Justice declines to take action in favor of this remedy. In com- 
menting on a draft of this report, Justice said that the remedy 
is contemplated to be a substitute for civil legal action, but is 
not intended to replace a criminal prosecution, if appropriate. 
Under the proposal being considered, a matter could be the subject 
of criminal prosecution and administrative penalty action. Jus- 
tice also suggested that the Congress should enact legislation 
authorizing the offset of tax refunds to recover damages caused 
by fraud. We have actively supported the concept of offsetting 
debts against tax refunds. 

We have not had the opportunity to comment on the specific 
legislation being developed by Justice. However, we endorse the 
concept of allowing agencies to levy civil monetary penalties, 
where appropriate, against those who defraud their programs. We 
believe the Congress should. consider the merits of enacting legis- 
lation to allow agencies to assess civil monetary penalties against 
persons who defraud agency programs when the Department of Justice 
has declined to initiate criminal prosecutions or civil action. 
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CHAPTER 5 

PROGRESS IS BEING MADE IN 

COMBATING FRAUD 

In our 1978 report on the need to do more to combat fraud in 
Federal programs, we pointed out that Federal agencies were not 
aggressive in detecting fraud and had not fixed responsibility for 
identifying fraud in agency programs. We also reported that the 
Department of Justice had been slow to assist, coordinate, and 
monitor the antifraud efforts of Federal agencies. Since then, 
progress has been made in agency and Department of Justice attempts 
to reduce fraud against the Federal Government. 

AGENCY INSPECTORS GENERAL ARE 
COMBATING FRAUD 

Over the past 3 years the Congress has established inspector 
general offices in 15 Federal agencies. By setting up the inspec- 
tor general offices, the Congress intended to create independent 
and objective units to conduct and supervise audits and investiga- 
tions of agency programs and operations; provide leadership and 
coordination: recommend policies to promote economy, efficiency, 
and effectiveness: prevent and detect fraud and abuse: and keep 
the agency head and the Congress informed about problems in admin- 
istering agency programs, and the necessity for, and the progress 
of, corrective actions. 

The establishment of the inspector general offices in itself 
has been a big step forward in combating fraud because the 15 
agencies now have a focal point for dealing with the problem. An 
example is GSA. Before the inspector general's arrival, the ef- 
forts of the components that now form his office were divergent. 
The Office of Audits and the Office of Investigations did not co- 
ordinate their efforts to attain their mutual objectives. Also, 
GSA components that now form the Office of the Inspector General 
were not oriented toward fraud detection and the need for opera- 
tional controls to prevent fraud in the activities they were ex- 
amining. The inspector general through reorganization, realign- 
ment of priorities, and new methods of operation worked to correct 
these problems. 

In addition to providing a focal point for fraud prevention 
and detection, agency inspectors general have taken some important 
steps to improve their fraud prevention and detection capabilities. 
Among other things, inspectors general have been working together 
to address common problems, have undertaken joint interagency au- 
dits and investigations, and have taken more active approaches in 
dealing with fraud. 
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Working together to address 
common problems 

In May 1979, the President created the Executive Group to 
Combat Fraud and Waste in the Government. The group is an inter- 
agency mechanism to marshal Government-wide support for the inspec- 
tor general program and other efforts to combat fraud and waste. 
The Deputy Attorney General serves as chairman of the group and 
the Deputy Director of the Office of Management and Budget (OMB) 
is vice chairman. The Executive Group's membership includes all 
15 inspectors general, the Deputy Director of the Office of Per- 
sonnel Management, and the special counsel of the Merit Systems 
Protection Board. The Federal Bureau of Investigation, Internal 
Revenue Service, and Postal Inspection Service are also repre- 
sented. L/ 

The Executive Group has provided a communication network for 
the inspectors general to share ideas and problems regularly. 
Mainly the Group has tried to develop more effective procedures 
and better trained personnel to deal with fraud and waste. The 
Group has been dealing with problems that go beyond the capacity 
of individual agencies by sharing the expertise of all the agen- 
cies. 

In order to study common issues and problems, the Group has 
set up committees, each chaired by an inspector general, to study 
four areas: audit and systems: enforcement and investigation: 
legislation, and congressional relations; and training, staffing, 
management, and organization. The issues being studied by the com- 
mittees include: 

--Law enforcement powers which might be needed by inspector 
general investigators, such as the power to arrest or serve 
warrants. 

--Effectiveness of the Government's debt collection procedures. 

--Computer security problems. 

Joint interagency audit-investigative reviews 

Often two or more agencies have similar functions which are 
vulnerable to the same types of fraud. Some inspectors general 
have initiated joint interagency audits and investigations to deal 
with fraud activities that.cross agency lines. An example is the 
joint Veterans Administration/Housing and Urban Development (VA/ 
HUD) investigations and audits of mortgage practices in Puerto 
Rico. So far, the VA/HUD teams have found over 100 single-family 

l/In commenting on a draft of this report, OMB said that the ad- - 
ministration will be establishing a new council of inspectors 
general as a successor to the Executive Group to Combat Fraud 
and Waste. 
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mortgage loans guaranteed or insured by the VA or HUD which were 
based on potentially fraudulent loan applications. 

Another example is a joint interagency inspector general au- 
dit of the acquisition and disposal of office furniture. The joint 
audit found that, over the last 10 years, Washington-based Federal 
agencies bought $1.2 billion worth of new office furniture while 
$373 million worth of new or slightly used furniture that could 
have been used was in storage. 

Still another example of inspector general cooperative efforts 
is a joint investigation by the inspectors general of SBA and the 
Department of Agriculture to identify recipients of duplicate bene- 
fits from the Disaster Lending Programs of both agencies for 1977 
crop losses. The investigation found 117 cases of duplicate pay- 
ments to farmers. 

Many other such joint interagency audits and investigations 
are either planned or underway. Joint audits and investigations 
can be effective mechanisms for dealing with common problems. 

Inspectors general are taking more 
active approaches against fraud 

In 1978, we reported that agencies generally took a reactive, 
rather than active, approach to fraud detection. Of the seven 
civilian agencies reviewed in 1978, only one--HUD--had an ongoing, 
systematic mechanism to actively look for fraud. This mechanism 
was operational surveys which were concentrated efforts by teams 
of investigators and auditors to detect fraud and program weak- 
nesses. We reported that the surveys had uncovered numerous occur- 
rences of suspected fraud. Since then, HUD has expanded its opera- 
tional survey coverage. 

In addition, the HUD inspector general established a Fraud 
Control Division and has assigned it several key responsibilities 
that increase emphasis on the detection and prevention of fraud 
and program abuse. Primarily the Division has tried to prevent 
fraud by concentrating on coordinating the Department's resources 
to measure and improve the systems and procedures for minimizing 
losses from fraud or abuse. 

Other inspectors general also started programs to actively 
detect fraud. For example, GSA started 13 active inquiries to de- 
tect patterns of fraud and-abuse in contract activities that are 
known to be vulnerable to fraud. The Department of Labor inspec- 
tor general established a loss prevention program. The program 
focuses on identifying and eliminating fundamental program and 
system weaknesses that can lead to waste, fraud, and abuse. An- 
other example of agency attempts to actively deal with fraud is 
the Fraud and Abuse Control Task Force set up by the Department of 
Commerce inspector general to do ongoing systematic reviews to pre- 
vent and detect fraud and abuse. The task force is supposed to 
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encourage and aid Department managers in developing administrative 
control systems that minimize fraud and abuse. 

These are a few examples of active approaches undertaken by 
agency inspectors general to prevent and detect fraud. The ma- 
jority of inspector general antifraud activities are still reac- 
tive. Attempts to take the initiative against fraud have been 
slow getting started because of inadequate resources. With adequ- 
ate resources, inspector general programs to seek out and prevent 
fraud could have a substantial impact in reducing fraud against 
the Government. 

DEPARTMENT OF JUSTICE HAS IMPROVED 
ITS ANTIFRAUD ACTIVITIES 

Since our 1978 report, the Department of Justice has tried 
several ways of upgrading Federal antifraud activities. It has 
reorganized certain Justice components, increased the training of 
its own and other agency personnel, and worked closely with the 
inspectors general through the Executive Group to Combat Fraud and 
Waste in the Government. 

Organizational changes 

The Department of Justice has reorganized both its Criminal 
and Civil Divisions. The Department believes the reorganization 
will permit better services to Federal agencies and allow Justice 
headquarters to work more efficiently with the U.S. attorneys. As 
part of the reorganization, Justice has added 12 positions to its 
Fraud Section and 8 positions to its Public Integrity Section. 
Both these sections have attorneys who work full time on fraud and 
corruption in Federal programs. 

In addition, Justice set up economic crime enforcement units 
in 21 U.S. attorney's offices nationwide and has allocated 109 
attorneys to the program full time. These units are staffed 
jointly by several assistant U.S. attorneys and one or more eco- 
nomic crime specialists from the Department's Criminal Division. 
The Division's Office of Economic Crime Enforcement centrally 
coordinates and directs the program. So that the whole country 
receives coverage, each unit processes priority white collar crime 
and public corruption cases in as many as five judicial districts. 
Fraud against the Government is one of the types of economic crimes 
handled by the units. 

The economic crime specialists, like the assistant U.S. attor- 
neys assigned to each unit, will handle priority cases involving 
fraud and public corruption. However, case preparation and trial 
work, which will wholly absorb the assistant U.S. attorneys, will 
be only part of the specialists' role. The specialists will also 
be involved in a number of activities directed at coordination, 
training, information gathering and sharing, planning, and evalu- 
ating. The activities will include (1) meeting with investigative 
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agencies, regulatory authorities, and State and local officials to 
assess the white collar crime and corruption problems in their 
district and the effectiveness of existing efforts to deal with 
these problems: (2) disseminating, both within the district and to 
other districts, any information about new forms of corruption, 
particularly criminal groups whose operations extend to other re- 
gions, and about successful investigative and prosecutive techni- 
ques: (3) working with the investigative agencies to coordinate 
their enforcement programs and resolve jurisdictional disputes: 
(4) conducting or arranging for training in such areas as auditing 
and financial analysis for those investigative agencies weak in 
these fields; and (5) working with program agencies and the busi- 
ness community to increase awareness of fraud and corruption and 
to assist these groups in undertaking efforts to detect or prevent 
such problems. 

Primary functions of the specialists will be to assess the ex- 
tent of white collar crime and public corruption in the districts 
in which they serve, to evaluate the effectiveness of existing 
enforcement efforts, and to assist the U.S. attorneys in determin- 
ing district priorities in these two areas. A two-step process is 
planned for accomplishing these goals. 

The initial phase of the program is to gather information to 
assist the U.S. attorneys, locally, and the Attorney General, na- 
tionally, in setting priorities. Each specialist is charged with 
collecting information concerning past and present investigations 
and prosecutions in the area to which he or she is assigned. In 
addition, the specialist is to obtain information and recommenda- 
tions from a variety of other sources in the community. From this 
information, the specialist will develop a report on district public 
corruption activities and make priority recommendations. 

The next program step will be to measure the effectiveness of 
the units. 

More training for Justice and 
agency personnel 

The Criminal Division at Justice has started a variety of 
specialized fraud training programs and seminars for assistant U.S. 
attorneys and FBI agents. The training programs are conducted at 
least twice annually-- once on the east coast and once on the west 
coast-- and bring together white collar crime prosecutors and in- 
vestigators for both training and strategy development. 

The Federal Bureau of Investigation is also intensifying its 
agents' fraud investigative techniques training. The Bureau's 
training center in Quantico, Virginia, regularly trains agents in 
Government fraud and financial investigation and computer-related 
fraud techniques. 

In addition to internal training improvements, Justice has 
increased its training assistance to program agencies. Over the 

44 



last couple years, Justice has been giving agency investigators a 
l-day training session to improve their ability to deal with major 
Government fraud matters. The course is taught by two experienced 
Federal prosecutors and provides instructions on relevant criminal 
statutes, investigative techniques, task force approaches, grand 
jury and trial procedures, and other related topics. 

Justice has also assisted in several interagency efforts to 
improve fraud training for investigators and auditors. An example 
is the assistance it has provided to the Federal Law Enforcement 
Training Center. For the past 2 years, the Center has conducted 
a 2-week white collar crime seminar for experienced investigators 
and auditors. The Criminal Division of the Department of Justice 
is responsible for 12 hours of the instruction which is provided 
by senior prosecutors. Over 1,100 investigators and auditors have 
attended the program to date. 

Working with the inspectors general 

The Department of Justice is exercising leadership in support- 
ing the Executive Group to Combat Fraud and Waste in the Government. 
As mentioned earlier, the group is chaired by the Deputy Attorney 
General. Over the past year, the Department has worked actively 
with the Executive Group to address common issues facing the in- 
spectors general. In addition, the Subcommittee on Investigative 
Agencies of the Attorney General's Advisory Committee of United 
States Attorneys has met during the past several years with the 
inspectors general and officials of the major Federal investiga- 
tive agencies in an effort to improve working relationships between 
the agencies and the U.S. attorneys. 
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CHAPTER 6 

CONCLUSIONS AND RECOMMENDATIONS 

Fraud is a costly and widespread problem. Once an agency 
allows fraud to happen, chances are it will never recover the loss. 
Not only is fraud expensive in terms of dollars and cents, but it 
also undermines the integrity of Federal programs and makes people 
lose confidence in public institutions. 

Good systems of internal controls would prevent much of the 
fraud, or would at least result in its earlier detection. Controls 
over Federal programs are, however, often inadequate, nonexistent, 
or ignored. Further, Federal managers are often unconcerned with 
enforcing the controls needed to prevent frauds. Fraud can flourish 
in such an environment. 

Much fraud is detected by chance. Given the poor state of 
controls in many programs, it is probable that most frauds remain 
undetected. For those who are caught committing fraud, the chances 
of being prosecuted and eventually going to jail are slim. Fur- 
ther, agencies do not always use the administrative actions avail- 
able to deter persons from committing fraud. The sad truth is that 
crime against the Government often does pay. 

Agency inspectors general, along with the Department of Jus- 
tice, are working to improve the situation. They have initiated 
programs not only to increase the detection of fraud, but also to 
improve controls to prevent it. Even so, much more needs to be 
done. 

We believe agencies should emphasize fraud prevention, rather 
than simply pursuing it once it occurs. Prevention is especially 
important, since only a low percentage of suspects are prosecuted 
and agencies often fail to take effective administrative actions 
against those who commit fraud. 

In our view, the Congress' oversight responsibility can be 
exercised to a greater and more effective degree by strengthening 
existing law. The Congress is currently considering legislation 
entitled the Federal Managers' Accountability Act of 1981 that 
would require greater accountability by heads of Federal agencies 
for the effectiveness of their organizations' systems of internal 
financial control. Among other things, the legislation would re- 
quire agency heads to periodically evaluate the adequacy of their 
internal control systems and report the results to the Congress 
and the President. We would participate in this process by pro- 
viding guidance for conducting the examinations and by reviewing 
the results. We believe this legislation would contribute to the 
development of adequate internal control systems in the Federal 
Government. 

We also believe that more needs to be done to assure that 
those who commit fraud are adequately punished. We recognize that 
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the Department of Justice cannot prosecute every case referred. 
This makes it even more important that Federal agencies take ef- 
fective administrative actions where warranted. In addition, we 
believe that civil fine authority could be a useful enforcement 
tool for agencies in those cases where Justice does not take crimi- 
nal or civil action. We believe the Congress should consider the 
merits of enacting legislation to allow agencies to assess civil 
monetary penalties when the Department of Justice declines to take 
criminal or civil action against persons who defraud agency pro- 
grams. 

RECOMMENDATION TO THE CONGRESS 

We recommend that the Congress enact the Federal Managers' 
Accountability Act of 1981. 

MATTERS FOR THE CONGRESS TO CONSIDER 

We recommend that the Congress consider the merits of enact- 
ing legislation to allow agencies to assess civil monetary penal- 
ties against persons who defraud Federal programs. The authority 
to assess such a penalty should be effective when the Department 
of Justice declines to take criminal or civil action on the case. 

RECOMMENDATION TO THE DEPARTMENT 
OF JUSTICE 

The Department of Justice should expedite completion of its 
draft legislation to give agencies the authority to levy civil 
monetary penalties and should submit the legislation to the Con- 
gress for its consideration. 
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Chapter 7 

AGENCY COMMENTS 

We requested that the Office of Management and Budget and the 
Department of Justice comment on a draft of this report. We also 
gave each of the other agencies covered in the study an opportu- 
nity to review and comment on the draft report. In addition to OMB 
and Justice, the Departments of Health and Human Services, Housing 
and Urban Development, Labor, and Transportation, as well as the 
General Services Administration, the Small Business Administration, 
the Environmental Protection Agency, and the U.S. Postal Service 
commented on the report. The agencies generally agreed with our 
findings, conclusions, and proposals. The full texts of the agen- 
cies' comments are in appendixes II through XIV. 

OFFICE OF MANAGEMENT AND BUDGET 

OMB said fraud and abuse in the Federal Government must be 
controlled as quickly as possible. The Office agreed that improved 
control systems can contribute significantly to solving the prob- 
lem. 

The Office said that in addition to the legislative proposals 
discussed in the report, OMB is considering administrative remedies 
such as a circular (see pp. 63-64) which would prescribe policies 
and procedures to be followed by executive agencies in adopting and 
maintaining more effective internal control systems. 

We believe an OMB circular would be beneficial since it would 
provide a vehicle to implement urgently needed improvements in inter- 
nal controls. We have reviewed the proposed circular and have given 
OMB comments on a number of items we believe could be clarified. 

DEPARTMENT OF JUSTICE 

The Department of Justice said the report reflects a balanced 
understanding of the Government actions required to effectively 
respond to the problem of fraud and abuse in Federal programs. The 
Department basically agreed with the findings, conclusions, and 
proposals contained in the report. However, the Department believed 
that the report did not adequately address the recent improvements 
in coordinating civil and criminal fraud cases. In the body of the 
report, we included some of the information provided by Justice on 
recent developments in this .area. 

Also, we incorporated in the body of the report the Depart- 
ment's clarification of its white collar crime priorities. In 
addition, the Department made several technical comments which 
resulted in minor changes to the report. Justice's substantive 
comments not included in the report are discussed below. 

The Department said that the charts on pages 7 and 11 are 
misleading because they were prepared from agencies' records of 
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identified fraud cases. According to Justice, one would expect a 
higher detection rate for Federal employees (and unknowns) simply 
because this is the readily available "tip of the iceberg" located 
at the Federal level. Justice said that the report gives the im- 
pression that most fraud is committed by Federal employees when, 
from all indications, the extent of fraud and abuse in federally 
funded programs at the recipient level is much greater than that 
committed by Federal employees. 

Our report dealt only with cases investigated by Federal 
agencies as explained in the scope section of our report (p. 2). 
We agree that if recipient fraud investigated at the State and 
local levels in such programs as food stamps and Aid to Families 
With Dependent Children were included in our universe the per- 
centage of Federal employees in our statistics would be very much 
smaller. Also, the dollar losses would be much higher. However, 
we excluded State and local investigations because it was not 
feasible to obtain data on these cases given the large number of 
separate jurisdictions involved. Also, the Federal Government has 
little control over these programs. 

The Department was concerned that our report did not point 
out that most fraud cases are referred to the Department by the 
Federal Bureau of Investigation and not by agencies. According 
to Justice, about 5,000 reports of potential fraud against the 
Federal Government are referred to its Civil Division each year. 
The Department stated that during the 2-l/2 year period studied 
by GAO, only 685 referrals contained enough evidence of monetary 
loss to justify assignment to a division attorney for further 
review. As a result of these referrals, about 70 new fraud cases 
were filed by Civil Division attorneys during the 2-l/2 year pe- 
riod, and United States attorneys' offices filed additional cases. 

Our statistical data did include Federal agency cases re- 
ferred to the Department of Justice by the Federal Bureau of In- 
vestigation. The 5,000 reports of potential fraud referred to 
the Civil Division by the Bureau are reports of allegations that 
the Bureau is required to routinely file with the Department's 
Criminal and Civil Divisions, regardless of the substance of the 
allegations. Our data is based only on cases where the agencies 
or the Bureau believed there was enough substance to warrant an 
investigation. Further, the 685 referrals and 70 cases filed by 
the Civil Division in the 2-l/2 year period pertain to fraud 
cases referred from all sources and cover all Federal activities. 
Our statistics, on the other hand, are based only on cases involv- 
ing the 21 agencies covered in our review. The Justice comments, 
however, confirm that the number of civil actions filed during 
the period was low. 

In its comments on the report, Justice noted that the major- 
ity of our cases appeared to involve small monetary amounts, and 
prosecuting these cases would cost several times the amount of 
potential recovery. The Department believes that the resources 
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of the civil division and of the United States attorneys' offices 
are best spent in pursuing recoveries where large amounts are at 
stake. 

We agree that it may not be practical and/or cost effective 
to pursue civil remedies in many fraud cases. Even so, we believe 
such remedies should be considered in evaluating each case for 
possible action. Although not strictly cost effective, selective 
civil actions in a limited number of small dollar frauds may have 
a deterrent benefit. 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 

HUD generally supported the conclusions and proposals made in 
the report. However, the Department pointed out that agency heads 
have been responsible for 3 decades for the soundness of their fi- 
nancial systems. (The Budget and Accounting Procedures Act of 1950 
requires the heads of the executive agencies to establish and main- 
tain effective internal accounting and administrative control sys- 
tems.) The Department believes that additional legislative initi- 
atives will not produce the intended results until management's 
concern for controls is commensurate with its concern for produc- 
tion goals. The Department also said that the proposed legislation 
will have little impact unless the administration and the Congress 
provide the resources managers would need to carry out the new law. 

We agree that the legislation itself will not improve the 
situation without a serious attempt by management to follow the 
intent of the legislation. We believe, however, that the legis- 
lation would encourage managers to ensure that their agencies' 
programs have adequate internal controls. We would participate 
in this process by providing guidance for conducting the internal 
control evaluations required by the legislation and by reviewing 
the results. 

With respect to the resource requirements, we recognize that 
agencies have limited resources that must be allocated among a 
variety of competing demands. The legislation we are recommend- 
ing would require managers to take a harder look at the way they 
use their limited resources. Managers would be required to give 
a higher priority to establishing and maintaining effective inter- 
nal control systems than they have in the past. 

DEPARTMENT OF TRANSPORTATION 

The Department of Transportation believes the report over- 
simplifies the solution to combating fraud by claiming that sound 
internal control systems are the general answer to fraud and illegal 
activities. The Department also stated that additional legislation 
is not needed since the Budget and Accounting Act of 1921 and the 
Accounting and Auditing Act of 1950 already cover this requirement. 
The Department further noted that the Inspector General Act of 1978 
added strength to agencies' control over fraud and illegal acts. 
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We recognize that internal controls cannot prevent all fraud, 
and say so in the report. The point is that good systems of con- 
trol can prevent much of the fraud. The deterrent effect of prose- 
cutions and administrative sanctions is another important factor in 
dealing with the problem. 

The laws cited by the Department of Transportation, along 
with the Budget and Acounting Procedures Act of 1950, were signif- 
icant milestones in improving the control of Federal funds. The 
Federal Managers' Accountability Act of 1981, which would require 
agency heads to evaluate and report on the adequacy of their in- 
ternal controls, supplements previous legislation on this subject. 
It further encourages agency heads to develop and enforce adequate 
internal control systems. 

DEPARTMENT OF LABOR 

The Department of Labor agreed with our conclusions and pro- 
posals. However, this Department noted that staff expertise avail- 
able to develop and analyze effective fraud and abuse detection 
and prevention controls may be inadequate. 

The legislation we are recommending would require managers 
to give a higher priority to establishing and maintaining effec- 
tive internal controls and take a harder look at how they allocate 
their limited resources. 

U.S. POSTAL SERVICE 

The Postal Service said that our statements that most losses 
go undetected and that controls to prevent fraud are often inade- 
quate, nonexistent, or ignored by agency officials do not apply to 
thefts of registered and insured mail. According to the Service, 
controls to prevent the theft of registered and insured mail are 
elaborate and have full support from Postal officials. 

We recognize that the statements in question do not apply to 
every Federal program and activity and that the handling of reg- 
istered and insured mail is highly controlled. Even so, we be- 
lieve the lack of adequate internal controls is a serious and per- 
vasive problem throughout the Federal Government. 

OTHER AGENCIES 

The Department of Health and Human Services, the General Serv- 
ices Administration, the Small Business Administration, and the 
Environmental Protection Agency agreed with the report's conclu- 
sions and proposals. The Department of the Treasury did not com- 
ment on our conclusions and proposals, but provided information 
on Treasury's role in training Federal personnel who combat fraud, 
waste, and abuse in Government programs. 
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APPENDIX I APPENDIX I 

U.S. GENERAL ACCOUNTING OFFICE 
DATA COLLECTIOR INSTRUMENT FOR 

ALLEGED FRAUD CkSES 

INSTRUCTIONS: 

1. Read the Audit Program/Coding Manual 
2. Use blue or red pencil 
3. Makeye allentries are clear and legible 
4. Right justify all numbers 
5. Enter Caae number where required 

Prepared by: 

Date: 

Agency Location: 

Reviewed by: 

Date : 

1. /// Department/Agency Code (Attachment A) 
(l-2) 

Department/Agency Xame 

2. ///// GAO Case tiumber 

3. E7 Card Number 

4. Agency case or referral number: 

(3-6) 

(7) 

FOR REGIONAL OFFICE USE ONLY --- -- 

Prepared by : 

Date: 

Agency Location: 

Reviewed by: 

Date: 

5. HOW was alleged fraud discovered7 (9-10) 

(Check one box only.) 

(01) /T Routine audit, inspection - 
investigation or review 

(02) /7 Specrally requested audit, - 
inrpection or review 

(03) 17 Federal employee Clrnowledge p 
gained through work) 

(04) fl Former federal employee 

(05) II Contractor personnel - 

(06) /1 Former contractor personnel 
-- 

(07) / / Grantee personnel (exclude state or - 
local government personnel) 

(08) // Former grantee personnel - -- 
(09) / I State or local government - 

- persOnne 1 
(10) / I Former state or local government - 

personnel --- 
(11) // Private lnZ?vM(notformer - 

employee 

(12) f! Anonymous informant - ---- 

(13) / Consumer Complaint Form 

(14) 17 Paid Informant 

(15) // Unsuccessful Bidder - 

(16) fl News media 

(17),‘-- i -- Congressional Committee - Member - 
Staff 

(18)/z/ Alleged victim 

(19) I--- -l Confession by perpetrator 

(20) /----- -1 Law endorcemant investigation- state 
and local -- 

(97) fl Not Applicable 

(98) // Other (Specify) - 

(99) // Unknom - 

6. If boxes 1 or 2 were checked in question 65, 
indicate whether it was an audit, inspection, 
or investigation? (11) 
(1) // Audit - 

(2) /i Inspection - 

(3) /7 Investigation - 

(4) /‘/ Internal compliance or eligibility 
review 

7. If boxes 1 or 2 were checked in question B5, 
indicate: 

Job Number: 

Date : 

Job (or report) Title: - 
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8. In how many locationa did the alleged 
fraudulent activity take place? (12-13) 

/ / ! Number of locations 

11. Kame of agency or major division within 
department or agency listed in question 1/l. 

Agency/Division Name 

9. If alleged fraud occurredat only one 
locakion, provide appropriate information 
under principal location. If alleged 
fraud activity occurred at more than one 
location, provide the principal location 
and the second most important location. 

Agency/Division Code (7 
(Attachment C) 

12. Name of Federal program involved in the fraud. 
(optional) 
Federal program name 

Principal location: Federal program code i/ 

City 13. Frequency of alleged fraud activity. (25) 

State or Foreign Countr 
(Attachment B) / 7”/ 

2nd meet important location: 

(14-15) 

City 

State or Foreign Country 
(Attachment B) / / 7 (16-17) 

10. What is the functional area in which the 
alleged fraud occurred? 
(Check one box only.) (18-19) 

(01) fl procurement - award 

(02) / property disposition 

(03) n payroll 

(04) fl grants 

(05) /1 financial assistance to 

(1) L_I Once 
(2) fl 2 - 5 times 

(3) // 6 - 10 times - 

(4) /1 11 - 15 times 

(5) /-7 16 - 20 times 

(6) 1_! 21 - 25 times 

(7) I/ Over 25 times - 

(9) 1-l Unknowr! 

14. Indicate the period of time over which the 
alleged fraudulent activity took place. 

(1) /! Less than 3 months - 

(2) // 3 to 6 months - 

individuals (excludes loans) 

(06) / enforcement (i.e. ATF, 
Custom, IRS) 

(07) p provision of health care or 
social services 

(08) / loans 

(09) fl loan guarantees 

(10) /1 personnel 

(11) /-7 inventory control 

(12) D mail rervice 

(13) / Cash control 

(14) 1-7 Procurement-monitoring - 
(15) /-7 Travel 

(16) /-7 Administrative services 

(17) D Training and Education 

(18) I- -/ Personal property management 

(97) /I/ Not Applicable 

(3) // 6 months to one - year 

(4) 17 - 1 to 2 years 

(5) L7 More than 2 years 

(9) 17 Unknown - 

15. Approximately how much time had elapsed 
between the time the alleged fraudulent act 
was committed and the time it was reported 
or discovered? 

(1) /7 Less than 3 months - 

(2) // 3 to 6 months 

(3) I7 6 months to one year - 

(4) / 1 to 2 years 

(5) // More than 2 years 

(98) l-p- -/ Other (please specify) 

(99) /I/ Unknown 

(21-22) 

(23-24) 

(26) 

(27) 
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16. At the time the fraudulent act was cormaitted, 
who wae tcsponriblt for the administration 
of the Federal fundr or for the administra- 
tion of the Federally finnnced programs Or 
projects involved in the fraud? (28) 

(1) n Federal Government official0 

(2) m state 0~ local government 
officials 

(3) /7 Foreign government officials 

(4) /1 Federal contractors 

(5) t7 Non-profit organizations 

(6) / Granteea (other tl1.u state or 
Iocal government offirials 
oTTnon-profit orqaniratione) 

- 
(7) Lf Financial Institution* 

( 9) ! Fiscal Agent 

(g7 1 ! Not applicable 

(99) !‘1 Unknown 
- -- 

17. Was the computer necessary (material) in 
cormoitting the fraudulent activity? 

(291 
(1) /7 Yea - 
(2) i-i- No - 

18. Participants in the alleged fraud. (30) 
(Check one box only.) 

(1) fl Federal Government employees 
only 

(2) 17 Federal Government employees in 
conjunction with others 

(3) L7 State and local government 
employees 

(4) Ll Federal contractor(s)/grantee(s) 
personnel - other than State and 
local governments 

(51 17 Corporate recipient(a) of Federal 
Government financial assistance 

(6) Ll Individual recipient(s) of 
Federal Government financial 
assistance 

(7) /7 Other individual citizens - 

(8) /7 Other corporate or business 
entities (such eB lending 
institutions) 

(91 /1 unlmow” 

(10) fl State and local government em- 
ployees in collueion with indivic- 
ual recipient! :) of Federal Go~zrn 
-pt financial assistance - 

(111 m Federal contractor(a)/grantee(s) per- 
sonnel - (other than State and local 
government(s) in collusion with individ- 
ual recipient(s) of Federal Government 
financial assistance 

(12) / Corporate recipients of Federal Govern- 
ment financial assistance in collusion 
with individual recipient(s) of Federal 
Government financial assistance 

(13) /1 Other corporate or business entities 
(such as lending institutions in collu- 
aion with individual recipient(s) of 
Federal Government financial assistance 

(14) El Federal Government employees in conjunc- 
tion with non-Federal Governmental organ- 
izations. 

(15) cl F d e era1 Government employees in conjunc- 
tion with individual recipient(s) 

(16) z/ Federal Government employees in conjunc- 
tion with non-Federal governmental organ- 
izations and Individual recipient(a) 

19. How many types of fraud were involved in this 
alleged fraud case? 

(31) 
(1) /-/ One type of fraud - 

(2) /1 Two types of fraud 

(3) /I 3 to 5 types of fraud - 

(4) /7 6 to 10 types of fraud - 

(5) n 11 to 25 types of fraud 

(6) 17 Over 25 types of fraud 

(9) fl U”k”Ow” 

20. Indicate the type of fraud by aelecting the 
code in the appropriatesection of Attachment 
D that best describes the fraud activity in 
this case. See Attachment D. If more than 
one type of fraud wa8 involved, select the 

of fraud. 

Principal Fraud j-//7 

Second Fraud I! 

(32-34) 

(35-37) 

Federal Government Employees 

(This section should be completed only if boxes I 
or 2 were checked in question #IS) 

21. How many FederaL Government employees were 
involved in the fraudulent activity? 

(1) n One 

(2) c Two to five 

(3) /7 Six to twenty - 

(4) fl Over twenty 

(9) // Unknown - 

(38) 
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22. Which of the following cntegorics best 
describes the occupation or position of the 
Federal employee(a) invoIvad in the 
fraudulent activity7 
(Check one box only.1 (3940) 

(01) m Accwntmtr 

(02) /-7 Attorney8 

(03) m Auditors 

(04) / computer personnel 

(05) m Contracting and procurement 
officials 

(06) m Program officials - Top policy- 
m&inn management 

(07) m Program officials - managers 
or supemisors 

(08) /7 Program officials - Staff 

(09) T;T Investigator 
-- 

(10) L/ Inspector (housing. food, 
safety, pollution) 

(11) n Law enforcement officer 

(12) / Regulatory official 

(13) /‘-7 Logistics and inventory control 
officials 

(14) D Clerical workers 
-- 

(15) m Nmbers of the Armed Forces 

(16) /1 Skilled craftsman 

(17) /__/ Semi-skilled 

(18) /7 Laborers 

(19) /‘7 Doctors 

(97) / Not Applicable 

(98) /‘-7 &her (Please specify) -- 

(99) /1 hknown 

Non-Federal Government Organiaations 

(This section should be completed only if boxes 
2, 3. 4, 5 or 0 were checked in question #la) 

23. Hw many non-Federal Gwernmant organizations 
wera involved in the fraudulent activity7 

(1) / One 

(2) m Two 

. (3) /-7 Three to ten 

(41 /7 Over ten 

(9) /-J Unknown 

24. Hw many employees of these organizations were 
involved in the fraudulent activity7 

(42) 
(1) fl One 

- 
(2) / / Two - 

(3) fl Three to ten 

(4) /1 Over ten 

(9) /-7 Unknown 

25. Which category below best describes the 
employees of the non-Federal Government 
organization that were involved in the 
fraudulent activity. (Check one box only.) 

- --- (43-44) 
(01) r/ Company or corporate ofricers 

(president, VP, treasurer, or 
secretary) 

(02) /‘-7 Plant manager/superintendent 
- 

(03) / / Professronals - 

(05) / Sales workers - 
(06) / xlled craftsman, foreman, 

skill trades, skilled and 
kindred workers -- 

(07) D Operators (semi-skilled) 

(CS! fl Laborers 

(09) fl Clerical 

(10) / State and Local Government officials 

(97) / Not applicable 

(98) / Other (Specify) 

(99) / ijiiizG-- 

26. Prom the listing in Attachment E insert the 
code that best describes the product or 
service provided by the non-Federal Government 
organization. 

Product or Service Code 

//// ~45-47) 
(Attachment E) 
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IndividuJl tecrplent of Federal PmJncrJl 
ArJiatJncc 

1 
(Thir section should be completed only if boxes 2, 3’ 
6, 7, or 8 vere checked in question C18.) 

27. How many individuJ1 citizens vere involved 
in the frJUdulant Jctivity? (48) 

(1) /I one - 
(2) /I Two - 
(3) /7 Three to ten - 
(4) I7 over ten - 

(7) m Not applicable (9) a Unknwa 
I 

28. Which category below best describes the role 
of the individual citizen(a) at the time 
they were tngJged in the frrudulcnt 
Jctivitier? (Check one box only.) 

(49) 

(2) /1 Welfrre recipient 

(5) /-7 MedicJre/medicJid recipient 

(7) /! Not applicable - 

(8) // Other (Specify) - 

(9) / Unknown 

(lo) fl 8fx44”? f fOr?!Br fedJtJ1 employee 
(11) fl Job applicant 

(12) /I Loan/mortgage applicant - 
(13) m Housing loan/mtg. guarantee recip- 

ient 

(14) D Education loan guarantee recipient 

(15) / Housing direct loan recipient 

(16) fl Education loan recipient 

(17) /7 Dirstar loan guarantee recip- - 
ient 

(19) 17 Pensioner and/or dependent of - pensioner 

(20) /1 Disability recipients ’ 

(21) 1-7 Education benefits/grants recipient 

(22) // Death benefits recipient 

(23) //Disability/medical care recipient 

(24) F DiaJater assistance recipient 

(25) 17 Housing (mortgage/rent) assistance - 

I 

(26) a 

(27) f-7 Training/Education recipient - 
(28) fl Taxpayers 

I - (29) // & . ywted rcprcsctitJtiw? of 
JBalatJnt recipient 

(30) z/ POatJl PJtNmS 

Low (or PotentiJl Loss) Due to Fraud 

29. If the specific dollar amount of the loss 
incurred by the Federal Covennaant in this 
fraud c~ee hJ$ been identified, insert it 
below. 

I/llllll/ (50-57) 

(If wltiple violationa, indicate 
tOtJ1 BIOUnf Of lOS#) 

If the specific dollar amount of the loss is 
not Jvailable, please estimate the dollar 
amount of the loos incurred by the Federal 
Government for this case. 

(58-59) 
(01) // Leas than $100 - 

(02) m $101 to $1000 

(03) /I $1001 to $10,000 - 

(04) m $10,001 to $100,000 

(05) m $100,001 to $500,000 

(06) /7 $500,001 to $1 million - 

(07) / Over $1 million 

(08) /T Monetary loss but unable to 
estimate loss to Federal 
Government 

(97) L/ Not applicable because no 
monetary loss involved 

30. If the fraudulent activity did not result in a 
direct dollar loss to the Federal Government, 
indicate the effect that occurred or may occur. 
(Check one box only.) (60) 

(1) 17 %&tiJl hJrmfu1 effects to 

(3) /T Received benefits greater than - 
entitled to --. 

(4) rl Intended recipients did not 
receive benefits 

(5) L/ PotentiJl harmful effect to 
state on local economies 

(7) /7 Not applicable 
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31. 

32, 

Indicate whether a final decision or 
datermination on the alleged fraud case has 
been rde (closed caac) or whether the 
investigation or prosecution on the alleged 
fraud case has not been completed (open case). 

(1) z/ Cloeed Case 
(61) 

- 
(2) I/ open Caoe 

Indicate whether administrative action, 
legal action or both types of action were 

35. 

What ia the currant stotua of the alleged 
fraud case referred to another agency? 
(Check m box only. 1 (9) 

‘!l) 17 - 
(2) I7 - 
(3) I7 - 
(4) I7 - 
(8) 17 - 

(9) r7 

Case under investigation 

Caue under advisement 

Case scheduled for prorecution 

Case being prorecuted 

Other (Please describe) taken. 
(1) El 
(2) T-J 
(3) T-1 
(4) Lzl 

(5) El 

(6) // - 
(71 T-1 

(8) /I 

(9) /I 

Closed tames- administrative action 
only - no action taken 
Closed cases - administrative action 
only - some substantive action taken 
Closed cases - only legal action taken 

Closed case* - both administrative 
(eubotwtive) action and legal action 
taken 
Closed cases - no action taken since 
participant is unknown 
Closed cases - type of action taken is 
unk”ow” 
Open caaee - administrative action 
only - no action taken 
Open cases - administrative action 
only - aooe substantive action taken 
Open cases - legal action only taken 

Open cases- - both administrative 
(substantive) action and legal action 
taken 
Open ca8es - no action taken since 
participant is unknown 
Open cases - case is pending 

If proeecution declined for this case, what 
was the rcaaon given7 (Check mbox only.) 

(1) L_lr 

(2) f-i - 

(3) /1 

(4) / 

(5) /-7 

(6) / 

(7) 1’7 

(8) / 

(9) Ll 

(10) 17 - 

(11) ! 

(10) 
Insufficient evidence for 

prosecution 

No loas to Federal Government 

Dollar loss insignificant 

Case lacke jury appeal 

Statute of limitationa 

Insufficient staff reeources 

(10) // 

(11) T-/ 
(12) zIT/ 

33. 

Ca8e I 

II the alleged “open” fraud case under 
investigation at source agency or has it 
been referred to another agency for 
investigation or prosecution. 
(Check ppo box only.) (63-64) 

lacka prorecution merit 

Ger (Please specify) 

Unknown 

NO apparent violation of Federal 
Law 
Declined in lieu of Administrative 
Action 

Skip to question #50 

(01) D Care under investigation or 
conrideration by source agency 
(Skip to aueation C501 

Care referred to FBI 

Car referred to U.S. Attorney 
or other Justice Department 

(04) Ll 

(OS) / 
(06) / 

to71 !‘-i 

(08) / 

(09) /-7 

(10) T;T 

local authorities 

Cane referred to IRS 

Cane referred to Postal 
Service 

Care referred to CA0 

Ca8e referred to Secret 
Service 
Case referred to Department 
of Labor 
Case referred to other 
Federal agency. (Please specify1 

(981 i7 Other (Please describe) 

(99) 17 ITnknoun 

ADMINISTRATIVE ACTION 

36. Indicate the type of administrative action 

I taken against Federal Government employees. 
(Check & that apply.) 

Noaction taken 
(Skip to question #39) (11) 

Federal Employee dismissed (12) 

Federal employee suspended (13) 

Federal employee issued warn- 
ing letter -(14) 
Federal employee issued 
letter of counselina (15) 
Federal employee issued oral 

I to11 m 

(02) /‘1 

to31 D 

(04) /7 

(05) /7 

(06) /7 _ 
I warning (16) 

(07) /J Federal employee demoted (17) 
Federal employee transferred (18) 
Pormallors recovery plan (19) - 
agreed to: 
(Indicate total amount of planned 
recoveries) 

/i///ffff (21-281 

(101 fl Extra duty (military) 
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(11) / Employee resigned pending 
dismiaaal 

(97) / Not applicable 

(98) /1 Other 

(99) a Unknown 

37. Indicate the type of administrative action 
taken againrt non-Federal Cover-M 
organioationa (contractoru, corporation, 
non-profit organirationr, state and local 
governments, etc.) or individual6 involved 
in the fraud case. 
(Check & that apply.) 

(1) L7 Suapeadrd from doing burines6 
with the Federel Government (30) 

(2) 17 Debarred fron doing buUine66 
with the Federal Govatruwnt (31) 

(3) // contract/grant cencelled (32) 

(4) /7 Iaawd warning and they agreed 
to take corrective action (33) 

(5) /1 Formal loar recovery plan (34) 
agreed to (Indicate tot81 
-nt of plannad recoveries) 

llli;llli (36-42) 

(6) /7 go action taken (35) 

(7) m Negotiating reimbursement (8-9) 

t8) 17 Declared ineligible for pro- 
gram Participation under 
atatua claimed (10-11) 

(9) /j Employee/enlistee dismissed. - 

(97) / 
application/enllatment deni&h2-13) 

Not applicable (14-15) 
(98) fl Other 

(99) /-7 Unknown (18-19) 

37e. Indicate the type of administrative action 
taken by a non-Federal organization against 
another organization (rub-contractor, sub- 
6gonaor, nub-recipient, etc.) employees of 
individu6ls involved in the fraud case. 
(Check s that apply.) 

(01) fl No action taken (21-23) 

(02) /Employee dinmissed (23-24) 

(03) L/Employee suspended (25-26) 

(04) D Employee reprimanded (27-28) 

(05) /-7 Employee demoted ‘(29-30) 

(06) / Formal 1066 recovery plan (31-32) 
agreed to with employee 
(indicated total amount 
of recoverieu) 

fl/li! !I 7 (33-40) 

I (071 /1 Contract/grant cancelled (41-42) 

(08) // Contract/grant not renewed (43-44) 

(09) // Formal loss recovery plan (45-46) 
I - enreed to with other 

organizations or individuals 
(indicate total amount of 
recoveries) 

//I //l/l (47-53) 

(10) m Other (please specify) (54-55 1 

(11) ,'7 Unknown - (56-57) 

38. uhy was administrative action taken rather 
than legal action? (Check Ebox only.) 

(01) m Isolated incident 
(44-45) 

(02) m Imterial amount 

(03) / Minor infraction 

(04) fl Evidence and documentation 
insufficient for legal action 

(05) m Department of Jurtice 
declined caue (if checked go to #35~ 

(06) /‘-7 U.S. Attorney declined 
caue (if checked go to 135) 

(07) m Other Federal agency declined 
caue 

(08) m Foreign national6 involved and 
legal action considered 
detrimental to the U.S. 
Government interest 

(09) /7 Statute of limitation6 - 

(10) 7-1 Kardship caaea - 

(11) r/ Funds recovered - 

(98) fl Other (Please describe) 

(99) /1 Unknown 

Skip to question #SO. 

39. Indicate the reason no administrative action 
va6 taken in the alleged fraud case? 
(Check one box only.) (46) 

c/ (1) Case investigated by agency and 
disoireed because no evidence of 
fraud found. 
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I 

/1 

r”7 
/ 

E7 

LI 

(2) Federal employee rerigned and 
agency felt the alleged fraud 
matter we not worth purruing. 

(3) Foreign nationala involved and 
administrative action considered 
not in the beat interest of the 
U.S. Government. 

(4) Statute of limitations 

(5) Fraud (or crime) committed 
and case investigated but 
no surpect found. 

(6) Lack of adequate evidence 
and documentaion 

(7) Not applicable 

(8) Other (please describe) 

fl (9) U”k”om 

/ (10) Imterial amount/Isolated 
incident 

/‘1 (11) Fraud conraitted/suspect 
identified/prosecution 
declined 

/ (12) Innufficnet evidence 
for legal action 

/1 (13) Contractor or Grantee took 
action againat an employee 

x/ (14) Perpetrator (s) not Federal employee 
or othervise subject to adninla- 
trative action 

/-J (15) _Civll action or prosecution 
0 (16) Suspect could not be found 

gIIP TO QUESTION 150. 

LEGAL ACTION 

40. Was this case prorecuted aa a civil or 
criminal cue? 

(47) 
(1) / Civil case 

(2) D Criminal cue 

(3) fl Civil and criminal prorecution 

(4) m Prc-trial diversion 

(5) /‘1 Court martial 

41. Indicate the outcow of the criminal 
prorecution? (48) 

(1) /‘-7 Acquittal 

(2) m Convicti (quality plea, nolo 
contendre) 

(3) /‘7 Other (Please specify) 

(9) n Unkmwr 
4.L. Indicate the outcome of the civil Proceeding. 

(49) 

(1) 1_7 judgment for plaintiff 

(2) ~7 judgment for the defendant 

(3) mm cane diamiraed 

(9) /1 Unknow 
43. If the defendanta convicted, indicate the 

amount of fines, recoveries, and restitutions. 

Fines if/iii/i! 
(51-58 

Recoveries I / 1 I / / / / 
(61-68’ 

Rertitutione / f / I j i j j 
(71-78) 

Sentencing Data 

44(a) Actual sentence (in months) j-/ 
(9-11) 

44(b) Sentence surpended (in months) 
i-77 

(12-14) 

44(c) Portion of rentence to be served on 
probation (in months) 

I/// 
75-17) 

44(d) Portion of sentence to be served in 
prison (in months) 

/ i / i 
(18-20) 

If more than one pereon amtenced provide 
following information on additional persona. 

SECOND PERSON 

45(a) Actual sentence (months) I777 
7ii=m 

45(b) Sentence suspended (months) 

45(c) Portion of sentence to be 
served on probation 
(months) 

45(d) Portion of sentence to be 
served in priron (months) 1777 

(30-321 

THIRD PERSON 

46(e) Actual rentence (months) 

46(b) Sentence auapended (montha) j 
7w 

46(c) Portion of sentence to be 
served on probation 
(montha) 

46(d) Portion of sentence to be 
served in prison (montha) 
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FOUNTIS PERSON 

47(a) btual. sentence (month@) 

47(b) Sentence euepended (montha) /1/1 
‘7-zr5in 

47(c) Portion of sentence to be 
ecrved on probation (months) / 

427 

47(d) Portion of atntence to be 
l rved in prieon (ronthe) 

48(a) Actual eentencc (awnthe) 

48(b) Sentence ruqended (months) 
far 

48(c) Portion of sentence to be 
served on probation 
(monthr) 

48(d) Portion of sentence to be 
served in prieon knthe) 
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EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, O.C. 20303 

APPENDIX II 

MAR 12 1981 

D. L. Scantlebury 
Division Director and 

Chief Accountant 
General Accounting Office 
Washington, D. C. 20548 

Dear Mr. Scantlebury: 

Thank you for the opportunity to review your draft report, 
"Fraud and Related Illegal Acts: A Serious Governmental 
Problem Which Can Be More Effectively Controlled." 

Fraud and abuse in the Federal Government, such as that 
described in your report, must be brought under control 
as quickly as possible. As the draft report concludes, 
improved internal control systems can make a significant 
contribution to solving this problem. 

The Office of Management and Budget is in the process of 
reviewing both the proposed House and Senate bills which 
you recommended be enacted. In addition to these 
legislative proposals, we are considering administrative 
remedies such as a circular (copy enclosed) which would 
prescribe pol+icies and procedures to be followed by 
executive agencies in adopting and maintaining more 
effective internal control systems. We appreciate the 
positive contributions that the GAO made to the inter- 
agency task force which developed the proposed circular. 

Among other things, the circular would require each agency 
head to: 

0 issue an internal control directive and 
submit it to OMB for approval; 

0 set up administrative mechanisms to enforce 
internal control requirements: 

0 make vulnerability assessments and risk 
analyses of all major programs: 

0 arrange for audits of all internal control 
systems, and of agency compliance with the 
systems; 
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0 specify the internal control responsibilities 
of each top manager; and 

0 incorporate these responsibilities into the 
performance appraisal of top managers. 

The issuance of a circular such as this would provide a 
framework for agency internal control systems. But this 
Administration is committed to going much farther in 
addressing the problems of fraud and waste in Government. 

As your draft report acknowledges, the creation of statutory 
Inspectors General in late 1978 has resulted in progress. 
We believe more needs to be accomplished. The Administration 
will be taking positive steps to reenforce the impact of 
that program. We will be establishing a new council of 
Inspectors General which will be a successor to the Executive 
Group to Combat Fraud and Waste. This council will more 
vigorously address issues such as vulnerability assessments, 
joint audit and investigations, audit follow-up including 
recoveries of sustained findings, and the adequacy of agency 
internal controls. We feel that the work of the individual 
Inspectors General, augmented by a vigorous interagency 
group, will ensure a concentrated attack on the types of 
problems raised in your draft report. 

We want to continue to work closely with the General Accounting 
Office in identifying opportunities for reducing fraud and 
waste in Federal programs. 

Attachment 

Edwin IL. Harper 
Assistant to the President 

and Deputy Director 
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EFOF MANAGEMENT AND 

Intoma Control Circulq Propowd tar 

AOENCE Off& of Management and 
Budget. 
m Commsnt-Propored OMB 
Clrcutar. “Internal Conirol Systems.” 

SUMMME This notice offera interested 
paflier an opportunity to comment on a 
proposed OMB Circular concerning 
internal control policies of Federal 
agencies. 

The proposed Circu!ar is the product 
of an inter-agency taak force composed 
of representatives of major Federal 
agencies, under the leadership of the 
Office of Managemenl and Budget. The 

.Circular is intended to provide policy 
@dance to Federai agencies on the 
development, implementation, and 
review of internal controls againrt theft. 
bud, waste, and misuse of resources. 

The Oflice of Management and Budget 
has, as yet. made no decisions with 
respect to the provisions of the proposed 
Circular. AJI intererted parties are 
encouraged to make their views known. 

Comments should be submitted In 
duplicate to the Financial Management 
Branch. Budget Review Division, Office 
of Management and Budget. 8882 New 
Executive Office Buihiing, Washington. 
D.C. 2t1!iO3. All comments should be 
received within 45 days following 
publication of this notice. The proposed 
OMB Circular is set forth below in its 
entirety. 
FOR PURTNEll INFON~ATION CONTACR 
Mr. David J. Cribble. Financial 
Management Branch, telephone 2O2/ 
3954773. 
TOONTAlNACOFTOFTNZPNOWSSO 
aucuurr, CONTACT: Document 
Dirlribution Center, Office of 
Administration. G-236 New Executive 
Office Buildi , Washington, D.C. 20503, 
telephone a02 7 393-7332. 
lohn I. L*dur. 
Gus/, Fioonciol Munogermwtt Brooch. 

Ctrcular No. A-To the Hoada of Exocutiw 
cNlpmhantr l ld fi8~MiBhnlrnltr 
Subiect: lntemal Controt Syrten~. 

1. pirqmc. Thie Circular pmacrlbea 
policies and r~andarde to be followed by 
executive l @n&s in adopting l IKI 
maintaining inlemal control aymtrmr. 

2. Back mend. Derpite the efforta Federal 
l Fncits R l ve made. there continue IO be 
repor(r of numemue cases of (heft. fraud. 
waste. and misuse of Government maourcu. 
Review of there cau~ consistently point8 to 
weaknerrca in internal controla or to 
bmakdownn In compliance with internal 
control ayrlema. These uyalemo netd 
improvement 10 properly as8lrt m4nav 
from lht hral line euperviaor to the agency 

head in meeting their proper maponaibility lo 
safeguard reaourcec-while efhcientiy and 
effecttvrly conducti propram@. 

“f, 3. Definitions. For I purpose@ of this 
Circular. the following tem~ am defined: 

a. Agency-Aog epartmmt or 
independenl emta hdment of the urecutive 
branch of the Federal Govemrmnl. 

b. Agency Corn nent-A major 
o~anttational mu G. wtrton of the agency 
having a separate syatam of intern41 UmtrOl. 

0. Internal ControLThe plan of 
organization. and all coordinate measures. 
adopted by an organization to uf uard 
reaourcea. facilitate effective and e fioent 7 
program managemenl, assure compliance 
with law and policy guidance. and nsaum 
rclxmte. mliable and timely nporis. 

d. Infemol Conlml Dimctive-A rIalement 
iuued by an agency head to prescribe agency 
policin on Internal control and IO auign 
rerponaibilities. Thia document will guide the 
development. mainten-. and revLw of 
internal control ryrlcma. 

II. lnlemol Conlml Syalenr--Tht overall 
plan of organization. procedures. and mcorde 
of on oganizalion prepamd in compliance 
with apncy’r internal control directiw. 

1. Intemol Control Aegulotionr- 
Roccrdurer. organisation charts. instructions. 
manuala. etc.. documenting the internal 
conlrol ayslem. 

8. Vulnembihty Aareasment and Risk 
Anolysic--A vulnerability l auummt LB l 
review.of an agency component reaulling in 
an eatimate of ruaceptibrlity IO theft. fraud. 
waste. or miruae of maourcea. A riak analysir 
is a more detailed evaluation intended to 
identify and mcaaum rhe types of errors or 
problems that might affect a pqram or 
function. Ila purpose is lo determine the 
rpecific internal control@ that am needed. 

4. Responribi/ity. Each agency head will 
ireue an internal control directive and rubmit 
il to OMB for approval no Ialar than 180 daya 
following the effective date of this Circular. 
In uses whem an l gwcy head mquimr the 
iaauance of inlemal control mqulationr for 
componenta of the agency. the head of the 
agency shall enaun that ruch regulations am 
conriatent with the l wncy directive. 

Further. the agency head will ensure that 
vutntrability aaaeaamenta and riak l nalyn 
am made for ench agency component on a 5 
year or shorter cycle. 

lnsprctom General or other audit olfrciala 
will review lnlamal control direcilvea. 
ayatems. regulationa. and compliance and 
provide advice to the agency head. 

6. ~jdivar of Intrmol Control. The 
objectivea of a ayrlem of internal control l ra 
to: 

a. Safeguard roaourcea l gainel theft, fraud. 
waale. or miruae. 

b. Facilitate accomplishment of Federal 
pmgmm obiectivaa. 

c Aaawe compliance with laws. 
reguleConr. executive orders. aqd other legal 
mquimments. 

d. Aaaun wmphance with policy and 
budge1 guidance from lhe President. the 
Con(Fesr. and agency managment. 

a. Auum the propriety of accounting 
recorda and the l ccuncy. timelineaa. and 
urefulness of financial mporta by 
-preventing unauthorized financial 

tranraclionr or l cwe to maourwa. 
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pmvwtg ly~llc la Ihc timely &v,ion d 
. losm l d l cunmlinR emus. 

L Beqaimamnt8 h Agency Intomat 
CMIlDI Ditwtiw. Th qency internd 
oaotmldbecIlvewillplacerpednci@me1 
walrol mpowibllltleB on muoagen l d 
-be requiremsnlr for the campihnrlVa 
iatsrod dalmt rtmw &al mana#era till 
mmtoMmywl ze Ir rWponslbilifie#. Ik 
&gtacy dimaiM will provide for the ‘ 
idlowtq l l mlnbomz 

l . Wd4Ibh an internal control axnmklee 
6r other l ppmpria(r maann tn ovorue 
dwdopmmt aulottmna mjew. Md 
lmpmwmml d the qency’s @ywl :,, 
amtmb. This pop mwt &la 

i’ 

myalmu nfw ouoqtlt’ omds for , 
dw&lawlukl~ ooalrd l d w&w- 
providirq for l dequete inlemd ~arbd. 

b. An@ rnpomibility for Ytemd coatmt 
to dnciab &I each major oper+n~ 
cmmpoaenl of the 8gtoq. 

c Pmvide &al lnttmd oontrol 
reopondbili!y and ataodarda of perfm 
be InoorpaNled in Mcb qpmprble dfkq 
performmce appraisal. 

d. P&de a pl4a for vulnerability 
l wulwllC and cooldlOrred rbk ady- 
onerecuf7iqcycleolnolmorethanSyea~. 
The review. &odd identify l ~oocy 
pmgreou Mdfuaclloal whets lotaaal 
control ayrlemr need eilber to be 
&m&enedar&wamlined in- to 
dbtOgt8bllh8MlUftdlbcP 
mqalhldt or the - TLLc Iwo 0cl.a 
Ncml aptritwa wllh lhtn bold. wwte. 
and mirw of MWQIIVI. Theat review* 
&odd draw on audit mport~ and other 
V. A ndnerabllily eosemmenl and riwk 
l nalymir rhould all be made for each 
pbnoed l d mwly l ulhorbed umrcy 
w= 

,. Pmvldc Ihe the ymcy’m mgllla1i0ns 
provide for each of &a elemen(r of internal 
control cttschbed in parapph 7. 

1. Retablish l dminlstra~iv~ machaniuna to 
enfora Internal control requirementa. lluu 
machniams ahadd lwhde raporlr to the 
agency bead on l U rignificant Internal cantml 
vlol8lloahmdsppmp?ieledbdpliwy 
ec~ioau for ruponaibb fndividuab. 

g. ?rovi& ior periodic htaaal audit to 
y-&ffp-=‘~~m~o-. 
8ddrtar lole~~ syBtem wukMam 
dt&ealbyaodIt.dbceveredLas.orotber 
-. 

?‘. Cmamm Etaneat aflntonmt Canti. 
!Ra mlly awepled tltnml~ of internat 
eGoI muri be included in any ryr(rm 
daliq with l cqursitiolb w. oc 
aocolmUbiYty of Federal -8. Rudl 

edt, w a ainloumh agmcy 
llu&tuq sowwuq. lwmw. 

wpeadhm. pwperty. ioven~ory. carh 
menagemeat debt management and related 
ADPcyWau.lSadn@nofaaehryrtm 

nawlhw aou ganiaational or 
hnctional Ila IW uiwn mom than one 

a. bcumntatioa. lalcmdl cunlmi 
procedurrr polkiea. l uthoritim lad 
reipotuiMlitte8 muti be clearly and 
l daqrultly documented. Once documented 
whey muat be rvailabie IO person4 invdvad 
In their execution. Documentation urually 
taker the form of opera tionr manuelr and 
orRaniutlon charla which dercrlk ud 
depict the rolr and mponribilili~ of all 
hdividualr involved in tha control syrtea 
Roper documenhtion pmvida •~~MICM 
that methoda and mponsibilitics are clearly 
oommunica~ed. and is often a valuable tool in 
Mlllq new employee& 

DoowMnleual mwt l bo be pmidsd fat 
l U fbundal tranuctionr and for the cuMdy 
dellrtMluca 

b Sepamtion of&lies No iodivldwi a , 
anall poup of IadMduab &odd be In l 
poNon lo oontrd all l rpectr of a financial 
b~ilction. Relpondbilili~ must ba 
wpara~ed l od taakr rtructunxl to preclude an 
individual from perfarmi~ more tin one 
%y” pmcedng fuwlbn a l ctivlly& 
l e l uthoriting. l ppmvlq. ur(lfyir~. 
swoont@ disbumlng. or kaepily autody of 

c Sopeffition. Qualified and amtinuour 
eupervidon b lmcwBmry IO l Nure agency 
mmqeomnl tbml approved procedm am 
followed both to facilitate &!ctive. effideol 
pmgmm menagtamat and IO aafaquard tba 
fswumtsd~e~. 

d. Security of Rqmrty andRaafda 
Phyrkal security must be provided for 
l wounung recmb. negotiable inrtmmmata or 
acwitier. l ld olber Mmllfwroflheumcy. 
Procedwr &odd bc employed lo ensure 
tha! appropriate deeping and archive 
Feocedum exbt ad .N fouowed 

e. Interno/ AL&. An internal audit or 
review function mud conlinuou~ly monitor 
polldea. pmmdum. and practia mlaled to 
financial tranractionr and maat& of 
mourctt.whtN8pproprltlt,&twr 
rhould include examiniw and lest@ of 
tran$aclionr. Alnu, procedure@ should exist lo 
wow ldlowup of audit m and 
reaenmmdatlonh end lo - unwly 
cotwctivt l cliw by msaegemml. 

t caaqNloacy ofhNonntf. Ftfmonel 
rhould be competent. by tducatioh training 
sod expabact. to erecule the oalml 
mspmuibility to which they are l rdgnd. 

&2$w7iai Intemol Conttvl GuicMinea. In 
addition to pmvidw for the basic eltmtnla 
of inltmal control in lbe body of lbio 
Circular. @ielinea on vafioun a@al 
l rpectr of inlemal conlrol will be irsued 
wpare~tly by OMB. (See Attachment for lbt 
of Ruldtlin~) lbmcy Regulationr rhotdd be 
rtviud on a cycb beh lo incorporalc the 
rubrlrnce of each guideline en l ppropI+ate. 

a ne$wfing. Agtndea will be mquirg IO 
include specific in formation on the progrtr~ 
of inlemal control wyslems mviewr aa parl of 
yw(ralllWlr+pDlitoOMBollfbWdal 
maneRenwnl impf9vernent. 

10. Effecth ihle. Thir Circular ir eKedive 
oa publkalba 

11. tnquhim. All qw8tionr a inquitir 
should be l ddreraed IO Financial 

Mmagtmenl Branch. Office of Mmqtmenl 
and Budget, lelephone number aJZl395-4773. 
Jtmta 7. MchIyrt 

AW~--Ctcutr No. A- 

tirf of Guideline8 

A. Fund Conlrol 
B. cash Management rnd Handling 
C Debt Cdleclion, 
D. Certifying l nd Disbuning 
5 pl&maaman~~ Frowuiq 

d. Crantr. 
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United States 
Department of 
Agriculture 

Offlce of 
Inspector 
General 

bJ~hington. 

20250 

Mr. Henry Eschwege 
Director, Community and Economic 

Development Division 
General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Eschwege: 

We have reviewed the GAO draft report entitled "Fraud and Related 

Illegal Acts: A Serious Governmental h-oblem Mhich Can Be More 

Effectively Controlled" and have no comments. 

Sincerely, 

ROBERT E. MAGEE 
Acting Inspector General 
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DEPARTMENT OF DEFENSE 
OFFICE OF GENERAL COUNSEL 

WASHINGTON. O.C. 20301 

February 19, 1981 

D.L. Scantlebury 
Division Director and 

Chief Accountant of GAO 
United States General Accounting Office 
Washington, DC 20548 

Dear Mr. Scantlebury: 

This is in reply to your letter of January 19, 1981 
forwarding 16 copies of the draft report entitled "Fraud and 
Related Illegal Acts: A Serious Governmental Problem Which 
Can Be More Effectively Controlled" (Code 911020) (OSD Case 
#5599). As there were no recommendations specifically 
directed to this department, no comments are being provided 
on the draft report. 

Thank you for the opportunity to review and respond to 
the draft report. 

Office of the Associate General Counsel 
(Intelligence, International & 

Investigative Programs) 
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DEPARTMENT OF HEALTH & HUMAN SERVICES Office of inspector General 

Washington, O.C. 20201 

- 

Mr . Gregory J. Ahart 
Director, Human Resources 

Division 
U.S. General Accounting 

Office 
Washington, D.C. 20548 

Dear Mr. Ahart: 

The Secretary asked that I respond to your request for our 
comments on your draft report, "Fraud and Related Illegal 
Acts: A Serious Governmental Problem Which Can Be More 
Effectively Controlled." 

Your report very aptly illustrates the seriousness and 
pervasiveness of this problem. We also very much agree 
with the emphasis placed by the report on the need for 
managers to place continuing and great emphasis on the 
quality of their systems of internal control. 

Thank you for letting us review this report in draft form. 

Sincerely yours, 

n B. Mitchell 
Acting Inspector General 
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DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 
OFFICE OF INSPECTOR GENERAL 

WASHINGTON. D.C. 20410 

February 24, 1981 

Mr. Henry Eschwege 
Director 
Canmunity and Econanic Development Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Eschwege: 

We have read with interest your draft report, "Fraud and Related Illegal 
Acts: A Serious Governmental Problem Which Can Be More Effectively Con- 
trolled." We believe the report points out the problems and ranifications 
associated with fraud and progrm abuse in goverrrnent operations. In 
general, we support the conclusions and recommendations made in the report. 
However, we do have cunrnants for your consideration that we believe will 
strengthen the recanmendations and clarify other sections of the report. 

The report concludes that Congress can help deter fraud by making agency 
heads more accountable for good internal controls. This would be done 
through currently pending legislation; S-3026, the Financial Integrity Act, 
and HR-8063, the Federal Managers' Accountability Act of 1980. Within the 
past year, w have canmented favorably on these bills. However, there are 
two issues that we wish to address concerning the report--our reservations 
concerning legislative solutions and a need to update certain portions of the 
report. 

First, GAO's recommendations seek legislative remedies and focus only on 
financial control. Agency heads have been responsible for three decades for 
the soundness of their financial systems. Defining that responsibility more 
clearly still does not give these executives the incentives to reverse the 
current adverse trends. Further legislative initiatives will not produce the 
intended results until management's concern for controls is commensurate with 
its concern for production goals. 

In this regard, it is our opinion that: 

A. The report should clarify the existing laws and directives regarding 
internal controls. A discussion is needed to bring to light the 
pieceneal and overlapping actions being taken by Congress, @I6 and 
Federal agencies, and how these proposed bills might correct these 
problems. The following could be cited: 

l Public Law 96-304 requires OIG to submit to Congress (starting 
with the HUD 7982 budget) an annual evaluation of the Department's 
progress in implementing effective management controls over 
consultant service contractual arrangements. 

l OMB's July 1980 directive for agencies to develop a plan for 
implementing improved controls for procurement practices. 
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l OMB proposed circular, "Internal Control Systems," which is intended 
to provide policy guidance to agencies regarding controls. 

l The Accounting and Auditing Act of 1950. 

A discussion of these and other laws should reconcile the present 
requirenents regarding controls and how the pending.legislation would 
correct cited problems. 

B. Even with the pending bills, there will be no guarantee that 
managers would have the full capacity to carry out the new laws. 
As the GAO itself notes on page 52, the implementation of the 
Inspector General Act has suffered from inadequate resources. These 
bills will have little impact unless the Administration and Congress 
attend to the resource issue; and 

C. Since the report supports legislation that positively affects fraud 
control, it should also point out a pending bill having adverse 
effects. Specifically, certain provisions of the working draft, 
"Criminal Code Revision Act of 1979" would severely impair the 
Department's ability to prosecute and deter fraudulent practices. 
Our canments objecting to certain provisions of the draft are 
attached for your consideration. 

Our second concern is that the draft could be updated in Chapter 5, 
"Progress is Being Made in Combating Fraud." A number of initiatives taken 
by this Department and the Office of Inspector General include: 

o HUD's Committee on Fraud, Waste and Mismanagement that advises the 
Secretary on policy matters in minimizing fraud and abuse in HUD 
prograns. Formed in November 1978, the Committee has proven 
successful in canpleting several important projects. 

l The Fraud Vulnerability Assessment System, implemented in November 
1979, designed to shut off opportunities for fraud and abuse in all 
new or substantially revised HUD programs. 

l The Management Control Assessment System, started in July 1980, to 
evaluate the controls in HUD's existing prograns on a continuing and 
systematic basis. 

a An employee awareness progran to alert OIG and progran personnel to 
potential risks by preparing Fraud Information Bulletins and Fraud 
Alert Memorandums issued to all appropriate employees, training 
courses attended by 100 OIG and program staff, and a video tape 
presentation for all HUD employees. 

These and other activities are detailed in the attached excerpts from 
our latest Semiannual Report to Congress. 

We appreciate the opportunity to comment on the draft report. 

Sincerely, 

Attachments 
Paul A‘. Adams 
Deputy Inspector General 
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U.S. Lkpartment of Justice 

Ysrch 9, 1981 
Washington. D.C. 20530 

Mr. William J. Anderson 
Director 
General Government Division 
United States General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Anderson: 

This letter is in response to your request to the Attorney General for 
the comments of the Department of Justice (Department) on your draft 
report entitled "Fraud and Related Illegal Acts: A Serious Governmental 
Problem Which Can Be More Effectively Controlled." 

In many respects this report, more clearly than other General Accounting 
Office (GAO) reports , reflects a balanced understanding of the government 
actions required to effectively respond to the problem of fraud and 
abuse in Federal programs. That is, the problem can only be addressed 
through the coordinated employment of all available corrective remedies-- 
civil suits, administrative actions, program adjustments and criminal 
prosecution. In terms of the need to employ these corrective remedies, 
GAO's contention is indeed true that fraud and related illegal activities 
"not only deplete the treasury but also undermine the image of government 
to the people it serves and the effectiveness of its programs." We 
would like to add a further observation that the failure to promptly and 
properly address fraud and waste also tends to undermine employee confi- 
dence and consequently reduces their effectiveness in controlling and 
administering Federal programs. 

The Department is basically in agreement with the findings, conclusions, 
and recommendations contained in the report. The report makes some 
favorable and accurate comments about the Department's efforts. but 
focuses primarily on the efforts of other aqencies. For this reason. the 
comments contained in this response elaborate on some of the Department's 
mOre recent efforts, as well as point out several inaccuracies and omissions. 

Since the subject matter of this report encompasses the activities of 
several organizations within Justice which have a role in combattina 
fraud and related illegal activities, the comments of each organization 
are set out separately. 

CRIMINAL DIVISION 

The Criminal Division agrees with the rationale of the report that all 
available corrective remedies--civil suits, administrative actions, 
program adjustments and criminal prosecution--should be considered in 
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addressing the problem of fraud and abuse in Federal programs. Over the 
past year, the Criminal Division has increased its emphasis on promptly 
identifying investigations and prosecutions with substantial civil remedy 
potential. The "joint VA/HUD investigations and audits of mortgage 
practices in Puerto Rico" mentioned on page 41 of the report is a current 
example of such increased attention. The Criminal Division has worked 
closely with the Inspectors General and Department of Defense representa- 
tives in examining the effectiveness of various administrative remedies 
and encouraging their use even during the course of a criminal investiga- 
tion. Over 2 years ago, the Criminal Division recognized that other reme- 
dies, in addition to prosecution and civil suit, were desirable for 
handling smaller fraud and false claims matters. In fact, the idea 
emanated from the initiative of the the? Inspector General of the Depart- 
ment of Health, Education and Welfare as reflected in H.R. 4106 (page 38). 
For the past 2 years, the Criminal Division, together with the Civil 
Division, has been developing legislation to create a civil money penalty 
remedy to address these serious areas of program fraud and abuse. 

The following minor comments are offered to improve the accuracy of that 
portion of the report pertaining to the Criminal Division: 

1. Discussion of the civil money penalty remedy on pages v and 38 of 
the draft report does not specify the types of cases contemplated (under 
$50,000), and, of course, will not operate where the Department of Justice 
"refuses" to initiate civil or criminal action, but rather where the 
action is declined in favor of this remedy. Most importantly, the remedy 
is contemplated to be a substitute for the civil process, but in no way 
is intended to replace a criminal prosecution, if appropriate. If enacted, 
a matter could be the subject of criminal prosecution and administrative 
penalty action just as at present criminal and civil actions can be applied 
to the same matter. 

2. With respect to the Economic Crime Enforcement program mentioned on 
page 43, units presently exist in 21 districts. The current total of 
attorney allotment, including both specialists and Assistant U.S. Attorneys, 
is 109. Due to current budgetary constraints, no immediate growth is 
possible. 

3. The report is complimentary of the increased training efforts of the 
Criminal Division, but neglects to mention a major ongoing effort. For 
the past 2 years, the Federal Law Enforcement Training Center in Glynco, 
Georgia, has conducted a E-week White Collar Crime Seminar for experienced 
investigators and auditors. The Criminal Division is responsible for 12 
hours of the instruction conducted by senior prosecutors. Over 1,100 
investigators and auditors have attended this program to date. 

4. GAO's discussion of the Department's national white collar crime law 
enforcement priorities on page 30 indicates a misunderstanding 
of the meaning and impact of the priorities initiative. In particular, 
the statement, "It appears that at least a quarter of the total prosecuted 
cases in our review might not have been prosecuted had the new guidelines 
been in effect" is troubling. The clear implication of this and the 
sentence following is that the national priority guidelines are intended 
to be, or will be treated as, declination guidelines by Federal prosecutors. 
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That is not accurate. The Department has emphasized to Federal prosecutors 
and Federal investigators that the white collar crime priorities describe 
the types and magnitude of cases that should receive special attention, 
that priority cases may be very few in number, and that cases which may 
not fall strictly within the priority specifications may nevertheless be 
very important (see, e.g., Report of the Attorney General, "National 
Priorities for the Investigation and Prosecution of White Collar Crime," 
August 1980, page 48). Indeed, U.S. Attorneys have been cautioned repeatedly 
that the national and district priorities should not be used or interpreted 
as declination guidelines. 

GAO should also be aware that as U.S. Attorneys define their respective 
district white collar crime priorities, they may, with the Department's 
approval, deviate somewhat from the national priority definitions. Thus, 
for example, while Federal program fraud schemes not involving corruption, 
with losses of $25,000 or more, are national priorities, in a particular 
Federal district, the U.S. Attorney may declare similar offenses involving 
$10,000 or more in losses a district priority. Predicting the precise 
effect of the national and district priorities initiative on the types 
of cases accepted or declined for prosecution is, therefore, not possible. 

In offering the above comments on white collar crime, it is important to 
understand that the Criminal Division does not quarrel with the draft 
report's general conclusions on page 30 that (1) the priorities initiative 
will probably mean that the Department will prosecute fewer noncorruption, 
small dollar fraud cases in the future, and (2) the Department's attempt 
to focus criminal prosecutive resources on the larger program fraud 
cases makes it even more important for agencies to take effective adminis- 
trative action against those who defraud their programs. The Department 
simply wants to make the point very clear that the white collar crime 
priorities are not intended to be, and will not be, employed as guidelines 
for declininq cases. 

CIVIL DIVISION 

The Civil Division agrees in general with the conclusions and recomrnenda- 
tions included on pagesiv to vi of the draft report. However, there 
are several misleading statements and omissions within the report deserving 
comment which would improve its accuracy. 

On page 25, the report concludes "Justice attorneys generally give no con- 
sideration or untimely consideration to possible civil remedies, . . ." 
This statement ignores the fact that an entire branch of the Civil Division 
is currently involved in civil fraud litigation. Even during the period 
of GAO's audit, approximately 20 Department attorneys were responsible 
for this work, in addition to the numerous Assistant United States Attorneys 
who concentrate on civil litigation. During the period covered by the 
audit, some Department attorneys may have failed to consider civil remedies 
at the most advantageous time, but certainly all Justice Department 
attorneys cannot be charged with failure to act, and this area is receiving 
extensive treatment as discussed later in the Civil Division's comments. 
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The same erroneous conclusion is restated on page 32 as "Justice Usually 
Does Not Pursue Civil Remedies." Apparently, this conclusion is supported 
by the statement on page 32 that only 28 civil actions ,were filed out of 
393 fraud referrals by agencies. The report fails to recognize that 
most fraud cases are referred to the Department by the Federal Bureau of 
Investigation (FBI) and not by agencies. Approximately 5,000 reports of 
potential fraud are referred to the Civil Division each year. During 
the 2 l/2 year period studied by the GAO, only 685 referrals contained 
enough evidence of a monetary loss to justify assignment to a Division 
attorney for further review. Many of these matters were later closed 
because additional evidence demonstrated that the government suffered no 
monetary loss, the case lacked a solvent defendant, adequate administrative 
sanctions existed, or the cases were plagued by material legal insufficien- 
cies. Approximately 70 new fraud cases were filed by Civil Division 
attorneys during the period under study; most involved laroe monetarv 
amounts. United States Attorneys' offices filed additional cases. The 
current rate of case filings is nearly double the rate during the study 
period. Because fraud cases take several years to process through the 
courts, hundreds of active court cases are handled at an.v one time bv 
the Civil Division. 

The report is correct in stating on page 33 that the Justice Department 
recognizes the need to coordinate civil and criminal fraud.actions. How- 
ever, the report is incorrect in stating that "little progress has been 
made in implementing these policies." In view of the almost 2 years 
that have passed since the period of the GAO study, it seem appropriate 
to comment on recent developments in civil and criminal coordination of 
fraud cases. 

Recognizing that the investigators and auditors who develop the evidence 
necessary to bring a civil or a criminal action are key factors, Justice 
Civil Division attorneys have been presenting two to four seminars per 
month for agency personnel for more than a year. Most often, these 
seminars are given in connection with presentations by Justice criminal 
attorneys. An in-depth course for United States Attorney personnel will be 
given this March. In addition, every recent meeting of United States 
Attorneys has included some discussion of civil fraud litigation. Recently, 
the Chiefs of various Civil Divisions of United States Attorneys' offices 
exchanged plans for the coordination of civil and criminal fraud cases. 
These plans, many of which are now functioning, involve early consideration 
of civil remedies. 

Other Justice Department training efforts have been extensive. Apart from 
addressing United States Attorney personnel and investigators from indi- 
vidual agencies, seminars have been given for agency counsel, for Inspectors 
General personnel, for local government groups, and for Justice Department 
personnel. A civil fraud courseis to be added to the Law Enforcement 
Training Center's seminar on white collar crirma. Moreover, various 
written materials on civil fraud have been provided to numerous agencies, 
and the Civil Division publishes its own manuals for the use of its 
attorneys and the United States Attorneys' offices. These efforts should 
amply demonstrate that the statement at page 33 that "the Department 
has not emphasized the civil asoects of fraud cases" is clearly incorrect. 
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Although not every case warrants simultaneous criminal and civil ;)rosecu- 
tion, cases are so handled when it is advantageous to the government. 
For example, United States v. McDonnell Douglas Corporation, No. 80-2714, 
D.D.C.. which involves alleoations of secret overseas oavments, was 
filed before a criminal trial was conducted. In another-case,-United 
States v. Trans ort Tire, No. 
aivision, * 

80-1266, D. Idaho, not only did t'heil 
n a Vance o criminal trial, file a suit to recover damages 

for fraud in connection with the sale of subgrade tires to the government, 
but simultaneous administrative action was taken to withhold contract pay- 
ments and suspend the contractor. 

In some cases, successful civil suits will follow unsuccessful criminal 
actions+, as in United States v. Hangar One, Inc., CA 74-P-646-S, N.D. 
Ala., or a criminal indictment will follow a successful civil action, as 
in United States v. Harry M. Borcheding, and the Institute of Computer 

F-95* 
Civil Action No. 5-71231, E.D. Mich. As indicated, coordina- 

t on o a ministrative actions and judicial proceedings is an important 
area which is not ignored. Prompt referral to the Justice Department by 
agencies can result in avoiding payment on the false claim, which is 
certainly the most economical way to proceed. For example, in United 
States v. Medico Industries, Inc., No. 80-C-6434, N.D. Ill,, thm 
won filed suit to declare the unpaid administrative claim of the 
defendant unenforceable because of a conflict of interest. Similar coordi- 
nated judicial and administrative efforts are encouraged by the Contract 
Disputes Act of 1978, which Provides for penalties for the submission of 
false claims even if the Government ultimately suffers no loss. In 
other words, the facts of each case will dictate whether criminal, civil 
or administrative remedies are most appropriate and in which order. 

On page39, the report suggests that Congress enact legislation to allow 
agencies to assess civil money penalties against persons who defraud 
Federal programs. The report is corr ct 

P 
in noting that the Department 

has proposed such legislation to OMB,, / but other congressional action 
could assist the government in its attempts to recover the damages caused 
by fraud. Congress could enact legislation to allow the setoff of debts 
owed the government against all types of credits due from the government. 
For example, an employee's salary cannot be offset against an employee's 
general debts to the government. 58 Comp. Gen. 501 (1970). In this 
regard, page 7 of the report indicates employees are responsible for 30 
percent of fraud cases. Although common law allows the setoff of retire- 
ment funds, statutory provisions would greatly simplify this process. 

1/ The report incorrectly states that administrative remedies may be 
approved only after criminal or civil declination. The proposed administra. 
tive remedies may be appropriate even when there is a criminal prosecution. 
The bill only requires Attorney General approval before administrative 
proceedings involving a fraud case or class of cases go forward. 
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Statutory restrictions on access to tax return information make the offset 
of tax refunds virtually impossible. Legislation allowing access to tax 
information and specifically authorizing the offset of tax refunds would 
be useful. 

On page 43, the report notes that a Civil Division reorganization has 
improved anti-fraud activities. Specifically, more civil attorneys 
are handling fraud cases and the number of persons screening incoming reports 
on fraud has quadrupled. This has resulted in the elimination of a 
backlog in reviewing reports for closing or assignment to attorneys. 

On page 45, the report notes that: "The Department is exercising leadership 
in supporting the Executive Group to Combat Fraud and Waste in the Govern- 
ment." The Civil Division regularly attends meetings of this Group in 
order to better coordinate its efforts with the Inspectors General. In 
addition, Civil Division attorneys meet with Inspectors General's counsel 
monthly. These formal activities are in addition to continual ad hoc 
discussions and coordination efforts. 

Fran the chart on page 9, it appears that over 70 percent of the cases 
discussed in the report involve very small monetary amounts. Assuming a 
suit was legally tenable in each case and that a defendant could be 
found (this is unlikely in most theft cases), several times the amount 
of potential recovery would be spent in prosecutin 
would result in a high net loss to the government.-/ The resources of P 

the case. This 

the Civil Division and of the United States Attorneys' offices are best 
spent in pursuing recoveries where large amounts of money are at stake.21 
For example, following a criminal conviction in a case of fraudulently 
misgraded shrimp, a few weeks of attorney time resulted in a $l,OOO,OOO 
recovery. Several million dollars have been recovered as a result of 
Civil Division follow-up of an Agriculture Department investigation of 
shortweighing and misgrading of grain at certain grain elevators. It is 
interesting to note that the first page of the report cites the case of 
a Federal transportation clerk who embezzled $856,000. A fraud jud ment 
and subsequent collection efforts resulted in recoveries of almost 3 600,000.4/ 
Obviously, these types of cases can take enormous amounts of time and 
effort, but the recoveries justify the expenditures. 

/ These cases are largely of the type which the report describes as 
individual frauds involving the Social Security Administration and Agriculture 
food stamp programs, or thefts of governmnt property from the Postal Service, 
Army and Navy. The chart on page 7 also indicates the wrongdoers are unknown 
in 30 percent of the cases, a factor which obviously makes any judicial action 
impossible. 

3 On page 30, the report seems to recognize this in its discussion of 
the white collar crime priorities which are concerned with monetary losses. 

!!I United States v. Seibert, Civil No. 77-1391 (D.D.C.). 
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Procurement contracts are often the source of the largest civil claims. 
These cases make up a small portion of the number of cases which flow 
through the Department of Justice, but their monetary impact is enormous. 
These cases were not specifically dicussed in the report. Departmental 
efforts to strengthen the False Claims Act, which is discussed on page 
32 of the report, have failed thus far, in large part because of 
the potential effect of those suggested amendments on procurement contracts. 

Overall, the report contains the following conclusions with which we agree: 
First, costly civil litigation is not the best way to recover every debt 
resulting from fraud. Second, even administrative remedies cannot solve 
the problem in all cases. Third, program control is the answer to a 
great part of the problem. We support the concept of legislation creating 
enforceable administrative sanctions for fraudulent acts, and for creating 
a system of manageable and effective program controls as a preventive 
measure. 

LAW ENFORCEMENT ASSISTANCE ADMINISTRATION (LEAA) 

LEAA generally agrees with those portions of the report pertaining to their 
activities and offers the comments noted below. 

The chart on page 7 showing "Who Committed Fraud?" tends to be misleading. 
This chart was prepared from agencies' records of identified fraud cases. 
One would expect a higher detection rate for Federal employees (and 
unknowns) simply because this is the readily available "tip of the iceberg" 
located at the Federal level. Consequently, the report tends to give 
the impression that most fraud is committed by Federal employees. From 
all indications, the extent of fraud and abuse in Federally funded programs 
at the recipient level is much greater than that committed by Federal 
employees. The chart on page llmay be misleading for essentially the 
same reason. 

The example on page 5 involving an embezzlement of $16,000 in LEAA grant 
funds gives the reader the impression that LEAA administratively established 
a repayment schedule which would take the individual 65 years to repay 
the full amount of the embezzlement. It should be made clear in the 
final report that the repayment schedule was directed by the Office of 
the Probation Officer, United States District Court for the District of 
Columbia, and was not administratively determined by LEAA. 

LEAA fully supports the GAO theme "Fraud and Related Illegal Acts: A 
Serious Problem Which Can Be More Effectively Controlled." In this 
regard, the Office of Audit and Investigation, Office of Justice Assistance, 
Research and Statistics (OJARS) hosted a 3-day workshop on the subject 
of "Prevention and Detection of Fraud, Waste and Abuse of Public Funds" 
on November 14, 15 and 16, 1'979, at the Department of Justice, Washington, 
D.C. The workshop evolved as a response to a need for information on 
current anti-fraud activities of Federal, State and local officials and by 
the private sector. Thus, persons with experience in, or job responsibility 
related to, the prevention and detection of fraud, waste and abuse of public 
funds were invited to participate in the workshop to identify and discuss: 
(1) problems and needs in prevention and detection, (2) prevention and 
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detection activities considered most effective in combatting fraud, waste 
and abuse of public funds, and (3) types of activities which could be 
developed and implemented for the greatest impact on a national fraud, waste 
and abuse effort. Also discussed were the various processes that Federal 
Inspectors General and the Office of Management and Budget are currently 
using to perform vulnerability studies or risk analyses of their department's 
respective programs. The purpose of the discussions was to determine 
whether these types of processes could be utilized by State and local 
officials to analyze their programs/responsibilities and reduce the 
potential for fraud, waste and abuse. 

The workshop participants included 26 State officials representing 17 States, 
13 city or county officials representing 12 local governments, 12 Federal 
officials (United States Attorneys, representatives from various Federal 
Inspectors General offices, and Department of Justice personnel), and 9 
nongovernment researchers, educators, etc. In addition, staff from two 
committees of the Congress of the United States attended. 

Also, during the past several years, the National Institute of Justice has 
supported several research efforts to examine the nature of public corrup- 
tion, and fraud, waste and abuse in government benefit programs. Two 
recent efforts have included the development of a res0urc.e training 
package, entitled "Managing Municipal Integrity," which is based on the 
Institute's program model on Prevention, Detection and Correction of - __I_ 
Corruption in State and LocalGoverti~ent, and a monograph on the importance 
of a prevention approach in reducing fraud. Finally, the Office of Research 
Programs is currently funding an examination of the nature and extent of 
fraud and abuse in the food stamp and medicaid programs, and the most 
effective strategies and mechanisms for controlling fraud and abuse. 

In our judgment, enactment of legislation as suggested in the report should 
serve as a deterrent and result in control systems beinq subjected to 
closer scrutiny, but such legislation should not be regarded as a panacea 
in the government's efforts to reduce fraud, abuse, and waste of public 
funds. More needs to be done at all levels of government. 

FEDERAL BUREAU OF INVESTIGATION ------__---_----____ 

The FBI agrees with GAO that stronger systems of control are needed to 
protect programs from fraud, and effective punitive actions should be taken 
against those who commit fraud. Since the establishment of the Offices 
of Inspector General (OIG), the FBI has strongly advocated that maximum 
impact upon fraud, waste and abuse in government programs and operations 
would require the OIG role to be primarily oriented toward detection and 
prevention functions. As the OIG role developed, the FBI was disillusioned 
to see increased emphasis being placed on criminal investigations rather 
than detection and prevention. The FBI views as a positive sign the 
fact that GAO, through its own independent research, has reached the 
same conclusion as the FBI that ". . . agencies should emphasize fraud 
prevention, rather than simply chasing after it once it occurs. . . .' 
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The report also points out the need for better trained personnel to deal 
with fraud and abuse and refers to the FBI's enhancement of its Special 
Agent Training Course in the program fraud area. We believe it is equally 
important to mention the ongoing FBI-sponsored training program offered 
OIG personnel at the FBI Academy, Quantico, Virginia. 

EXECUTIVE OFFICE FOR U.S. ATTORNEYS (EOUSA) -----_- 

The EOUSA considers those portions of the report pertaining to U.S. 
Attorneys' activities to be generally fair and accurate. The report 
makes reference to a number nf Departmental efforts to upgrade Federal 

i anti-fraud activities and notes a. number of actions 
central coordination and direction of anti-fraud act 
and with other agencies. 

n progress to improve 
vities within Justice 

In terms of the overall message conveyed in the repo r t, the Department 
agrees that the cost of fraud and related illegal activities is substan- 
tial. We also agree that the prevention of fraud and related acts through 
effective systems of internal control should be a top priority and the 
Department plans to continue pursuit of this objective in its working 
relationships with other departments and agencies. 

We appreciate the opportunity to comment on the draft report. Should you 
desire any additional information, please feel free to contact us. 

Sincerely, 

AssistaAt Attorney General 
for Administration 
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u. 8. Dapartmcmt of Labof 
lnsoeotor General 

Mr. Gregory J. Ahart 
Director 
Human Resources Division 
U.S. General Accounting Office 
Washington, DC 20548 

Dear Mr. Ahart: 

This is in reply to your letter to the Secretary requesting 
comments on the draft GAO report entitled, "Fraud and Related 
Illegal Acts: A Serious Governmental Problem Which Can Be 
More Effectively Controlled." 

The Department's response is enclosed. 

The Department appreciates the opportunity to comment on this 
report. 
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U.S. Department of Labor's Response To 
The Draft General Accounting Office Report 
Entitled--- 

"Fraud and Related Illegal Acts: A Serious 
Governmental Problem Which Can Be More 
Effectively Controlled." 

Comments: 

The Department concurs with GAO's findings that internal con- 
trols in Government operations need to be better examined, 
evaluated, strengthened, and enforced. The Department is 
greatly emphasizing the assessment and enhancement of fraud 
and abuse controls and their implementation. The Office of 
Inspector General is engaged in a number of comprehensive 
studies to identify internal control weaknesses in selected 
program areas and to recommend remedial countermeasures to 
Department management. In addition, a number of loss control 
initiatives are being undertaken in specific DOL agencies. 
For example, the Employment Standards Administration (ESA) 
has recently formed a Loss Prevention Task Force and is also 
engaged in loss vulnerability projects in select ESA program 
areas. 

The Department notes that GAO recommends enactment of proposed 
legislation requiring greater accountability by agency heads 
for the effectiveness of their organizations' internal control 
systems. We agree with the report that more encouragement 
must be provided for top management to establish and maintain 
effective fraud and abuse control systems and, thus we concur 
with the spirit and basic intent of the legislation. 

The pending bills would require agency heads to undertake 
annual evaluations of their organizations' internal accounting 
and administrative control systems and certify the adequacy 
of such systems to the Congress and the President. Any weak- 
ness that prevents the agency head from expressing an unquali- 
fied opinion must be identified and a detailed plan and schedule 
described for remedying those weaknesses. 

The GAO draft report observes that enforcing fraud and abuse 
controls is frequently not a primary concern of program man- 
agers, who are usually rated on the services they are respon- 
sible for delivering. Further, managers often believe that 
fraud control should be the concern of investigators and auditors. 

In order to encourage program managers to have effective fraud 
and abuse prevention and detection controls in their operations, 
they should be rated and judged and rewarded or penalized ac- 
cording to the success or failure of their efforts. In order 
to be held strictly accountable, however, the requisite tools 
must be made available for their use. 
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The examination, evaluation, design, and testing of financial, 
administrative, and ADP internal controls requires specialized 
staff resources; the detection, assessment and resolution of 
fraud and abuse activity also requires special skills. Staff 
expertise in this area will very likely, be inadequate to 
undertake such analyses. 

The Department also strongly supports GAO's endorsement of 
the concept of allowing agencies to levy civil money penalties. 
Such authority, if properly and equitably administered, would 
serve as a strong deterrent to fraud activity. The Department's 
Office of Inspector General is in full agreement with the in- 
tent of the “Program Fraud Civil Penalties Act" proposed by 
the Department of Justice, and has given active support to 
this legislation. 

Additional Comments: 

The Department notes that, over the past few years, GAO has 
issued a substantial number of reports dealing with Federal 
fraud and abuse problems, relationships between fraud and abuse 
and internal controls, the need for improved internal controls, 
and the need to do more in combating fraud, waste and abuse. 
In our view, these analyses have been valuable in assisting 
agencies identify problem areas and evaluate recommended cor- 
rective action. 

However, the Department believes that, in addition to the 
attention given to problem identification, what is most needed 
now is the development of effective means to control waste, 
fraud, and abuse. The Government needs to know what techniques 
work, how specific loss prevention models can be designed and 
implemented, what specific management initiatives can be under- 
taken to insure compliance with internal controls and other 
loss control measures, how loss prevention efforts can be 
evaluated, etc. The Department suggests that the GAO is in 
a unique position to undertake a number of projects on a 
Government-wide basis which could make substantive contribu- 
tions to effectively control waste, fraud, and abuse related 
losses. For example GAO is in an ideal postion: 

- to serve as a Federal clearing house for the identification 
and evaluation of innovative fraud and abuse control applica- 
tions at all levels of government and in the private sector; 

- to evaluate fraud and abuse control organizations and pro- 
cedures and design and recommend a composite model for Government- 
wide replication; 

- to design and recommend model ADP detection and front-end 
prevention applications for various information processing 
systems including Federal benefit payment operations; 
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- to develop standardized Government-wide criteria for quanti- 
tative evaluative measures of investigative, audit, systems 
analysis, and related fraud control capabilities; to design 
and recommend uniform methods to assess savings, cost avoid- 
ance, prevention, deterrence, and overall asset protection 
effectiveness: and 

- to design and recommend model eligibility screening and veri- 
fication systems for various categories of Government service 
programs. 

The above suggestions are, examples of valuable projects that 
could effectively be undertaken by GAO’s centralized program, 
in joint efforts with relevant Departments, to contribute to 
Government-wide fraud, waste, and abuse control. We under stand 
that GAO plans to address a number of these issues, and are 
confident that the results of such programs will significantly 
assist our Department. We would be pleased to contribute, 
in any appropriate manner, to the success of these efforts. 
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do0 Seventy Street SW 
Washrtgfo? DC 20590 

Off re of the Secretary 
of Tronsportatlon 

February 27, 1981 

Mr. Henry Eschwege 
Director, Community and Economic 

Development Division 
U.S. Genera! Accounting Office 
Washington, D.C. 20548 

Dear Mr. Eschwege: 

This is our reply to the General Accounting Office (GAO) draft report, 
“Fraud and Related Illegal Acts: A Serious Governmental Problem Which 
Can Be More Effectively Controlled,” dated January 27, 1981. 

We have reviewed the report and, of course, agree with its intent that 
fraud and illegal acts must be controlled and their occurrences must be 
brought to a minimum. However, we are not sure this report offers 
anything new in the form of detection and prevention. In September 1978, 
the GAO reported formally on fraud detection activities in seven Federal 
agencies. The initial report was sufficient, pointing out the deficiencies 
uncovered and their seriousness. In addition, financial implications were 
recognized, and the effect on public confidence in Government employees 
and the integrity of Government processes were treated with 
understanding, 

We believe, however, that this most recent report, which is based on a 
projection of sampled statistics, oversimplifies the solution to combatting 
fraud. In our opinion, to claim that sound internal control systems are the 
answer generally to all fraud and illegal activities is less than complete and 
correct. The solution appears to ignore the human behavior factor involved 
in fraudulent activity. Secondly, the report recommends to the Congress 
that legislation be enacted to require heads of Federal agencies to certify 
annually to the effectiveness of their internal control systems. It is our 
view that additional internal control legislation is not needed since the 
Budget and Accounting Acts of 1921 and 1950 already cover this 
requirement. Also, the Inspector General Act of 1978 added strength to 
agencies’ controt over fraud and illegal acts. 

We will be happy to discuss these matters with you or your representatives. 

Sincerely, 

Acting 
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ASSISTANT SECRETARY 

DEPARTMENT OF THE TREASURY 
WASHINGTON. D.C. 20220 

FEB13198r 

Dear Mr. Anderson: 

This is in response to your request dated January 19, 
1981, that the Department of the Treasury review the proposed 
GAO report to the Congress entitled: "Fraud and Related 
Illegal Acts: A Serious Governmental Problem Which Can Be 
More Effectively Controlled." We have reviewed the report 
with interest and wish to provide a comment with respect to 
the observations made in Chapter 5 regarding training programs. 

Treasury is the lead agency in the Executive Branch for 
administering the Federal Law Enforcement Training Center in 
Glynco, Georgia. Since December 1978, the Center, in concert 
with a number of Federal organizations, has sponsored a two- 
week seminar on white collar crime activity. This program 
was developed specifically for experienced investigators, 
auditors and other personnel actively engaged in combating 
fraud, waste and abuse in government programs. To date over 
1,100 personnel from more than 50 organizations have graduated 
from this program. 

The Department regards this program as one of the most 
important efforts being made on a continuing large-scale 
basis in the Federal government to improve the effectiveness 
of personnel in detecting, investigating and prosecuting 
sophisticated financial crime matters. Therefore, we urge 
that consideration be given by GAO to including a statement 
about the Center's program in its final report to the Congress. 

(Enforcement and Operations) 

Mr. William J. Anderson 
Director 
General Government Division 
U.S. General Accounting Office 
Washington, D.C. 20548 
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Office oi 
Human Resources 

Administration and Organization Washington, DC 20405 

Mr. D. L. Scantlebury 
Division Director and Chief Accountant of GAO 
Accounting and Financial Management Division 
U.S. General Accounting Office 
Washington, DC 20548 

Dear Mr. Scantlebury: 

Thank you for the opportunity to comment on the draft tieneral Accounting Office 
report, "Fraud and Related Illegal Acts: A Serious Governmental Problem which 
Can Be More Effectively Controlled." 

we have reviewed the report and find that it presents a comprehensive analysis 
of the problem. We concur with the recommendations to the Congress. 

Sincerely, 

l-4 
Assistant Administrator 
for Human Resources and Organization 
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U.S. SMALL BUSINESS ADMINISTRATION 
WASWINGI-ON. D.C. 20416 

Mr. Henry Eschwege 
Director 
Community and Economic Development 

Division 
United States General Accounting Office 
lJashington, 3. C. 20548 

Dear Plr. Eschwege: 

This is in response to your letter of January 27, 1981, 
requesting this Agency's comments on your draft report entitled, 
"Fraud and i%elated Illegal Acts: A Serious Governmental Problem 
Which Can Be More Effectively Controlled." 

We have reviewed the report with interest and we in 
general agree with its content and, therefore, we do not have 
any substantive comments to make. 
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
WASHINGTON, D.C. 20460 

OFFICE ff 
PLANNING AND MANIGEMENT 

Mr. Henry Eschwege 
Director, Community & Economic 
Development Division 
United States General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Eschwege: 

The Environmental Protection Agency (EPA) has reviewed the 
General Accounting Office (GAO) draft report entitled "Fraud 
and Related Illegal Acts: A Serious Governmental Problem 
Which Can Be More Effectively Controlled." 

We concur with the general thrust of the report that fraud 
and other illegal activities are a costly and widespread 
problem, and that improvements in internal control systems 
are needed to prevent such problems. 

EPA agrees with GAO that good systems of internal controls 
would prevent much of the fraud and other problems, or 
would at least result in quicker detection. We also 
recognize that EPA should emphasize fraud prevention rather 
than reacting to it once it occurs. In this regard, the 
Inspector General, in October 1980, established "Project 
Look" whereby a team composed of auditors, investigators 
and engineers reviews selected construction grant projects 
to look for indicators of fraud, abuse, waste and mismanage- 
ment. 

Similarly in January 1981, the Office of Inspector General 
established the Vulnerability Assessment Task Force, comprised 
of audit and investigative staff to facilitate proper 
coordination and leadership in implementing an effective 
program to detect and prevent fraud, mismanagement, waste 
and abuse. As part of the Task Force's overall responsibility, 
it is in the process of developing a program to assess the 
vulnerability of EPA programs and operations to such 
problems. 
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We appreciate the opportunity to comment on the report's 
content prior to the report's issuance. 

Sincerely, 

r,i 0 Roy N. Gamse 
Acting Assistant Administrator 
for Planning and Management 
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THE POSTMASTER GENERAL 
Washington, DC 20260 

March 17, 1981 

Dear Mr. Anderson: 

Thank you for the opportunity to comment on your draft report 
entitled, "Fraud and Related Illegal Acts: A Serious Govern- 
mental Problem Which Can Re More Effectively Controlled." 

The report indicates that the mail service cases included in 
your study consisted primarily of the theft of registered and 
insured mail, and that such cases are included in the report's 
definition of fraud and in its statistical tabulations. The 
report also indicates that most losses due to fraud go unde- 
tected and that controls to prevent fraud are often inadequate, 
non-existent or ignored by agency officials. 

These generalizations about detectability and controls are 
not applicable to thefts of registered and insured mail. 

An indemnity is paid for loss or damage of registered and 
insured mail and a record is kept of each piece registered 
and insured. The indemnity feature makes it very unlikely 
that a loss of registered or insured mail will go unreported 
to the Postal Service. Reports of losses are analyzed on a 
continuing basis to detect patterns that suggest theft. 
Where such patterns emerge, they are thoroughly investigated. 
Accordingly, we do not think that most losses arising from 
the theft of registered or insured mail go undetected. 

Controls to prevent the theft of registered and insured mail 
are elaborate and have full support from postal officials. 
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APPENDIX XIV APPENDIX XIV 

The Postal Service conducts a criminal history background 
check on all new employees and they must attend orientation 
sessions on the sanctity of the mail. We also have programs 
of containerization, hand to hand receipts for valuable mail,, 
vehicle sealing, accountability escorts, and uniformed 
security police officers, all directed towards preventing 
thefts. 

In fiscal year 1980, the number of claims paid by the Postal 
Service for the loss of insured articles represented approxi- 
mately 0.2% of all insured articles mailed; the number of 
claims paid for the loss of registered articles represented 
approximately .0025% of all registered articles mailed. It 
should be noted that these are claimed losses from all causes, 
not just theft. Numerous losses of insured, registered 
and ordinary mail are due to fires, airplane accidents, 
natural disasters and the like. 

The fact that we have such a low loss rate from all causes, 
including theft, indicates that our controls are effective. 
Our experience supports your view that proper controls can 
help prevent theft. 

Sincerely, 

Mr. William J. Anderson 
Director, General Government 

Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

(911020) 
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Request for copies of GAO reports should be 
sent to: 

U.S. General Accounting Off ice 
Document Handling and Information 

Services Facility 
P.O. Box 6015 
Gaithersburg, Md. 20760 

Telephone (202) 2756241 

The first five copies of individual reports are 
free >f charge. Additional copies of bound 
audit reports are $3.25 each. Additional 
copies of unbound report (i.e., letter reports) 
and most other publications are $1.00 each. 
There will be a 25% discount on all orders for 
100 or more copies mailed to a single address. 
Sales orders must be prepaid on a cash, check, 
or money order basis. Check should be made 
out to the “Superintendent of Documents”. 
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