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Report to Rep. John E. Moss; by Elmer E. Staats, Cceptrcller Co
Genral.

-ssue Area: Income Security Programs: Frograa Effectiveness
(1302) ; Federal Records Management {1400) .

Contact: Human Resources Div.

pudget Function: Income Sacurity: Public Assistance ana Cther
Income Supplements (604).

Orqganization Concerned: Railrocad Retirement Board; Social

~ Security Administration; Veterans Administraticn.
Ccongressional Relevance: Rep. John E. Moss. -
Authority: Privacy Act of 1974 (5 U.=5.C. 552a) . Social Security

Act Amendments of 1972 (42 U.S5.C. 1383). 38 U.S.C. 3301,

A Novembaer 1976 report to the Congress reccomended that
the Social Security Administration obtain accurate and compiete
data on compensation ar? pensions promptly and regularly tiom
the Veterans Administration and the Railroad Retirement Ecard.
These data axze -ased for computing payments.
Findings/Conclusions: The use of inadequatn data from these
agencies had resulted iu Supplemental Zecurity Inccme recipients
being overpaid $60 million and underpaid $4 million annually.
General Counsel at all three agencies agree with GAO that the
recommendat ions for accurate and ccmplete dara are consistent
With the Privacy Act since the disclosures are for a routine use
compatible with the purpose for which the reccrd was collected.
vecommendations: Tpe Administrator oif Veteésans Atfairs shculd
revise the routine use notice so that it is uore explicit about
the information disclosed to the Social Securi'y Administration
from its systom of records entitled "Veterans, Dependents, and
Banef-ciaries Compensation and Fensicnh Reccrds" and the f[urpcses
rf such disclosures. The Secretary of Health, Education, and
weltare should direct the Commissioner of Sccial Security to
prepare a risk analysis to determine what €€CUIity measures may
be needed to prevent unauthorized access t¢ the vaiicus pajment
tapes it transmits to the Treasury ¢a:h month. The¢ Chairman of
tne Railrcad Retirement Board and the Adeirist-ator of Veterans
affairs should also conduct risk analyses tc determine what
secnrity safequards should be exercised cver the transmission ct
+he compensation or pension jncome information provided to
Sccial Security. (SC)
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In 8 November 1976 report to the Congress,
GAO recommended that the Social Security
Administration get accurate and complete
data on compensation and pensions promptly
and regularly from the Veterans Administra-
tion and the Railroad Retirement Board. This
data is used for computing payments.

This report

-discusses the agencies’ compliance with
Privacy Act requirements in carrying
out this recommendat;on and

--recommends that the Veterans Admin-
istration fully inform the public about
its disclosures to Social Security and
that agev.cies determine security safe-
guards that may be nzeded for data
being transmitted.
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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 20348

B-164031(4)

The Honorable John E; Moss
House of Representatives

Dear Mr. Moss:

In your January 26, 1977, letter, you ncted that our
November 1976 report to the Congress statsd that the Social
Security Administration had been computing Supplemental Secu-
rity Income payments with inaccurate Veterans Administration
and Railroad Retirement Board compensation and pension income.
Cunsequently, Suppiemental Security Income recipients were
being overpaid $60 million and underpaid $4 million annually.

We recommended that Social Security obtain accurate and
complete compensation and pension income data on a timely and
continuing basis directly from the Veterans Administration
and the Railroad Retirement Board. We also recomamended that
systems be established, where appropriate, to secure similar
data from other Federal agencies.

Following, are answers to the questions you raised.

How is_ the exchange of information recommended in
the report consistent with the Privacy Act?

We believe that our recommendations are consistent with
the Privacy Act of 1974 (5 U.S.C. 552a). Furthermoie, Gen-
eral Counsel at the Social Security Administration, the
Veterans Administration, and the Railroad Retirement BRoard
are of the opinion that the act does not prohibit their agen-
cies from giving necessary information to Social Security
to administer the Supplemental Security Income program.

While the Privacy Act generally prohibits agencies from
disclosing information from systems of records without the
wcitten consent of the subject of the record, there are eleven
categories of permissible disclosures without such coasent.
The disclosures made by the Social Security Administration,
the Veterans Administration, and the Railroad Retirement Board
fall within the third category--disclosures for a routine use.
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A routine use is a use compatible with the purpose for
which the record was collected. Guidelines issued by the
Office of Management and Budget state that a routine use
must not only be compatible with but related to the purpose
for which the retord is maintained.

We are of the opinion that the disclosure of informa-
tion to Social Security from records maintained by the
Veterans Administration and the Railroad Retirement Board
is ccuwpatible with and related to the purpose for which
those records are maintained. This opinion was reached after
reviewing the provisions of the Privacy Act and the Social
Security Act.

As added by the Social Security Act Amendments of 1972,
42 U.S.C. 1383(f) provides:

"The head of any Federal agency shall provide
such information as the Secretary [of Health,
Education, and Welfare] needs for purposes of
determining eligibility for or amount of
benefits, or verifying other information with
respect thereto."”

In addition, 42 U.S.C. 1383(e) requires that eligibility
for Supplemental Security Income benefits not be determined
solely on the basis of declarations by the applicant con-~
cerning eligibility or other relevant facts. Relevant in-
formation must be verified from independent or collateral
sources and additional information obtained as necessary to
assure that benefits in the correct amount are provided to
eligible individuals.

We believe that 42 U.S.C. 1383(f) amends the purpose for
which all systems of records are maintained to include dis-
closure for Supplemental Security Income verification. Ac-
cordingly, a Federal agency can provide Social Security with
information from any system ¢f records as long as the data
is relevant to the determination of eligibility or amount
of benefits for the program, and the disclosure complies with
requirements for routine use as set forth in the Privacy Act.

The Veterans Administratioi. . m cite anothe~ statute
(38 U.S5.C. 3301) in justificatior : ‘ite cdisclosares to
Social Security. This statute a » 2zes the disclosure
from Veterans Administration's re. .. for many >urposes,
including "When required by any department or other agency
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of the United States Government." This section may be viewed
as establishing disclosure to Social Security as a purpose
for which the Veterans Administration maintains its records.

It is our opinion that 42 U.S.C. 1383(f) and 38 U.S.C.
3301 are not superseded by the Privacy Act. While this
matter may not be completely free from doubt because it has
not been tested in the courts, we conclude that these dis-
closures of information to Social Security are not improper
or illegal if Privacy Act procedures have been followed.

Have all agencies notified the public of the .
exchange of information through Privacy Act notices?

The act requires agencies to publish in tha Federal
Register at least annually a notice of the existence and
character of systems of records. New uses of information
in a systewm must also be published 30 days in advance. The
Social Security Administration, the Veterans Administration,
and the Railroad Retirement Board have published in the Fed-
eral Register pertinent routine uses of records maintained,
including the categories of users and the purposes of such
uses.

‘The information disclosed bv the Railroad Retirement
Board to Social Security is fr ym the system of records en-~
titled "Railroad Retirement, Survivor, and Pensioner Benefit
System-RRB." On March 22, 1976, the notice for this system
was amended to include the following routine use:

"k. Beneficiary identifying information, en-
titlement, benefit rates and months paid may be
released to the Social Security Administration,
Bureau of Supplemental Security Income, to fed-
eral, state and local welfare or public aid
agencies to assist them in processing applica-
tions for benefits under their resp ctive
programs.”

The information disclosed by the Veterans Administration
is from the system of records entitled ®Veterans, Dependents
-and Beneficiaries Compensation and Pension Records-VA." As
of September 7, 1976, this system had twenty-defined routine
uses, and the Veterans Administration believes that disclosure
to Social Security is authorized under the following routine
uses:
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"7. A record from this system of records may be
disclosed to a Federal agency, in response to

its request, in connection with the hiring or
retention of an employee, the issuance of a security
clearance, the reporting of an investigation of

an employee, the letting of a contract, or the
isrnuance of a license, grant, or other benefit

by the requesting agency, to the extent that

the information is relevant and necessary to the
requesting agency's decision on the matter.

"8. Transfer of statistical and other data to
Federal, State and local government agencies and
national health organizations to assist in <he
development of programs that will be beneficial
to claimants and to protect their rights under
law and assure that they are receiving all bene-
fits to which they are entitled.

w * * * *

"l4. The amount of pension, compensation, or
dependency and indemnity compensation of any
beneficiary may be released from this system
of records to any person who applies for such
information."” '

On September 20, 1976, Social Security defined a routine
use for the Supplemental Security Income recoxd syster that
would permit Social Security to disclese such recipients to:

"% * * the Treasury Department to prepare suppie-
mental security income benefit checks, and * * *
the States to establish the minimum income level
for computation of State supplement. * * **

The routine uses of this record system were further
expanded in November 1976 permitting Social Security to
identify recipients to other agencies to obtain information
for verification of eligibility. This notice provides:

"* * * Minimum information necessary tov identify
SSI applicants and recipients to the following
Federal and State agencies for their use in pre-
paring information for verification of eligibility
for benefits under sections 163} (e); Bureau of In-
dian Affairs; Civil Service Commission; Department
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of Agriculture; Department of Labor; Im-
migration and Naturalization Service; In-
ternal Revenue Service; Railroad Retjirement
Board; State Pension Funds; State Welfare
Offices; State Workman's Compensation; De-
partment of Defense; United 5tates Coast
Guard; and, Veterans Administration., * * x*#

Both the Railroad Retirement Board and the Social-
Security Administration notices of routine use are specific
about the type of information disclosed, the recipient of
the information, and the purpcse of the disclosure. On the
other hand, the Veterans Administration notice could be more
explicit in its disclosures to Social Security.

What agencies are exchanging or will exchange information

on_Supplemental Securifty income with Social Securitys
Presently, the Veterans Administration and the Railroad

Retirement Board are the only Federal agencies providing

benefit data to Social Security for use in the Supplemental
Security Income program. :

Social Security has begun discussions with Civil Service
to obtain similar data for inclusion in the Supplemental
Security Income benefit computations and estimates that the
necessary data may be provided in April 1978. Socizl Security
is also considering obtaining data frum other Federal benefit
programs, such as Veterans Administration Education Assist-
ance, Railroad Retirement Board Unemployment and Sickness
Insurance, United States military retirement, and Black Lung,
Department of Labor. However, no action to determine the
necessity and feasibility of obtaining such data is likely
before 1978.

What type of information will flow between agencies?
Is 1t all useful and relevant?

At Social Security's request, .the Veterans Administration,
in August 1976, furnished magnetic tape files of selected com-
pensation and pension data on all veterans. The tape files
consisted of information identifying the recipient (name, sex,
address, date of birth, social security number) and Veterans
Administration award data (entitlement data, award amount,
check payment and deductions, claim number and payment status)..
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in Septemher 1976 Social Security coupared this informa-
tion with Veterans Administration benefit data provided by
recipie' _s already in the Supplemental Security Income record.
Recipien*s whose checks would be increasad or decreased were
notified of the new amount of payment, the reason for the
change, and the effective date cf the change. Recipients
were given the opportunity to have their prior payment either
continued or reinstated if they requested an appeal within
10 days after receiving their notices of change. The October
1576 Supplemental Se@curity Income payments reflected benefit
changes resulting from tnis process.

The Veterans Administration alsv rfurnizhed bencefit data
in Qctober 1976 and in Jaznuary and April 1977 because some
veterans received benefit increases. This notification pro-
tess was repeated for those recipients whose checks would
be affected.

The Railroad Retirement Board furnished its entire
pension record to the Social Security Administratioun for
processing in December 1976. Social Security extracted
selected data it considered necessary to verify the amount
of Railroad Retirement Board benefits paid to recipients.
The extracted data was similar to the type of information
received from the Veterans Admiristration. 1In January 1977
recipients whose checks were to be corrected were advised
of. the proposed change and were able to appeal. The Supple-
mental Security Income payments for February 1977 reflected
benefit changes resulting from this process. In addition,
the Railroad Retirement Board has provided microfilm of its
1975 and 1976 payment files for use in verifying benefits
paid to recipients in prior periods.

Social Security is providing Supplemental Security In-
come information to the Departments of the Treasury and
Justice. The Treasury Department is provided information such
as name, address, social security number, payment amount, and
the type of recipient—aged, blind, or disabled--for issuing
checks. Beginning with checks to be issued after October 1,
1977, a Social Security official agreed to take appropriate
action to delete information on the type of recipient from
the payment tapes it provides Treasury because such informa-
tion is not needed by Treasury. The Justice Department is
provided information necessary for identifying the recipient
and@ the nature of an alleged offense with related documenta-
tion and disposition for fraud cases and claims that are
appealed to the U.S. courts.
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One primary objective of the Privacy Act is to minimize
the amount of inaccurate information which is collected about
individuals. The zct requires each agency that maintains a
system of records to keep only information about an individual

that is relevant and necessary to accomplish a purpose of the
agency.

While most of the data Social Security obtained frem
the Veterans Administration and the Railroad Retirement Board
was needed to initially verify the accuracy and completeness
of compensation and pension payments received by Supplemental
Security Income recipients, it should consider developing
2 mechanism for obtaining information orly on recipients
who are veterans or railroad retirees. As discugsed below,
Social Security is studying a system for limiting future data
that the Veterans Administration and the Railroad Retirement
Board will provides Sociai Security.

How will information be exchanged?

Will there be couputer—to~computer communication?
Is there any potential for

unauthorized access to infcrmation?

The Veterans Administration carried its magnetic tapes
to the airport where they were mailed air axpress to expedite
the use of the data. Upon arrival at the airport, Social
Security received the tapes which were controlled by trans-
mittal documents. The tapes were counted, and the trans-
mittal documents were signed and returned to the Veterans
Administration. :

The tapes were duplicated once they reached Social
Security. After approximately 2 weeks, the Veterans Admin-
istration's tapes were returned by registered mail with re-
turn receipt requested. The duplicated tape: were placed
in Social Security's locked tape library for use in any
appeal resulting from notification of Supplemental Security
Income benefit change. After about 6 months, the tapes will
be erased by Social Security and used again.

The Railroad Retirement Board copied its entire pen-
sion record on magnetic tapes. The tapes were mailed to
Social Security and were controlled Ly transmittal documents.
The tape:i were counted and the tramsmittal documents were
signed ard returned to the Railroad Retirement Board. Social
Security extracted pertinent data from the tapes and stored
the tapes in its locked tape library. After about 6 months,
the tapes will be erased so that they can be reused.

7
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The Railroad Retirement Board transmitted the microfilm
via regular mail. The only control present was that it
telephoned Social Security and advised them that the micro-
film was being mailed and the quantity involved. Social
Security inventoried and accounted for all the mircrofilm
upon reczipt. When not being used, the microfilm is stored
in a locked room at Social Security.

Social Security makes daily, supplemental, and recurring
paynents under the Supplemental,Security Income program for
which the U.s. Treasury issues checks. Daily payment tapes,
which include initial payments, underpayments, and adjustment
payments are electronically transmitted from its central
office to its Great Lakes Program Service Center where they
are then hand-~carried to Treasury's Chicage Disbursing Cen-
ter. Supplemental payment tapes for recipients determined
eligible after the date on which recurring payment tapes
have been sent to Treasury are transmitted in the same manner
and to the same locations as the daily payment tapes. Social
Security carries recurring Payment tapes to the airport
whese they are shipped air freight to Treasury's seven re-
gional disbursing centers. It telephones each disbursing
center to advise it of the carrier, flight number, and time
of expected arrival. Treasury picks up the tapes at the
respective airports. No documentation is provided Social
Security showing that Treasury actually received the tapes.
Instead Scacial Security relies on Treasury to notify it if
the tapes were not received. .

Because of the potential for unauthorized access to com-
puter data, the Department of Commerce's National Bureau of
Standards has established guidelines for Federal agencies to
follow in performing risk analyses to determine the security
needed for the handling and storage of such data. Neither
the Social Security Administration, the Veterans rdministra-
tion, nor the Railroad Retirement Board are aware of any
unauthorized access to information being transferred. De-
spite this, however, the agencies have not conducted risk
analyses to determine how much security should be maintained
over the transmission of the information discussed in this
report.

~ To prevent unauthorized disclosure or modification of
personal data contained in the computer tapes, the Secretary
of Health, Education, and Welfare; the Chairman of the Rail=-
road Retirement Board; and the Administrator of Veterans
Affairs should prepare a risk analysis to determine what
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additional measures, if any, may uve warranted to secure the
transmission of these records. 1If the risk analyses show
that additional safegquards are needed, they should be ex-
peditiously implemented.

Are agencies which receive information from
Socia? Security maintaining it? Disclosing it?

Except as noted earlier, Social Security is not presently
sending Supplemental Security Income information to other
Federal agencies. BHowever, Social Security advised us that
they are studying a system under which the Veterans Adminis-
tration and the Railroad Retirement Board would place an indi-
cator code in their respective master records for those in-
dividuals who receive Supplemental Security Income benefits.
The indicator code in the master records would limit the
future data provided by these agencies since data would only
be provided on those individuals known to be receiving such
income. This information would not be used by the Veterans
Administration and the Railroad Retirement Board ir the admin-
istration of their programs, but would permit them to notify
Social Security of compensation and pension income changes

for only those individuals who also receive Supplemental
Security Income payments.

" Recommendations to the agencies

We recommend that the Administrator of Veterans Affairs
revise their routine use notice so that it is more explicit
about the information disclosed to Social Security from its
system of records entitled "Veterans, Dependents, and Bene-
ficiaries Compensation and Pension Records" and the purposes
of such disclosures.

We also recommend that the Secretary of Health, Educa-
tion, and Welfare direct the Commissioner of Social Security
to prepare a risk aralysis to determine what security measures
may be needed to prevent unauthorized access to the various
payment tapes it transmits to the Treasury each month. We
further recommend that the Chairmar of the Railroad Retire-
ment Board and the Administrator of vaterans Affairs also
conduct risk analyses to determine what security safeguards
should be exercised over the transmission of the compensa-
tion or pension income information provided to Social Se-
curity.
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Agency comments and our evaluation

We have included comments from the Department of Health,
Education, and Welfare; the Railroad Retirement Board; and
the Veterans Administration as appendixes to this report.
(See apps. I, II, & III.)

The Veterans Administration does not believe its routine
use notice for disclosing veterans compensation and pension
income data to Sucial Security for the Supplemental Security
Income program snould be redrafted to specifically provide
for this disclosure. The Veterans Administration said the
existing routine uses are specific and restrictive concern-
ing authorized disclosures, and that further restrictiveness
is unnecessary and could lead to inadvertently omitting to
an agency a disclosure that would be appropriate. It noted
that disclosures made by the agency are limited and that if
it furnishes the names and addresses, only essential informa-
tion required under the Supplemental Security Income program
would be disclosed.

We disagree with the Veterans Administration concerning
the restrictivene=s of its routine use notice and believe
that the Privacy Act intended that Federal agencies full-
inform the public of those specific instances where informa-
tion would be disclosed-~to whom and for what purpose~-with-
out their written consent. The Veterans Administration's
routine uses described on pages 3 and 4 are so broad that
veterans and the general public reading these notices may not
be aware that information maintained by the Veterans Adminis-
tration is being disclosed to the Social Security Adminis-
tration.

To provide for subsequent reviews of aa agency's com-
pliance with the Privacy Act, Federal agencies are required
to account for all disclosures from a record, including
the name and address of the agency to which the information
was provided. Under such accounting, the Veterans Adminis-
tration should know to whom it has provided information. We
believe, therefore, that in revising the notices to make
them more explicit, any inadvertent omission to an agency
of a disclosure that would be appropriate should be mini-
mized. Purthermore, it would seem that a simple amendment
to the notice could be published to correct ary such omis-
sions.

10
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The Department of Health, Education, and Welfare con-
carred with our recommendation that the Social Security Admin-
istration prepare a risk analysis to determine what security
measures may be needed to prevent unauthorized access to
the various payment tapes it transmits to the Treasury each
month. The Department said that preparation of the analvsis
would be handled on a priority basis and that, if the results
show that additiunal safequards are needed, it would be
established without delay.

The Railroad Retirement Board said that it recognizes
the security problems which may arise in transmitting records
frcm one location to another and has recently reviewed its
practices of transmitting records to the Social Security
Administration. Based partly on this review, the Board is
currently in the process of establishing a uniform records
transmittal procedure designed both to protect its records
being transmitted to the Social Security Administration from
unauthorized access and to serve the interests of the public
by permitting fast and efficient transmittal at low cost.
According to the Board, it hopes to establish and implement
such a uniform procedure within the next 2 months.

The Veterans Administration agreed that additional anal-
ysis of security measures for tne transmission of data may
be beneficial in identifying specific cases where safeguards
can be improved. It pointed out that although no unauthorized
access to information has been noted, an indicator identify-
ing Supplemental Security Income recipients would be added
to its automated records to ensure that disclosures are made
only in those cases relevant to Stpplemental Security Income -
determinations.

As you know, section 236 of the Legislative Reorganiza-
tion Act of 1970 reguires the head of a Federal agency to
submit a written statement on actions taken on our recom-
mendations to the Eouse Committee on Government Operations
and the Senate Committee on Governmental Affairs not later
than 50 days after the date of the report and to the Bouse
and Senate Committees on Appropriations with the agency's
first request for appropriations made more than 60 days
after the date of the report.
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As arranged with your office, unless you publicly
announce its contents earlier, we plan no further distribu~
tion of this report until 30 days from the date of the report.
At that time, we will send copies tc the Department of Health,
Education, and Welfare; the Railrcad Retirement Board; the
Veterans Administration: and other interested parties, and
make copies available %o others upon request.

Since Y yours, . é
Comptrolle: General
of the United States

12



APPENDIX I | - ' APPENDIX

VETERANS ADMINISTRATION
OFFICE OF THE ADMINISTRATOR OF VETERANS APFAIRS

WASHINGTON, D.C. 20420

SEPTEMBER 2 1977

Mr. Gregory J. Ahart

Director, Buman Rasources Division
U.S. General Accounting Office

441 G Street, NW.

Washington, DC 20548

Dear Mr. Ahart:

The General Accounting Office (GAD) August 1, 1977, draft
report to Congressman John E. Moss oa privacy issues related to the
Social Security Administration (SSA) obtaining information from the
Veterans Administration (VA) has been reviewad. Although the report
indicates the VA's routine uses are adequate for disclosure of infor-
mation for the SSA's Supplemental Security Income (SSI) program, it
recommends that we revise our routine use notices to be more explicit
about information disclosed by this agency to the SSA. The resport
also recommends that the VA prepare risk analyses to determine the
efficiency of its security over transmission of data from automated
rtecords.

Security guidelines have slready been revieved in relation
to threats to ADP property and capital equipment and the physical
hazards to continuing operation. We agree that additional analysis
of security measures for the transmission of data wmay be beneficial
in identifying specific areas where safeguards can be improved.

We disagree that the VA's routine uses should be redvafted
to specifically provide for the SSI program disclosure. The existing
uses are specific and restrictive concerning authorized disclosures.
The disclosures made by this agency are limited. If SSA furnishes
the names and addresses, we will disclose only the essential infor-
mation required under SSI. Further restrictiveness is unnecessary
and could lead to an inadvertent omission of an ageacy to which dis-
closure would be_cg:ally appropriate.

[See GAO note]

The report indicated that disclosure autnority, ofther than
that contained in the Privacy Act, is also present in section 1383(£)
of title 42, U.5.C. This agency has not found it necessary to render
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Mr. Gregory J. Ahart
Director, Human Resourcee Division
U.S. General Acecounting Office

a formal opinion as to whether this section gives agencies the authority
to release pertinent information to SSA in sddition to the provisions of
the Privacy Act, inasmuch as tha existing routine uses mentioned sbove
authorize this disclosure. In this commection it uight also be pointed
out that sectiom 3005 of zitle 38, U.S.C. specifically provides for ex-
change of information betwsen the VA and the $SA.

As recommended by the GAO report, and although no unauthorized
access to information has been noted, sn indicator identifying SSI recip-
ients will be added to VA automated records to ensure that disclosures
are made ouly in those cases relevant to 3581 determinations.

Thank you for the opportunity to review this draft report.

Sincerely
MMWD ,

Adwinistrator

GAQ Note:

"Deleted comments relate to matters presented in
the draft report which have been revised in the
final report.



APPENDIX II- _ APPENDIX II

DEPARTMENT OF HEALTH, EDUCATION. AND WELFARE
OFFICE OF THE SECRETARY
WASHINGTON, D.C. 30t

SEPTEMBER 2 1977

Mr. Gregory J. Ahart

Director, Human Resources
Division

U.S. General Accounting
Office )

Washington, D.C. 20548

Dear Mr. Ahart:

The Secretary asked that I respoad to your request for
our comments on your "Report to Congressman John E. Moss
on Privacy Issues Related to the Social Security Admin-~
istration obtaining Information From Selected Federal
Agencies For Computing Supplemental Security Income
Benefit Payments.” Ue believe the report provides an
accu. ate account of the Social Security Administration's
Procedures relative to the information obtained from
other Federal agencies for purposes of computing Supple-
mental Security Income benefit payments.

We concur with the report's reccmmendation that SSA prepare
a risk analysis to determine what security measures nay

be needed to prevent unauthorized access to the variasus
payment tapes it transmits to the U.S. Treasury eack

month. Preparation of the analysis will be handled on a
pPriority basis and if the results show that additional
safeguards are needed, they will be put in place without
delay. '

We appreciate the opportunity to comment on this draft
report before its publication.

Sincerely yours,

Tt d Non,

Thomas D. lorris
Inspector General



APPENDIX III APPENDIX III

UniTED STATES OF AMERMICA

RAILROAD RETIREMENT BOARD
844 RUSH STREET
GCHICAGO, ILLINDIS 60611

CrHaInMman

JaMES L, COwRN August 12, 1977
“Besngeme-- :

T I

Ea:l Ol;vur
Mnuguent Membex

Houorable Elmer B. Staats
Comptroller Gaxeral of the United States
United States General Accounting Office
441 G Street, N.W.

Washington, D, C. 20548

Dear Mr. Staats:

This has reference to the letter of August 1, 1977, from

Mr., Gregory J. Ah#~=, Director of the Human Resources Division of
your Office, to Mr. Jame. L. Cowen, Chairman of the Railroad Retire-
went Board, requestiag that the Board review and submit its comments
on your proposed draft report to Congressman John E. Moss concerning
the exchange of records between several agencies and the Social
"Security Administration for use in the administration of the Supple-
wantal Security Income program.

The Board has revicwod the propoud draft report and has found that
it accurately reflects the Board's practices with respect to the
transfer of records to the Sociai Security Administration for use by
that agency in the admiristration of the Supplamental Security Income
program. The Board would, however, like to comment with respect to
the section of the draft report conceraning the method by which the
Board transmits records to the Social Security Administration. -

In recognition of the security problems which may arisc in the trans-
miscinn of records from one physical location to another, the Railroad
Retirement Board has recently reviewed its practices with raspect to
‘the transmittal of records to the Social Security Administrration.
Based in part on this review, the Board is currently in the process of
establishing & uniform records transmittal procedure designed both to
protect Board records being transmitted to the Social Security Adminis-
tration from unauthorized access and to serve the interssts of the
public by keeping the costs of traasmittal low and permitting fast and
efficient transmittal. Hopefully, such a uniform procedure will be
established and implemented by the Board within the next two months.

S:Lnf:ercly, qou:s s
.. V\ \// /

"FOR THE LOARD .
R. F. Butler, Secretary
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