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Established in March 2002, the Homeland Security Advisory System was designed to
disseminate information regarding the risk of terrorist acts to federal, state, and local
government agencies and the public. However, this system generated concern among
federal, state, and local government agencies regarding whether they are receiving
the necessary information to respond appropriately to heightened alerts and about
the amount of additional costs protective measures entail.

You requested that we review (1) the operations of the Homeland Security Advisory
System, including the decision making process for changing the national threat level,
notifications to federal, state, and local government agencies of changes in the threat
level, and ongoing revisions to the system; (2) guidance and information that federal,
state, and local government agencies reportedly used to determine any protective
measures to implement when the threat level is raised to high—or code-orange—
alert; (3) any protective measures these agencies implemented during code-orange
alert periods; (4) any additional costs these agencies reported incurring to implement
such measures; and (5) any threat advisory systems that federal, state, or local
government agencies had in place before the creation of the Homeland Security
Advisory System.

This report summarizes our preliminary observations on each of these objectives.
The code-orange alert periods covered in this preliminary report and our ongoing
work are March 17 to April 16, 2003; May 20 to 30, 2003; and December 21, 2003, to
January 9, 2004.

The preliminary observations in this report are based on information obtained as of
February 9, 2004. This includes responses from 15 of the 28 federal agencies to which
we sent a questionnaire regarding the Homeland Security Advisory System and code-
orange alert periods, and information from 8 federal agencies, four states, the District
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of Columbia,' and nine local governments that we contacted during the design of our
methodology. We selected the 8 federal agencies using agencies’ reports to the Office
of Management and Budget on the amount of homeland security funding they
received for fiscal year 2003.” Five of the 8 selected agencies reported receiving the
most homeland security funding. We selected the four states, the District of
Columbia, and nine local governments on the basis of their critical infrastructure
assets, such as national landmarks, ports, and oil pipelines. The Department of
Homeland Security (DHS) generally has not documented the policies and procedures
it has used for assessing intelligence information, determining whether to raise or
lower the threat level, and notifying federal, state, and local government agencies
about changes in threat levels. Thus, our findings about the operations of the
Homeland Security Advisory System are principally based on interviews with DHS
officials. We will continue to assess the Homeland Security Advisory System and
related guidance, measures implemented during code-orange periods, and the costs
incurred during code-orange alerts. We expect to issue a final report later this year.
On February 23 and 24, 2004, officials representing the Department of Homeland
Security provided oral technical comments on this report, which we incorporated as
appropriate. We conducted our work from July 2003 to February 2004 in accordance
with generally accepted government auditing standards. For more detailed
information on our scope and methodology, see enclosure 1.

Results in Brief

Based on analyses of intelligence, the Secretary of Homeland Security, in
consultation with members of the Homeland Security Council,” determines whether
the national threat level should be elevated or lowered. Once the Secretary makes
this decision, DHS and others begin the process of notifying federal, state and local
government agencies, through various means, such as conference calls. The
department has not yet documented its protocols for executing notification. DHS
officials told us they are working to develop such documentation. However, they
could not provide us with a specific time frame as to when they expect to complete
this effort. Federal, state, and local government agencies we met with expressed
concern about hearing of threat level changes from media and other sources prior to
receiving notification from DHS. DHS officials maintain that the Homeland Security
Advisory System is evolving and that they are continually adjusting it to provide
additional information regarding specific threats.

'For this review, we analyzed information from the District of Columbia with information from states.
*Office of Management and Budget, 2003 Report to Congress on Combating Terrorism (Washington,
D.C.: September 2003).

*Members of the Homeland Security Council include the President; the Vice President; the Secretaries
of Defense, Health and Human Services, Homeland Security, Transportation, and the Treasury; the
Attorney General; the Director of the Federal Emergency Management Agency; the Director of the
Federal Bureau of Investigation; the Director of Central Intelligence; and the Assistant to the President
for Homeland Security.
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Various sources, including the Federal Emergency Management Agency (FEMA),"
provided guidance and information to federal, state, and local government agencies
to assist them in developing plans for responding to each of the advisory system’s five
threat levels following establishment of the system in March 2002. Additionally, DHS
and others provided federal, state, and local government agencies with guidance and
information to assist them in determining actions to take in response to each code-
orange alert occurrence. For the most part, the 15 federal agencies responding to our
questionnaire noted that the guidance and information they received was useful and
timely. However, 14 of these 15 federal agencies, along with officials from three
states and six local governments we met with, noted that they would have benefited
by receiving additional information on region-, sector-, site-, and event-specific
threats when deciding additional actions to take for the three most recent code-
orange alerts. We will continue to assess this guidance and information to determine
its consistency and the extent to which the entities that provided the guidance and
information coordinated with other agencies providing similar information.

Federal agencies responding to our questionnaire indicated that they maintain a high
security posture and, as a result, did not need to implement a substantial number of
additional protective measures to respond to code-orange alerts. For the most part,
these 15 federal agencies reported enhancing protective measures they already had in
place to respond to the code-orange alerts, such as increasing the frequency of
facility security patrols. To a lesser degree, these federal agencies indicated that they
continued existing protective measures at their pre-code-orange alert levels, such as
the use of intrusion detection systems. To ensure that protective measures operate
as intended, federal agencies for which we received questionnaire responses reported
conducting tests on the functionality and reliability of protective measures. They also
reported receiving confirmation of the enhancement or implementation of measures
from component entities, offices, or personnel. Protective measures benefited
federal agencies in various ways, but also affected agency operations, according to
the agencies responding to our questionnaire. For example, while actions taken
during code-orange alerts promoted employees’ sense of security, they also resulted
in delays for employees entering facilities. State and local government officials we
met with noted that their agencies implemented various protective measures for
code-orange alerts, including additional law enforcement patrols.

Thirteen federal agencies, one state, and six localities provided information on the
additional costs incurred during at least two of the three orange alert periods in our
review. The cost information the federal agencies provided was generally estimates.
Nine agencies reported incurring additional costs while 4 stated that they did not
incur any additional costs. Eight of the 9 agencies provided cost estimates, whereas
the ninth provided actual costs extracted from its financial accounting system. For
the 9 agencies that reported incurring additional costs, we calculated the additional
average daily costs incurred during each of the three orange alert periods. The
additional average daily costs varied by alert period and ranged from as little as about
$160 dollars for a small independent agency to more than $165,000 for a cabinet
department. For 8 of the 9 agencies, the additional average daily costs were lower for

‘The Federal Emergency Management Agency was incorporated into the Emergency Preparedness and
Response Directorate at the Department of Homeland Security upon the department’s creation in
March 2003.
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the third alert period than the first alert period. Cost information for the one state
and six localities was limited, and we have little or no information on how those costs
were determined. Thus, we cannot assess the reliability and comparability of these
costs.

Some federal, state, and local government agencies we contacted reported that they
have threat advisory systems in place to ensure government agencies are notified of
impending emergencies such as natural disasters or terrorist threats, allowing them
to prepare a response. These systems, which were generally in place before the
creation of the Homeland Security Advisory System, are similar to the Homeland
Security Advisory System or have been revised to conform to it and include threat
levels with associated protective measures. For example, one federal agency told us
that it had developed its own five-level alert system 8 years ago to ensure protection
of critical national security assets. While federal, state, and local government
agencies said they raise or lower their systems’ threat levels to correspond to changes
in the national threat level, they also independently change threat levels to respond to
specific threats or for large public events.

Background

Homeland Security Presidential Directive 3 (HSPD-3) established the Homeland
Security Advisory System in March 2002. Through the creation of the Homeland
Security Advisory System, HSPD-3 sought to produce a common vocabulary, context,
and structure for an ongoing discussion about the nature of threats that confront the
nation and the appropriate measures that should be taken in response to those
threats. Additionally, HSPD-3 established the Homeland Security Advisory System as
a mechanism to inform and facilitate decisions related to securing the homeland
among various levels of government, the private sector, and American citizens.

The Homeland Security Advisory System, as shown in figure 1, is comprised of five
color-coded threat conditions, which represent levels of risk related to potential
terror attack. As defined in HSPD-3, risk includes both the probability of an attack
occurring and its potential gravity.
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Figure 1: Homeland Security Advisory System
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Source: Department of Homeland Security.

Since its establishment in March 2002, the Homeland Security Advisory System
national threat level has remained at elevated alert—code-yellow—except for five
periods during which the administration raised it to high alert—code-orange. The
periods of code-orange alert follow:

September 10 to 24, 2002;

February 7 to 27, 2003;

March 17 to April 16, 2003;

May 20 to 30, 2003; and

December 21, 2003, to January 9, 2004.

The Homeland Security Advisory System is binding on the executive branch. HSPD-3
directs all federal departments, agencies, and offices, other than military facilities,” to
conform their existing threat advisory systems to the Homeland Security Advisory
System. These agencies are responsible for ensuring their systems are consistently
implemented in accordance with national threat levels as defined by the Homeland
Security Advisory System. Additionally, federal departments and agency heads are
responsible for developing protective measures and other antiterrorism or self-
protection and continuity plans in response to the various threat levels and operating
and maintaining these plans. While HSPD-3 encourages other levels of government
and the private sector to conform to the system, their compliance is voluntary.

When HSPD-3 first established the Homeland Security Advisory System, it provided
the Attorney General with responsibility for administering the Homeland Security
Advisory System, including assigning threat conditions in consultation with members
of the Homeland Security Council, except in exigent circumstances. As such, the
Attorney General could assign threat levels for the entire nation, for particular

*The Homeland Security Advisory System does not directly apply to the armed forces, including their
military facilities. Rather, the Department of Defense’s Force Protection Condition system rates
threats and sets specific measures for military facilities.
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geographic areas, or for specific industrial sectors. Upon its issuance, HSPD-3 also
assigned responsibility to the Attorney General for establishing a process and a
system for conveying relevant threat information expeditiously to federal, state, and
local government officials, law enforcement authorities, and the private sector.

In November 2002, Congress enacted the Homeland Security Act of 2002, P.L. 107-
296, which established the Department of Homeland Security. Under the Homeland
Security Act of 2002, the DHS Under Secretary for Information Analysis and
Infrastructure Protection (IAIP)is responsible for administering the Homeland
Security Advisory System. As such, IAIP is primarily responsible for issuing public
threat advisories and providing specific warning information to state and local
governments and to the private sector. The act also charges IAIP with providing
advice about appropriate protective actions and countermeasures.’

In February 2003, in accordance with the Homeland Security Act, the administration
issued Homeland Security Presidential Directive 5 (HSPD-5), which amended HSPD-3
by transferring authority for assigning threat conditions and conveying relevant
information from the Attorney General to the Secretary of Homeland Security.
HSPD-5 directs the Secretary of Homeland Security to consult with the Attorney
General and other federal agency heads the Secretary deems appropriate, including
other members of the Homeland Security Council, when determining the threat level,
except in exigent circumstances.

The Advisory System Includes Threat Analysis, Notifications, and Ongoing
Revisions, but Protocols for Notification Have Not Been Documented

According to DHS officials, the intelligence community continuously gathers and
analyzes information regarding potential terrorist activity. This includes information
from such agencies as DHS," the Central Intelligence Agency, the Federal Bureau of
Investigation (FBI), and the Terrorist Threat Integration Center.® Analyses from these
and other agencies are shared with DHS’s IAIP, which is engaged in constant
communication with intelligence agencies to assess potential homeland security
threats.

DHS officials told us that when intelligence information provides sufficient indication
of a planned terrorist attack, and is determined to be credible, IAIP recommends to
the Secretary of Homeland Security that the national threat level should be raised. To
decide whether to lower the national threat level, DHS officials told us that the
department reviews threat information to determine whether time frames for threats
have passed and whether protective measures in place for the code-orange alerts

°P.L. 107-296, Sec. 201(d)(7).

'DHS’s Homeland Security Operations Center (HSOC) and its IAIP Directorate monitor threats and
conduct information assessments on a daily basis. The HSOC is comprised of representatives from
DHS component entities, other federal agencies, and local law enforcement agencies.

*The Terrorist Threat Integration Center is responsible for analyzing and sharing terrorist-related
information that is collected domestically and abroad. It is an interagency joint venture that is
comprised of elements of DHS, the FBI's Counterterrorism Division, the Director of Central
Intelligence Counterterrorist Center, the Department of Defense, and other agencies.
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have been effective in mitigating the threats. DHS officials further told us that
analysis of the threat information and determination of threat level changes are
specific for each time period and situation and include a certain amount of
subjectivity. They said no explicit criteria or other quantifiable factors are used to
decide whether to raise or lower the national threat level.

Based on a review of the threat information and analyses, DHS officials said that the
Secretary of Homeland Security consults with the other members of the Homeland
Security Council on whether the national threat level should be changed.” DHS
officials told us that if the Homeland Security Council members could not agree on
whether to change the national threat level, the president would make the decision.
After the determination has been made to raise or lower the national threat level,
DHS begins its notification process.

DHS used the following methods, among others, to notify entities of changes in the
national threat level, according to responses from our federal agency questionnaire
and discussions with DHS and other government officials:

o Conference calls between the Secretary of Homeland Security and state
governors and/or state homeland security officials;

e Telephone calls from Federal Protective Service (FPS, a component of DHS)
officials to federal agencies;

e E-mail or telephone communications from Homeland Security Operations
Center (HSOC) representatives to the federal, state, or local agencies they
represent;

e HSOC electronic systems such as the Joint Regional Information Exchange
System;

e FBI electronic systems such as the National Law Enforcement
Telecommunications System;" and

e E-mail and/or telephone communications with federal agencies’ chief of staff
and public affairs offices.

Of the 13 federal agencies responding to our questionnaire that received notification
from DHS for the code-orange alert period December 21, 2003, to January 9, 2004, 9
reported being notified by more than one method. These agencies most often
reported receiving notification of threat level increases via electronic
communications systems, such as the Washington Area Warning Alert System.
Preliminary questionnaire responses and discussions with federal, state, and local
government officials indicate that DHS also used multiple methods to notify federal,
state, and local agencies of threat level changes for the other two code-orange alert
periods in our review.

*Under HSPD-5, the Secretary can change the national threat level without consulting other Homeland
Security Council members in exigent circumstances. However, DHS officials told us that this did not
occur for any of the three most recent code-orange alerts.

“We will continue to assess the various communication systems DHS utilizes to notify entities of threat
level changes, including their relationship with one another. We expect to report the results of this
work to you later this year.
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DHS officials stated in recent congressional testimony that the department’s
communications of national threat level changes also provide specific information
regarding the intelligence supporting the change in the threat condition, and that
protective measures are developed and communicated, along with the threat
information, prior to a public announcement of the decision. Some federal, state, and
local officials indicated in meetings and questionnaire responses that they have not
received information on region-, sector-, site-, or event-specific threats in DHS
notifications of threat level changes. Some of these officials commented that they
would like specific information on threats to determine the most appropriate
protective measures for their agencies or localities. Thirteen of the 15 federal
agencies responding to our questionnaire reported receiving notification of the threat
level change from DHS during the most recent elevation to code-orange. Six of the 13
agencies reported receiving region- or sector-specific threat information; 5 reported
receiving information on threat time frames; and 5 reported receiving site- or event-
specific information. Two of the 15 federal agencies responding to the questionnaire
reported that they did not receive notification from DHS. In addition, for each code-
orange alert period, 12 of the 15 federal agencies identified insufficient information
on the threat as an impediment to responding to the heightened alert. DHS officials
maintain that they provide federal, state, and local officials with specific threat
information whenever it is available. We will continue to review DHS’s notification
methods, including the content of such notifications. We expect to report the results
of this work later this year.

Some federal agencies, as well as state and local officials we interviewed, reported
hearing about notification of national threat level changes from other entities, such as
the FBI and media sources, before being notified by DHS. For example, 3 federal
agencies and five state and local entities noted learning about national threat level
changes via media sources prior to being notified by DHS. This raises questions
about whether DHS is always conveying information regarding threat level changes to
government entities expeditiously, as required by HSPD-3.

Officials from one federal agency, one state, and two localities would prefer to
receive notification of threat level changes from DHS prior to hearing about the
changes from media sources. These officials told us that after the change is reported
via media sources, their agencies receive requests for detailed information on the
change from the public and other entities. They noted that their agencies appear
ineffective to the public and other entities because, without notification of the
national threat level change before it is reported by media sources, they do not have
time to prepare informed responses. DHS officials indicated they were aware that
the media sometimes reported threat level changes before DHS notified federal, state,
and local officials and in the case of the second alert period in our review, before the
decision to raise the threat level was even made. In addition, DHS officials told us
that they send notifications/advisories to the media to inform them of impending
press conferences, and that the media may speculate about announcements of threat
level changes that may be made at the press conferences.

DHS officials told us that they have not yet formally documented protocols for
notifying federal, state, and local government agencies of national threat level
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changes. They told us that they are working to document their protocols. However,
they could not provide us with a specific time frame as to when DHS expects to
complete this effort. For an entity to control its operations, it must have relevant,
reliable, and timely communications relating to internal as well as external events."
As we have previously reported, to establish channels that facilitate open and
effective communication, agencies should clearly set out procedures, such as
communication protocols, that they will consistently follow when doing their work."
Communications protocols would, among other things, help foster clear
understanding and transparency regarding federal agencies’ priorities and operations.
Moreover, protocols can help ensure that agencies interact with federal, state, local,
and other entities using clearly defined and consistently applied policies and
procedures.

DHS officials told us that the Homeland Security Advisory System is constantly
evolving based on their ongoing review of the system. To provide more specific
threat information and respond to sector- and location-specific security needs, DHS
officials told us they adjust the system based on feedback from federal, state, local
and private sector officials; tests of the system; and experience with previous periods
of code-orange alert. For example, during the most recent code-orange alert, there
was heightened concern about the use of aircraft for potential terrorist attacks and
several geographic locations were also reported to be at particularly high risk. In a
recent testimony, the Deputy Secretary of Homeland Security noted that DHS
provided specific recommendations for protective measures to industry sectors and
for geographic areas in response to specific threat information. When the national
threat level was lowered to yellow on January 9, 2004, DHS recommended that some
sectors, such as the aviation industry, and certain geographic locations continue on a
heightened alert status. According to the Deputy Secretary, this was the first time
since the creation of the Homeland Security Advisory System that DHS lowered the
national threat level but recommended maintaining targeted protections for a
particular industry sector or geographic location.

DHS officials also told us that the department issues threat advisories and
information bulletins for specific threats that do not require changes in the national
threat level. Threat advisories contain information about incidents or threats
targeting critical national infrastructures or key assets, such as pipelines.
Information bulletins communicate information of a less urgent nature to
nongovernmental entities and those responsible for the nation’s critical
infrastructures. The threat advisories and bulletins we reviewed also include advice
on protective measures for law enforcement agencies.

Federal, State, and Local Agencies Reported Receiving Useful Information
and Guidance, but Would Prefer More Specific Information

Federal agencies responding to our questionnaire reported receiving and using
guidance and information from various sources to develop plans for responding to

"U.S. General Accounting Office, Standards for Internal Control in the Federal Government,
GAO/AIMD-00.21.3.1 (Washington, D.C.: November 1999).

U.S. General Accounting Office, Office of Compliance: Status of Management Control Efforts to
Improve Effectiveness, GAO-04-400 (Washington, D.C.: Feb. 3, 2004).
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each of the five national threat levels. In particular, these federal agencies indicated
that they received and used guidance from FEMA, FPS, the Department of Justice
(DOJ), and the White House. For example, 6 federal agencies reported using DOJ’s
Vulnerability Assessment of Federal Facilities.” This guidance established security
levels for different types of federal facilities and minimum-security standards for each
level. In addition, 5 federal agencies reported using HSPD-3, which established the
Homeland Security Advisory System and suggested general protective measures for
each threat level. Twelve federal agencies also reported using their agencies’
vulnerability assessments to help them develop appropriate measures to take in
responding to national threat levels.

In addition to developing response plans for each threat level, federal agencies
responding to our questionnaire reported receiving and using both guidance and
information and intelligence from various sources to determine additional protective
measures to implement in response to the code-orange alerts included in our review.
They indicated that the guidance and information was generally useful and timely.
For example, as shown in table 1, the 15 federal agencies responding to our
questionnaire reported using guidance from a variety of sources to determine actions
to take for the most recent code-orange alert period from December 21, 2003, to
January 9, 2004. Most federal agencies that reported using guidance from the
agencies listed in table 1 noted that the guidance was useful and timely.

Table 1: Number of Federal Agencies that Used Guidance and Found It Useful and Timely
for the Code-Orange Alert Period December 21, 2003, to January 9, 2004

Number of federal
Source of guidance agencies Useful® Timely®
DHS 11 10 7
FBI 5 5 5
White House 4 4 4
Local law enforcement 1 1 1

Source: GAO analysis of data from the first 15 federal agencies responding to GAO’s questionnaire.

*We asked federal agencies to indicate whether guidance they received was very useful, somewhat useful,
or of little or no use. Useful reflects respondent ratings of very useful and somewhat useful.
*We also asked agencies to indicate whether the guidance they received was timely by responding yes or no.

Likewise, as shown in table 2, the 15 respondents to the federal agency questionnaire
indicated that they used multiple sources of information and intelligence in
determining actions for the most recent code-orange alert period. These agencies
also generally reported that information and intelligence from the sources listed in
table 2 was useful and timely.

“Department of Justice, Vulnerability Assessment of Federal Facilities (Washington, D.C.: June 28,
1995).
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Table 2: Number of Federal Agencies that Used Information and Intelligence and Found It
Useful and Timely for the Code-Orange Alert Period December 21, 2003, to January 9, 2004

Source of Number of

information/intelligence federal agencies Useful’ Timely®
DHS 9 8 8
FBI 10 8 8
White House 4 4 4
National Joint Terrorism

Task Force™ 5 5 4
Agency intelligence sources 3 3 2
Local law enforcement 2 2 1

Source: GAO analysis of data from the first 15 federal agencies responding to GAQ’s questionnaire.

*We asked federal agencies to indicate whether the information and intelligence they received was very useful,
somewhat useful, or of little or no use. Useful reflects respondent ratings of very useful and somewhat useful.
*We also asked agencies to indicate whether the guidance they received was timely by responding yes or no.

Results for the other two code-orange alert periods included in our review—March 17
to April 16, 2003, and May 20 to 30, 2003—were consistent with those reported in
tables 1 and 2 for the code-orange alert period December 21, 2003, to January 9, 2004.

State and local government officials we met with told us that they also used guidance
and information from several sources, including DHS, to develop actions to take for
the code-orange alert periods. For example, they told us that their agencies used
guidance and information from DHS on critical infrastructure assets and airport
security. They also indicated that they used information from the FBI and local law
enforcement agencies, such as additional intelligence information, to determine areas
in which to strengthen protective measures."”

For the most part, federal agencies responding to our questionnaire along with
officials we met with from 3 state and 6 local government agencies indicated that
receiving information with greater specificity about threats would have been helpful
in determining additional actions to take in response to code-orange alerts. For
example, 14 of 15 federal agencies responding to our questionnaire indicated that
information on region-, sector-, site-, or event-specific threats, if available, would
have been helpful. Additionally, all 15 federal agencies reported that information on
threat time frames, if available, would have assisted them in determining appropriate
actions to take in responding to the code-orange alerts. Fourteen federal agencies
also indicated that receiving information on recommended measures for preventing
incidents would have been helpful in determining appropriate protective measures to
implement or enhance for each code-orange alert period.

"“The National Joint Terrorism Task Force is comprised of numerous federal agencies co-located in the
Strategic Information and Operations Center at FBI headquarters. This task force provides a central
fusion point for terrorism information and intelligence to the Joint Terrorism Task Forces, which
include state and local law enforcement officers, federal agents, and other federal personnel who work
in the field to prevent and investigate acts of terrorism.

"We expect to learn more about the guidance used by states and localities as we receive responses
from our state questionnaire and will continue to develop this information through our site visits with
various local officials. We expect to report the results from this work to you later in this year.

11 GAO-04-453R Homeland Security Advisory System



In addition, one state official noted that receiving more specific information about the
type of threat—against bridges and dams, for example—would enable the state to
concentrate its response in those areas, a more effective approach than simply
blanketing the state with increased general security measures. One local official also
noted that specific information about the location of a threat should be provided to
law enforcement agencies throughout the nation—not just to localities that are being
threatened—thus allowing other local governments to determine whether there
would be an indirect impact on them and to respond accordingly. DHS officials
indicated that the department works with state and local officials to develop specific
protective measures. One official said that DHS communicates regularly with and
provides technical advice to state and local officials to assist in the development of
specialized and appropriate protective measures.

Federal Agencies Reported Enhancing Existing Protective Measures More
Often than Implementing New Measures, While State and Local Agencies
Reported Implementing Additional Measures

Federal agencies responding to our questionnaire as well as those we visited
indicated that they substantially enhanced security following the September 11, 2001,
terrorist attacks. Thus, these agencies operate at high security levels regardless of
the national threat level. In responding to our questionnaire, most federal agencies
noted that they did not significantly increase the number of additional protective
measures in response to the code-orange alerts. Federal agencies reported that their
primary response for the three code-orange alerts was to enhance or more frequently
use measures already in place, such as increasing the frequency of existing facility
security patrols. Less often, these agencies indicated that they continued, or did not
change, existing protective measures as a result of the code-orange alert periods,
such as the use of intrusion detection systems.

During the code orange alert period from December 21, 2003, to January 9, 2004,
preliminary responses to the federal agency questionnaire indicate that about 49
percent of all protective measures these agencies reported were enhanced in
response to the threat level increase. About 37 percent of all protective measures
reported for this period were continued at their pre-code-orange alert levels, or not
changed, by federal agencies in response to the code-orange alert. About 13 percent
of the protective measures federal agencies reported for the December 21, 2003, to
January 9, 2004, code-orange alert period were implemented by these agencies solely
in response to the code-orange alert.”” For instance, one measure implemented solely
in response to the code orange alert period was the extension of shifts for emergency
personnel. Preliminary analysis of responses regarding the other two periods of
code-orange alert is consistent with those from the December 21, 2003, to January 9,
2004, period.

As indicated in table 3, among the most commonly reported protective measures,
only one was implemented solely in response to the code-orange alert period
December 21, 2003, to January 9, 2004, according to federal agencies’ questionnaire

“Percentages do not total to 100 percent due to rounding.
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responses. Even so, only 2 of the 14 federal agencies that reported having the
measure indicated that they implemented the measure solely in response to the code-
orange alert, while the other 12 agencies indicated that the measure was already in
place. The protective measures most commonly reported by federal agencies for the
code-orange alert period were already in place and continued at pre-code-orange alert
levels or were enhanced for the code-orange alert period. Preliminary results for the
other two code-orange alert periods in our review were similar to those reported in
table 3.

Table 3: Protective Measures Most Commonly Reported by Federal Agencies for the December 21, 2003,
to January 9, 2004, Code-Orange Alert Period

Number of Number of

agencies that Number of agencies that

indicated no agencies that Implemented

Number of federal change in enhanced measure for

agencies that measure that was measure that was code-orange

reported measure  already in place®  already in place® only*

Screen mail 15 8 7 0

Activate monitoring

systems 15 11 4 0
Activate intrusion

detection systems 15 14 1 0
Implement facility

security patrols 15 2 13 0

Inspect visitors 14 8 6 0

Escort visitors 14 5 7 2

Source: GAO analysis of data from the first 15 federal agencies responding to GAQ’s questionnaire.

*No change in a protective measure indicates that the measure was already in place prior to the code-orange
alert period and continued at the same level of use or frequency during a code-orange alert.

*The enhancement of a measure that was already in place refers to the increased use of an existing protective
measure, such as more frequent facility security patrols or increased volume of mail screened.

‘The implementation of a measure for code-orange only refers to the use of an additional measure that was not
already in place solely to respond to a code-orange alert.

To ensure that protective measures operate as intended and are implemented as
planned, federal agencies for which we received questionnaire responses indicated
that they conducted tests or exercises on these measures within the past year. These
federal agencies also reported receiving confirmation from component entities,
offices, or personnel that protective measures were enhanced or implemented during
the code-orange alert periods. Fifteen federal agencies responding to our
questionnaire reported that they conducted tests or exercises on the functionality and
reliability of intrusion detection systems, mail and delivery screening equipment and
procedures, monitoring systems, and continuity of operations and emergency
response measures. Fourteen of these agencies indicated that they conducted tests
or exercises on visitor and employee screening procedures and vehicle inspection
equipment and procedures. Furthermore, 12 of these agencies noted that they
confirmed that protective measures were enhanced or implemented during each of
the three code-orange alert periods.

Federal agencies responding to our questionnaire indicated that they benefited in
various ways from the protective measures they implemented during code-orange
alerts, but also noted that their operations were affected. For example, these federal
agencies reported that protective measures enhanced employees’ sense of security,
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promoted staff awareness, and provided visible deterrents to possible threats. On the
other hand, they said that their operations were affected by delaying visitors,
employees, and vehicles from entering facilities; limiting tours, meetings, and
conferences; and shifting resources away from normal daily operations to ensure
measures required for code-orange alerts were implemented.

Additionally, these federal agencies noted that they faced a number of operational
challenges in responding to the code-orange alerts. For example, 12 of the 15 federal
agencies indicated that insufficient information on threats was an operational
challenge. In particular, 6 federal agencies noted that without specific information on
threats, they could not effectively focus resources on protective measures to respond
to possible threats. Other operational challenges identified by some federal agencies
responding to our questionnaire include insufficient personnel training to implement
protective measures, insufficient equipment and materials, and insufficient facilities
and space, particularly to screen visitors.

Officials from two states and three local governments told us that they responded to
code-orange alerts by implementing a variety of protective measures, such as
enhanced entry screening, additional law enforcement patrols, and increased
surveillance of critical infrastructure. They also told us that, in some cases, their
agencies implemented heightened airport security measures and increased
coordination with other agencies during the code-orange alert periods.

Cost Data Reported by Federal, State, and Local Government Agencies Is
Limited

Thirteen federal agencies, one state, and six localities provided information on
additional costs, if any, that they incurred during code-orange alert periods. The cost
information federal agencies reported in response to our questionnaire were
generally estimates; the methods the state and six localities used to develop their
information are generally unknown.

Thirteen of the 15 federal agencies responding to our questionnaire provided
information on whether they incurred additional costs during each of the three code-
orange alert periods in our review. Of these 13 federal agencies, 9 noted they had
incurred additional costs and provided a dollar amount for those costs; 4 agencies
said that they did not incur any additional costs.

Eight of the 9 agencies that reported incurring additional costs provided cost
estimates. In addition, most of these agencies reported using similar methods to
develop their estimates. Based on our preliminary analysis, these methods appear to
be reasonable. For example, 5 of these agencies reported using the additional hours
accumulated by security personnel during code-orange alerts multiplied by the hourly
rates of security personnel to develop estimates for additional personnel costs
incurred during code-orange alerts. The 8 agencies’ cost estimates do not necessarily
include all nonpersonnel costs that may have been incurred during one or more of the
three code-orange alert periods included in our survey.
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One agency tracked additional costs incurred in response to code-orange alerts, and
thus was able to provide actual cost information. This agency extracted cost
information from its financial accounting system, which was subjected to auditing
procedures. However, as reported in the fiscal year 2005 President’s Budget, this
agency’s financial management performance had serious flaws as of December 31,
2003. Thus, we have concerns regarding the reliability of the cost information
provided to us. We will continue to assess this issue and expect to report the results
of this effort to you later this year.

For the 9 agencies that reported incurring additional costs, we calculated the
additional average daily costs incurred during each of the three code-orange alert
periods. The additional average daily costs for these 9 agencies ranged from $172 to
$155,000 for the March 17 to April 16, 2003, period; from $467 to $165,660 for the May
20 to 30, 2003, period; and from $158 to $142,725 for the December 21, 2003, to
January 9, 2004, period. For each code-orange alert period, the lowest cost was for a
small independent agency and the largest for a cabinet department.

We conducted preliminary analysis on the additional average daily costs the 9 federal
agencies incurred between the first and second alert periods, and no specific trends
emerged. For example, of the 9 agencies that reported incurring additional costs
during code-orange alert periods, 5 agencies had an increase in additional average
daily costs between the first and second alert periods under review, and 3 agencies
had a decrease. One agency’s additional costs remained the same for each of the first
two code-orange alert periods. For these 9 agencies, the total percentage change
between the first and second alert periods ranged from a decrease of approximately
22 percent to an increase of about 179 percent. However, this 179 percent increase,
reported by a small independent agency, represented only a difference of about $300.

Based on the cost information these agencies reported, 8 of the 9 agencies incurred
fewer additional costs during the third code-orange alert period than during the first
code-orange alert. Percentage decreases in additional costs between these two
periods ranged from about 8 percent to 83 percent. One agency did not experience
any difference in additional costs incurred between the first and third code-orange
alert periods under review.

Even though the percentage decreases are similar for some of the 9 federal agencies,
the actual dollar amount of the decreases could vary considerably. For example,
while 2 federal agencies experienced an 8 percent decline in additional average daily
costs between the first and third alert periods, 1 of these, a small independent agency,
had a $14 decline in additional average daily costs, while the other, a larger cabinet
level agency, had a $12,275 decline.

Currently, we do not have sufficient information to explain the differences in
additional costs the 9 federal agencies incurred between the first and second code-
orange alert periods and the overall decline in additional costs for 8 of the 9 agencies
between the first and third code-orange alert periods. As our analysis of the
additional costs incurred by federal agencies continues, we will continue to examine
differences in the additional costs individual agencies incurred in each alert period,
and, where possible, obtain information about the reasons for these differences. We
expect to report the results of this work to you later this year.
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Two of the 15 federal agencies responding to our questionnaire said that they did not
report cost information for any of the three orange alert periods in the survey
because they did not track additional code-orange alert costs. These agencies
explained that they did not have the capability to separate additional code-orange
alert costs from their total annual security-related costs.

To date, we have received code-orange alert cost information from one state and six
localities. These state and local cost estimates included little or no information on
how they were developed or on internal control procedures used to verify the
reliability of the costs provided. Therefore, we were unable to verify the
comprehensiveness, consistency, reliability, or comparability of the cost estimates
they provided. Based on the cost information provided by one state, we calculated
the additional average daily cost for 10 of the state’s agencies, which amounted to
just under $400 for the code-orange alert period from March 17 to April 16, 2003. Five
of its agencies collectively incurred an additional average daily cost of just over $90
for the code-orange alert from May 20 to 30, 2003. No cost information was provided
for the December 21, 2003, to January 9, 2004, code-orange alert period.

We do not yet know how the localities developed their cost information. Thus, we
cannot assess the reliability of this information. We calculated additional average
daily costs for the six localities based on the cost information they provided to us.
Five localities had additional average daily costs for the March 17 to April 16, 2003,
period, ranging from a low of about $8,000 to a high of about $68,000. Two localities
had average daily costs of about $12,000 or less and two had costs of more than
$60,000. For the May 20 to 30, 2003, period, three localities had additional average
daily costs of approximately $100, $6,000, and $9,000, respectively. One of the
localities provided cost information for all three orange alert periods included in our
review—but its information was limited to costs for 3 agencies. That locality had
additional average daily costs for 3 agencies of about $12,000 in the March 17 to April
16, 2003, period; approximately $9,000 in the May 20 to 30, 2003, period; and about
$11,000 for the December 21, 2003, to January 9, 2004, period. Finally, one locality
had about $5,000 per day in police overtime, equipment, and contractual costs for
each day the locality was at code-orange during February through May 2003.

We sent a questionnaire to 50 states, the District of Columbia, Puerto Rico, and 4
territories to collect a variety of information, including additional costs they incurred
during code-orange alerts. However, we did not receive responses from any states
and territories in time to include the results in this report. We expect to report any
cost information collected through this effort to you later this year. Based on our
work to date, states and localities generally may not systematically and uniformly
collect the additional costs associated with higher (e.g., code-orange) alert levels;
thus, we do not expect to collect reliable, comparable, and comprehensive state and
local government costs. For example, one locality we visited told us they had tracked
some additional code-orange costs by using a specific job code, but the level of effort
involved to get all agencies to comply had been considerable. To the extent that
inconsistent methods were used in estimating costs, reasonable comparisons of cost
information are limited.
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Some Federal, State, and Local Government Agencies Have Similar Advisory
Systems, but Can Change Threat Levels Independently

Of those agencies and entities that we have met with or contacted, 5 federal agencies,
4 states, and one locality have their own threat advisory systems to ensure that
government agencies are notified of impending emergencies, such as natural
disasters or terrorist threats, allowing them to prepare a response. These systems
were generally in place prior to the establishment of the Homeland Security Advisory
System. One federal agency told us that it had developed its own five-level alert
system 8 years ago to ensure the protection of critical national security assets. This
system and those of the other 9 agencies are similar to the Homeland Security
Advisory System or have been modified to conform to it, as required for federal
executive agencies by HSPD-3. The systems include varying threat levels with
protective measures specified for each. For example, all federal agencies’ threat
advisory systems we have identified to date have five threat levels that correspond to
the five levels of the Homeland Security Advisory System and specify a variety of
protective measures for each level. Protective measures specified in these threat
advisory systems include the implementation of contingency and emergency
response plans; surveillance of critical locations; screening of mail coming into
facilities; limitation of facility entry and exit points; and coordination with federal,
state, and local law enforcement agencies.

Likewise, one state’s threat advisory system has five threat levels, while another
state’s system has four. Again, these threat levels are similar to those of the
Homeland Security Advisory System. A third state’s threat advisory system has three
threat levels that correspond to the Homeland Security Advisory System’s yellow,
orange, and red threat conditions. Protective measures included in these states’
systems include inspection of mail and packages, coordination of emergency
response plans, establishment of command centers, and enhanced security at public
events. The one locality threat advisory system we have identified to date is also
similar to the Homeland Security Advisory System and has four threat levels with
specific actions designated for each.

Federal, state, and local government agencies we reviewed can raise or lower threat
levels for their own advisory systems in response to threats or events that specifically
affect their operations. They can make these adjustments regardless of whether the
national threat level is raised or lowered at the same time. For instance, for 3 of the
federal agencies’ threat advisory systems we identified, managers can raise the alert
level of their specific facilities to respond to local threat conditions. However, in
general, managers cannot lower alert levels for their facilities below the level
specified by an agency head or designated authority. States and local governments
can also raise or lower their own threat levels based on local threats or events. For
example, one state raised its threat level in early February 2003 in response to the
crash of the space shuttle Columbia, while one locality raised its threat level for July
4, 2003, due to public events and large crowds in the city, even though the national
threat level remained at yellow.
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Agency Comments

On February 23 and 24, 2004, officials representing the Department of Homeland
Security provided oral technical comments on this report, which we incorporated as
appropriate.

We plan no further distribution of this report until 14 days after the date of this letter.
At that time, we will send copies of this report to the Subcommittee on Technology,
Terrorism, and Government Information, Senate Committee on the Judiciary; the
Subcommittee on National Security, Emerging Threats, and International Relations,
House Committee on Government Reform; Senator Joseph Biden; the Secretary of
Homeland Security; the Director, Office of Management and Budget; and other
interested parties. Copies will be made available to others on request. In addition,
this report will be available at no charge on GAO’s Web site at http:/www.gao.gov. If
you or your staff have any questions about this report, please contact me at

(202) 512-8777 or by e-mail at jenkinswo@gao.gov.

William O. Jenkins, Jr.
Director, Homeland Security and Justice Issues

Enclosures: 4
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Enclosure 1
Scope and Methodology

To address the objectives of our review, we met with and received information from 8
federal agencies, three states, the District of Columbia, and seven local governments
and obtained information from another state and two local governments. We met
with and received documentation from these federal agencies, states, the District of
Columbia, and the local governments to obtain preliminary information on the
following: how they were notified of national threat level changes for the three most
recent periods of code-orange alert from March 17 to April 16, 2003; May 20 to 30,
2003; and December 21, 2003, to January 9, 2004; the guidance and information they
reported using to assist in determining protective measures to implement during the
three code-orange alerts; the protective measures they reported implementing during
those periods; the additional costs they reported incurring as a result of implementing
such measures; and any threat advisory systems they indicated were in place before
the establishment of the Homeland Security Advisory System.

We selected the 8 federal agencies to visit based on the amount of homeland security
funding each agency reported to the Office of Management and the Budget for fiscal
year 2003." We visited the 5 federal agencies that reported receiving the most
homeland security funding in fiscal year 2003—the Departments of Energy, Health
and Human Services, Homeland Security, Justice, and State. We visited one federal
agency that reported receiving a moderate amount of homeland security funding, the
National Aeronautics and Space Administration; one federal agency that reported
receiving a small amount of homeland security funding, the U.S. Holocaust Memorial
Museum; and one federal agency that did not report receiving any homeland security
funding in fiscal year 2003, the Department of Education.

The three states we visited were Maryland, Texas, and Virginia. We also visited the
District of Columbia. The seven local governments we visited were Baltimore,
Maryland; Austin, Dallas, and Travis County, Texas; and Alexandria, Arlington
County, and Fairfax County, Virginia. We also received information from
Montgomery County, Maryland, and Seattle, Washington. We selected Maryland and
Virginia because they have critical infrastructure assets such as national landmarks
and ports. Moreover, we selected the local governments in these states and the
District of Columbia because they are part of the National Capitol Region, which has
various important infrastructure assets, including landmarks and federal agency
headquarters. We visited Texas, and three local governments in Texas, because it is a
large coastal state with a variety of critical infrastructure assets, including national
landmarks, ports, and oil pipelines. We also received information from Seattle,
Washington, because it is a large city with critical infrastructure assets such as
landmarks and ports.

We examined documentation provided by the federal agencies, states, and local
governments mentioned above to identify the guidance and information they used in
determining protective measures for the three code-orange alert periods, the
measures they implemented during those periods, the additional costs they incurred

"Office of Management and Budget, 2003 Report to Congress on Combating Terrorism.
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as a result of the measures implemented, and the threat advisory systems they had in
place prior to the establishment of the Homeland Security Advisory System. We also
obtained information from Georgia on its threat advisory system.

To obtain more detailed information on federal and state agencies’ guidance,
measures, and additional costs for the three code-orange alert periods, we developed
and sent a questionnaire to 28 federal agencies and another to the 50 states and the
District of Columbia, four U.S. territories” and Puerto Rico. We received comments
on draft versions of the federal questionnaire from the 8 federal agencies we visited,
and we pre-tested the federal questionnaire with 4 of those agencies—the
Departments of Energy and Homeland Security, the National Aeronautics and Space
Administration, and the U.S. Holocaust Memorial Museum. To develop a
questionnaire to use in surveying states and territories, we adapted the final version
of the federal questionnaire to correspond with information gathered during our
preliminary visits to the 3 states, the District of Columbia, and the seven local
governments and information provided to us by 1 state and two local governments.
We then pre-tested this questionnaire with 3 states—Delaware, Pennsylvania, and
West Virginia.

We sent the questionnaire to the 25 federal agencies that reported homeland security
funding for fiscal year 2003 to the Office of Management and Budget.” In addition,
we sent the questionnaire to 3 federal agencies that are Chief Financial Officers Act™
agencies but did not report homeland security funding for fiscal year 2003. Thus, we
included all Chief Financial Officers Act agencies in our review, except the
Department of Defense. Although the Department of Defense is a Chief Financial
Officers Act agency and, along with the Army Corps of Engineers-Civil Works,
reported homeland security funding for fiscal year 2003, we excluded these agencies
from our review because these agencies and their component entities did not follow
the Homeland Security Advisory System.

We conducted preliminary analysis on the questionnaire responses received from 15
federal agencies for this report. While we received questionnaire responses from
additional federal agencies, we did not receive the responses in time to incorporate
the results into this report. We did not receive responses from any states or
territories to our questionnaire in time to include the results in this report.

For the 15 federal agencies’ questionnaire responses, we analyzed the responses to
determine the most commonly reported ways in which these federal agencies were
notified of changes in the Homeland Security Advisory System national threat level,
the types of information included in the notifications, the methods through which
these federal agencies would like to be notified of national threat level changes, and
the types of information they would like to have included in the notifications.

“The four U.S. territories include American Samoa, Guam, the Northern Mariana Islands, and the U.S.
Virgin Islands.

“Office of Management and Budget, 2003 Report to Congress on Combating Terrorism. Of the 25
federal agencies that reported homeland security funding in fiscal year 2003, 22 are Chief Financial
Officers Act agencies.

“P.L. 101-576 (Nov. 15, 1990).
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In addition, we analyzed the questionnaire responses to determine the most
commonly reported types of guidance and information received by these federal
agencies in determining protective measures for the code-orange alerts and federal
agencies’ perspectives on the usefulness and timeliness of the guidance and
information. We also reviewed the questionnaire responses to identify agency
perspectives on the types of additional information that would have been helpful in
determining protective measures.

We evaluated the questionnaire responses to identify the most commonly reported
types of measures that the 15 federal agencies implemented during the three code-
orange alert periods, the extent to which these federal agencies conducted tests on
protective measures and received confirmation on the implementation of measures,
the benefits to these federal agencies from the implementation of measures, and the
most commonly reported operational challenges faced by the 15 federal agencies in
implementing measures.

Furthermore, we analyzed cost data reported by these federal agencies in the
questionnaire responses to determine the average daily additional costs incurred by
federal agencies during the code-orange alert periods. We analyzed the federal
agencies’ cost data to determine the percentage change in additional average daily
costs across the three code-orange alert periods. We evaluated the questionnaire
responses to identify methods used by these federal agencies to determine their
actual or estimated additional costs for each of the code-orange alert periods and
their actual or estimated total costs for each code-yellow alert that preceded the
code-orange alert periods. We reviewed these methods to assess the level of
consistency in the ways that these federal agencies collected actual cost data or
developed costs estimates and also reviewed procedures reported by federal agencies
for reviewing and certifying the reliability of cost data.

To obtain information on these federal agencies’ threat advisory systems, we
analyzed questionnaire responses to determine the number of federal agencies that
had their own threat advisory systems in place prior to the establishment of the
Homeland Security Advisory System as well as the number of agencies that follow
their own threat advisory systems and the Homeland Security Advisory System. We
reviewed documentation of the threat advisory systems that these federal agencies
provided with their questionnaire responses to identify the characteristics of the
systems, including the systems’ threat levels and protective measures and the
systems’ conformance to the Homeland Security Advisory System.

On the basis of our work to date, we collected detailed information on the
experiences of Atlanta and Fulton County, Georgia, during the code-orange alert
periods through visits with local government officials. We plan to collect detailed
information from seven additional cities and four additional counties. We selected
locations based on the following criteria: the local governments’ receipt of urban area
grants® from DHS, geographic location, topography (e.g., inland or border/seaport),
and type of locality (e.g., metropolitan or nonmetropolitan area). We selected some

“'The Urban Area Security Initiative grants are awarded based on a combination of current threat
estimates, critical assets within the urban area, and population density.
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cities and counties that received grants from DHS and some that did not. We also
selected cities and counties from different geographic regions and with different
topographic characteristics, as well as cities and counties that are in both
metropolitan and nonmetropolitan areas.
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Enclosure 11
Federal Agencies Surveyed

Department of Agriculture

Department of Commerce

Department of Education

Department of Energy

Department of Health and Human Services
Department of Homeland Security

Department of Housing and Urban Development
Department of the Interior

Department of Justice

Department of Labor

Department of State

Department of Transportation

Department of the Treasury

Department of Veterans Affairs

Agency for International Development
Corporation for National and Community Service
Environmental Protection Agency

Federal Communications Commission

General Services Administration

National Aeronautics and Space Administration
National Archives and Records Administration
National Science Foundation

Nuclear Regulatory Commission

Office of Personnel Management

Small Business Administration

Smithsonian Institution

Social Security Administration

United States Holocaust Memorial Museum
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Enclosure 111

United States General Accounting Office

'
b |
E“,E,ﬂ,jﬁ‘m‘;}m_ Survey of Federal Agencies’ Protective
Measures, Guidance. and Costs for Elevated
Threat Alerts

The U5, General Accouniing Ciice (GACQ) has been requesied by Congress io review Tedeml agencies” secuniy -relaied
profective mersures, guidance, and costs for periods when the matsonal threat level was maised from velbow (clevated) 1o
orange (high). As par of this recquest, GAC s survey ing 28 federal agencies that received homeland securly funding in
Mscal year 2003, as reporied to the Office of Mamagement and Bodged, and'or are Chiel Financial OfTkcers Act agencics.
Reesulis from this survey will help GACY to inform Congress of 1) profective measures taken by federal agencies during
periods of orange alen, specifically for the perieds March 17 (o April 16, 2003, May 20 10 BMay 30, 2003, and December
21, 2003 1o Jameary 9, 2006 {23 guidance and other informgtion used by fodeml agencics in implementing thosc
measures; and (3) cosis icurred by federal agencics as a result of protective measures implemenied dunng those thiee
orange alert periods,

This questionnaine should be compleded by the personis) most knowledgeable about vour agency s secuniy -relajed
measures, guidance, and costs for the orange alerts from March 17 (o Apnl 16, 2003, May 20 io May 30, 2003, and
December 21, 2003 do Jannary 9, 2004, incleding vour agency s protective measures for threat levels; guidance and other
mlormation nsed by yvour agency in developing and implementing protective measures during those periods; vour
agency s methods for tmcking or collecting cost data and ensunng daia relisbility; vour agency s national threat level
nofification processes; and financial and operational challenges vour agency faced during the three omnge alert periods.
If vour agency, or certain of its facilities, remaing on orange alert even thowgh the national threat level has been
lvwered, please answer the questions abowt the most recent orange alert perind considering vour agency’s actions
and costs through January 9, 200, Most of the questions can be answered by marking boxes or filling in blanks,
Space has been provided at the end of the survey for any additional comments, and we encoumge yvon (o provide whalcver
additional commenis you think appropnaie. Inooor repor, the responses from yvour agency will be presented only afier
they lave been ageregaied with responses from other responding agencies. GACY will not release individnal agency
responses 1o any cnfity unless requested by Congress or compelled by law. In addition, GACY will take appropriaie
measires o safegnard any sensitive information provided by your agency, and, upon request, can provide security
cleamance information for stafl reviewing survey responses

Please complete this questionnaire within 2 weeks of receipt. Your agency s paricipmion is imporam! A member of our
st will pick up vour compleied questionnaire. 15 vou have any questions or wlen you are ready for vour questionnaine

and any accompanying maderials to be picked up, please contact Dr. Jonathan Tomin on (2025 512-35395, Rebecoca
Ciambler on (202) 51246912, or Knsty Brown on (202) 512-86497.

Please provide the name, title, agency, and telephone momber of the primary person completing this questionmaing so that
we may condact that person if we need 1o clanfy any responses,

Mame:
Title:
Agency;

Telephone mumber: ( |
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GiAd) Survey on Threat Alers

Definition of term "ageney™: Any entity within the execntive branch, including federsl depariments, independen
cslablishments, and government corporations.  IF the questionnaine is (o be completed by a federal agency's componenis,
then "agency™ refers o the component endity rather than the depafmeni.

Agency Protective Measores for National Threat Levels

1. According to Homeland Security Presidential Directive 3, issned in March 2002, federal agencies ane responsible for
developing their own profective measnnes and other antiterronsm or self-protection and contimuity plans for national
threat levels. (Nee bighdighied passoge on page 2 of the affaciiment.)

Has your agency developed protective measnres for national theeat levels? (Please chieck omly one answer. |

1. O Yes, agency modilicd - Please provide a copy of the measures along with vour completed
profective megsures developed questionnaire,
prior o the directive to conform
with national threat levels
established in the directive

2, 0 Yes, agency developed L Please provide a copy of the measures along with vour completed
protective measures for questipnnaire.
mational threat levels affer
issuance of the directive

3. 0O Agency is in the process of » Please provide fime frames your agency hias cstblished for
modilying or developing completing the measures;
profective measnres

4. O Mo, agency hus not modified L Flease briclly descnibe the reasons why vour agency has not
or developed protective madified or developed the measures:
TS ERICS

I yorae amsweer 84, pleese skip fo guestion 5;
otherwise, please continme.
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G0y Survey on Threat Alers

I Did yvour agency nse guidance andfor information from any of the following sonrces in developing vour protective
mcasures for national threat levels? (Mlease cheok one answer in eacl row )

D't

OUrce Yes Mo b

i Federal Emergency Management Agency (FERMA)

b. Federal Prodectivie Sarvice | FRS)

. Department of Defense

d. Department of Justice

& White House

. Local law enforcement

o Vulnerability asseasments for your agency

I Clver sources (Mlease specifiu)

I df pon answered “pes” for any senrce in question I, please answer?
Please list the source and titles or topics of amy writien guidance used by vour agency in developing your protective
measures for national threat levels

Source Titke or fopic (e, how to dentily crtical infmstnictone)

4. Within the pist vear, did vour agency {or al least one component) condwct cxerciscs or tests on the lunctiomality and
relibility of any of the following protective measnres? (Flease eeck one answer i each Fow )

; Dont Mot
Protective messune s Mo
¥ = know applicable

i litrusion detection sysiems

b, Wigiteremploves sereening equipment and procedures

. Wehicle inspection aquipment aiwd procedunes

o andior cargo :ﬂ.'fl.\_'llil'ly I.'l.||Ji|:'|I:I'I\.'JI'| il ]‘.‘('\.".'L'\JLIIL"!-

d. Bag

. Ml and delivery screening proceduncs

[ Muonitoring sy stems, such as sarveillance cameras

g. Continuity of opesations measares

I Brmergency response messares

L Oheer mensures (Please specifie)
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G Survey on Threst Alens

Homeland Seconty Presidential Dirsctive 3 requines federal agencies 1o develop and submit 10 the Presidem, through
the Assistant o the President for Homeland Security, an annual written repornt on steps taken to develop and
implement protective measures for national threat levels, (See fighlighied passage on page 7 af the attachment )

In accordance with this directive, whal is the stats of your agency s most recent annaal repor toe the Presiden ™
{Mease check one auswer. )

1.3 Agency has completed and - Flease provide a copy of the repon along with vour compleied
submitted the annoal repon questionnaire,

2. 3 Agency has completed bt nog - Flease provide time frames vour agency his established Tor
submitied the anmw] repon submitting the repon, and a copy of the repon il possible:

1. 0O Agency is in the process of - Please provide time frames vour agency has established for
completing the annual repor completing and submitting the repon:

4. O Agency has not begun the annual = Please provide time frames vour agency has established for
repon bt intends 10 do s beginning, completing, and submitting the repont:

5.0 Agency has not begun the annual Please briclly describe the reasons why vour agency docs nod intend
repon and docs not intend 1o do so I prepare and submit an ammal repor:
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Ay Survey on Threst Alens
Homeland Secuority Advisory System

6. Did your agency have its own threat-pdyisory system for preparing and responding o homeland seconty threats prior
1o the cslablishmen of the Homeland Sccornity Advisory System (HSAS) in March 20027 (Please check omly one
answer,)

1. O Yes, agency had s own threst-sdvisory sysicm ®  Please provide the name of vour agency s threal-

advisory sysiem and a copy of systcm documentation, it
available, along with vour completed questionnaine

2. 0 Mo, agency did not have its own threm-pdvisory system

To what extem, if a1 all, does vour agency follow the Homeland Sccurity Advisory System (HSAS) for prepaning and
respanding to homeland security threats?  (Please check ondy ahe answear,)

1. O Agency gnly follows the HSAS

2. 0O Agency follows the HSAS and its own L Please provide the name of vour agency s threat-advisony

threat—advisory sysiem (hat canforms sysiem and a copy of sysiem documentation, i available,
with the H5AS along with your compleied questionnaine.

3.0 Agency follows the HSAS and its own L Please provide the name of vour agency s threat-advisony
threat—advisory sysicm that does not sysicm and a copy of sysicm documentation, if available,
conform with the HSAS along with yvour compleied questionnaire,

4.0 Agency does not follow the HSAS, bt = Please provide the name of vour agency s threat-advisory
uses ils own threat—advisory sysicm sysicm and a copy of sysicm decumentation, i available,

along with yvour completed questionnaine,

If pon ansvwered 84, please stop and return this guestiomnaive according to the instructions on page 1.

5, 0 Agency dogs not follow the HSAS god docs ™ Please provide the name of the other threat-advisory
ol use its own threat—sdyisory sysiem, bul svslem nsed by vour agency.
uses anather threat-lkevel syvsicm {c.g., the
Department of Diefense’s Force Protection
Condition sy stem)

If your answeered 85, plense stop and return this questionnaire according o fhe instructions on page 1,

6.3 Agency dogs not follow gy threat-advisory syslem

If your consweered 6, plense stop and return s questionnaire according o fhe instructions on page 1.

1]
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Gt} Survey on Threat Alers

12. In addition o gnidance and information indicaied above, what other types of information, if any, would buve bean
beloful to vour agency in deciding wht proteciive measures o implement specilically in response (o the HSAS Code-
Cirange alen from; (Pleave cheek ane answer (' Yes ™, "No ™ ar “Don 't Knew-0E 70 in each row i each applicable
Colim.

g, March 17 o Apnil 16, 20037

b blay 2090 Mgv 3020037
c. December 21, 2003 to January 9, 206047

Iypes of information

Part A

Part B

Part C

Code-Orange Alert
March 17 - April 16,

Code-Orange Alert
My 20 — May 3,

Code-Orange Alert
Dec. 21, 2003 -

20i3 N3
A %Yes ONo ODE OYes ONe ODK

Jan. 9, 2004
0 Yes OINo 0 DK

- Information on regional or secior-specific
ilreats

O Yes ONo O DK
O Ye: O Ke O DK

A Yes O Me O DK
OYes ONe ODK

O %es QMo OLK
A %Yes ONNo ODE

b Information on site or event=gpecific threats

¢. lnformation on threat time franses

d. Recommended messares for preventing
it idenis
& Bocommended mensures (o |-|.':1|!lu|.'||.’|if|'__'
io discidents
[ Orther types of information (Please specifis)

O%es ONo ODK | OYes ONe ODK | O Yes ONo ODE

O %es Mo O DK 3 Yes OMe ODK 0 Ye: O Mo QDK

O %es O Mo O DK 3 Yes OMe ODK B Ye: O Mo ADK

13. Please describe examples of ways in which proteciive measures implememed dunng the Code-Ormange alens (March
170 Apnl 16, 2003, May 20 w0 May 30, 2003, and December 21, 2003 1o January 9, 2004) benelfited yvour agency.

14. Please describe cxamples of ways in which your agency s operations were affected donng the Code-Orange alens
(March 17 1o April 16, 2003, May 2000 May 30, 2003, and Docember 21, 2003 o Janoary 9, 20047, such as longer
limgs For visitors or shifting of resources from normal operations

14
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Gy Survey on Threwt Alers

15, Did your agency receive confimation from component endities, offices, and/or personng that the additional protective
measures indicated inquestions 8b, Ec, and #d {on pages & through 103 were actnally implemented doning the HSAS
Code-Orange alen from;  (Please cieck ome answer in eaoh row.)

Code-Orange aler period

Yies Mo

Don't
kngw

a. March 1710 Apnl 16, 20037

b Moy 200 do May 30, 20037

c. December 21, 2003 (o January 9, 20047

If won answered “yes” for guy of the three Code-Oramnge alert periods in guestion 13 fa, b, or ¢}, please answer

guestion T6; othernise, skip to guestion T7:

16, How did vour agency receive confirmation that the pdditional proicciive measunes indicated in questions 8b, 8c, and
&d were actually implemented dunng the HSAR Code-Ormnge alen from: (Please oheck ome answer (" Tes ™, "No ™,
ar Dot Krow-00807) in eael row in each appiicable columi )

A, Magch 17 1o Aol 16, 206037
b Bday 20 qg Maw 302005
. ]

¢ Dogomberd], 2005 10 Jamery @ 20047

Part & Part B Part C
: Code-Orange Alert | Code-Ovrange Alert | Code-Orange Alert
Methad March 17 - April 16,| May 20— May 30, | Dee 21,2003 —
2003 2413 Jan, 9, 2004
o Hecetvad oral notification of implementation Ove: AN ADE | AOve awe opk | O ve: O Ne ADK
of profeciive insasunes = ] ) ~
b. Recerved wrtten setification of i 3 i E :
implementation of prodeciive mensunes C¥ee, DiNg LIEK | B-Yer TTHNo DK | O¥ecCINoEIDE
. lnspectad implementation of protective OYes AONo ADK |0 Yes ONe AODE O ¥es ANe 0ODK
eesEea C £ || 553 b
d. Oibver meethods (Plaase specifie )
OYe: ONo ODE | OYe: ONe ODE | O Ye: ONe QDK

Costs Incurred During the HSAS Code-Orange Alerts

17, Does yvour agency have any datn on actual or estimated additional securaty -related costs incnmed during the HSAS

Code-Orange alen period from March 17 g0 Apnl 16, 20037 (Please cleat only ome answer.)

1.0 Yes w  (Comtinge with guestion 18.)
2 O No W (Akip o question 23.}

38
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CiAd) Survey on Threst Alens

T preovide a comtext for axsessing additional costs incurred during the HNAN Code-Oramge alert period fron
March 17 o April 16, 2003, please ansower:
18, What wiere yvour agency ‘s total security-related costs forthe HSAS Code-Yellow aler peniod from February 28 io
March 16, 2003, that immedipely preceded the HSAS Code-Orange alent period from March 17 o Apnl 16, 20037

19, What additional security-related costs, il any, did vour agency incur Tor prodective measures implemenicd

specifically in response to the HSAS Code-Clrange alen period from March 17 to Aprl 16, 30037

(NOTE: For each category, please indicate whether the costs provided are actual or estitnated, or i wou " Don 't Know ™

cosls for the calegor.

For categories where no costs were nowrred, please st costs ax 300 [ costs by eategory cameot be provided, gne

“Leratied Yorad costs ")

Twpes af security-related costs

Cuestion |&
Total security-related costs for Cosle-Yellow
plert, Febmanry 28 to March 16, 20603

Cluestion 1%
Additional security-related costs for Code-
Ukramge alert, Aarch 17 to April 16, 2003

2. Personmel jog., saourity personmei,

O Achml casks

O Actunl costs

S O Estimaded cosix 5 O Estemated cosls £
5 O D't knew costs 3 Don't knew cosls
O Actual cosks O Actunl cosls
O Estimated costx b3 O Estimated costs £
O Don't know costs O Ihan't kmow costks
O Aciual cosks O Actual cosls
. (ither costs je.g., fravel satburg? O Estimated costs 5 O Esttmated costs &
O Dlon't know costs O [hon't know cosks
5 G O Aciual costs O Actual cosls
d. Girmnd tmiu] ewsty ircid s 2, B, 2 from O Egtimated costs % O Estimated costs %

atiewe)

O Don't know coss

O Dhan't know cosks

If pon provided data for actwal secarity-refated costs in guestions 18 andior 19, please answer guestions 20 and 21;

atferwise, skip fo guestion 12:

20, Please describe how vouwr agency determined the ofal andior additional secunty -related costs for the HEAS Code-
riod from harch 17

Yellow alen pernod from February 23 1o March 16, 2003 and/or the HSAS Code-Uinmge alert

o Apnil 16 2002 {c.g., linancial accounting sysiem, Microsofi Excel spreadshect).

1. Please brniedly list the procedures nsed by vour agency 1o review and cerily the reliability of this fnancial data (e.g.,

intermal anditing procedunes).

15
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Ay Survey on Threst Alens

If won provided data for estimated secarity-related costs in guestions 18 andior 19, please answer guestion 22;
atfrerwise, skip fo guestion 23:

12 Please briefly describe how voor agency developed the estimates for wial and/or additional seconiy-relaied cosis for
the HEAS Code-Yellow alen period from Febmary 28 (o March 16, 2003, and'or the HSAS Code-Orange alerd period
from March 17 to April 146, 2003,

23 Does your agency have any data on actual or estimated additional seourty-related costs incomed duaring the HSAS
Code-Orange aled penod from Mav 20 to BMay 30, 20037 (Please cheok onily one arawer |

1.0 Yes ™ (Comtinue with guestion 24.)
I ONo = (Nkipio question 29.)

T provide a comfext for assessing additional costs incurred during the HNAN Code-COrange alerd period from May
20 tor Moy 30, 2003, please answer:

4. What were vour agency s total security-related cosis for the HSAS Code-Yellow aled penod from Apnl 17 (o May
19, 2003, that preceded the HSAS Code-Orange alen period from May 2000 May 30, 20037

25, What additional security-related costs, if any, did vour agency incur for prodective measures implemenied
specifically in response to the HSAS Code-Oranee aled period from MMay 200 io May 30, 20037

(NOTE: For each category, please indicate whether the costs provided are actual or estitated, or {7 wou Dot Know ™
cosls for the categor:.

For categories where no cosis were fncwrred, please st costs as 300 1 cosis by eategory camot be provided, gne
“Leranied fodal costs ")

hestion 24 Chestion 25
Iypes of secunitysrelated costs Total security:reluted costs for Code-Y ellow Additionul security-related costs for Code-
mbert, April 17 to May 19, 3003 Orange abert, May 20 to Yoy 30 2003
z. Personmel jog., sacurity parsone, = 'l.u'.l.u':l g ke .1..ch|nl Dot
: O Estimaded cosis 8 O Eslrmated costs £
FRATEITY. O Don 't know eosts O Dhon't know costs
h. Equi pmentimaterials (o g, sorecning O Achml costs O Actunl costs
2 O Estimatod costs 5 O Estimated costs £
O Dlon ' know costs O [hon't kmow cosks
O Achml cosks O Actunl costs
o (hher costs Jeg, fravel adaingd O Estimaded cosis 5 O Estemated costs &
O Dlon't know eosts O Dhon't know costs
: R e O Aclual costs 3 Actual cosls
i l:"::_'.':lfmil COSES (I (e @ I €O o orimated costs 5 O Estimaled costs 3
O Don't know oosts O Dhon't Enow costs
17
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27

May 20 1o Mav 30, 2003,

CiAL) Survey on Threat Alens

If won provided data for actwal security-refated costs in guestions 24 andior 25, please answer guestions 26 and 27;
atfherwise, skip fo gquestion I8

Please descnbe how vour agency determined the iofal andor additionn] seounty -related costs for the HEAS Code-
Yellow aler penod from Apnl 17 o May 19 3003, andfor the HE3AS Code-Orange alen peniod from May 20 to May
0. 2003 (o g., financial accounting system, Microsofi Excel spreadshect)

Please briefly list the procedunes used by vour agency to review and cerify the reliability of this fnancial data (c.z.,
intermal anditing procedunes).

If won provided data for estimated secarify-related costs in guestions 24 andior 25, please answer guestion 28;
atfherwise, skip fo guestion 29

Please brefly describe how vour agengy developed the estimites for toial and‘or additional secunity-related costs for
the HEAS Code-Yellow alen peniod from Apnl 17 b0 Mav 19 2003, and'or the HSAS Code-Orange alen period from

15
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G0y Survey on Threat Alens

9. Docs your agency have any data on sctual or estimated additionnl seourty-related costs incumed during the HSAS

LCode-Orange alen pepiod from Decomber 212005 1 Ly 3, Z0047 (Please check only one answer. |

1.0 ¥es = (Comfinne with guestion 30.)
O No = (NEip io question 35.)

To provide a comtext for axsessing additional costs incurred during the HNAYN Code-Crange alert period from

Decewiber 21, 2003 fo Janwary 9, 2004, please answer:
30 What were vour agency s total security-related cosis Tor the HSAS Code-Yellow alert pened from Mav 31 1o

December 20, 20603, that preceded the HSAS Code-Orange alent penod from December 21, 2003 (o January 9, 20047

31 What ad

itinnal security-related costs, i any, did vour agency incur Tor prodective measurcs implemenicd

specifically in response 1o the HSAS Code-Oranee alen period from December 21, 2003 1o Jamuary 9, 20047

{NCTE: For each emegory, please indicate whether the cosis provided are actieal or estimated, or & vou Do 't Know ™

cosls foe the calegory.

For categaries where io cosis weve fncurved, please st costs as 300 [ costs by ealegory camnot be provided, gne

“Leratied Yoral costs ™)

Trvpes af security-related costs

Cluestion 30
Total security-relatesd costs for Cosle-Yellow
alert, May Bl to Dec 20, M3

Cluestion 31
Additional security-related costs for Code-
Orungee alert, Dec. 20, H0E to Jan 9, ML

v Personnel jeg., seouriy perranvet,
orertiee)

O Achml cosks
O Estimatod costs 5
O Don't know costs

O Actunl costs
O Eslimated costs 5
O Don't know cosls

b. Equi prsentimuaterials (o5, sorecning
o T saTplasiner dafaclian
mrakerial, iy vl fes

O Aciual costs
O Estimatad costx g
O Don't know oosts

O Actunl cosis
O Eximated cosls £
O Dhon't know costs

O Achml cosks

O Actunl costs

o Dhher costs g, fravel saiaingd O Estimated costs 5 O Estrmated costs £
O Don't know costs O Ihan't kmosw cosks
_ s e O Actual costs O Actual cosls
5 [::T:“-I_.1mil wosts fadld items @, B ¢ PR | O B imated costs ] O Estimated costs £
s O Don't know costs 3O Dot know costs
18
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G Survey on Threst Alens

If won provided data for actwal security-refated costs in guestions 30 andier 31, please answer guestions 32 and 33;
atfreriise, skip fo guestion 34:

Please descnbe how yvour agency determined the tofal andfor additiona] scounty -related costs for the HEAS Code-

Yellow alent period from Mav 31 to December 20, 2003, andior the HSAS Code-Ormange alent penod from December
21, 2003 1o Jamury 9. 2004 (e.g., Iinancial scoonnting system, Microsolt Excel spresdsheet).

313 Please briefly list the procedures used by yvour agency 1o review and cenify the reliability of this financial data (c.z.,
intermal anditing procedunes).

If won provided data for extimated secarity-related costs in guestions 30 andior 31, please answer guestion 34;
atfheriise, skip fo question 35:

34 Please briefly describe how vour agency developed the estimales for toial and/or additional seconiy-relaied costs for

the HEAS Code-Yellow alen period from May 31 to December 20, 2003, and'or the HSAS Code-Orange alen period
[rom December 21, 2003 1o January & 2004,

43
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Agency Notification Process

35, How did vour agency learn about the HSAS Code-Orange alen from
N7 e “Dan F Kaew-D8 ) e each row 1w eaclh codumi )

fPlease check one mswer " Ves ",

a. March 17 1o Aprl 16, 20037
b, May 20 io May 30, 20037

c. December 21, 2003 {0 Jamery 9, 20047

Ay Survey on Threst Alens

Part A Part B Part C
Method Code-Orange Alert | Code-Orange Alert | Code-Orange Alert
Betha March 17 - April 16, | May 20 — May 30, Dec. 21, 203 -
2003 i1k ] Jan. 9, 2004
a ”:I!I.'L:'I Jll.lllfll.:u.'lui":ll From TEHS (s via M Ves OHo ODE | B Ves ANe Ok | 39 ¥es oMo ADE
miedia sources )
b Dripect meiification by another Federal
entity, such as the White House or the FHI OYez ONo ODK | OYes OMoe ODK | OYes ONe ODK
{ v via mredia seurces)
c. Media sources OYez ONo ODK | OYes OMo ODK | OYes Oke ODK
d. Orther methads (Please specific)
OYezs Oo ODK | OYes OMo ODK | OYes ORe ODK

If pon ansvered “pes”™ that powr agency received direct notification from DHS for gug period in guestion 35 (Port
A, Part B, or Part C) above, please anowver grestions 36 and 37; ofhervwise, skip to guestion 38:

3. How did DHS notify vour agency about the HSAS Code-Orange alen Trom;
{PMease cheek one answer (Yes ", "Ne 7 ar “Don 't Know-DE7) e eaclh row i each applicable column, )

a. Mach 170 Apgl 16, 20037

h a2 Jaw 300 0037
c. Dgcomber 20, 2003 10 Tammeary @ 204"
Part A Part B Part C
Code-Orange Alert | Code-Drange Alert | Code-Orange Alert
hfethad March 17 - April 16, May 20 - May 3, Diec. 21, 2003 —
2003 2i4L3 Jan. 9, 2004
a Through your agency representatives al | mvoe My ADK | O Yes ONo ODK | O Yes ONe ODK
the: Homsekaid Security Operations Center
b Through a single offcial announcement o
all Federal agencies via telephone, E-mail, OYes OMo ODK | OYes ONo ODE [ OYes ORo ODK
o fay
¢ Through s individual agency message via = X
teleghone, E-mail, or fax OYes OMo ODK | OYes ONoe ODE [ OYes ORo ODK
d. Through an electronic communications
syatem, such as the Washinglon Arca O%es OMo ODK | OYes ONe ODE [ OYes ONo ODK
Wamning Aleri Svatem (WAWAS)
2 Oither methods (Please specific )
OYe: OMo ODE [ OYes ONoe ODKE [ OYes Oke ODK
21
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CiAd) Survey on Threst Alens

37, What typeis) of information was incheded in DHS s official notilication for the HSAS Code-Ommge alen from:
{Mease cheek one answer (“Yes ", "No 7 o “Don 't Know-D0E7) e each row i each applicable columij

. March 17 1o Apnl 16, 20037
b Mav 20 o May 30, 20037
c. December 21, 2003 {0 Jamery 9, 20047

Part A Part B Part C

Code-Orange Alert | Code-Orange Alert | Code-Orange Alert
March 17 - April 16, | May 20 — May 30, Dec. 21, 2003 —
2003 2UbLE Jan, 9, 2004

OYes ONo ODK | OYes OMo ODK | OYes Ole ODK

Blethad

A Motilcation only of a national threat-level

inegease
. l:iﬁ.'z.':i;] wnformation on homelund secarily | v Ny MK | @ Yes ANe ODK |0 Yes ONo ADK
g {;.‘:*:‘_‘IL‘:““”"‘ on regional or sector-specific | v, AN, ADK |OYes ONe ODK |OYes ONe ODK

. Tinformation on sibe of event-spacific

A%¥es OQHo ODE | OYes ONe DK [ OYes ONo ODK

tlreats
@ Information an threat thme frames OYe ONo ODK |OYes OMo ODE | OYes Ole ODK
i I:.:ﬂ:.:':?ﬂm MU L PVEE | o vee ONo ODK | OYes ONe ODK | OYes ONo ODK

2 Jl:l.'a.'lill!.'llil'll.'ll.dl.'d meensures for responding A ves Mo ADE | M Yes MHe =K | M Yes [ Ne [DE
Lo bncidents

h.

Other methods (Please specifi)

OYe ONo ODK | OYes ONo ODE | OYes Olo ODK

38, What types of information would yoor agency like to receve along with the notification of fulure national threat-level
clhunges? (Please check one answer i cack row.)

Dot

I'y e of information Yes Ma -

- lnforination on regional o sector-apecilic theeats

b Infiormation on gite or event-specilfic threats

. Information on threat me fanes

d. Recommaended mesares for preventing incidents

& Rocommended measures for responding o incidents

[ Oriher types of information (Please specifl)

45
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39. For gach of the meithods listed below, please indicate whether or not vour agency would like io be noiihicd of firture
changes in the mational threat-level through this method, (Please check one answer n each row_)

hlethod

Diain't

You Hn know

o Through yeur agency representatives al the Homeland Secarity Operations Center

b. Through a singhe afficial ansouncement 1o all foderal agencies via elephone, E-mail, or fax

e T ILI":‘-Il'__'I'I an ivdivicioal ERCNCY INERsRie Vi l:-u.'h.'|'l|l.u|.||.'. E-madl, or Fax

Svatem (WAWAS)

d. Through an electronic communications system such & the Washinglon Arvea Waming Alent

& Onher methods (Please specific)

Financial and Operational Challenges in Implementing HSAS Code-Orange Alert Measures

400 What financial challenges, if any, did vour agency face in responding 1o the HSAS Code-Orange alent From:

(Flease check one answer (“Tes

a. March 17 io Apnl 16, 206037
b Mav 20 4o Maw 30, 20037

c. Decomber 21, 2003 o Jamery 9. 206047

VT N o S Do ¥ Know -0 in each row in each columin.)

Part A Part B Part C
. Code-Orange Alert | Code-Ovrange Alert | Code-Orange Alert
Method March 17 - April 16, | May 20 — May 30, Dec. 21, 2003 —
2003 2013 Jan, 9, 3004
i {:-:::_.I‘l:-,_lf” !fll.l.lﬂl:w_.' aviilable 1o |:|'|:||!l|l.'.||x|'|l 0O %¥ez: OMNe CODE OYes ONe ODK | Oves ONe ODE
b Dridfcalty redirecting other fands 1o Mes Mo ADE | M ve ANe A0k | ®ve ANe ADE
sogcurity-related measures
¢ ].:l:ll'[L\.'IJ|[:. tracking cosls for mensures Ove: Oo A0 | O ves ONe 00K | 0O Ve SNe 00K
imiplemented
A Orther methods (Please specific)
AYes ONo ODK | OYes OMo ODK | OYes OlNo ODK

If won ansvered “pes” fo any financial challenge in rows g through g in guestion 40 (Part A, Pard B, or Part C)
ahove, please answer guestion 417 otherwvise, skip to guestion 42:

41. Brielly describe ong or more examples of financial challenges faced dunng the alens.
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42, Whad operational challenges, if any . did vour agency fce in responding io the HSAS Code-Orange alen from
(Please check ane answer (“Yes™, “No™, v “Don T Know-DK ) in each row in each column.)

@ March 17 1o Apnl 16, 206037
b May 20 10 May 30, 20037
c. December 21, 2003 to Jamery 9, 20047

Part A Part B Part C
Method Code-Orange Alert | Code-Orange Alert | Code-Orange Alert
Metho March 17 - April 16, | May 20 — May 3, Dec. 21, 2003 -
2003 N3 Jan, 9, 2004
i Insufficient misrmation on te threat O%e: ONo ODE | OYes ONe DD | O Ye: ONo 0ODK

b Insafficient number of available persenne AO%es Ao ODE | OYes ONe ODK [ OYes ORe ODK

¢ Insufficient training of personpel 1o
implement assigned messures

d. TsuiTicient equipment andfor materials O%es Ao ODKE | OYes ONe DK [ OYes ONe ODK

@ Technological or ather lmiations of
available eguipment andor materials

OYes Olo ODK | OYes OMe ODK | OYes Ole ODK

O%es Ao ODK | O Yes ONe DK [ OYes QMo ODK

[ InsufMicient facilities andfor space O%es OMo ODKE | OYes ONe ODK [ OYes ONo ODK
2. InsuiTicient guidance o implement Mves Mo ADE | M ves ANe A0K | ®ves MNe [DE
TGS

h. Lack of fedaral govermment-wide

OYez Olo ODK | OYes OMoe ODK | OYes Ole ODK
coardination

i Other (Please specifie)

OYez ONo ODK | OYes OMoe ODK | OYes ORNe ODK

If you answered “yes” to any operational challenge in rows a through i in guesiion 42 (Pari A, Pari B, or Part C}
aheve, lease answer question 437 otherwise, skip to guestion 44:

43, Briefly describe ong or more examples of operational challenges faced during the alens.
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A Survey on Threat Alens

44, IFvou have sy comments regarding any of the isswes covered in this questionnaire or have any odher commenis abont
protective measures, guidance, and costs for HSAS Code-Ormnge alens, please use the space provided.

Thank yvou for your assistance. Please return the questionnaire and, dependent on vour answers to
guestions 1, 5, 6, or 7, any accompanying documentation according to the instructions on page 1.

25
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